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NEUTRALIZING THE NUCLEAR AND RADIO- 
LOGICAL THREAT: SECURING THE GLOBAL 
SUPPLY CHAIN 


TUESDAY, MARCH 28, 2006 

U.S. Senate, 

Permanent Subcommittee on Investigations, 

OF THE Committee on Homeland Security 
AND Governmental Affairs, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 9:32 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Norm Coleman, 
Chairman of the Subcommittee, presiding. 

Present: Senators Coleman, Collins, Domenici, Levin, Akaka, and 
Lautenberg. 

Staff Present: Majority: Raymond V. Shepherd III, Staff Director 
and Chief Counsel; Brian M. White, Professional Staff Member; Jo- 
anna Ip Durie, Detailee, ICE; Mary D. Robertson, Chief Clerk; Le- 
land B. Erickson, Counsel; Mark L. Greenblatt, Counsel; Matthew 
S. Miner, Counsel; Cindy Barnes, Detailee, GAO; Kathy Kraninger 
and Allison Boyd (HSGAC/Collins); Henry Abeyta (Energy Comm./ 
Domenici); Minority: Elise J. Bean, Staff Director/Chief Counsel; 
Laura Stuber, Counsel; Richard Kessler (Akaka); Peter Vallario 
(Akaka); Madelyn Creedon (Armed Services/Levin); and Wendy An- 
derson (Lautenberg) 

OPENING STATEMENT OF SENATOR COLEMAN 

Senator Coleman. This hearing of the Permanent Subcommittee 
on Investigations is called to order. Good morning and thank you 
all for being here. 

Today we’ll be holding 2 days of hearings on perhaps the most 
important threat confronting our country: Terrorists acquiring and 
detonating a nuclear weapon in the United States. Have no doubt, 
this threat is real. 

The Director of National Intelligence, John Negroponte, starkly 
noted this threat in his public testimony last month. “Attacking the 
U.S. homeland, U.S. interests overseas, and U.S. allies,” he said, in 
that order, “are al-Qaida’s top operational priorities. . . . al-Qaida 
remains interested in acquiring chemical, biological, radiological, 
and nuclear materials or weapons to attack the United States, U.S. 
troops, and U.S. interests worldwide. In fact, intelligence reporting 
indicates that nearly 40 terrorist organizations, insurgencies, or 
cults have used, possessed, or expressed an interest in chemical, bi- 
ological, radiological, and nuclear agent or weapons.” 

( 1 ) 
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While the potential threat of a nuclear bomb is real, we cannot 
overlook the serious consequences that would result from a dirty 
bomb. For example, a dirty bomb constructed with Cesium-137, 
which is significantly less powerful than a nuclear weapon, deto- 
nated in New York, would wreak havoc, forcing millions to flee the 
city, and costing us billions in cleanup costs. It could close down 
Wall Street. 

A disturbing report from GAO that will be part of today’s hearing 
demonstrates significant vulnerabilities in our defenses against a 
dirty bomb and other terrorist’s threats.^ GAO investigators were 
able to smuggle enough radioactive source material to manufacture 
a dirty bomb across our northern and southern borders. 

However, there is both good news and bad news to this story. 
The radiation detectors correctly alarmed, signaling the presence of 
radioactive material. The Customs officers followed the proper pro- 
cedures as well. This is the good news. 

The bad news, however, is that the officers were fooled by fraud- 
ulent documents and didn’t have the mechanisms to verify the doc- 
uments. These are documents that my 20-year-old son could easily 
develop with a simple internet search using his computer at home. 
We cannot allow this potentially deadly material to transit our bor- 
ders with such ease. 

Following this report, I am pleased to report that DHS has done 
the right thing. They have acknowledged the vulnerability and are 
taking corrective action to ensure that we close this gap. The Nu- 
clear Regulatory Commission (NRC), however, does not appear 
ready to acknowledge that this is a problem, and I disagree with 
that. It is a problem when it is tougher to buy cold medicine today, 
after what we did with the Combat Meth Act — than it is to acquire 
enough material to construct a dirty bomb. 

Many experts, including one here this morning, believe that a 
maritime container is the ideal platform to transport nuclear radio- 
logical material or a nuclear device into the United States. Since 
90 percent of global trade moves in maritime containers, we can 
not allow these containers to be utilized to transport weapons of 
mass destruction. The consequences of such an event would be dev- 
astating to our way of life and our economy. 

Therefore, it is imperative that we look at these issues holis- 
tically, neutralizing the radiological and nuclear threat and secur- 
ing the global supply chain. We must, first, secure, detect, and 
interdict nuclear and radiological materials, and second, ensure the 
global supply chain is secure. 

Our defenses against this threat must start overseas. The first 
line of defense is securing source material in Russia and the former 
Soviet Union states. Simultaneous to securing the material at the 
source, our second line of defense must be to detect and interdict 
this material if it falls into the hands of a terrorist or if an insider 
tries to sell this material to a terrorist or a terrorist network. 

These initiatives push our borders out, yet concurrent with these 
efforts, we need to secure material in the United States and detect 
and interdict material at our ports of entry. The borders of the 
United States must be the last line of defense. Collectively, this 


^ See Exhibit 5 which appears in the Appendix on page 359. 
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layered strategy will bring us closer to preventing the nightmare 
scenario — a terrorist with a nuclear weapon. 

For the past 2 years, the Subcommittee has conducted an exten- 
sive investigation into global supply chain security and our layered 
defenses against nuclear terrorism. Today, in the first of our two- 
part hearing, we will address this layered approach to detect and 
interdict potential smuggling attempts — ^both abroad and domesti- 
cally — as well as our efforts to secure the material domestically. In 
the second part of the hearing, on Thursday, we will focus on global 
supply chain security. 

I want to take this opportunity to thank Ranking Member Levin, 
Chairman Collins, Senator Lieberman, and Representative Dingle 
for their support and interest in this important subject. Preventing 
nuclear terrorism and securing our Nation’s ports demands a bipar- 
tisan and bicameral approach. 

I will note that Chairman Collins will be conducting a hearing 
on the broader issue with the full Committee. She authorized the 
GreenLane Maritime Cargo Security Act. This is really the holistic 
approach, and I appreciate her leadership on this issue. And I ap- 
preciate the opportunity for this Subcommittee to take a piece of 
it. 

The Government Accountability Office has laid the groundwork 
for today with three superb reports. ^ Collectively, the reports detail 
many positive steps taken by the U.S. Government to address these 
issues, but more importantly, note several gaps in our defense. Spe- 
cifically, 4 V 2 years after September 11, less than 40 percent of our 
seaports have basic radiation detection equipment. This is a mas- 
sive blind spot. Pervasive corruption poses a significant challenge 
to our detection efforts. 

And the Nuclear Regulatory Commission, I believe, remains in a 
pre-September 11 mindset in a post-September 11 world. For exam- 
ple, the NRC has yet to implement even the most basic of reforms 
to secure radiological material, which I believe the GAO set forth 
in 2003. And I anticipate asking the GAO about that today. 

These issues must be addressed with a sense of urgency. We 
must close the gap at our ports. The NRC must reform the proc- 
esses by which anyone can acquire radiological material. And the 
National Nuclear Security Administration must continue to aggres- 
sively build safeguards against corruption. 

I would like to welcome Governor Kean, former Chairman of the 
distinguished 9/11 Commission, and Commander Flynn, to our 
hearing today. Our hearing will address the efforts to prevent the 
smuggling of nuclear and radiological materials, the disturbing fact 
that less than 40 percent of maritime containers entering the 
United States are screened for radiation, and the ability of under- 
cover GAO investigators to use fraudulent documents to transport 
enough radiological material across the border to construct a dirty 
bomb. I look forward to your testimony and an engaging hearing. 

I would like to turn to my Ranking Member. I do know Chair- 
man Collins has to be covering the floor on major legislation. But 
I’ll turn to, I think. Senator Levin. 


^See Exhibits 3, 4, and 5 which appear in the Appendix on page 222, 301, and 359, respec- 
tively. 
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Senator Levin. Well, Madam Chairman, if you’re going to cover 
the floor, please go ahead. Thank you, though. Thank you, Mr. 
Chairman. 

OPENING STATEMENT OF CHAIRMAN COLLINS 

Chairman COLLINS. Thank you. Senator Levin, for your courtesy. 
As you’re aware, the Lobby Reform Act is on the floor today. We’re 
in the midst of trying to work out the final negotiations to allow 
us to finish that bill today. So I very much appreciate your cour- 
tesy. 

I want to commend both the Chairman and the Ranking Member 
for their efforts to strengthen the security of our ports by securing 
the global supply chain. If terrorists were to obtain nuclear mate- 
rial and smuggle it into this country, the consequences would be 
catastrophic: A tremendous loss of life and a crippling blow to our 
economy. 

As we learned after the attacks on our country on September 11 
when all commercial aircraft was grounded for a time, it is un- 
doubtedly true that an attack on one port would result in all ports 
being closed for a period of time. That would quickly deliver a crip- 
pling blow to our economy. 

The Chairman’s work builds on the hearings that the full Com- 
mittee has held on this challenge, beginning 3 years ago. And I 
commend you for your in-depth investigation into this issue. 

Many security experts, including the two experts that are before 
us on the first panel, have warned that a weapon of mass destruc- 
tion is most likely to be smuggled into our country via a marine 
container. The number of containers entering this country con- 
tinues to grow by more than 10 percent per year. In fact. Customs 
and Border Protection’s latest estimate is that the number arriving 
by ship exceeds 11 million. Just a couple of years ago when we 
were discussing this issue, it was 9 million. Now it’s more than 11 
million. 

Given current technology and the sheer volume of traffic, we sim- 
ply cannot physically search every container without bringing trade 
to a standstill. The U.S. Government cannot follow every container 
throughout its global journey, nor can the government track every 
container and every piece of cargo along the roads, rails, and air- 
ways that bring them to the ports. 

What we need is a public/private partnership — that was the pur- 
pose of the C-TPAT program — and also a partnership with other 
countries, as we have with the Container Security Initiative (CSI). 
But previous work done by this Committee and by this Sub- 
committee have shown that those programs, while well-conceived, 
have been flawed in their implementation. Indeed, through CSI, 
only 17.5 percent of high risk cargo targeted for additional inspec- 
tion actually receives it before being loaded onto ships and sent to 
our shores. 

We are making some progress in deploying radiation portal mon- 
itors at our ports. I recently visited the Port of Seattle and saw the 
trucks rolling through these monitors. I was impressed with the 
speed. There are quite a few false positives, sometimes caused by 
kitty litter and marble, but they certainly are a step in the right 
direction. 
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But as I watched the trucks with the containers rolling through 
the nuclear detectors, I couldn’t help but think that it’s too late by 
that point. If there is nuclear material or the makings of a dirty 
bomb in one of these containers in Seattle, we have failed. We need 
to install radiation detection equipment overseas, at the ports of or- 
igin. That is just critical. 

But we must be mindful that even if the equipment is func- 
tioning properly and in the right place, if it’s not administered ef- 
fectively, the program will not be a success. We see evidence of this 
concern in the Government Accountability Office reports that the 
Chairman has commissioned. These reports indicate that corrup- 
tion and the use of false documents are a problem overseas — find- 
ings that are very troubling. It tells me that we need to have more 
of our own agents and inspectors stationed at foreign ports, and we 
need to make this a priority. 

Again, Mr. Chairman and Senator Levin, thank you for your 
courtesy in allowing me to proceed. I will be watching the hearing 
from afar as I continue the negotiations. Thank you. 

[The prepared statement of Senator Collins follows:] 

PREPARED STATEMENT OF SENATOR COLLINS 

Thank you, Mr. Chairman. I commend you for your efforts to strengthen the secu- 
rity of our ports by securing the global supply chain. If terrorists were to obtain nu- 
clear or radiological material and smuggle it into this country, the consequences 
could be catastrophic: a tremendous loss of life and a crippling blow to our economy. 
Your important work builds on hearings the full Committee has held on this chal- 
lenge beginning three years ago. 

Many security experts, including notably Governor Kean and Dr. Flynn, who will 
testify this morning, warn that a weapon of mass destruction is most likely to be 
smuggled into our country via a marine container. The number of containers enter- 
ing this country by sea continues to grow by more than 10 percent per year. In fact. 
Customs and Border Protection reports that in fiscal year 2005, the number arriving 
by vessel was more than eleven million. 

Given current technology and the sheer volume of traffic, we cannot physically 
search every container without bringing trade to a standstill. The United States 
government cannot follow every container throughout its global journey, nor can it 
track every container and every piece of cargo along the roads, rails, and airways 
that bring them to ports. No one nation can secure the international supply chain. 

For that reason, executive branch agencies engage in global initiatives to detect 
and interdict the illegal transport of nuclear and radiological materials through pro- 
grams such as the Department of Energy’s Second Line of Defense. The deployment 
of radiation detection equipment overseas, at the borders of nations that are the 
most likely source of illicit nuclear materials, is a proactive investment in our na- 
tional security. It is in every nation’s best interest to stop smuggling efforts as close 
to their source as possible. 

The United States has set a policy of zero tolerance for the arrival of weapons 
of mass destruction at our borders. That includes a plan to deploy radiation detec- 
tion technology at all 380 sea, land, and air ports of entry. The intent is to scan 
all containers and vehicles entering our country for radiation by 2009. I am inter- 
ested to hear from our witnesses today about the appropriate mix of detection tech- 
nologies deployed overseas versus at domestic ports of entry. Clearly, we should de- 
tect and interdict these dangerous materials as far from the United States as pos- 
sible. It may well be too late if a weapon of mass destruction were discovered at 
one of our major seaports, such as Seattle or Los Angeles. 

Just a few weeks ago, I visited both of those ports. The physical size of these fa- 
cilities and the amount of activity that takes place are startling. So too is the prox- 
imity of these ports to major population centers. The Port of Seattle is in the midst 
of a large urban population, with two stadiums nearby and ferries carrying thou- 
sands of passengers each day. The consequences of an attack at a port like Seattle 
would be catastrophic. 

In improving port security, we are always mindful of the need to avoid hampering 
the flow of legitimate goods. While in Seattle, I watched a line of trucks pass 
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through the portal monitors exiting a terminal. I was impressed with the speed at 
which the trucks were able to move. While the current technology is not perfect, 
CBP has proven that radiation monitors can be deployed without significantly im- 
peding the flow of commerce. I also noted the small footprint required to install the 
equipment, which seemed to fit naturally into the flow of the traffic. While terminal 
operators use every inch of possible space to move more containers, they need only 
travel to Seattle and other places where the equipment is installed to see that secu- 
rity can be increased without sacrificing commercial flow or space. 

While progress has been made in deploying a global network to detect and inter- 
dict nuclear materials, we will hear today from the Government Accountability Of- 
fice about continuing challenges. Clearly, in order to be effective, equipment de- 
ployed must be properly used. Reports of corrupt personnel at certain foreign border 
stations and ill-functioning equipment undermine the effectiveness of these pro- 
grams. 

In closing, I wish to voice my support of Secretary Chertoff s decision to make nu- 
clear detection and interdiction a priority through the creation of the Domestic Nu- 
clear Detection Office last year. The GAO’s preliminary findings indicate this office 
has made positive contributions already. Its mission is too important to fail. 

Senator Coleman. Madam Chairman, again, thank you for your 
leadership on this issue. And, I know it’s going to make a dif- 
ference. This Subcommittee is pleased to be doing its piece, its 
small piece. But we really do applaud your overall leadership. So 
I want to thank you for that. 

Ranking Member Levin. 

OPENING STATEMENT OF SENATOR LEVIN 

Senator Levin. Mr. Chairman, thank you particularly for the 
great leadership that you’re showing in an area which is of critical 
importance to our Nation, and for your focus of this Subcommittee’s 
attention on the smuggling of nuclear and radiological materials 
across international borders. 

The International Atomic Energy Agency has estimated that as 
of the end of December 2004, there were approximately 660 known 
attempts to smuggle nuclear or radiological materials across bor- 
ders worldwide. Now, those efforts were the ones that have been 
discovered, and logic dictates that many other attempts have been 
made and may have succeeded. And just how many is unknown. 

The damage which a small amount of nuclear material can do is 
incredible. Plutonium metal the size of this water glass can destroy 
a city. It can be easily carried, without danger to the carrier until 
it is part of a nuclear explosion, so that a very easily carried hunk 
of plutonium this size can destroy Washington, or any other city, 
and can be easily transported without danger to the person who is 
carrying it. 

So the vulnerability of our country is clear. The Government Ac- 
countability Office will testify today that on two occasions during 
the last year, using personnel posing as importers, it managed to 
transport radioactive sources across our Nation’s border. And the 
ease with which the GAO was able to move these materials into 
the United States should be an alarming wake-up call to all of us, 
in particular to the Department of Homeland Security, but to all 
Americans, about the extent of our vulnerability. 

The Chairman and Senator Collins have described the dangers 
and the threats to U.S. security by these materials, and I will not 
repeat this. And I only regret that I’m going to have to leave in a 
few minutes for a White House commitment or else I surely would 
want to be here for the entire hearing, Mr. Chairman. 
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But again, I just want to ask that my entire statement be made 
part of the record. 

Senator Coleman. Without objection. 

Senator Levin. And thank you for your ongoing and your con- 
tinuing leadership in this and so many other areas. 

[The prepared statement of Senator Levin follows:] 

PREPARED STATEMENT OF SENATOR LEVIN 

I commend the Chairman for his leadership in focusing this Subcommittee’s atten- 
tion on the smuggling of nuclear and radiological materials across international bor- 
ders, which is a real and ongoing threat to the national security of the United 
States. The International Atomic Energy Agency has estimated that as of the end 
of December 2004, there have been approximately 662 known attempts to smuggle 
nuclear or radiological materials across borders worldwide. These efforts are the 
ones that have been discovered. Logic dictates that many other attempts have been 
made and may have succeeded — just how many is unknown. 

The vulnerability of the United States to this threat is clear. The Government Ac- 
countability Office will testify today that, on two occasions during the last year, 
using personnel posing as importers, it managed to transport radioactive sources 
across our nation’s borders. GAO’s ease in moving these materials into the United 
States should be an alarming wake-up call to the Department of Homeland Security 
and to all Americans about the extent of our vulnerability. 

Smuggling nuclear and radiological materials presents two distinct threats to U.S. 
national security. The first and the most serious threat is that weapons grade nu- 
clear material in quantities sufficient to build an improvised nuclear explosive de- 
vice are smuggled undetected into U.S. territory. An improvised nuclear device con- 
structed and detonated by individuals with technical knowledge could result in mas- 
sive casualties and widespread physical and economic damage. 

The second threat is smuggled radiological materials which are incorporated into 
a dirty bomb which, when detonated, could cause widespread contamination. Imme- 
diate casualties resulting from a dirty bomb would probably be those killed or in- 
jured as a result of the explosion itself. A secondary consequence would be that the 
radiological material would likely contaminate a large area and result in major eco- 
nomic damage, disruption, and an expensive cleanup. 

These serious consequences demand that serious effort be taken to prevent nu- 
clear and radiological materials from falling into the hands of terrorists, criminals, 
or other non-state actors. 

Since the fall of the Soviet Union, the Departments of Energy, Defense and State 
have worked to secure and consolidate nuclear and radiological materials in Russia 
and the States of the former Soviet Union. More recently, the United States, Russia 
and the International Atomic Energy Atomic Agency, have expanded their efforts to 
address radiological and nuclear materials at risk around the world. Governor Kean 
notes in his prepared testimony a concern about the slow rate at which these nu- 
clear weapons and materials have been secured. The data suggests that it will take 
another fourteen years before the material in just the former Soviet Union is fully 
secured. 

In 1998, after recognizing the possibility that materials could be stolen or illegally 
diverted, even from secure sites, DOE, DOD and the DOS, working with Customs, 
initiated the Second Line of Defense program to detect and interdict nuclear and 
radiological materials at border crossings. These are the programs which will be dis- 
cussed today. 

More recently, the Department of Homeland Security has worked to improve U.S. 
capabilities to detect and interdict nuclear and radiological materials at U.S. land 
borders and seaports, and initiated new programs, such as the Container Security 
Initiative (CSI), and the Customs Trade Partnership Against Terrorism (C-TPAT), 
which will be the subject of Thursday’s hearing. 

Today, we need to understand the nature of the threat, including who is working 
to smuggle these materials into the United States and elsewhere, where is the ma- 
terial coming from, where are the vulnerabilities and greatest risks, what is being 
done, and what more can be done to stop the smuggling. One note of caution is that, 
as we consider how to stop nuclear smuggling by inspections and other means, we 
must also consider the needs of legitimate commerce to keep goods moving. 

The GAO reports show that much more can and should be done to secure nuclear 
materials where they are stored, and to prevent these materials from moving across 
international borders illegally. The nuclear threat is one of the gravest facing this 
country and the world. The Administration and Congress must provide more re- 
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sources, more effective attention to the problem, and more international cooperation 
with our friends and allies to stop the illegal trafficking of nuclear and radiological 
materials worldwide. 

Senator Coleman. Thank you, Senator Levin. I want you to 
know I have a newfound appreciation for the concern about gar- 
bage being transported into Michigan after reading the report and 
listening to your concerns. And I am hopefully that of all the issues 
we address, it’s one that wasn’t high on my radar screen until I 
kind of looked at pictures of material coming in where you couldn’t 
see anything. 

And sometimes the most obvious stuff is the stuff we ignore until 
it’s too late. So I just wanted you to know that you have awakened 
the consciousness of this Chairman on an issue that I know has 
been of great concern to you. 

Senator Levin. I really appreciate that. Thank you, Mr. Chair- 
man. We’ll get into that on Thursday. 

Senator Coleman. Senator Domenici. 

OPENING STATEMENT OF SENATOR DOMENICI 

Senator Domenici. Senator and Mr. Chairman, I came today and 
probably would not be able to spend as much time as I would like. 
But I thought I would share a few thoughts on this issue of supply 
chain. 

It might not be within the immediate recollection of even our dis- 
tinguished Chairman that the supply chain of dangerous compo- 
nents as part of a nuclear bomb’s potential really fell upon the 
world when Russia and the United States decided that the Cold 
War was over. There was a period of time when nobody knew how 
badly Russia had turned loose the controls they had over material 
that was dangerous. I mean, it was, Mr. Chairman, literally beyond 
belief 

The way the Russians secured things was to have a secret city 
in which all of these items of danger were cast about and used. 
And the security was not like what we worry about. It was a ring 
of soldiers. So in other words, a general was in charge of securing 
it with the troops. 

And, the troops at a point in time started disappearing. I think 
you all remember that. You even alluded to it one time in a speech 
that there were no more soldiers guarding these places. They just 
decided to go home. 

Well, literally, the supply chain was open. And it was open for 
a long time. And frankly, the United States didn’t know what to 
do about it, to be honest. We had a strange philosophical dilemma 
up here. Maybe I would say neo-conservatives would say don’t pay 
the Russians anything to clean up their mess; you’re giving them 
our money. You know that. You know who they were. Others said, 
it is so risky, we’d better pay them. Even if it’s our money going 
to them and they’re not necessarily our friends yet, we’d better do 
something. 

I give you this background because to get where we are, we have 
gone through the passage of a law called Nunn-Lugar which we 
just plunked down upon this issue as I just reviewed it for you. 
And we said, we’ve got to do something about the issue. 
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And believe it or not, although it worked, anybody that has read 
its history will know that it had a devil of a time working. And if 
you were reviewing it now, Mr. Chairman, you would find that it 
had so many failures because of bureaucracy that it would frighten 
you — who stopped it, who started it, who wouldn’t do it. 

Then we had the issue of who pays for it. Well, you understand 
much of your testimony is we need more money, as I read what you 
have to say. Well, we had a problem of the Defense Department 
wasn’t quite sure that as this grew, that it should come right out 
of the defense budget to pay for cleaning up the stockpile of the So- 
viet Union and to build security apparatus so you couldn’t steal 
their stuff and circulate it around the world. Why should the mili- 
tary pay? 

We have now spent more than $10 billion, if you’re interested, 
on that, and we have invented a whole new system for them that 
we have put in place through the Material Protection Control and 
Accountability. It is literally an American-built system that says to 
the Russian — that’s where most of this stuff is, you understand; 
that’s where it came from — it says, let’s build ways that we can at 
least know where the equipment is. Take stock of it. 

I had an incident — I was there once and they were showing me 
that we now do have some cameras to take pictures that show you 
who came in, who came out. And I looked up, and there was a neat 
little camera there. And I saw the little purchase — little thing ad- 
vertising it, and it said, “Made in Albuquerque, New Mexico.” 
Which probably meant the Sandia Laboratory guys were doing a 
good job building cameras and things. 

In any way, that concluded with an astronomical effort on the 
part of the United States, and I was very pleased to lead it, where 
we decided to purchase, for $350 million 500 metric tons of highly 
enriched uranium. Now, that’s highly enriched. And you’ve got to 
down-blend to use it. It’s ready for bomb work. 

We bought it. It is what is feeding our nuclear power plants in 
the United States right now. We bought it. We get it from them 
under a great agreement. They get paid. But the United States is 
paying a lot of money into the Russian coffers to get that. But 
guess what it did? It prevents the building of 20,000 warheads. 
That’s what that did. 

Now, that’s not your problem of stealing it across borders. That’s 
a big macro global problem. But that’s pretty good work. We also 
bought 38 tons of pure plutonium at the same time in that same 
deal and said, if we can change its form so it can never be used 
in a bomb again, we’ve done something to inhibit the supply chain 
in a dramatic way. 

So my advice, for what it’s worth, to those who observed this, 
and you, Mr. Chairman, as you work on this, is to make sure you 
try to understand how difficult it is for those who you’re calling 
upon to be participants to find their role within their departments. 
Because they have to find the money, too. And they have to justify 
it. 

It’s still there as to who wants to voluntarily come up with the 
money and who’s saying, why should I come up with it. And I think 
we’re coming full circle again, and I’m not there yet but I’m saying 
close, as to how much of our money should we be giving them to 
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do their cleanup and to do their security work when they’re doing 
pretty well now with lots of oil and gas money. 

That’s going to come into battle, and it probably is being felt 
there in the State Department and probably impacting on some of 
the things you think might be happening. Thank you very much. 

Senator Coleman. Thank you, Senator Domenici. 

Senator Akaka. Oh, I’m sorry. I didn’t see Senator Lautenberg. 

OPENING STATEMENT OF SENATOR LAUTENBERG 

Senator Lautenberg. As all of us are called upon for so many 
other things, this is great importance and we’ve got to be able to 
devote some time for it. But we are being — I want our expert wit- 
nesses to know that the distinguished Chairs do not suggest a lack 
of interest. But Mr. Chairman, I thank you for calling this hearing 
and having this focus on what’s described as the greatest threat to 
our national security in the nuclear materials that could be used 
for weapons of incredible destructive destruction. 

As the report issued by the 9/11 Commission — we’ve just turned 
on the clock, Mr. Chairman; that’s a note of interest, if you don’t 
mind. Thank you — I’m the first among equals here — that Governor 
Kean, a dear friend and colleague in government for so many years 
and who has made such a great contribution to our country by his 
leadership on the 9/11 Commission as well as so many other things 
that go on in our State and our country, the report card that was 
issued by the 9/11 Commission last year gave the Bush Adminis- 
tration a grade of “D” for its efforts to secure nuclear materials 
around the world. 

The Commission’s report said, “Countering the greatest threat to 
American security is still not the top national security priority of 
the President and the Congress.” And I recall, Mr. Chairman, when 
we were talking about budget for DHS and I made reference to 
Governor Kean’s suggestion or recommendation that money for se- 
curity grants be distributed based on risk, well, we had a vote on 
this Committee and the issue lost 15 to 1. Guess who the one was. 

So the question is: How seriously are we going to take these 
threats? How much political interest is entered into the equation? 
I think a lot. But these nuclear terror threats are still out there, 
and nuclear materials could be smuggled into our countries 
through one of our greatest vulnerabilities, our ports. 

And if you look at the port of New York and New Jersey and see 
the activity there, you just know that there’s a momentum created 
by the transfer of materials that could obscure or hide lots of 
things that we wouldn’t like to see in our area. Some 9 million 
cargo containers enter our ports every year, and almost 3 million 
in the port of New York and New Jersey alone. But we still inspect 
only 5 percent of these containers. Five percent. Unacceptable, 
given the threats that we face. 

And I share the belief that we need to inspect or scan all con- 
tainers that enter our country. And no longer is it a thought that 
it can’t be done. It can be done. We’ve seen it in places like Hong 
Kong, and we see it in other areas where attempts to create scan- 
ning machinery are bearing fruit. 

And I strongly support the amendment that my colleague. Sen- 
ator Menendez, offered to the budget resolution to require 100 per- 
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cent screening. The alternative is to continue to rely on intel- 
ligence, the same intelligence that President Bush relied on in de- 
termining whether Iraq had weapons of mass destruction. And we 
now know that we can’t afford to he wrong again. 

One nuclear device smuggled into Port Newark in New Jersey 
could threaten the lives of 12 million Americans. Threats from 
other weapons of war, like chemical, biological, could similarly cre- 
ate havoc in unimaginable proportion. But we know that this item 
under discussion can certainly do that. 

Since 1991, the United States has invested approximately a bil- 
lion dollars a year to monitor reactors in the former Soviet bloc 
from illegal transfer of nuclear materials. Today those reactors are 
considered relatively secure, but it’s believed that almost 50 reac- 
tors in other countries still lack adequate security. And most of 
them are in China, Ghana, Pakistan, and Uzbekistan, according to 
a list compiled by the International Atomic Energy Agency. There 
are also research reactors in countries hostile to America, including 
Iran and North Korea. 

Mr. Chairman, our Nation can do better than a grade of D. We 
know that we can do better than inspecting 5 percent of cargo 
containers. The Administration needs to heed the warnings of the 
9/11 Commission and make this a top national security priority 
with the funding and the mandate that accompanies that. Thank 
you very much. 

[The prepared statement of Senator Lautenberg follows:] 

PREPARED STATEMENT OF SENATOR LAUTENBERG 

Mr. Chairman, thank you for calling this hearing and giving us an opportunity 
to learn more about the greatest threat to our national security — nuclear materials 
that could be used to build weapons of mass destruction. 

The report card issued by the 9/11 Commission last year gave the Bush Adminis- 
tration a grade of “D” for its efforts to secure nuclear materials around the world. 

The Commission’s report said, “Countering the greatest threat to America’s secu- 
rity is still not the top national security priority of the President and the Congress.” 

Nuclear terror threats are still out there — and they could be smuggled into our 
country through one of our greatest vulnerabilities: Our ports. 

Some nine million cargo containers enter our ports every year — almost three mil- 
lion in the Port of New York and New Jersey alone. 

But we still inspect only five percent of these containers. Five percent. That is 
unacceptable given the threats we face. 

I believe we need to inspect or scan all containers that enter our country. The 
alternative is to continue to rely on intelligence — the same intelligence that Presi- 
dent Bush relied on in determining whether Iraq had weapons of mass destruction. 

We can’t afford to be wrong again. One nuclear device smuggled into Port Newark 
in New Jersey could threaten the lives of 12 million Americans. 

Since 1991, the U.S. has invested approximately one billion dollars a year to pro- 
tect reactors in the former Soviet bloc from illegal transfer of nuclear materials. 

Today, those reactors are considered relatively secure. But it is believed that al- 
most 50 reactors in other countries still lack adequate security. 

Most of them are in China, Ghana, Jamaica, Pakistan and Uzbekistan, according 
to a list compiled by the International Atomic Energy Agency. 

There are also “research” reactors in countries hostile toward the United States, 
including Iran and North Korea. 

Mr. Chairman, our nation can do better than a grade of “D.” We can do better 
than inspecting five percent of cargo containers. 

The Bush Administration needs to heed the warning of the 9/11 Commission, and 
make this a top national security priority. 

Thank you, Mr. Chairman. 

Senator Coleman. Thank you. Senator Lautenberg. Senator 
Akaka. 
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OPENING STATEMENT OF SENATOR AKAKA 

Senator Akaka. Thank you very much, Mr. Chairman. I want to 
commend you for holding this hearing, which is very important to 
me and to all of us. I want to tell you it’s a pleasure in welcoming 
our distinguished and qualified witnesses this morning. 

Mr. Chairman, I have a longer statement, and I’ll ask that it be 
entered into the record. 

Senator Coleman. Without objection. 

Senator Akaka. I’m pleased that we are addressing the critically 
important issue of nuclear and radiological security. Over the past 
few years. I’ve requested several GAO reports that have identified 
insufficient efforts by the Federal Government to secure and dis- 
pose of radioactive sources, both domestic and internationally. 

Going back to early 2003, GAO reported to me problems with the 
Nuclear Regulatory Commission’s documentation and licensing, 
which according to GAO’s testimony remain a problem to this day. 
This is shocking. And I will be discussing with the NRC why this 
is so and why haven’t they implemented the corrective regulations 
they pledged to do at that time. I also successfully added a provi- 
sion to the Energy Policy Act of 2005 designed to help secure radio- 
logical sealed sources in the United States. 

I have some continuing concerns. I’m particularly concerned 
about the nuclear and radiological security at our Nation’s ports 
because commercial harbors play a critical role in the economy of 
my home State of Hawaii. My State receives 98 percent of the 
goods it imports via sea. Hawaii has been successfully using radi- 
ation portal monitors at its seaports and airports to screen inter- 
national cargo and mail. 

However, identifying radioactive sources at our borders and ports 
of entry must be our last line of defense in a layered approach that 
begins overseas. To be secure, we must identify, interdict, and se- 
cure radioactive sources and nuclear materials at their point of ori- 
gin before they ever reach our shores. 

However, as I looked over the findings GAO will present today, 
I am troubled about the lack of accountability for programs and 
duplication of effort. The Federal Government has spent more than 
$178 million to provide 36 countries with radiation detection tech- 
nologies that are not being used as efficiently nor as effectively as 
they should. Congress needs specific performance measures, cost 
estimates, and timelines for international nuclear detection pro- 
grams. 

I’m also concerned about the possibility of duplicative programs 
in the newly established domestic nuclear detection office and the 
National Nuclear Security Administration in the area of radiation 
detection technologies. The new DNDO runs the risk of becoming 
another layer of bureaucracy on a crowded organizational chart, 
duplicating technologies being developed elsewhere in the Federal 
Government, and siphoning off scarce science and technology funds 
from other programs. 

Mr. Chairman, I look forward to hearing the testimony of our 
witnesses. Thank you very much. 

[The prepared statement of Senator Akaka follows:] 
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PREPARED STATEMENT OF SENATOR AKAKA 

Thank you, Mr. Chairman. It is a pleasure to see so many distinguished and 
qualified witnesses appearing before the Subcommittee today. 

I am pleased that we are addressing the critically important issue of nuclear and 
radiological security. Over the past few years, I have requested several Government 
Accountability Office (GAO) reports that have identified insufficient efforts by the 
federal government to secure and dispose of radioactive sources both domestic and 
internationally. 

In early 2003, the GAO reported to me problems with the Nuclear Regulatory 
Commission’s (NRC) documentation and licensing, which according to GAO’s testi- 
mony, remain a problem to this day. This is shocking, and I will be discussing with 
the NRC why corrective regulations have not been implemented, as they pledged to 
do. 

I also successfully added a provision to the Energy Policy Act of 2005 designed 
to help secure radiological sealed sources in the United States. 

However, today we are here to discuss the potential of radiological material cross- 
ing our borders. And, according to the testimony GAO will present today, as a na- 
tion the federal government isn’t doing enough to protect our citizens against this 
threat. 

A nuclear or even a “dirty bomb” attack on American soil would cause unimagi- 
nable destruction to our society. I am particularly concerned about the nuclear and 
radiological security at our nation’s ports because commercial harbors play a critical 
role in the economy of my home state of Hawaii. My state receives 98 percent of 
the goods it imports via sea. Hawaii has successfully been using radiation portal 
monitors at seaports and airports to screen international cargo and mail. However, 
I am troubled that the Department of Homeland Security’s plan to deploy additional 
detection technologies has been delayed, and now faces a projected $342 million 
overrun. 

Detection technologies used at US ports are the last layer of defense. The simple 
fact is that if a nuclear device is already in the US, it’s too late. Furthermore, many 
of these detectors can be defeated by effective shielding techniques. The difficulty 
associated with detecting nuclear or radiological materials and responding to these 
threats when they are already present in the United States underscores the impor- 
tance of preventing these dangerous materials from being smuggled into the United 
States in the first place. 

Identifying radioactive sources at our borders and ports of entry must be our last 
line of defense in a layered approach that begins overseas. To be secure, we must 
identify, interdict, and secure radioactive sources and nuclear materials at their 
point of origin before they ever reach our shores. However, as I read over the find- 
ings GAO will present today, I am troubled about our lack of capability in this area. 

My first concern is one of accountability. Our nation has spent more than $178 
million to deploy radiation technologies overseas at strategic locations. The Depart- 
ments of Defense, State, and Energy have programs with foreign governments in 
36 countries to provide detection technologies at screening locations in order to re- 
duce nuclear smuggling efforts. While there have been some successes, detection 
technologies are not being used as efficiently nor as effectively as they should, ac- 
cording to GAO. The additional threat of corrupt border officials in some foreign 
countries further undermines our security. The GAO also found that federal agen- 
cies have fallen short in their ability to coordinate with one another. As GAO notes, 
we need specific performance measures, cost estimates, and timelines for our inter- 
national nuclear detection programs. 

I am also concerned about the possibility of duplicative programs in the newly es- 
tablished Domestic Nuclear Detection Office (DNDO) and the National Nuclear Se- 
curity Administration in the area of radiation detection technologies. These tech- 
nologies must be both effective at detecting nuclear or radiological materials and 
they must operate efficiently enough to expedite and not impede the flow of com- 
merce. The new DNDO runs the risk of becoming another layer of bureaucracy on 
a crowded organizational chart, duplicating technologies being developed elsewhere 
in the federal government, and siphoning off scarce science and technology funds 
from other programs. 

Lastly, we need a comprehensive understanding of the threat at the federal, state, 
and local levels. Intelligence, analysis, and information sharing play a critical role 
in combating nuclear and radiological smuggling efforts. Our intelligence community 
must be capable of sharing information rapidly with first responders at the state 
and local levels. 

I look forward to hearing the testimony of our distinguished witnesses. Thank 
you, Mr. Chairman. 
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Senator Coleman. Thank you, Senator Akaka. And again, thank 
you for your leadership on this whole issue of nuclear and radio- 
logical security. I know how important it is to your State. 

I’d now like to welcome our first witnesses to this morning’s im- 
portant hearing: The Hon. Thomas Kean, former Governor of New 
Jersey, and Chairman of the 9/11 Commission. Governor Kean, it’s 
truly an honor to have you with us this morning. I’d also like to 
welcome back to the Subcommittee retired Coast Guard Com- 
mander Stephen E. Flynn, a Jeane J. Kirkpatrick Senior Fellow for 
National Security Studies at the Council on Foreign Relations in 
New York City. Commander Flynn testified before the Sub- 
committee last May at our hearing on Container Security Initia- 
tive, or CSI, and the Customs-Trade Partnership Against Ter- 
rorism, or C-TPAT. 

I appreciate your attendance at today’s hearing and look forward 
to your testimony and perspective on perhaps the most important 
threat confronting the United States, and that’s nuclear terrorism. 

As I stated earlier, today’s hearing will kick off 2 days of hear- 
ings on Neutralizing the Nuclear and Radiological Threat: Securing 
the Global Supply Chain. Today we’ll assess U.S. efforts to detect 
and interdict radiological and nuclear material domestically and 
abroad. Governor Kean has championed the importance of this 
issue from his perch at the 9/11 Commission and at the Public Dis- 
course Project. Commander Flynn is one of this Nation’s pre- 
eminent supply chain and homeland security experts. 

I look forward to hearing both of your thoughts on this critical 
issue. As you’re well aware, pursuant to this Rule 6, all witnesses 
before this Subcommittee are required to be sworn. I ask you to 
stand and raise your right hand. 

Do you swear the testimony you are about to give before this 
Subcommittee is the truth, the whole truth, and nothing but the 
truth, so help you, God? 

Governor Kean. I do. 

Commander Flynn. I do. 

Senator Coleman. Thank you. Governor Kean, we’ll have you go 
first, followed by Commander Flynn. And after we’ve heard your 
testimony, we’ll turn to questions. Governor Kean, please proceed. 

TESTIMONY OF THE HON. THOMAS KEANJ FORMER GOV- 
ERNOR OF NEW JERSEY AND CHAIRMAN OF THE 9/11 COM- 
MISSION 

Governor Kean. Mr. Chairman, distinguished Members of the 
Permanent Subcommittee on Investigations, it’s an honor to appear 
before you today with Commander Flynn, who’s done so much in 
this area to make the country safer. And this Subcommittee, under 
both its past and current leadership, has made a profound con- 
tribution to the security of the United States. 

Your investigative and oversight work on the question of the 
safety, secure storage, and interdiction of nuclear materials con- 
tinues to be a vital part of the Nation’s nonproliferation efforts. 
And I would commend you, sir, for your leadership and the leader- 
ship of this Subcommittee. 


^The prepared statement of Governor Kean appears in the Appendix on page 110. 
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We made 41 recommendations from the 9/11 Commission. We 
think every one of those recommendations is important. But we 
worked very hard, and I think all 10 of us believe this: The most 
important of all our recommendations is to prevent terrorists from 
getting access to nuclear weapons because these are the weapons 
Osama bin Laden promised to get and promised to use. 

And we know that he and the leadership of al-Qaida have been 
working over the years to acquire them, for more than a decade. 
And we document this in our report. Testifying in a Federal court- 
room in early 2001, an al-Qaida member explained his mission: It’s 
easier to kill more people with uranium. 

Now, we know al-Qaida’s intent. We know they’re patient, and 
we know that bin Laden and al-Qaida plan very carefully. We’re 
not saying, nor do we believe, that a nuclear event is the most like- 
ly. Attacks of the kind we probably saw in Madrid or London mark 
the most likely pattern. But a nuclear event is possible, and it 
would have profound and incalculable consequences. 

It would put millions of lives at risk. It would devastate our 
economy and change, we believe, our way of life. It must be ele- 
vated, therefore, above all problems of national security because it 
represents, simply put, the greatest threat to the American people. 
The Commission’s report could not be more clear: Preventing the 
proliferation of these weapons warrants a maximum effort. 

Now, how are we doing in this area? What progress are we mak- 
ing? Are we keeping weapons out of the hands of terrorists? The 
Commission believed, and I know Senator Nunn believes as well, 
that it is most important, if we can, to secure these materials at 
their source. The Cooperative Threat Reduction Program, better 
known as the Nunn-Lugar program, is carrying out very important 
and useful actions to secure nuclear materials at their source, and 
in some cases to take these materials and transport them to a se- 
cure location. People in government, especially at the Defense, 
State, and Energy Departments, are working hard to implement 
these programs, and I commend them for this important work. 

So there are on this policy some positive signs. President Bush 
and President Putin made an agreement in Bratislava last year, 
and that gave the bureaucracy a push. American inspectors now 
have additional access to weapons storage sites in Russia. Liability 
issues, which had delayed efforts to eliminate plutonium from dis- 
mantled weapons, seem, as I speak to be getting resolved. 

More of the vulnerable nuclear facilities in Russia are receiving 
security upgrades. The current Defense Authorization Act includes 
amendments by Senator Lugar that cut bureaucratic red tape and 
hopefully will speed up the work of Nunn-Lugar. These are good 
steps, but they are simply not enough. 

What is most striking is that the size of the problem still totally 
dwarfs the policy response of our government. The Nunn-Lugar 
program to secure nuclear materials in the former Soviet Union is 
now 14 years old, and about half of the nuclear materials in Russia 
still have no security upgrades whatsoever. At the current rate of 
effort, it’s going to take another 14 years to complete the job. And 
is there anybody anywhere who thinks in this country we have 14 
years? 
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This is unacceptable. Bin Laden and the terrorists will not wait. 
And the challenge is bigger, as you know, than the ex-Soviet 
Union. Some 40 countries have the essential materials now for nu- 
clear weapons. Well over 100 research reactors around the world 
have enough highly enriched uranium present to make a nuclear 
device. Too many of these facilities lack any kind of adequate pro- 
tection. Now, the terrorists are smart, and they plan, and they’ll 
go where the security is weakest. 

Our own agencies need to make protecting the Nation from a 
possible WMD attack an absolute priority. And we are disappointed 
to hear, for instance, that the FBI is not further along on pre- 
venting weapons of mass destruction. In short, we do not yet have 
a maximum effort against what everybody agrees is the most seri- 
ous threat to the American people. 

Now, when is an issue a priority? I think everybody knows when 
it’s a priority. It’s a priority when our leaders are talking about it. 
Now, why isn’t the President talking more often about securing nu- 
clear materials? Why, apart from the superb efforts of this Sub- 
committee, why isn’t the Congress focused? Why aren’t there more 
hearings? Why isn’t there greater member interest? And what 
about the media? Why aren’t the airwaves filled with commentary 
if everyone agrees that the crossroads of terrorism and nuclear 
weapons is simply the most serious threat that we are facing in 
this country? 

What we recommend: The President should develop a com- 
prehensive plan to dramatically accelerate the timetable for secur- 
ing all nuclear weapons-usable material around the world and in 
securing our ports. He should request the necessary resources that 
he needs to complete this task. He should publicly make this goal 
his top national security priority, and ride herd on the bureaucracy 
so that we can maintain in this country the sense of urgency that 
we need on this issue. 

The Congress should provide the resources needed to secure vul- 
nerable materials and our ports at the fastest possible rate. The 
Congress hopefully will work with the President to secure as much 
public support as possible for this effort. In this area, the President 
and the Congress simply need to work together, and to do so on 
a bipartisan basis because there is simply, in my view, no higher 
priority on the national security agenda. 

Thank you, Mr. Chairman. 

Senator Coleman. Thank you. Governor. Commander Flynn. 

TESTIMONY OF STEPHEN E. FLYNN, PH.D., COMMANDER 

(USCG, RETIRED),! jeANE J. KI RKPATRICK SENIOR FELLOW 

FOR NATIONAL SECURITY STUDIES, COUNCIL ON FOREIGN 

RELATIONS, NEW YORK, NEW YORK 

Commander Flynn. Thank you very much, Mr. Chairman. It’s 
an honor to be back here before you today. And I want to thank 
you, I want to echo what has been said here before, and commend 
you for your leadership, and that of Chairman Collins, on these 
critical issues. 


^The prepared statement of Commander Flynn appears in the Appendix on page 115. 
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And I’m also very pleased that Senator Akaka and Senator Lau- 
tenberg are here. I know they’ve been such strong voices on the 
issues of port security and container security that have been an 
issue that’s consumed a lot of my attention, particularly since Sep- 
tember 11, but before then when it was unfashionable. 

I am especially pleased to be alongside Governor Tom Kean, who 
of course has provided this Nation such an extraordinary service 
with the leadership you provided at the 9/11 Commission. I was 
sort of astonished to the extent at which many Americans didn’t 
want to look closely at that event of that day. I think that’s been 
part of the trauma of it. But I think so many Americans I certainly 
hear around the Nation are so grateful for the work that you’ve 
done, sir. And it’s an honor to be with you today. 

Particularly, Mr. Chairman, thank you for your outstanding lead- 
ership in raising the profile and advancing practical approaches to 
this complex challenge. You’ve been hard at work on this issue, I 
know, long before the Dubai Ports World controversy made this 
issue of port and container security the hot button issue here in 
Washington. 

I also want to commend the work of Ray Shepherd and Brian 
White of your staff for their tireless oversight of activities of the 
U.S. Government on these issues. I would count Mr. Shepherd and 
Mr. White, along with Kathleen Kraninger and Jason Yanussi, who 
are on the staff of the Senate Homeland Security and Govern- 
mental Affairs Committee, as four of the most knowledgeable indi- 
viduals on supply chain container security in Washington. 

One of the extraordinary things about this issue is it’s very dif- 
ficult to see the forest for the trees. And the tendency is for people 
to just take pieces of it, whether it’s under Committee jurisdictions 
or whether it’s in the bureaucracy. And there’s only a handful of 
folks, like this Subcommittee, who have been trying to rise above 
it and see its totality. 

As I will outline in my testimony today, the Government Ac- 
countability Office is largely on the mark in highlighting a number 
of serious shortcomings in the design and the execution of the radi- 
ation detection programs being pursued by both the Department of 
Energy and the Department of Homeland Security. But before get- 
ting into the particulars about what are the limits of these pro- 
grams and outlining some recommendations for next steps, I think 
it important to review the nature of the terrorist threat as it re- 
lates to this issue. 

Let me share with you at the outset the terrorist scenario that 
most keeps me awake at night that I recently shared before the 
House Armed Services Committee. This scenario has been informed 
by the insights provided to me by Gary Gilbert, the Chairman of 
the Corporate Security Council and Senior Vice President, 
Hutchison Port Holdings, who will be testifying before your hearing 
on Thursday, March 30. 

The scenario goes this way. Imagine that a container of athletic 
footwear for a name brand company is loaded at a manufacturing 
plant in Surabaya, Indonesia. The container doors are shut with a 
mechanical seal that is put into the door’s pad-eyes. These designer 
sneakers are destined for retail stores in malls across America. 
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The container and seal numbers are recorded at the factory. A 
local truck driver, though, turns out to be sympathetic to al-Qaida, 
and he’s the guy who’s going to pick up the container. On the way 
to the port, he gets lost, turns into an alleyway, and backs the 
truck up at a nondescript warehouse, where a small team of 
operatives pry loose one of the door hinges to open the container 
so they can gain access to the shipment. This is a common tech- 
nique in cargo theft. 

Some of the sneakers are removed, and in their place the 
operatives load a dirty bomb wrapped in lead shielding, and then 
refasten the door. The driver then takes the container, now loaded 
with the dirty bomb, to the port of Surabaya, where it is loaded on 
a coastal feeder carrying about 300 containers for the voyage to Ja- 
karta. 

In Jakarta, the container is then transferred to an inter-Asia 
ship, which typically carry 1,200 to 1,500 containers to the port of 
Singapore or the port of Hong Kong. In this case, the ship goes to 
Hong Kong, where it is loaded on a super-container ship that car- 
ries typically 5,000 to 8,000 containers for a trans-Pacific voyage. 

The container then is offloaded in Vancouver, British Columbia. 
Because it originates from a trusted name brand company that has 
joined the Customs-Trade Partnership Against Terror, the ship- 
ment is never identified for inspection by the Container Security 
Initiative team of U.S. Customs inspectors located in Vancouver. 

Consequently, the container is loaded directly from the ship to a 
Canadian Pacific rail car, where it is shipped to a rail yard in Chi- 
cago, crossing the border somewhere, I think, in your home State, 
Mr. Coleman. Because the dirty bomb is shielded in lead, the radi- 
ation portals currently deployed along the U.S. -Canadian border do 
not detect it. When the container reaches a distribution center in 
the Chicago area, a triggering device attached to the door sets the 
bomb off. 

There would be four immediate consequences associated with 
this attack. First, there would be the local deaths and injuries asso- 
ciated with the blast of the conventional explosives. Second, there 
would be the environmental damage done by the spread of indus- 
trial-grade radioactive materials. 

Third, there would be no way to determine where the com- 
promise to security took place, so the entire supply chain and all 
the transportation nodes and providers must be presumed to 
present a risk of a potential follow-on attack. Fourth, and perhaps 
most importantly, all the current container and port security initia- 
tives would be compromised by the incident. 

Now, in this scenario, the container originated from one of the 
5,800 companies that now belong to the Customs-Trade Partner- 
ship Against Terrorism. It would have transited through multiple 
ports — Surabaya, Jakarta, Hong Kong, and Vancouver — that have 
been certified by their host Nation as compliant with the post-9/11 
International Ship and Port Facility Security Code that came into 
effect on July 1, 2004. 

Because it came from a trusted shipper, it would not have been 
identified for special screening by the Container Security Initiative 
team of inspectors at Hong Kong or Vancouver. Nor would it have 
been identified by the radiation portal. 
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As a consequence, governors, mayors, and the American people 
would have no faith in the entire risk management regime erected 
by the Bush Administration since September 11. There will be 
overwhelming political pressure to move from a 5 percent physical 
inspection rate to a 100 percent inspection rate, effectively shutting 
down the flow of commerce at and within our borders. 

Within 2 weeks, the reverberations would be global. As John 
Meredith, the group managing director of Hutchison Port Holdings, 
warned in a January 20, 2004 letter to Robert Bonner, then the 
Commission of Customs and Border Protection, “I think the eco- 
nomic consequences could well spawn a global recession — or 
worse.” 

In short, the stakes are enormous. But there are four factors as- 
sociated with the scenario that I just laid out that usefully informs 
the focus of this hearing. First, the threat is not so much tied to 
seaports and U.S. borders as it is to global supply chains that now 
largely operate on an honor system because the standards are so 
nominal. 

Second, no transportation provider, port operator, or border in- 
spector really knows what’s in the containers that pass through 
their facilities, and the radiation portal technology currently being 
deployed at U.S. borders as a part of the Second Line of Defense 
and Megaports programs can be evaded by placing light shielding 
around a weapon. 

Third, private companies must be part of the solution since they 
have huge investments at stake. And fourth, the scenario I just 
laid out involving Vancouver as the offload port in North America 
highlights that the challenge of securing global supply chains can 
involve both port security and border security measures simulta- 
neously. 

Mr. Chairman, I believe that we are living on borrowed time 
when it comes to facing some variation of the scenario I just laid 
out. This is because both the opportunities for terrorists to target 
legitimate global supply chains remain plentiful, and the motiva- 
tion for doing so is only growing as jihadists gravitate towards eco- 
nomic disruption as a major tactic in the war with the United 
States and the West. I’d like to elaborate on this latter point. 

The primary conclusion that I reached in researching my book, 
America the Vulnerable, is that Americans and the West must as- 
sume our most critical infrastructures that underpin our economy 
will become the target of choice for terrorist groups like al-Qaida. 
This perspective runs a bit contrary to the longstanding view of 
terrorism that has held that terrorists are mainly interested in 
symbolic and spectacular acts of violence that kill lots of people. 

But this trend towards economic targeting has been growing in 
Iraq, for instance. Beginning in June 2003, Iraq’s energy sector be- 
came a primary target for insurgents. By mid-July 2005, nearly 
250 attacks on oil and gas pipelines has cost Iraq more than $10 
billion in lost revenues. Successful attacks on the electric grid have 
kept average daily output at 5 to 10 percent below the pre-war 
level despite the $1.2 billion that United States has spent to im- 
prove Iraqi electrical production. 

Now, the key here is that we have insurgents who are increas- 
ingly learning how to target critical infrastructure, many of them 
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foreign insurgents who are going to take their skill-set back home. 
And disruption is a big part of their efforts. 

Against this strategic backdrop, I believe there remains too little 
appreciation within the U.S. Government that global supply chains 
and the intermodal transportation systems that support them re- 
main a vulnerable critical infrastructure to mass disruption. In- 
stead, U.S. law enforcement agencies and the national security 
community have been looking at supply chains as one of but a 
menu of smuggling venues. 

Some agencies like my own former agency, the Coast Guard, and 
the Office of Naval Intelligence have argued that a weapon of mass 
destruction is more likely to be smuggled into the United States on 
a fishing vessel, an ocean-going yacht, or a bulk cargo vessel rather 
than in a container. 

Now, this is probably an accurate assumption in the case of a nu- 
clear weapon. A nuclear weapon would be of such high value asset 
to a terrorist organization that they would be unlikely to surrender 
custody to unwitting third parties to transport it. 

But the opposite reason applies to a dirty bomb, which is more 
commonly referred to by national security experts as a weapon of 
mass disruption because its lethality is fairly limited, a factor pri- 
marily of the conventional explosives with which it’s made. 

The radioactive material contained in the bomb would create 
costly environmental damage and potentially some long-term 
health risk for those that were exposed, but not immediate deaths. 
The fact that a dirty bomb is suited for disruption makes it an 
ideal weapon to set off within the intermodal transportation system 
precisely because it would generate the kinds of consequences that 
my scenario portends. 

I’m afraid, for the foreseeable future, the material to make a 
dirty bomb will likely be available throughout the international 
community despite even stepped-up counter-proliferation. This is 
because radioactive materials that can be used in the construction 
of weapons are becoming more widely available as sophisticated 
medical and engineering equipment are purchased and used 
throughout the international community. 

It is against this threat backdrop that we should evaluate the ef- 
fectiveness of the U.S. Government programs which aim to confront 
this threat. 

I review in my written testimony the various initiatives that 
have been undertaken since September 11 by the Coast Guard, 
CPB, DOE, DOS, and DOD. Overall, these programs have been 
largely well-conceived by the parent agency or the department that 
sponsors them. But I do not believe it’s appropriate to conclude 
that all this activity should be confused with real capability. 

For one thing, the approach has been a piecemeal one, with each 
agency pursuing its signature program or programs without much 
regard for the other initiatives. There are also vast disparities in 
the resources that the agencies have been allocated. 

But most problematic are some of the questionable assumptions 
about the nature of the terrorist threat that underpin these pro- 
grams and the poor state of intelligence that underpins the risk 
management approach that CBP and the Coast Guard are relying 
upon to decipher high risk and the low risk. Using Secretary 
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Chertoffs language, they are relying almost entirely on what they 
know about known risk, with virtually no capahility to deal with 
the unknown risk. 

Further, in an effort to secure funding and public support, agen- 
cy heads and the White House have often over-sold the contribu- 
tions that these new initiatives are making towards addressing a 
very complicated and high stake challenge. Against a backdrop of 
these inflated and unrealistic expectations, the public will be highly 
skeptical of official assurances in the aftermath of a terrorist attack 
involving the intermodal transportation system. 

Absent change, in the scramble for fresh alternatives to reassure 
an anxious and angry citizenry, the White House and Congress are 
likely to succumb to the political pressure to impose draconian in- 
spection protocols that will dramatically raise costs and disrupt the 
cross-border trade flows. 

We can certainly do better than all of this. And I lay out in my 
testimony a framework that I have testified about before, which I’ll 
just briefly summarize here. It involves several layers. 

The first and most important is that at the factories, we move 
from a C-TPAT, which relies primarily on customs agents to do the 
job of trying to verify compliance, to one that would use inde- 
pendent third parties overseen by not just customs, our customs 
agents, but perhaps by an international team of oversight. 

Second, continue to explore the ability to track movements of 
containers and monitor their integrity as they move throughout the 
supply chain. 

Third, and most importantly, I recommended to you an initiative 
that I know you looked at and saw, Mr. Chairman, in Hong Kong 
as I think a true model of where we might be able to go, which is 
that within private facilities overseas, begin the effort of scanning 
every container for not just radiation, because of their ability to de- 
feat it in the ways that I just laid out, but also for its contents to 
find big dense objects that don’t belong there, and to record what 
moves through the system so we can both better deter, ideally be 
able to identify and intercept without false alarms, and ultimately, 
in the worst case, be able to resolve issues of where something hap- 
pened so the whole system won’t fail. 

And finally, we need to do a much better job in coordinating all 
this activity and giving it the scale of urgency that Governor Kean 
has laid out so eloquently here today. 

In conclusion, at the end of the day, confronting the nuclear 
smuggling threat requires that we take the post-September 11 se- 
curity framework the U.S. Government has been developing, large- 
ly on the fly over the past 4 years, and quickly move it to the next 
generation that builds on the original framework. We have a 
version 1.0. We need a version 2.0. 

The three key ingredients in getting from where we are to where 
we must be is first to recognize that it’s a global network that we’re 
trying to secure. Second, that much of the network is owned and 
operated by private entities, many who have foreign ownership, so 
the U.S. Government must be willing and able to work with those 
companies as well as their host governments to advance appro- 
priate safeguards. 
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And finally, both Congress and the White House should embrace 
a framework of “trust but verify,” in President Ronald Reagan’s 
phrase, based on real global standards and meaningful inter- 
national oversight. 

Thank you, Mr. Chairman, and I look forward to responding to 
your questions. 

Senator Coleman. Thank you very much. Commander, and my 
thanks to the Governor. 

But just quickly, your last four points, when you summarize C- 
TPAT, you said trust but verify. It’s a voluntary system today, but 
you’re recommending including a verification piece in there, which 
we don’t presently have. Is that a fair statement? 

Commander Flynn. That’s exactly right, sir. 

Senator Coleman. In terms of monitoring for integrity, in the 
scenario that you laid out, if in fact there was within that container 
from the time it’s sealed a device, an RFS device, or a monitor that 
would let us know if that container was opened, that might prevent 
the disruptive scenario that you laid out. Is that a fair statement? 

Commander Flynn. That is correct. And I think, the dream is 
that we’d actually have something built into the container. Because 
the release of radioactive material would happen over time, and 
that would be ideal, a sensor for that. But certainly something that 
helps to detect an intrusion would be quite helpful. 

Senator Coleman. And that technology is readily available 
today? 

Commander Flynn. It is. The challenge, of course, ultimately 
managing this technology in a system of millions of containers 
would require political leadership and a real commitment on the 
U.S. Government’s part. But it’s technically feasible and economi- 
cally viable. 

Senator Coleman. One of the things that I have found fas- 
cinating, Commander, is in working with the private sector in my 
State in the past. Companies such as Target Corporation and Best 
Buy, I didn’t want to incur any extra cost in the cost of a container. 

But today, when I talk to the private sector, they’re looking for 
more uniform standards like this. They understand the risk of the 
system being shut down. And I think they’d be more inclined to 
incur costs for security. However, we need leadership in this coun- 
try to ensure that you have these kind of systems across the board. 
Does that corresponded with your conversations 

Commander Flynn. Absolutely. What I hear from a number of 
chief security officers of some of the biggest companies is they look 
around and they see because there is no verification process in C- 
TPAT, they see a lot of free riders. So they’re making a case for 
standards and enforcement and making a real commitment of re- 
sources. But as Governor Kean was saying about the terrorists 
gravitating to the weakest point, they can’t secure the supply chain 
on their dime when others are basically allowed to essentially come 
in on the fly. 

So it’s an issue of raising the bar so there is a level playing field 
for all of them, and therefore we don’t put the whole system at 
risk. Because we don’t like to discriminate by companies and say, 
oh. Target, you’re great; everybody else is bad. When the attack 
happens, we’re going to bring it all down. 
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The other issue is, frankly, C-TPAT, in a curious way, puts all 
the liability on the private sector. When basically customs inspec- 
tors are only focused on a narrow universe of unknown shippers, 
basically, to examine, if something goes wrong within their supply 
chain — and no chief security officer can protect against the scenario 
that I laid out here today as a one-time incident. They just can’t 
do it with existing technology. That whole company’s brand goes up 
in smoke because customs as well as the U.S. Government will be 
the first to say, you failed to live up to your security obligations. 

So I’m hearing increasingly a willingness to go further, to have 
a set of standards that we can have confidence, to reduce their own 
liability exposure, and to level the market playing field so we se- 
cure the system. 

Senator Coleman. And you’ve mentioned the ICIS system in 
Hong Kong, in which every container is scanned. A concern has 
been raised — and I want to discuss this more fully, and we will dis- 
cuss it more fully Thursday. 

But one of the concerns being raised is that, well, you can get 
the scan, but you can’t really analyze. You’re not really doing an 
analysis of that. And somehow, that would be a reason for not 
scanning every container. How would you respond to that? 

Commander Flynn. Well, one of the key things about the Hong 
Kong project, and I was involved a bit in sort of the thought leader 
side of putting it together, is that the basic notion is to defeat — 
the way that I laid out in the scenario was you shield the weapon 
and we know the existing radiation portal can’t find it. 

But now you have a very dense object because you surround it 
in lead. The scan can alarm around a very dense object where it’s 
not supposed to be. Twenty-foot containers and 40-foot containers 
actually are set to carry the same amount of weight. Typically, you 
put more heavy things, therefore, in 20-foot so they take up less 
room on the ship. So you basically don’t expect to see very dense 
material inside 40-foot containers. 

The main application as a primary screen is to validate low risk 
is low risk. And it also solves your kitty litter problem that alarms 
off because you see the consistency across the load with the mani- 
fest. 

The problem is the current protocols of how we do this has not 
been developed yet on the U.S. Government side. When the pilot 
was undertaken as a private sector initiative, nobody knew wheth- 
er it could work or not. And yet what it was about was to say, if 
it’s possible to do 100 percent screening, it works better for the ter- 
minal if that can be done as a part of its routine instead of dis- 
rupting its life. And it should provide a treasure trove of informa- 
tion for customs to work with. 

My own — as I see this evolve very quickly, it is as we merge com- 
mercial data about what’s supposed to be in the container, and the 
software builds the archival information, it sees in my sneaker sce- 
nario — it’s seen 40 shipments of sneakers before, and this is the 
first one that has this object in it. The software will support the 
analytical job. 

So at the end of the day, we’re operating a system where we have 
no data. In Hong Kong last year, the Customs and Border Protec- 
tion Service inspected about 3,500 containers total in a port that 
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moved 22 million containers. Now, all those weren’t coming to the 
United States. But in just two of the gates — because it’s not just 
in Hutchison Terminal; it’s also in another terminal called Modern 
Terminal — those two gates have collected to date almost 2 million 
images. 

I think — which is better, a system where we rely on intelligence 
that’s weak to basically look at 3,500 with foreign cooperation, or 
one that we’re gathering much more information and we can en- 
hance our targeting for it? I think most Americans would rightfully 
choose the latter, particularly when the facilities are willing to put 
the equipment in and pay for it and maintain it for us. 

Senator Coleman. And on the back end in your very chilling sce- 
nario — I’m going to move from your chilling scenario to the one 
that the Governor has presented — ^you talk about shutting down 
the entire system until we put in place 100 percent monitoring. 

I think the reality is we’d be shutting down the system because 
we wouldn’t know where the problem came from; whereas with this 
system you could at least — you’d have a database and a multiple 
layer of database. You’d have an image. You’d have an RPM mon- 
itor. You’d have a manifest. I presume you have the computer ca- 
pacity to go back and track it down. 

And then you’d have one part of the system you’d shut down, but 
there would still be integrity in the rest of the system. And I think 
folks have to understand: We shut down the global supply chain, 
we shut down the ability to bring cargo containers to this country, 
we greatly disrupt, absolutely destroy for a period of time, the 
economy of this country. 

Commander Flynn. Yes. And the world. 

Senator Coleman. And the world. I’ll start with worrying about 
Minnesota — ^but that is the reality that we face. 

Commander Flynn. And I think, Mr. Chairman, it’s important to 
realize that there is deterrent value by building this capability. The 
scenario laid out was the assumption by the terrorists that putting 
the dirty bomb in the system would disrupt this critical infrastruc- 
ture, that it would get that response. 

As you build the capability to have the system potentially fare 
better, you basically take that off as an attractive target. And I 
think the key is to recognize that there is deterrent value in put- 
ting safeguards in place. You almost hear that it’s hopeless. They’re 
suicide bombers. 

They have limited capabilities, and acquiring a weapon of mass 
destruction could take years. They have a very limited threshold 
for failure. They’re not going to put it in a system where there’s 
a high risk of detection, or even where the consequences are going 
to be limited, given the alternatives, and we could therefore safe- 
guard this critical network against the worst case scenario by 
building it. 

I think the bottom line is to recognize that it’s not about nec- 
essarily preventing a conduit for getting bad things to the United 
States. It’s the system itself that is critical and needs to be safe- 
guarded. And that’s why it deserves greater priority than it’s been 
receiving. 

Senator Coleman. And Governor Kean, you’ve been part of this 
across the board. You present a very chilling scenario. The first 
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scenario is of a nuclear weapon. And clearly, the case you’re mak- 
ing is we’ve got to get back to the sources, and still throughout the 
world there are a significant number of sources that are still not 
secured. And that presents a grave threat. 

In addition, though, if I can go back to your service as head of 
the 9/11 Commission. If a dirty bomb were to have exploded at the 
base of the World Trade Center, can you talk about the economic 
and the emotional impact? 

Clearly it would not be a Hiroshima-like effect of taking at one 
swipe perhaps hundreds of thousands of lives, if not more. But can 
you talk a little bit about the economic and psychological impact 
of a nuclear or radiological device being exploded in a high popu- 
lation area? 

Governor Kean. Well, first of all, the psychological impact of just 
having that go off in a highly populated area. And for instance, in 
the financial district, that could make parts of that district 
unlivable for any number of years. Totally disrupt our economy in 
the process. Terrify residents of urban areas, or any area where a 
lot of people live together. 

I think the psychological, economic consequences of that would be 
almost impossible to imagine. It’s hard to think of something that 
would be any worse, which is the reason why that kind of scenario 
is the one that keeps me awake at night. 

Senator Coleman. We don’t have the capacity to lock down all 
nuclear material. We use a lot of it in construction. We use a lot 
of it in medical technology. Therefore, the threat of a dirty bomb 
becomes a great concern. I envision two scenerios: Building a dirty 
bomb elsewhere and bringing it into this country; or two, bringing 
in enough material into this country and then construct it here. 

In either scenerio, one of the things that we’re going to have to 
do is rely upon foreign companies like the Hutchison company and 
others. There’s been a lot of discussion about that, and I’m not 
going to get into the Dubai situation, but the reality today is that 
80 percent of our ports are foreign operated. The Megaport Initi- 
ation is a program in which we work with companies in other coun- 
tries to do the screening for us. 

I’d be interested if you have any kind of reflections as you look 
at the overall security on this program. Since you’ve talked about 
taking a holistic approach to this issue. How should we be looking 
at this program? How should we be looking at these issues today? 

Governor Kean. Well, I like the old Reagan phrase, trust and 
verify, because in any system that we come up with, you’ve got two 
problems. One is how you acquire the material, and my own view 
is it’s more likely to be acquired in another place and transported 
to this country. So if possible, you stop the acquisition, or make it 
very difficult. That may be number one. 

But second, of course, we don’t know how many nuclear mate- 
rials have escaped now from various sources or in various parts of 
the world. And then comes the issue of our borders, of whether or 
not you can get the kind of system which Commander Flynn was 
talking about, whether or not again, in my view, you can raise it 
on the country’s radar screen. 

I mean, the problem politically I see is that when we studied 
September 11, there were very good people both in the Clinton and 
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Bush Administrations who understood the problem, who under- 
stood the dangers, who understood what might happen — not nec- 
essarily a plane crashing into a building, but what might happen 
with al-Qaida and terrorism. 

But it was here on the priority list rather than up here. I think 
in this issue that we’re talking about, with the exception of your- 
self, Senator Lautenberg, and others who really recognize this 
problem, we’re in the same status today on this issue. People know 
it’s a problem. Good people are working on it. But they’re working 
on it slowly. They’re not saying it’s urgent. They’re not raising it 
to the top of their priority level. 

And if the worst occurs, I think the reactions, immediate reac- 
tions of the people, of the economy, and, frankly, of our — I think 
we’ll rush to judgment on legislation. I think it will be a bad sce- 
nario from every point of view. 

Senator Coleman. Commander Flynn. 

Commander Flynn. If I could just comment, a big part of the for- 
mula that I’ve been involved with in terms of pushing borders out 
is that you have to work with both the companies as well as the 
countries which you’re in. Most of the efforts to date has been pri- 
marily in the traditional format, going country to country. That is, 
container security is from customs to customs. 

I spent a good bit of time at the end of my Coast Guard career 
in the Caribbean. We have huge problems with corruption, and this 
is one of the things you’re going to have here. That’s just a fact of 
life. In many cases, the industry players have more integrity in the 
process than you might find in the local countries. They’re very 
much invested in the enterprise they’re protecting. 

So take the port of Karachi, for instance, which is now going to 
be half run by Hutchison Port Holdings and the other half by 
Dubai Port Worlds. You can’t get a container out of there to the 
Middle East unless you run through those two facilities. I’d like to 
work with those facility operators for that problem. 

I worry, as one of the fallout of what we just recently went 
through Dubai Port World — I mean, this is now the third biggest 
terminal operator on the planet — that it’s going to — well, I think 
the company will figure out that it’s good to be forward-leaning in 
any event, but let’s just say we made the diplomatic element of 
that more challenging. We need both to work with foreign countries 
and with foreign companies. 

Senator Coleman. Senator Lautenberg. 

Senator Lautenberg. Thanks, very much, Mr. Chairman, for 
your patience. The question devolves here and I look at the Com- 
mittee structure and get an example of how things operate. So the 
question is: What is the urgency of full participation by all of the 
Committee members? 

I want to start off by asking a very simple question of Governor 
Kean. Thanks so much for all the things that you have done and 
will continue to do for us. And Commander Flynn, your testimony 
was invaluable and your research thorough, and we really appre- 
ciate that. And I ask you to continue to sound the alarm, as you 
have. 

During the debate on next year’s budget, the Senate rejected an 
amendment that would have required 100 percent screening of 
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cargo. Governor, is 100 percent screening an essential factor in pro- 
tecting our country and protecting our people? 

Governor Kean. It is certainly desirable at some level. I’m not a 
technical expert, as Commander Flynn is, as to know where that 
falls on the kind of continuum that he was talking about as to 
what you do internationally and where you screen things. But cer- 
tainly if we could do it technologically, it would be certainly a step 
in the right direction. 

Senator Lautenberg. Well, as we hear Mr. Flynn’s testimony, do 
we shortchange other areas of concern by focusing so much on port 
security, on containers? I think we have to kind of take a look at 
the world out there in which we exist and ask the questions wheth- 
er or not we must go — let me call it modularly and say, OK, this 
is the most likely case of vulnerability, and start there, put the re- 
sources there and put the focus there. 

Governor Kean. Well, I think you’re right. And we certainly have 
to take the technology we have and install it. I mean, when you 
hear we have technology that can detect a nuclear device, and yet 
it’s not installed in our various ports and at our borders because 
we can envision — as Commander Flynn said, we did a movie with 
Sam Nunn to try to alert the country a bit, and the idea we had 
was that somebody, again coming across in a station wagon from 
Canada with a small lead shield, and the radiation wand waves 
over it and doesn’t pick up a thing because that technology — we 
have the technology that could have gotten through that lead 
shield, but it’s just not installed as yet. 

So I don’t think we have much excuse for being able to do it and 
having the technology there at our ports and at our borders and 
not using it. 

Senator Lautenberg. So we should get on with it. I was down 
at the port a couple weeks ago, and every time I go there — and I 
know that you’ve been there — and you see the activity and the vol- 
ume of material that is shipped in. And everything, whether it’s 
from sneakers to Ferraris, it’s there. And it is a likely place for 
something terrible to be delivered to our shores. 

And particularly when the FBI says that the most dangerous two 
miles of targets exist between Newark Airport and Port Newark, 
exist in the country as a target for terrorism. And here these con- 
tainers are just overwhelming the whole area. You see them wher- 
ever you look. To me, there is no excuse for not getting on with this 
inspection and these structures for process to make sure that we’re 
doing it. 

And why hasn’t the Administration, in the view of either one of 
you, worked to develop such a 100 percent screening regime? What 
could cause this — I’ll call it benign neglect? 

Governor Kean. Well, again, I can’t — Commander Flynn is the 
expert on these areas. But it just seems to me that, as I said be- 
fore, that we get very distracted in this country. Things come at 
us unexpectedly in the legislative and political arena, and we sort 
of respond to what hits us. And it’s sort of like a boxer described 
the Olympic Games: When he gets hit in the face, his hands go to 
his face, and if he gets hit in the stomach, his hands go to his stom- 
ach. And they wonder why he never wanted to fight. 
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We tend to do that, I think, in the political system in the United 
States. We don’t say this is a No. 1 priority, and we’re going to 
stick to it and we’re not going to he distracted. There are good peo- 
ple in the Administration working on this, as there are good people 
in the Congress working on this. But it’s not at the top of the pri- 
ority list. 

People aren’t saying, as I think the Committee is saying, and I 
believe and Commander Flynn believes, this is a No. 1 priority. I 
mean, the common defense of the United States is the reason gov- 
ernment was formed. It’s the reason we have a government. And 
if we’re not doing this, then we’re not doing anything. 

And somehow, with the good leadership, I think if you and the 
Chairman and this Subcommittee and others who understand this 
and believe it, we’ve got to somehow demand that the Administra- 
tion, the leaders of the Congress, the news media, and other people 
focus on this, if it is the greatest danger, as I believe it is. 

Senator Lautenberg. Governor Kean, your voice carries a lot of 
weight, and I urge you to continue to raise it on behalf of the well- 
being of our country and this world in which we live. 

Commander Flynn. I think there are two pieces to that, that is 
why we’re not — as you well know, our ports have basically been 
managed as a local/State matter. And so to some extent, it was a 
federalism argument made initially here that these are in fact as- 
sets that belong to the localities, and they should therefore re- 
spond — they should be responsible primarily for the security of 
them. 

Although clearly we have a Coast Guard and customs role, the 
bulk of the resources — that’s basically a fly-by visit kind of pres- 
ence that we’ve maintained in there because we’ve had them being 
State and local matters. And we don’t have a national ports kind 
of a focus. So that’s made it very problematic. You ended up with 
each agency sort of saying, well, what have I got on my shelf to 
help with this? And there wasn’t much. 

States and locals weren’t in a position to do this because if Balti- 
more raises its security cost and bar it makes business more attrac- 
tive down in Norfolk. I mean, this thing screams for Federal stand- 
ards. And things like dealing with Halifax and Vancouver as poten- 
tial competitors, that’s a Federal role to negotiate this within a 
hemispheric context because the transportation system will move 
around to where the costs are least. So that’s one real issue. 

The other was, which is why I was so thrilled with what has 
happened in the Hong Kong model, going to the world’s busiest 
port, two of the world’s busiest terminals on the planet, and with 
the support of the CEOs of those two companies, none of whom 
have ports in the United States but we’re vested in trying to ex- 
plore this, and customs initially believe it would just be impossible 
to do this without slowing things down. And they got a lot of im- 
porters who said, you can’t do this. 

So the challenge there was to prove it could be done. Now it’s 
how do we adapt our government protocols to deal with the reality 
that you could have this amount of screening data available? They 
can’t do it without more resources. They need analysts. They need 
technology, and they — on our end. 
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So if the private sector ends up, as in this case they’re offering 
to do, to build this infrastructure and to pay for it through a sur- 
charge, maintain it globally, if they produce that capability and our 
own government isn’t capable of processing it, then it’s just another 
embarrassment that the customs has got to face, or Coast Guard 
or others, because we’re going to have the data we can save up and 
say, you should have seen it. But because we starved them of ana- 
lysts and starved them of capabilities, we’re not going to get there. 

Customs and Border Protection has a total of 80 inspectors to 
manage the C-TPAT program. There are 11,000 companies in ap- 
plication for that, and some of those companies have literally thou- 
sands of providers. Now, how can you provide oversight? There are 
more — I came down on the shuttle this morning. There are more 
TSA screeners at the Delta shuttle terminal than we are providing 
for the entire Customs and Border Protection to do this critical job. 

And that’s where things start to break down, and I really think 
that at the end of the day, this is going to expose our government 
to the biggest cost of terrorism, which is the loss of public credi- 
bility and confidence when we have the next attack. 

Americans gave their government a pass on September 11, I be- 
lieve. But they expect that everything that can be done is being 
done to deal with this threat. And they’re going to be appalled at 
what they see, the lack of effort that’s still being made on these 
issues. While good intentions are there, as the Governor has said, 
we’re just not treating with the level of urgency that certainly this 
Subcommittee is trying to treat it with. Thank you. 

Senator Lautenberg. Well, to make your point even clearer, in 
comparison, TSA screeners: We have 130,000 to 150,000 people in 
uniform trying to protect our security, we’re told, the fight against 
terrorism. We have an additional billion dollars put into the budget 
for next year for port security. 

Isn’t that kind of a hard comparison to understand? I mean, if 
we want to protect people on our shore — we lost 3,000 people on 
September 11, and it left a mark on this country that we will prob- 
ably never recover from. To the Chairman’s question earlier about 
what the effects could be if a dirty bomb was placed in the same 
area, the fact is that people today are still paying a direct health 
price for that terrible attack. There are people who have res- 
piratory diseases as a result of being exposed there. 

And so when we look at a billion dollars for increased funding 
to examine these containers, does that strike you as being a major 
step toward solving the problem? 

Commander Flynn. Well, I think the disconnect here is we’re an 
extraordinarily wealthy Nation who’s at war. And I think it would 
strike most Americans, when it comes to what we’re doing on the 
homeland, we’re not acting like a Nation at war. 

Senator Lautenberg. Governor Kean, do you 

Governor Kean. Yes. I can’t say it any better than that. I mean, 
this is something — everybody’s said it from the President on down. 
This is a longtime struggle. We’re fighting a new enemy that is 
training people in the ungoverned areas of this world as we speak, 
and plotting in areas where we can’t get at them. You can’t attack 
them like we used to attack a nation state. These are, in a sense, 
entrepreneurs, these people who we’re fighting. 
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And if we don’t recognize that and recognize that nevertheless 
this is a war we’re in and we’ve got to make long-term plans be- 
cause they’ve got long-term consequences, then this Nation and our 
children are going to suffer. 

Senator Lautenberg. We have to step up to it. 

Governor Kean. Have to step up to it, I believe. 

Senator Lautenberg. Thank you very much. Thanks for these — 
our thanks, Mr. Chairman, go to these two people who have de- 
voted so much of their energy and skill to helping protect this coun- 
try. I for one am grateful, and I’m sure that all of those who are 
aware of the mission you’re on are grateful. 

Senator Coleman. I want to echo the words of Senator Lauten- 
berg, Governor Kean, and Commander Flynn, because it speaks 
volumes. We hope that this clear message you’re raising will go be- 
yond the confines of this Subcommittee. 

We appreciate your questions. Senator Lautenberg, and we ap- 
preciate the testimony of the witnesses. Thank you. 

I would now like to welcome our second panel to this hearing. 
Eugene Aloise, Director of the Natural Resources Environment 
Team, and Gregory D. Kutz, the Managing Director of Forensic Au- 
dits and Special Investigations, both at the Government Account- 
ability Office. 

Mr. Aloise, I welcome you to the Subcommittee. Mr. Kutz, I wel- 
come you back to the Subcommittee. By my count, you’ve testified 
before this Subcommittee, I think, at least six times and assisted 
us in identifying over $8 billion in waste, fraud, and abuse. So I 
want to thank that. I note that Mr. Rhodes is also here from the 
Government Accountability Office. 

GAO is here to testify on three reports you have developed pur- 
suant to our request. These reports are an impressive body of work. 
Two of these reports, on the domestic and international deployment 
of radiation detection equipment, were led by Mr. Aloise and his 
team. Mr. Kutz and his team made an invaluable contribution with 
their undercover operation at our Nation’s borders. I am confident 
that these three reports will lead to reforms at the Department of 
Homeland Security, the Nuclear Regulatory Commission, and the 
National Nuclear Security Administration. 

I’d also like to thank Stockton Butler, James Shafer, Eugene 
Wisnoski, Rich Egan, and Andy O’Connell for their contributions to 
these reports. 

Gentlemen, I look forward to your testimony today. As you’re 
aware, pursuant to Rule 6, all witnesses before this Subcommittee 
are required to be sworn in. I’d ask you to please stand and raise 
your right hand. 

Do you swear the testimony you’re about to give before this Sub- 
committee is the truth, the whole truth, and nothing but the truth, 
so help you, God? 

Mr. aIoise. I do. 

Mr. Kutz. I do. 

Mr. Rhodes. I do. 

Senator Coleman. Mr. Aloise, we’ll have you go first, followed by 
Mr. Kutz. After we’ve heard testimony, we’ll turn to questions. 
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I would like to know, Mr. Kutz, in my notes here, it says Mr. 
Ryan. That’s a typo, hut it demonstrates just how often you and 
Mr. Ryan are here. But it’s great to have you hack. 

Mr. Aloise, you may proceed. 

TESTIMONY OF EUGENE E. ALOISE, i DIRECTOR, NUCLEAR 

AND NONPROLIFERATION ISSUES, NATURAL RESOURCES 

AND ENVIRONMENT, GOVERNMENT ACCOUNTABILITY OF- 
FICE 

Mr. Aloise. Thank you. Mr. Chairman and Members of the Sub- 
committee, I am pleased to be here today to discuss our two reports 
on U.S. efforts to combat nuclear smuggling in foreign countries 
and in the United States. Together with our March 2005 report on 
doe’s Megaports Initiative, these reports represent GAO’s analysis 
of the entire U.S. effort to deploy radiation detection equipment 
worldwide. 

The threat of nuclear smuggling is real. According to IAEA, be- 
tween 1993 and 2004 there were 662 confirmed cases of smuggling 
of nuclear and radiological materials. Twenty-one of these cases in- 
volved material that could be used to produce a nuclear weapon. 
Over 400 cases involve materials that could be used to make a 
dirty bomb. 

While these cases occurred in other countries, there is concern 
that terrorists may try to smuggle nuclear materials or a nuclear 
weapon into the United States. In response to these threats, four 
U.S. agencies — DOE, DOD, the State Department, and DHS — are 
installing radiation detection equipment in foreign countries and in 
the United States. 

My remarks will focus on our two reports being released today. 
Specifically, I will discuss the progress made by and the challenges 
facing U.S. agencies in installing this equipment in foreign coun- 
tries and DHS’s effort at U.S. ports of entry, and the challenges 
DHS faces in completing its program. 

The first major initiative to deploy radiation detection equipment 
was on the borders of the former Soviet Union and Eastern Europe. 
In the mid-1990s, DOD and the State Department provided portal 
monitors and other equipment to a number of countries, and in 
1998 DOE created the Second Line of Defense program. 

Today, in addition to the Second Line of Defense program, six 
other programs — one at DOE, two at DOD, and three at the State 
Department — have provided equipment and related training to 36 
countries. Combined, these programs have spent about $178 mil- 
lion since 1994. 

While much progress have been made, these programs face a 
number of challenges, including possible corruption of border secu- 
rity officials, technical limitations of equipment installed by the 
State Department and now maintained by DOE, and inadequate 
maintenance of some handheld equipment. 

Regarding possible corruption, officials from several countries 
we’ve visited told us that corruption is a big problem within the 
ranks of border security organizations. Corrupt officials could de- 
feat these systems by turning off the equipment or ignoring the 


^The prepared statement of Mr. Aloise appears in the Appendix on page 128. 
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alarms. We face the danger that a $20 bribe could compromise a 
$200 million system. 

To lessen this threat, DOE and DOD plan to deploy communica- 
tion links between border sites and command centers so that alarm 
data is simultaneously evaluated by multiple officials. In addition, 
screening and training of border guards is also planned. 

Another problem relates to limitations of the portal monitors pre- 
viously provided to some countries by the State Department, which 
makes them less effective in detecting weapons-usable nuclear ma- 
terial because the portals can only detect gamma radiation. 

Since 2002, DOE has maintained this equipment, but except for 
one site has not upgraded it. We have urged DOE to upgrade this 
equipment because until these sites receive equipment with both 
gamma and neutron detection capability, they will be vulnerable to 
nuclear smuggling. 

In addition, much of the handheld equipment provided by the 
State Department and other agencies may not function properly be- 
cause it is not being maintained. While DOE is maintaining the 
handheld equipment it has given to other countries, no U.S. agency 
has maintained about 1,000 handheld detectors that are vital to 
border officials conducting inspections on vehicles and pedestrians. 
For example, we observed border guards using handheld equipment 
that has not been calibrated properly since 1997. This equipment 
needs to be recalibrated every year. 

In addition, no U.S. agency keeps accurate data on the status 
and location of all the equipment provided by U.S. programs. With- 
out such a list, we cannot assess if equipment is operational and 
being used as intended. 

Turning to the deployment of radiation detection equipment in 
the United States, DHS has made progress in deploying and using 
portal monitors and other equipment. But it is significantly behind 
in its total deployment schedule. As of the end of last year, about 
$286 million had been spent on this effort. 

DHS is deploying radiation detection equipment in the following 
five phases: International mail and express courier facilities; major 
northern border crossings; major seaports; southwest border cross- 
ings; and all other categories, including international airports, re- 
maining northern border crossings and seaports, and all rail cross- 
ings. 

These categories were prioritized according to their perceived 
vulnerability to the threat of nuclear smuggling. For example, 
major seaports are vulnerable because sea cargo containers are 
suitable for smuggling. Also, over 95 percent of the cargo entering 
the United States does so through seaports. 

As of December 2005, about 670 portal monitors have been de- 
ployed in the United States, about 22 percent of the planned total 
portal deployment at U.S. border crossings, seaports, and mail fa- 
cilities. In fact, deployments in mail facilities and the first phase 
of northern border sites are complete. However, deployments at 
seaports and southwest border crossings are about 2 years behind 
schedule. Importantly, deployments at airports and land rail sys- 
tems have not yet started. 

DHS estimates that with the work it has completed, it is screen- 
ing about 62 percent of container shipments but only 32 percent of 
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seaborne shipments and about 77 percent of private vehicles. DHS 
plans to deploy over 3,000 portal monitors by 2009 at a cost of $1.3 
billion. This is a massive undertaking. 

However, in our view this estimate and time frame are highly 
uncertain. In fact, our analysis shows that if DHS continues to de- 
ploy portals at its current rate, the program is facing a likely cost 
overrun of about $340 million and will not be completed before 
2014. 

We found a number of factors that account for this slow deploy- 
ment. Specifically, delays by DHS in releasing funds to contractors 
has in some cases disrupted and delayed deployments. In addition, 
difficult negotiations with seaport operators about where to place 
portals, especially for rail cars, has delayed work at seaports. 

Many seaport operators are concerned that the construction 
needed to install the equipment, as well as the screening process 
itself, will slow down the movement of commerce. Mr. Chairman, 
it is important that DHS resolve this problem at seaports because 
until it does, our seaports are vulnerable to nuclear smuggling. 

In addition, uncertainties exist in the type and cost of radiation 
detection equipment DHS plans to employ. DHS’s $1.3 billion esti- 
mate to complete the program is based on widespread deployment 
of advanced technology portals. However, the prototypes of these 
portals have not been shown to be more effective than the portals 
now in use. 

Furthermore, when this technology is available, experts estimate 
it will cost about $330,000 to $460,000 per portal. Currently, portal 
monitors cost about $50,000 to $60,000 each. Even if future tests 
indicate that this equipment works better, it is not clear that the 
dramatically high cost for this new equipment will be worth the in- 
vestment. 

During our review, we found that CBP officers had made 
progress in using radiation detection equipment correctly and are 
following inspection procedures. However, we found gaps in the 
procedures that need to be addressed. 

For example, CBP officers lack access to NEC’s license database 
that could be used to verify that shippers of radiological material 
actually obtained required documentation. As a result, unless nu- 
clear smugglers in possession of faked NEC licenses raise suspicion 
in other ways, CBP officers could follow agency procedures yet un- 
wittingly allow them to enter the country with illegal nuclear 
cargo. In our view, this is a significant gap in the procedures that 
must be closed. My colleague, Mr. Kutz, will discuss in his testi- 
mony just how serious a loophole this is. 

Mr. Chairman and Members of the Subcommittee, that concludes 
my statement. I will be happy to respond to any questions you may 
have. 

Senator Coleman. Thank you, Mr. Aloise. Very appreciative. 

Mr. Kutz. 
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TESTIMONY OF GREGORY D. KUTZ,i MANAGING DIRECTOR, 

FORENSIC AUDITS AND SPECIAL INVESTIGATIONS, GOVERN- 
MENT ACCOUNTABILITY OFFICE, ACCOMPANIED BY K EITH 

A. RHODES, CHIEF TECHNOLOGIST, CENTER FOR TECH- 
NOLOGY AND ENGINEERING, GOVERNMENT ACCOUNT- 
ABILITY OFFICE 

Mr. Kutz. Mr. Chairman, thank you for the opportunity to dis- 
cuss our undercover operation to test border security. Our oper- 
ation had three objectives: First, to determine whether the radi- 
ation portal monitors worked; second, to observe the reaction of 
CBP inspectors to our test; and third, to see whether we could beat 
the system using a ruse. As I discuss our operation, I will address 
all three objectives, along with several other key facts and findings. 

We tested two land ports of entry that had radiation portal mon- 
itors installed, one at the U.S. -Canadian border and the other at 
the U.S. -Mexican border. For each border crossing, we used radio- 
active sources commonly used in industry and sufficient to manu- 
facture a dirty bomb. 

It is important to note, and as Commander Flynn noted, that a 
dirty bomb would contaminate an area and could result in signifi- 
cant loss of business and cleanup costs. Although the blasts from 
the explosives could result in some deaths, the dirty bomb gen- 
erally would not contain enough radiation to kill people or to cause 
serious illness. Thus, a dirty bomb is generally considered to a 
weapon of mass disruption rather than a weapon of mass destruc- 
tion. 

We purchased a small amount of our radioactive sources from a 
commercial supplier over the telephone. To do so, we used a ficti- 
tious company and a fabricated story as to why we needed the ra- 
dioactive sources. Suppliers are not required to exercise any due 
diligence when selling small quantities of radioactive sources. 

Note that we could have purchased all of the radioactive sources 
that we needed for both of our border crossings with the same ficti- 
tious company and fabricated stories. It is also important to note 
that our fictitious company was located in the Washington, DC 
area, and that the items that we purchased were shipped directly 
to our Nation’s capital. 

In preparing for our operation, we also produced counterfeit doc- 
uments. First, we searched the internet and found several exam- 
ples of official NRC documents. We then used commercial off-the- 
shelf software to counterfeit these documents, which authorized us 
to acquire, possess, and transfer radioactive sources. We also pro- 
duced a logo for our fictitious company and a counterfeit bill of lad- 
ing. i 

On December 14, 2005, two teams of investigators made a simul- 
taneous crossing of the north and south border. The radioactive 
sources in the trunks of both vehicles were sufficient to make a 
dirty bomb. The radiation portal monitors properly signaled the 
presence of the radioactive sources when we entered the United 
States from both Canada and Mexico. 


^The prepared statement of Mr. Kutz appears in the Appendix on page 143. 
^See Exhibit 10 which appears in the Appendix on page 405. 
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We observed CBP inspectors at the northern border follow their 
required procedures after the portal alarm sounded. For example, 
the inspector directed our investigators to a secondary area for a 
more thorough inspection. The inspector then located the source of 
the radiation, identified the source, reviewed our documents, and 
notified his supervisor of the incident. Although most of the re- 
quired procedures were followed, the secondary inspection con- 
ducted at the southern border was less rigorous. 

Although both of our vehicles were inspected in accordance with 
CBP policy, we were able to enter the United States with enough 
radioactive sources to make two dirty bombs. The CBP inspectors 
never validated the existence of our fictitious company or the au- 
thenticity of the counterfeit bill of lading and NRC documents. We 
look forward to working with this Subcommittee, CBP, and NRC to 
improve the security of our Nation’s borders. Mr. Chairman, that 
ends my statement. I look forward to your questions. 

Senator Coleman. Thank you very much, Mr. Kutz. I under- 
stand, Mr. Rhodes, you’re here to provide additional information 
should the questions warrant that. 

Mr. Rhodes. That’s true, Mr. Chairman. 

Senator Coleman. Let me start with you. Why don’t we start 
with the investigation, and then I want to move to some broader 
issues with you, Mr. Aloise. 

First, I noted in some of the news stories about this that folks 
in the Department of Homeland Security’s Domestic Nuclear Detec- 
tion Office said that the substance could have been used with lim- 
ited effects in terms of a dirty bomb. Could you talk about the ef- 
fects of a dirty bomb? I will follow up with Director Oxford on the 
next panel, but I’m interested in your perception. 

There seems to be a disagreement between the NRC and perhaps 
the GAO on the impact of dirty bombs and what their effects could 
be. Had this material been used to create a dirty bomb, and had 
that dirty bomb been set off at the New York Stock Exchange or 
set off at the Nation’s Capitol, what would be the effect? 

Mr. Kutz. Yes. Let me make a couple comments. Then Mr. 
Rhodes is our expert; that’s why he’s here today. But the items 
that we were able to get, we could have actually gotten much more. 
We used what we thought was a minimal amount that we could 
use to make a dirty bomb that would cause disruption and loss of 
business and chaos, as I think the prior panel discussed. 

And so I would defer to Mr. Rhodes on the more technical aspects 
of that. But again, there were two parts: We took it across the bor- 
der, and we also had it shipped here to Washington, DC without 
anyone asking any questions. 

Senator Coleman. And the issue wasn’t really the quality. I 
mean, the monitors went off with that quality. You could have had 
a larger quality. 

Mr. Kutz. Correct. 

Senator Coleman. But in the end, it was the documents that al- 
lowed you to get through and past the secondary check. Is that cor- 
rect? 

Mr. Kutz. Yes. That’s correct. 

Senator Coleman. Mr. Rhodes, could you talk a little about dirty 
bombs? 
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Mr. Rhodes. The point I’d like to make is last evening when I 
was driving home, I heard on the radio the term, “It was an insig- 
nificant amount.” Just to clarify why we used the amount of mate- 
rial we did, ultimately it was 1,250 times the allowable amount, ac- 
cording to the EPA standards. So according to the Environmental 
Protection Agency, it was not insignificant. 

I’ve also heard statements made about it being comparable to a 
smoke detector. Eirst of all, the material we brought across is dif- 
ferent than what’s in a smoke detector, and the kind of radiation 
that it emits is different. Also, if we were to destroy it, either via 
dirty bomb or even if we just ground it up and just blew it out the 
back of a truck with a fan, in Wall Street, for example, it would 
register. And then the standard operating procedures would go into 
play. 

Concentric circles would start to be sealed up around the city. 
And if you apply the standard operating procedures for some period 
of time until it could be cleared up and until it was considered safe 
to go into the zone of contamination, nobody would be doing any 
dealing on Wall Street. 

They’d have to go to secondary locations or something like that 
because no one in their right mind is going to say, well, all of our 
radiation detectors are going off, but we don’t think it’s very high, 
or we think it’s insignificant, or it seems to us it’s only the amount 
that’s in a smoke detector. 

Because you have to have the standard operating procedures and 
you have to make certain that the area is safe and is uncon- 
taminated. At a minimum, you’re going to have to wash Wall 
Street. You’re going to have to hose it down to try to clean the ma- 
terial up. 

If this is an insignificant amount of material, then I guess those 
radiation monitors at the borders are set too low because the whole 
operation was set to trip those monitors, to make certain that they 
would go off, to make certain that we had to check the secondary 
procedures. That’s why it’s a disruption. 

Certainly if I took all of this material and I put it in your coffee, 
Mr. Chairman, you wouldn’t like that. If I were to have you hold 
it in your hand for more than an hour, you would certainly get a 
radiation burn from it. So this discussion of insignificance in 
amount is really a function of how do we respond to it. And if we 
spread it, and the alarms went off and the radiation detectors 
showed positive, and it was verified, and the isotope came back as 
being what it was that we used, there would be tremendous im- 
pact. 

Senator Coleman. Let me talk about the amount that you could 
have purchased. Is there anything that would preclude somebody 
from buying a thousand smoke detectors? Would that trigger any 
kind of review regarding concerns about the radiological nuclear 
material in those? Is there anything that triggers a review by the 
Eederal Government when one purchases even commercial prod- 
ucts that have quantities of radioactive material? 

Mr. Rhodes. The threshold — with respect to what we purchased, 
we already had some materials from a prior operation that we did. 
So we purchased a certain amount, below any threshold that any- 
one would validate the existence of our company or ask any ques- 
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tions immediately when we got it, to prove a point. We could have 
actually done that time and time again and accumulated larger 
amounts, much larger than we actually used when you combine 
both of our operations together. 

Senator Coleman. All right. You mentioned that there is no due 
diligence. Are there any requirement for anyone to check the bona 
fides of folks who have multiple purchases of material that would 
have radioactive material? 

Mr. Aloise. NRC allows the applicant who applies for a license 
and buys a license up to 12 months before they check if that’s a 
valid applicant or not. 

Senator Coleman. My questions are: What’s the minimum 
threshold for requiring a license? In other words, is it any amount 
of material? Is there a threshold for certain quantities of material? 
When does the NRC actually require somebody to get a license? 

If you were buying multiple quantities of medical devices that 
had this material in it, would you have to have a license from the 
NRC, or even to purchase smoke detectors in massive quantities? 

Mr. Aloise. Well, in terms of other material other than smoke 
detectors it varies by device, by material. There are varying 
amounts and varying limits which would require a license, yes. 

Senator Coleman. In 2003, the GAO recommended that the NRC 
spent an accounting for generally licensed material. There was also 
a recommendation for a database for its licenses. Do you know if 
those things have been implemented? 

Mr. Aloise. The NRC tell us they’re working on developing 
them. 

Senator Coleman. Still? 

Mr. Aloise. Still. 

Senator Coleman. There was also a finding that the precise 
number of sealed sources is unknown. What does sealed sources 
mean? 

Mr. Aloise. A sealed source is a radiological device that could be 
used in medical equipment or industry, that could be used in well 
logging equipment. And it’s about that big, size of a cigar, and it’s 
inserted in a piece of equipment. 

Senator Coleman. And as for the number of sealed sources, do 
we know those? Is there any information on that? 

Mr. Aloise. There’s no tracking of them. There’s no precise — I 
mean, there’s hundreds of thousands of them all over the United 
States in use. 

Senator Coleman. Was this the subject of a recommendation in 
the 2003 report to the NRC? 

Mr. Aloise. Yes. We recommended that — regarding licenses, that 
NRC modify and change its regulations to validate that an appli- 
cant applying for nuclear material was a valid applicant before 
issuing the regulation. This is something some States already do. 
Some States hand-deliver a license to an applicant to ensure 
they’re a valid applicant. 

Senator Coleman. The sense I get from my investigators in talk- 
ing to the NRC, was that there was clearly a concern about nuclear 
bombs. Now, that should be a focus, especially because of the po- 
tential loss of life. 
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But the sense we got from the NRC was perhaps almost a — I’ll 
use the word cavalier approach to the idea of dirty hombs, that 
they just didn’t kill enough people and they are insignificant — in 
terms of the scale of things. 

In a post-September 11 world, my concern is that the economic 
and emotional impact of a dirty bomb goes far beyond a simple cal- 
culation of loss of life and property. Can anyone respond to that? 
Mr. Rhodes. 

Mr. Rhodes. Let me make one point based on the earlier panel’s 
discussion of patience. Yes, there are thresholds even at the NRC 
where they’ll begin to pay attention. They’re equivalent to the 
IAEA thresholds. If we had been patient enough, we could have 
used this process to get as much material that would have eventu- 
ally gotten their attention. 

The reason — if we are just talking about loss of life, if we are 
talking about what are called stochastic and non-stochastic health 
effects, the stochastic are who dies right away — the non-stochastic 
are the ones who die right away, and the stochastic ones are how 
many cancers do you have later on. 

If they look at that situation and they say, well, we won’t have 
that much leukemia or we won’t have that many people dead, it’ll 
just be like a car bomb or something, I think they are indeed miss- 
ing your point. Your point is that if I do this on the corner of Wall 
Street at midday, the havoc that it will wreak is unavoidable be- 
cause emergency procedures will have to go into effect. 

No one is going to say, yes, something went off, but it’s not that 
big a deal. They’re going to respond as though all events are ex- 
actly the same. And I think that’s difficult for people who are view- 
ing it purely in long-term health effects to understand. 

Senator Coleman. And, the same would hold true if you’re look- 
ing at the Nation’s Capitol, or the White House. Just the psycho- 
logical impact of saying that we’ve struck a symbol of American au- 
thority would have tremendous impact. 

Mr. Kutz. Yes. I would just say this. The Customs and Border 
Protection’s reaction to our test was very positive, and I think 
they’re proactively looking at solutions to the counterfeiting issue. 
I think ultimately NRC came around to the fact that the counter- 
feiting issue was something they need to deal with. But the level 
of concern and threshold, I just don’t think that they were think- 
ing — 

Senator Coleman. And I was going to follow up on the docu- 
ments, Mr. Kutz, and I think I mentioned in my opening statement 
that the technology that you used to create those documents was 
not some super-secret, high tech, government-only technology. Is it 
fair to say that a somewhat adept 20-year-old who’s pretty good 
with computers could have created the same documents you cre- 
ated? 

Mr. Kutz. Yes. We used off-the-shelf software, and we used the 
internet. So it’s basically technology anyone could achieve. And ac- 
tually, I was able to go out — you talk about low technology, I was 
even able to go on the internet and find the document that we 
counterfeited. And there are no special security features in these 
documents that make it difficult to counterfeit them. 
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Senator Coleman. And basically, you could go onto the NRC site, 
you could see what the documents look like, and then simply recre- 
ate those? 

Mr. Kutz. No. They weren’t on the NRC site. You had to actually 
search for other sites. They were on other different sites. NRC does 
not put them on their site, which we certainly agree with them on 
that. 

Senator Coleman. The good news is that Homeland Security is 
saying that within 45 days they will close this loophole. Are they 
working with you on that? 

Mr. Kutz. Yes. They’ve reacted positively. I mean, they’re either 
going to have to have an online capability to validate whether a li- 
cense is genuine or authentic, or some sort of a telephone system 
to call in and validate whether the license is legitimate. 

Senator Coleman. Mr. Aloise, I want to go back to our second 
line of defense programs, but it’s really our first line of defense, 
which is outside our borders. 

Mr. Aloise. Right. 

Senator Coleman. That’s really where this begins. It begins if 
you listen to Governor Kean locking down nuclear material abroad. 
There is still a lot out there, and where there is a lot of this mate- 
rial, making sure that it’s not smuggled from there to somewhere 
else. 

And one of the concerns is corruption. And that’s noted in your 
report. Is that correct? 

Mr. Aloise. Yes. 

Senator Coleman. So how do you deal with that? What can the 
State Department do? How do you deal with the reality that you 
can bribe somebody and somebody could turn a blind eye and allow 
this material through a transit point. 

Mr. Aloise. Well, first of all, everywhere we went on our travels, 
both U.S. officials and country officials raised corruption as a big 
problem. And what DOE and DOD are doing are trying to devise 
systems where the alarm would ring — when it rings at the portal, 
it will also ring at various levels within the agencies and within 
the countries themselves that are monitoring the portals. 

It will be multiple levels of officials, multiple levels of authori- 
ties. So there will be multiple checks, and there won’t be just one 
check with the border official at the portal monitor. 

Senator Coleman. Just so I understand the technology, if you 
could have one border, say, on the Russian side, and another bor- 
der in another country on the other side, if all of a sudden the mon- 
itor goes off on one side, a central place can actually see that a 
monitor has been shut down? 

Mr. Aloise. Yes. They’ll be able 

Senator Coleman. And could react to that? 

Mr. Aloise. They’re building those kinds of systems. Also, they’re 
doing redundant systems. Where they suspect corruption is really 
bad, they’ll put systems on one country and on the other country 
so they’ll get them at both places. 

Senator Coleman. One of the debates that we’re generally hav- 
ing is working with foreign companies. For example, our Megaports 
program works with foreign companies and in Freeport, works with 
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Hutchison Port Holdings. Rather than work with the government, 
you’re working with foreign companies operating the terminal. 

Have you looked at that? The sense I got from Commander Flynn 
was that there may he more reliahility and an ease of operation in 
working with these foreign companies than there is working with 
foreign countries. Can you respond to that? 

Mr. Aloise. Let me say this first. With all of these nonprolifera- 
tion programs, there is a risk. And the Congress has decided to ac- 
cept that risk because to do nothing is not acceptable. 

And in most of these programs, we’re relying on the people in 
these other countries to operate and maintain and sustain this 
equipment. And so we’ve supported these programs in the past, 
we’re on record supporting them, and we still support them. And 
I think what you have to do is get the buy-in, as Commander Flynn 
said, of these other countries and companies because they all have 
a vested interest in this. 

Senator Coleman. You’ve raised some concern about the ability 
of Homeland Security to put in place the radiation portal monitors 
by 2009. I think there’s been a differing of figures. I have some fig- 
ures that talked about 740 to date, and a plan for about 2,400 by 
2009. 

Your concern is you would call their ability to do that highly un- 
certain. Is that correct? 

Mr. Aloise. Right. Right now their deployment rate for portal 
monitors is about 22 per month, and they would have to go up to 
about 52 per month to meet their date based on our analysis. And 
we used their very latest figures from their December 2005 
progress report. 

Senator Coleman. Is there anything that you can see in terms 
of funding commitment, manpower commitment, or anything else 
that would give you confidence that they could in fact double the 
rate at which they’re installing these radiation portal monitors? 

Mr. Aloise. Well, our analysis shows that right now one of the 
biggest problems is the delay in getting the funds to the contractor. 
There are 13 seaports where they actually had to delay site work 
to install the equipment because they had not gotten their funding 
yet. They had to lay people off in some instances. So the first thing 
we’d like them to see is get the funding out that they already have 
quicker to the contractor. 

Senator Coleman. Is there anything that needs to be done legis- 
latively, or is this simply the bureaucracy picking up the pace at 
which it operates? 

Mr. Aloise. I think it could be done within the bureaucracy. 

Senator Coleman. One of the other concerns raised in the report 
was the difficulty in negotiating with port operators. A reality here 
is that folks are hesitant to change a system and impact the flow 
of commerce, because time equals money in these operations. 
Again, it was Commander Flynn who talked about if it’s quicker to 
operate in another port or another country, you’re going to do that. 
You could go somewhere in the United States. You could go to Can- 
ada; you could go to Mexico. 

But with this issue of negotiating with port operators, did you 
look at whether in fact there was a legitimate concern that con- 
struction, screening, putting and installing radiation portel mon- 
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itors, would actually slow down the process and cause some nega- 
tive economic impact? 

Mr. Aloise. In every place we went across various countries 
around the world and all the ports that we went to in the United 
States where this equipment is installed, we talked to truck driv- 
ers. We talked to seaport operators. No one said to us that this 
equipment, our screening process, has slowed down commerce. No 
one has ever raised that to us. It is a big concern, but where this 
equipment exists, we haven’t seen it happening. 

Senator Coleman. The concern is oftentimes on the part of the 
private side, the port operators themselves. And as I understand 
the strategy of DHS — and what they’re trying to accomplish — 
they’re trying to work in a cooperative way. They’re not putting 
heavy pressure because they could, in effect, put some very heavy 
pressure and say, hey, unless you do this now, you’re going to suf- 
fer these negative consequences. 

Is that fair? Do they have the authority to do that? 

Mr. Aloise. Right. 

Senator Coleman. But they’ve chosen not to. Do you think we’ve 
reached a point where in fact they have to be a little tougher and 
a little more aggressive, understanding that the concerns about 
economic impact seem to be somewhat questionable? Have we 
reached the point where we need the agency to be tougher and 
more aggressive and simply say to these port operators that this 
is something we need to do because this is a national security 
issue? 

Mr. Aloise. Mr. Chairman, I think we’re at the point where 
we’re thinking, we need to think outside the box here. We under- 
stand why they’re negotiating. That makes sense. But they’re 2 
years behind in their seaport deployments, and they have to take 
a different approach. 

Senator Coleman. And 95 percent of the cargo coming into this 
country comes in through the seaports. Is that correct? 

Mr. Aloise. Right. That’s correct. 

Senator Coleman. So the good news is certainly at our northern 
and southern borders, we’ve got good screening, good RPMs in 
place? 

Mr. Aloise. Yes. At the first phase at the northern border. 

Senator Coleman. And in fact, Mr. Kutz, when your team went 
in through the northern border, the alarm was sounded and, in 
fact, folks were stopped. 

Mr. Kutz. Yes. And they followed the procedures that they were 
supposed to. 

Senator Coleman. And yet the material still got through. 

Mr. Kutz. Yes. 

Senator Coleman. And then at the southern border are those the 
boxes containing material? 

Mr. Kutz. Yes. 

Senator Coleman. The southern border also, I think it’s fair to 
say that we’ve made progress at the southern border? 

Mr. Kutz. Made progress. 

Senator Coleman. But again, 95 percent of the cargo comes 
through seaports, and that’s where we’re significantly behind? 

Mr. Aloise. That’s correct. 
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Senator Coleman. I hope the message is that we have to pick up 
the pace when it comes to seaports. 

Gentlemen, thank you. It’s been very helpful. I appreciate it. 

The final witnesses to our hearing today are David G. Huizenga, 
the Deputy Assistant Secretary at the National Nuclear Security 
Administration; Vayl Oxford, the Director of the Domestic Nuclear 
Detection Office of the Department of Homeland Security; and 
Jayson P. Ahern, Assistant Commissioner at U.S. Customs and 
Border Protection. 

As I previously mentioned, the purpose of this hearing is to as- 
sess U.S. efforts to secure, detect, and interdict radiological and nu- 
clear material domestically and abroad. The GAO has laid the 
groundwork for this panel, and identified several issues of concern. 

Mr. Huizenga, I’d like to thank you for your stewardship of our 
programs to detect and interdict radiological and nuclear material 
abroad. In particular, and I’m going to talk about this in my ques- 
tioning, the Megaports Initiative is a forward-looking program that 
enhances our collective security by pushing our borders out. 

Mr. Oxford, even given your short tenure at DNDO, we’re im- 
pressed with your leadership and expertise you have brought to the 
issue of nuclear detection, and appreciate the fact that there is an 
office, a domestic nuclear detection office. I think that’s one of the 
advancements, one of the improvements that we made that we 
really haven’t talked about but I think puts us in a position to be 
much better at what we need to do here. 

And Mr. Ahern, while unacceptable gaps remain at our seaports, 
we do acknowledge your yeoman’s work at GBP, and specifically 
your leadership in transitioning CBP from its focus on interdicting 
guns and drugs to interdicting weapons of mass destruction. I ap- 
preciate your attendance at today’s important hearing, and I’m 
anxious to get your response to the issues raised by GAO. 

Before we begin, pursuant to Rule 6, all witnesses before this 
Subcommittee must be sworn in. Please raise your right hand. 

Do you swear the testimony you are about to give before this 
Subcommittee is the truth, the whole truth, and nothing but the 
truth, so help you, God? 

Mr. Huizenga. I do. 

Mr. Oxford. I do. 

Mr. Ahern. I do. 

Senator Coleman. Mr. Huizenga, we’ll have you go first, followed 
by Mr. Oxford, and finish up with Mr. Ahern. After we’ve heard 
testimony, we’ll turn to questions. There’s a timing system; when 
the yellow light goes on, finish your statement. We’ll enter your full 
statements into the record in their entirety. 

Mr. Huizenga, you may proceed. 

TESTIMONY OF DAVID G. HUIZENGA, i DEPUTY ASSISTANT 

SECRETARY, NATIONAL NUCLEAR SECURITY ADMINISTRA- 
TION 

Mr. Huizenga. Thank you, Mr. Chairman. And thank you spe- 
cifically for your continued support of these important national se- 
curity matters. I’m pleased to appear before you today to share the 


^The prepared statement of Mr. Huizenga appears in the Appendix on page 152. 
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progress that we made under the National Nuclear Security Ad- 
ministration’s Second Line of Defense program, which deploys radi- 
ation detection equipment at strategic international locations. 

I’d like to note first Senator Domenici’s and Governor Kean’s 
pointed remarks about the fact that we have a first line of defense 
as well, to secure the nuclear material where it is. For more than 
a decade, NNSA has secured nuclear materials and weapons at 
over 100 research, storage, and manufacturing facilities in Russia 
and other countries of the former Soviet Union. 

These security upgrades are the first line of defense in our gov- 
ernment’s strategy to deny terrorists access to a nuclear weapon or 
the essential material to make a weapon, the fissile material. 
Backed by strong congressional support and commitments made at 
the 2005 Bratislava summit, we are on track to complete these se- 
curity upgrades by the end of 2008. 

But the focus of today’s hearing is on the Second Line of Defense 
program, which forms a key element in the multi-layered strategy 
and system to protect the homeland from an attack using a nuclear 
or radiological dispersal device. Our international efforts are cen- 
tered on the premise that confronting the threat of nuclear ter- 
rorism as close to the source of the material as possible is the most 
effective means to reduce the risk of attack. 

The Second Line of Defense program pursues its goal to detect 
nuclear trafficking by partnering with foreign customs and border 
patrol officials. We provide the host country with a comprehensive 
system, including detection equipment, training, and support for 
maintenance and repair of this equipment. We coordinate our ef- 
forts closely with other U.S. Government agencies, such as the De- 
partments of State and Defense, our partners at Homeland Secu- 
rity, as well as international partners like the International Atomic 
Energy Agency. 

The Second Line of Defense program has two main components, 
and I’ll address both. First, the Core program. Under the Core pro- 
gram, we have worked cooperatively with Russia and their Federal 
customs service since 1998 to secure their approximately 350 points 
of entry and exit against nuclear smuggling. We have provided ra- 
diation detection systems at two-thirds of the 120 border crossings, 
airports, and seaports that we’ve agreed with them to equip. Our 
Russian partners have already completed 120 sites on their own, 
and will fund installations at the remaining border crossings. 

While work in Russia remains one of our top priorities, we real- 
ize the deployment of radiation detection systems is also needed 
along other potential smuggling pathways in other countries. 
Working with the State Department and other agencies to 
prioritize our efforts, we have expanded the SLD program and are 
now installing or have installed equipment throughout the FSU 
and Eastern Europe. We have identified approximately 230 sites in 
29 countries outside of Russia, and over the next 3 years plan to 
complete installation of detection equipment in all high priority 
countries. 

In parallel with providing systematic country-wide detection ca- 
pability, we’re also providing maintenance and repair for the radi- 
ation portal monitors provided by the other U.S. Government agen- 
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cies to 23 former Soviet republics and central European countries 
from the period of 1992 through 2002. 

As Mr. Aloise pointed out in the recent report, the GAO is recom- 
mending that these older detectors which can only detect gamma 
radiation be upgraded with up-to-date gamma neutron detection 
capability. We have accepted this recommendation and will replace 
the equipment by the end of 2007. 

I’d like to address one other issue that has come up relative to 
the GAO report, and that is the issue of corruption in these foreign 
countries. The SLD program is specifically structured to address 
this concern and this challenge by ensuring, as Mr. Aloise pointed 
out, that radiation portal monitors will be networked, and more 
than one official will be involved in closing out an alarm. We will 
construct central alarm stations, and indeed are working to also 
connect some of these central alarm situations to regional or na- 
tional centers. 

I’d like to turn now to the other area of Second Line of Defense, 
the Megaports Initiative. In 2003, we established this program to 
provide early detection of illicit trafficking of nuclear materials be- 
fore they enter our territory. We install comprehensive radiation 
detection and communication systems at foreign ports to enhance 
interdiction capabilities of the foreign customs authorities. 

The program is designed to scan imports/exports and as much 
transshipment cargo, containerized cargo, as possible while posing 
minimal impact on terminal operations. Agreements with host gov- 
ernments require all information associated with illicit trafficking 
of nuclear or radiological materials be provided to the U.S. Govern- 
ment. 

We’ve made steady progress over the last 3 years, identifying ap- 
proximately 70 ports of interest in 35 countries. We’re operational 
in the Netherlands, Greece, and Sri Lanka, and are conducting a 
pilot activity in the Bahamas. We will be fully operational in Spain 
in the spring of 2006 and are at various stages of design and con- 
struction in nine additional countries. And we are aggressively pur- 
suing agreements with many of the other remaining 21 countries 
of interest. 

An integral element of the U.S. maritime security strategy, the 
Megaports Initiative complements the efforts of GBP’s Container 
Security Initiative. Under an April 2005 memorandum of under- 
standing with CBP, we’re working closely with our CSI partners 
and have committed to install radiation detection equipment at all 
CSI ports. 

The radiation detection equipment provided under Megaports re- 
inforces GBP’s targeting, screening, and non-intrusive scanning ac- 
tivities. It’s not a replacement of it. This is an additional added 
layer of support. 

Earlier, we heard from Commander Flynn that there is a need 
for greater coordination. And I would just like to point out that we 
have, I think, coordination at the highest levels of our agencies. I 
know recently Secretary Bodman had a phone call with Secretary 
Chertoff in advance of the Secretary’s trip abroad, his Asian trip. 
And as a matter of fact. Secretary Chertoff in his press conference 
today was talking about the partnership between Megaports and 
his efforts at Homeland Security. 
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For the record, I believe it’s important to make clear that we 
have been working very closely with our partners at Homeland Se- 
curity for some time over the last few years, and will continue to 
do so. 

I’d like to turn briefly to the type of equipment being deployed 
for primary inspections under the SLD program. The portal mon- 
itors were initially developed to ensure nuclear material security at 
DOE weapons sites. The detectors employ plastic scintillators and 
helium-3 gas, and have been evaluated at DNDO’s test facility in 
Nevada, and have proven to be operationally effective in harsh and 
often remote international environments. 

That being said, we recognize that the use of this technology 
places additional burdens on secondary inspectors, and there’s a 
need to develop equipment that will identify radioactive isotopes 
associated with innocent alarms. We are particularly interested in 
the Advanced Spectroscopic Portals being developed and tested by 
DNDO, and I hope that these monitors will be used in secondary 
inspections at Megaports as soon as they’re available. 

We have also been working closely over the last 2 years with 
CBP to evaluate the effectiveness of the Integrated Container In- 
spection System, or ICIS, mentioned earlier in the hearing. It’s 
being piloted by private industry in the port of Hong Kong. This 
system combines radiation detection with container identification 
and non-intrusive imaging, and we support the private sector’s ef- 
forts to enhance the security of maritime trade lanes. We believe 
that the private sector container scanning effort is compatible with 
the Megaports mission. 

To contribute to this partnership, we are prepared to provide ra- 
diation portal monitors, which we have already purchased and are 
ready to ship, and a communications package to transmit alarm 
data to the host government as well as to the CSI officials. 

As the primary agency responsible for international deployment 
of radiation detection equipment, we are working very closely with 
our DNDO partners to shape the global nuclear detection architec- 
ture. Our work with DNDO falls into the following major areas: 
We’re baselining and identifying gaps in the global architecture; 
identifying operational needs that drive research and development 
efforts; we’re identifying the possible DNDO procurement vehicles, 
which we may piggyback on their efforts so that we don’t have to 
duplicate procurement efforts at DOE; and we’re also looking at 
sharing overseas data and information with DNDO. 

In closing, I would like to restate that the SLD program, or Sec- 
ond Line of Defense program, is dedicated to preventing inter- 
national smuggling of nuclear and radiological material. We accom- 
plish this goal by working closely with foreign governments and 
maintaining strong relationships with other U.S. Government 
agencies. We firmly believe that the unique capabilities of each de- 
partment and agency are being leveraged to accomplish our com- 
mon objective of preventing nuclear material from reaching the 
shores of the United States. 

Thank you for your continued support, Mr. Chairman. At this 
point. I’d be happy to answer any questions. 

Senator Coleman. Thank you, Mr. Huizenga. Mr. Oxford. 
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TESTIMONY OF VAYL OXFORD, i DIRECTOR, DOMESTIC NU- 
CLEAR DETECTION OFFICE, DEPARTMENT OF HOMELAND 

SECURITY 

Mr. Oxford. Good morning, Mr. Chairman. It is my pleasure to 
come before you today to address how DNDO is responding to the 
threat of nuclear and radiological terrorism. I would like to thank 
this Subcommittee for its attention to this issue. I’d also like to 
take the opportunity to thank the 180,000 people of DHS who are 
responding daily to the challenges of the post-September 11 world. 

Today I will discuss topics related to the use of technolo^ to de- 
tect nuclear and radiological materials that could be used in a ter- 
rorist attack. I’ll review DNDO’s accomplishments and some of our 
program priorities. I will touch upon the progress we have made 
with Customs and Border Protection regarding the domestic de- 
ployment of radiation portal monitors, and how DNDO and DHS as 
a whole is considering innovative ideas like the Integrated Con- 
tainer Inspection System, or ICIS, that is being piloted in Hong 
Kong. 

First let me address some of DNDO’s accomplishments since its 
founding. As you know, DNDO was established as a joint office in 
April 2005 to integrate the Department’s efforts against the nu- 
clear and radiological threat under a singular authority, and to co- 
ordinate those efforts with relevant partners across the govern- 
ment. 

DNDO was assigned the responsibilities to develop a global nu- 
clear detection and reporting architecture; to develop, acquire, and 
support the deployment of the domestic nuclear component of that 
architecture; and to fully characterize systems’ performance before 
they are deployed. We were also asked to establish protocols and 
ensure that detection leads to effective response. Finally, we were 
asked to conduct an aggressive transformational research program 
to address additional architectural gaps. 

In the last year, the DNDO has taken major steps towards 
achieving its mission. We completed the first ever global detection 
architecture that allowed us to identify international and domestic 
vulnerabilities and priorities. We have completed additional devel- 
opment efforts on the next generation passive detection system 
that would not only detect presence of radiation but will also dis- 
criminate between threat and non-threat materials. 

We have now completed two high fidelity test and evaluation 
campaigns at our Nevada test site to characterize systems perform- 
ance in next generation passive portals as well as handheld mobile 
and backpack detection systems. Finally, we have begun the devel- 
opment of the next generation radiography system to deliver imag- 
ing systems that will automatically detect high density material in 
cargo. 

The DNDO is also taking steps to improve nuclear detection ca- 
pabilities within our Nation’s borders. We have launched the 
Southeast Transportation Corridor pilot program to deploy radi- 
ation detectors to weigh stations and other sites, and to provide 
training, technical reachback, and operational protocols needed at 
the State and local level to ensure that detection technology is 
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being operated properly and that alarms are escalated as appro- 
priate. 

We are also launching a Securing the Cities Initiative aimed at 
enhancing protection and response capabilities in and around the 
Nation’s highest risk urban areas. We will work with State and 
local officials to develop urban and regional deployment and oper- 
ations strategies, identify appropriate detection equipment, estab- 
lish the necessary support infrastructure, and develop incident 
management protocols to respond to a dirty bomb attack. These 
two initiatives, when integrated, form the basis for the DNDO vi- 
sion for an interior layered domestic detection framework. 

Regarding RPM deployment strategy, this Subcommittee has ex- 
pressed particular interest in the progress of RPM deployment at 
U.S. POEs. Additionally, the GAO reports we heard about earlier 
contained recommendations pertinent to DNDO that I would like 
to take the opportunity to address. 

In its report, the GAO made two specific recommendations re- 
garding the DNDO. It called for the Secretary of Homeland Secu- 
rity, working with the Director of DNDO, in concert with CBP and 
PNNL, to devise a plan to close the gap between the current de- 
ployment rate and the rate to complete deployments by September 
2009. 

Second, it cited that once the costing capabilities of advanced 
technology portal monitors are well understood, and before any 
new equipment is purchased, the Secretary of Homeland Security 
will work with the Director of DNDO to analyze the benefits and 
costs of deploying advanced portal monitors. 

The DNDO concurs with both of these, and let me address them 
individually. In the first recommendation, we are working with 
CBP to propose a deployment strategy that now results in screen- 
ing of 98 percent of all containerized cargo crossing the southern 
border by the end of this fiscal year; 93 percent of all cargo crossing 
the northern border will be complete by 2007; and 98 percent of 
containerized cargo coming into U.S. seaports will be complete and 
scanned by the end of 2007. This strategy will result in full cov- 
erage of all incoming containerized cargo at every port of entry in 
the United States by 2011. 

We also fully concur with the second recommendation, that calls 
for a deliberate process to ensure that funds are used in a respon- 
sible manner, and that advanced systems with higher procurement 
costs are deployed in cost-effective situations. The DNDO testing of 
these systems at the Nevada test site has since validated that sys- 
tems performance when compared with current systems, and dem- 
onstrated in some cases a four times improvement in performance 
against threat objects, and a 60-percent reduction in false alarms 
created by naturally occurring radioactive materials. 

This information is now guiding a joint DNDO-CBP analysis in 
support of a revised RPM deployment strategy that is an optimized 
mix of current and next generation technologies balancing our need 
for better capability and coverage across the country as well as 
their associated costs. Initial results of this analysis support the 
decision to acquire over 600 detection units in fiscal years 2006 and 
2007, including 184 current generation RPMs and 106 next genera- 
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tion portal systems this year, and 131 current generation and 142 
next generation systems in the year — fiscal year 2007. 

Regarding the integrated cargo inspection system this Sub- 
committee has witnessed in Hong Kong, first of all I would like to 
applaud the private sector for creating such a concept for screening 
international containers. The screening can be compatible with the 
U.S. Government’s layered security strategy, and is another tool to 
further our ability to identify and address risks. An integrated 
cargo inspection system, one that combines targeting, passive, and 
active detection and information analysis, would be a robust con- 
tribution to the nuclear detection challenge we face. 

The ICIS pilot serves as a model comprehensive passive and ac- 
tive inspection, as well as a model for public/private partnership. 
However, ICIS, as deployed, is not an operational system. DHS has 
sent teams to observe the ICIS pilot, and has determined that the 
technology has potential but still faces significant limitations. 

DNDO certainly favors an integrated systems approach where at 
international seaports every cargo container could be both pas- 
sively and actively scanned. This would enable us to detect 
unshielded or lightly-shielded materials with the current and next 
generation RPMs, as well as automatically detect highly-shielded 
threat materials using radiography. 

Detector data would then be analyzed by DHS prior to cargo 
transit, and along with ATS, manifest, and detector data, would be 
integrated for enhanced targeting capability. Additional targeted 
inspection could be performed upon arrival at U.S. POEs utilizing 
mobile advanced RPMs and radiography systems. 

Mr. Chairman, this concludes my prepared remarks, and I look 
forward to your questions. 

Senator Coleman. Thank you very much, Mr. Oxford. Mr. Ahern. 

TESTIMONY OF JAYSON P. AHERN, i ASSISTANT 

COMMISSIONER, U.S. CUSTOMS AND BORDER PROTECTION 

Mr. Ahern. Good morning, Mr. Chairman, and thank you for the 
opportunity to be here today. I’m pleased to join my colleagues 
from DNDO as well as NNSA to discuss an issue of prime impor- 
tance to Customs and Border Protection and to the security of our 
Nation, and that is preventing the smuggling of nuclear and radio- 
logical weapons into the United States. 

Mr. Chairman, CBP’s priority mission is homeland security, 
keeping terrorists and their weapons, including weapons of mass 
destruction, from getting into our country. That means improving 
security at our physical borders and ports of entry. And it means 
extending our zone of security beyond our physical borders so that 
America’s ports of entry are not the first line of defense against the 
international threat of terror. 

After September 11, CBP developed and implemented unprece- 
dented initiatives, all driven by the understanding that the threat 
still exists and is still very real, and that CBP must and will do 
everything humanly possible to prevent a second attack. 

In assessing how far we’ve come in setting in place the mecha- 
nisms that protect our country from terrorist attack, I believe it’s 
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worth noting that before September 11, there was not a 24-hour 
Rule or Trade Act requiring advanced information to be trans- 
mitted prior to shipment to the United States. Before September 
11, there were no National Targeting Center, where multiple Fed- 
eral agencies worked together to identify both trade and people of 
risk. 

Before September 11, there were no CBP officers working to- 
gether with our counterparts in foreign countries to identify and 
screen high risk shipments before they’re bound for the United 
States. And before September 11, there were no concerted public 
and private sector partnership against terrorism, working to im- 
prove the security and the efficiency of trade. And before Sep- 
tember 11, there was no radiation portal monitors at our ports to 
screen cargo containers. And there were only 16 large-scale x-ray 
devices in use at our U.S. seaports. 

There is no question that our Nation’s 322 ports of entry today 
are far safer than they were before September 11. But at the same 
time, we’re all aware that securing our ports and the global supply 
chain is work in progress, and we must do more. 

I’d like to spend the remainder of my time responding to your 
letter of March 8, specifically and very candidly to the concerns you 
outlined in your letter of invitation. 

To begin with, first, the subject of this hearing, and that’s detec- 
tion technology. I’m able to report that CBP does currently operate 
740 radiation portal monitors at our Nation’s ports of entry, includ- 
ing 190 at our seaports. And RPMs today are our most robust radi- 
ation detection equipment, allowing us to quickly and thoroughly 
screen for radiation. 

In addition to the large-scale technology, CBP has deployed 491 
radiation isotope identifier devices and 12,500 personal radiation 
detectors. And overall, the RPMs that we currently have deployed 
on the northern and southern border and to date at our seaports, 
67 percent of all arriving land and sea containerized cargo coming 
into the United States is run through the radiation portal mon- 
itors. By the end of next year, 2007, we’ll have 621 RPMs deployed 
at our Nation’s top sea ports, giving us the ability to screen 98 per- 
cent of inbound sea containers. 

Beginning next month, CBP will also begin to deploy 60 mobile 
RPM systems at our seaports, and these mobile rpms will give us 
the flexibility to screen low volume locations as well as real-time 
screening of high risk containers shipside. We expect these RPMs, 
these mobile RPMs, to be in place by the end of this year. 

To date, we have also screened over 80 million containers with 
RPMs, and we’ve resolved over 318,000 radiation alarms. We have 
resolved all the alarms, and the majority of the alarms have been 
attributed to naturally occurring radioactive materials, known as 
NORMs, and no alarms have been attributed to illegal nuclear ma- 
terial coming into this country. 

I would like to briefly comment about the GAO red team testing, 
and that is the attempt of GAO to introduce, smuggle into the 
United States, radioactive materials through two ports of entry on 
the northern and the southern border. 

I believe this was a very good opportunity for us to test our sys- 
tems and our protocols in a real life situation. Although our sys- 
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terns worked, and our officers appeared to have followed our proto- 
cols for radiological alarms, the bottom line is the material was al- 
lowed in with questionable documentation. 

We have learned, and we’re working to strengthen our protocols 
immediately so this does not happen again. We agree with GAO’s 
assessment, and we assure that we are working with all their rec- 
ommendations, but particularly on establishing a process for vali- 
dating NRG licenses, and we expect to have a process in place 
within 30 days. 

For the container security initiative, it’s important also to men- 
tion that we’ve made enormous progress, pushing our borders out. 
As of this morning, just this past Saturday in Honduras, the Con- 
tainer Security Initiative is now operational in 44 ports, the most 
recent in Puerto Cortes, and recently before that, on March 8, in 
Port Salalah, Oman. 

Since 2002, CSI, we’ve added at least one port a month to the 
program. And these 44 ports currently amount for — 75 percent of 
the maritime cargo containers coming into the United States to 
have an opportunity to be screened for risk. By the end of 2007, 
we’ll have officers stationed at 58 ports, totaling 85 percent of the 
container traffic coming to this country. 

I’m also proud of our partnership that we have with the private 
sector under the Customs-Trade Partnership Against Terrorism. 
And today C-TPAT has nearly 6,000 certified partners from the 
private sector, including some of the largest U.S. importers, work- 
ing to increase supply chain security from foreign loading docks to 
the U.S. port of arrival. Through C-TPAT, CBP reviews the secu- 
rity practices of companies shipping goods to the United States. 

A year ago we had only 8 percent of the certified members vali- 
dated. Today we have 27 percent done, and we have another 39 
percent underway, so that we’ll be at 66 percent by the end of this 
fiscal year. 

I know there’s also been concerns about the number of validators 
we have on board, supply chain security specialists. Today we have 
88 on board; within the last 2 weeks we have selected 41 additional 
validators, and they’ll be on within the next 30 to 45 days so that 
they’re on board for a May 15 training class. And by the end of the 
summer, we’ll be at our 156 target. 

I also would like to talk to you about an additional protocol that 
we’ve put in place. We have recently entered into an agreement 
with 19 recently retired Customs and Border Protection officers 
and special agents from Immigration and Customs Enforcement to 
have them involved and trained, given the exact same training as 
our supply chain security officers, so that they can use their experi- 
ence in offsetting our teams to increase the pace of validation over- 
seas. 

With regard to our targeting systems, CBP, our partners within 
the government, we’re also looking to increase the targeting capa- 
bilities at the National Targeting Center. Certainly we look to con- 
tinue to improve the integration of our intelligence through our tar- 
geting efforts and the data elements we need to make our system 
more comprehensive and accurate. 

Recently MitreTech Systems, an independent consulting firm, 
performed an independent evaluation of CBP’s Automated Tar- 
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geting System and targeting methodology. CBP uses ATS to iden- 
tify ocean containers that are high risk for terrorism. The assess- 
ment identified a number of strengths, including recognizing our 
assets of how highly trained our officers are. 

They also recognized our ability to adjust rules and weights to 
account for priorities, risk, and changes. But they also made a 
number of recommendations, such as the ability to have an infra- 
structure in place to test the simulation of proposed rules or mock 
shipments, and we continue to improve under their direction. 

Last, under the Hong Kong ICIS program, I believe it’s impor- 
tant just to offer my comments in addition to Mr. Oxford’s. I’ve had 
the opportunity to see this concept, and certainly it employs tech- 
nology that integrates into a single computer screen the radiation 
profile and VACIS image, much of the same technology we use at 
our ports today. 

But I believe today the Hong Kong concept is just that, a concept, 
and the effectiveness of this concept has been overstated. But nev- 
ertheless, it is consistent with our strategy to push the borders out, 
and I believe it does have the ability to complement our CSI pro- 
gram. And we’re committed to partner with the private sector to 
develop a viable concept of operations. And this will take also a 
considerable amount of support from the host country counterparts 
as well in each country we would go to. 

In conclusion, we know that securing America’s borders is an on- 
going and long-term effort, but we can be proud of what we’ve been 
able to accomplish thus far, and to make America safer and our 
seaports more secure. 

Mr. Chairman, we welcome the oversight of this Subcommittee 
and you personally, and suggestions our colleagues at GAO as well 
as independent reviewers like MitreTech have made to improve our 
programs. We take these recommendations very seriously, and 
work every day to improve the ways we carry out our homeland se- 
curity mission and to keep terrorists and terrorist weapons, includ- 
ing weapons of mass destruction, nuclear, and radiological weap- 
ons, out of our country. 

Thank you for the invitation today, and I’ll look forward to tak- 
ing any questions later. 

Senator Coleman. Thank you very much, Mr. Ahern. 

I want to start by acknowledging the clearly substantial improve- 
ments from where we were on September 11. Today, we have the 
National Targeting Center, C-TPAT, CSI, and we are utilizing ra- 
diation portal monitors. So there is no question that we’re safer 
today than on September 11. 

However, are we safe enough? Have we elevated this issue to the 
highest priority and are we responding accordingly? As I said to 
Secretary Chertoff when he was being confirmed, unlike perhaps 
any other department head, if the head of transportation — if there 
are highway deaths on the highway, it’s part of the reality of the 
world we live in, and you don’t get a lot of feedback. And if there 
are environmental spills, we deal with that; a great concern, but 
it’s the world we live in. But in this area, failure’s not an option. 
And so the standard is higher, and in part, that’s why we’ve been 
so vigorous in this oversight. 
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I just want to, if I can, talk about ICIS for a second. And I appre- 
ciate the fact that we’re hearing that it may serve as a model. I 
was in Hong Kong and I saw the ICIS system. I also appreciate the 
recognition of working with the private sector and with foreign en- 
tities. I think as a result of some of the concerns about the DP 
World process, about whether it should have had a 45-day review, 
I believe; the law required that, it didn’t — but I don’t know if we 
ever got to the substance. 

And part of the reality is that if our defense requires us to work 
vigorous, requires us to work with foreign entities in some capacity, 
we do that. We have to take a close look at it. But I appreciate the 
recognition that this is part of the reality. 

My concern about ICIS is I hope we push the envelope. Clearly, 
and I think, Mr. Oxford, your comment, it’s a model. It’s not an 
operational system. The fact that you can do a couple lines — and 
I was there. Every truck rolls through. It doesn’t stop. It doesn’t 
interrupt the flow of commerce. You’ve got the image. You can 
check that, then, with a manifest. You tie that in with the radi- 
ation portal monitor. 

We then have a couple-week period while containers are coming 
over here and perhaps subject to further analysis, which I think 
has been the issue. I’ve got to believe that with computer tech- 
nology, we’ll be able to do some analysis which will give us more 
information. 

But I’m hopeful that we’re taking a close look, and that there 
isn’t any kind of bureaucratic resistance. 

Let me, if I can, talk about Megaports, and then I want to talk 
a little with you, Mr. Ahern, about ATS and about our targeting 
system. There’s been a lot of discussion publicly about Megaports 
deployment in the Bahamas, and with Hutchison Port Holdings 
awarded a sole source contract. They operate the port in the Baha- 
mas, don’t they? 

Mr. Huizenga. That’s correct. 

Senator Coleman. So if you want to operate in the Bahamas, 
you’re going to give a sole contract. 

Mr. Huizenga. They’re the only people driving those vehicles 
around on their port. 

Senator Coleman. And I would take it that it’s your judgment 
that it is in the best interests of this country to have a Megaports 
program, to be working with folks like Hutchison and others to 
make sure that we’re putting in that extra line of defense. 

Mr. Huizenga. Absolutely. I mean, pushing the boundaries out 
is what this is all about. And it’s important to note that we re- 
viewed our relationship with Hutchison before we started to pursue 
the contract, and we’re convinced that they’re a company worth 
working with. 

Senator Coleman. I worry there’s a little bit of xenophobia here. 
However, I believe that if foreign countries are operating ports, 
then they should establish an American subsidiary. 

Foreign companies operate 80 percent of our ports. It is a reality 
at today’s world for the U.S. Government to work with foreign com- 
panies. Yet I hope we will take a close look, and understand what 
the gaps or concerns may be. I am certainly one who believes that 
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Megaports is part of this integrated infrastructure and I hope we 
continue moving forward. 

Can I just clear something up about numbers? We have good cov- 
erage of our southern and northern borders, somewhere in the 90 
percent. I thought it was stated that we’d have 98 percent of our 
containers coming in from ports. 

Screened for radiation by 2007? Is that correct? The question I 
have is, however, when do you have “full coverage”? GAO says not 
by 2016. I thought the Secretary said by 2009. Can you help me 
understand the difference? Are we committed to this accelerated 
process that would make the GAO number somehow not relevant 
based on what we intend to do over the next couple of years? 

Mr. Ahern. Yes. I would tell you that our projection right now 
for the RPMs for seaports would get us to 621 RPMs by 2007, and 
that would get us to 98 percent of the sea containers coming in 
through the top 22 ports. 

Senator Coleman. Senator Levin is not here, but there was a 
comment about imaging technology. It may have been you, Mr. Ox- 
ford, who discussed some of the capabilities of the new technology. 
That chart is a scan of a truck carrying garbage from Canada into 
the United States. ^ 

And perhaps any of you gentlemen can help me. Even with all 
the technology that we have today — you talked about imaging sys- 
tems, high density cargo. I presume that’s high density cargo right 
there. How do you know whether there is a dirty bomb buried in 
there? How do you know whether they’ve got any kind of weapon 
of mass destruction? How do we somehow stop that from being a 
carrier for some weapon of mass destruction? 

Mr. Oxford. Mr. Chairman, that’s why when we looked at the 
ICIS system, we look at some of the operational and technical limi- 
tations. The VACIS system originally was designed to look at con- 
traband and other anomalies for customs’ other missions. What 
we’re looking for in next generation radiography systems is to actu- 
ally have better information content, where we can now discrimi- 
nate between the material that’s in that cargo. 

So it’s not just the ability to find high density material. It’s to 
identify the differences in density so we can look at those anoma- 
lies and red flag for the operator the material in that cargo that 
you care about. So what you’re seeing on this image is a current 
generation capability that has very little information content and 
requires a lot of operational judgment. 

Senator Coleman. Mr. Ahern, the basis for our system today is 
really — the Automated Targeting System. And in terms of what we 
inspect, do we have the chart that shows the various ports, the for- 
eign ports? I think it says Le Havre and some others. ^ Is there a 
chart there that says these are the number of high risk cargos? 
These are the numbers of requests that have been made to actually 
do a screening. I think that’s the one. 

A couple of questions. We’ve got CSI ports. Container Security 
Initiative. And by the way, where they work well, at least in Hong 
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Kong, our folks are operating side by side. Is that the model 
throughout all the CSI ports? 

Mr. Ahern. We do find that Hong Kong is one of our better foot- 
prints for our officers working alongside. We do have that in many 
other locations as well. 

Senator Coleman. But we don’t have it in all the locations? 

Mr. Ahern. The side by side officers? 

Senator Coleman. Yes. 

Mr. Ahern. Not in every location. 

Senator Coleman. I mean, to me it is important to work side by 
side. In Hong Kong, I saw how well that operated. There must be 
things we can do to somehow facilitate getting folks to work side 
by side. 

But one of the questions I have is if you look at the green, the 
green are the high risk shipments. Now, I presume high risk, is 
that through an ATS targeting system? 

Mr. Ahern. Yes. That would be. 

Senator Coleman. And then we go to the country and we go to 
Hong Kong, and you can kind of see. And even with my Lasik vi- 
sion here, I can’t look at it exactly. But what you have is 37.2 per- 
cent of high risk shipments are examined at Hong Kong. And we 
actually have a higher number that are requested. And that deci- 
sion to actually examine is done then by the host country. Is that 
correct? 

Mr. Ahern. That is correct. 

Senator Coleman. Even with this system, we don’t control 
whether it’s examined there. Now, those that we’ve asked — the yel- 
low that we’ve asked to be examined — forget the green in which 
there are lots of high risk. But those between — those we’ve asked 
to examine in the yellow, do we examine those containers then be- 
fore they’re actually unloaded on our shores? 

Mr. Ahern. If they’re determined for high risk, they would be ex- 
amined upon arrival in the United States if they’re not done over- 
seas. 

Senator Coleman. What about all the high risk that are not in- 
spected? In regard to Hong Kong, 15,636 are identified high risk; 
only 5,580 are actually examined. What about those 10,000? Are 
they also examined here? 

Mr. Ahern. Those would be examined in the United States. 

Senator Coleman. In what way are they examined? 

Mr. Ahern. They would be given as far as the radiation screen- 
ing as well as the Nil, physical examination, if necessary. 

Senator Coleman. Physical — when you say if necessary, out of 
those other 10,000, how many are actually physically examined? 

Mr. Ahern. I would have to give you the precise breakout. 

Senator Coleman. Can you give me a ballpark figure? 

Mr. Ahern. I wouldn’t want to provide a speculative answer. 

Senator Coleman. If you look at Le Havre, France, what you 
have here is 1,649 identified as high risk. You only have 244 actu- 
ally examined there, 553 not. So the French authorities simply 
made a decision that over half those that we request to be exam- 
ined aren’t examined. Is that correct? 

Mr. Ahern. What I’d like to do, if I might, is I know that taking 
a look at the snapshots in time that were used from this, February 
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2005 to February 2006, I know in the early part of 2005 that we 
were not getting the responsiveness that we had hoped for in 
Japan and in France. So if I might, if I could actually provide some 
more detail after this hearing to show the progress that has been 
made in recent months to bring those numbers to adjust those bars 
a little bit more positively. 

Senator Coleman. I’d appreciate it. Because clearly what we 
would like to see is, we’d like to understand, if there’s resistance 
from the host country, what are we doing to change that? What 
kind of tools can we use to say, we have a concern, and if this is 
really a partnership, we need you to act a little more aggressively. 
Because it seems to be somewhat varied in terms of the nature of 
the response. And actually if something is high risk and we want 
it to be checked, you would expect we wouldn’t want to have any 
variance. 

Mr. Ahern. Absolutely. And I think we can provide some infor- 
mation as a follow-up to this hearing to show what it’s been in re- 
cent months, moving towards the goals that we would like. 

Senator Coleman. Let me focus on ATS for a second because it 
really is kind of at the root of our system, what we identify, and 
we’ll get into all the details here. But we essentially, through a 
range of factors, give cargo a rating, and based on that rating we 
make a determination as to whether it’s high risk and then once 
that determination is made, we will then determine whether in fact 
there’s some extra review accessory. 

The system itself, have we ever conducted any kind of peer re- 
view? Have we ever done any kind of analysis that substantiates 
the veracity, the accuracy, of this system? 

Mr. Ahern. Yes. That was the MitreTech review that I spoke of 
in my short statement. That outside review actually pointed to a 
lot of things that we had that were strengths of the program as 
well as additional areas we needed to improve upon. 

Senator Coleman. Do you ever do any red team testing where 
the system is actually checked it out. Do you do simulated testing? 
Have you ever gone down there and seen whether you could escape 
and get through this system that we place such reliance on? 

Mr. Ahern. With, again, the MitreTech study that was done, we 
have now some protocols that we’re going to begin to operate with- 
in the next month to 2 months to start — do some what they call 
in the sandbox testing for us. 

Senator Coleman. So we’re going to do that now? 

Mr. Ahern. Yes. 

Senator Coleman. OK. And I hope we do that now. I mean, 
again, this is the kind of underlying basis or — we’re banking every- 
thing on a system that we’ve done some studies. We have not done 
the kind of testing that says, OK, is it vulnerable? Does it work? 

And if it does — and I applaud, by the way. Customs and Border 
Protection and DHS, in regard to what we saw with the radio- 
logical material — which is interesting, by the way. I did read in the 
paper they said we’d have that document problem fixed in 45 days. 
I do know your testimony today says 30 days. So I’m going to hold 
you to the 30 days. 

Mr. Ahern. Fair enough. 
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Senator Coleman. But I do appreciate it. But I think we — again, 
we need to take a look at this. 

My other concern is simply the reality that this is a sampling. 
It’s not random. It’s targeted. 

Mr. Ahern. Right. 

Senator Coleman. It’s a targeting system, but that depends on 
C-TPAT and other programs. You’ve got relationship with shippers 
and companies like Best Buy, etc., that we put a lot of stock in 
what they’re doing without the kind of thorough review investiga- 
tion. 

And so in effect, you’ve got a lot of folks who are going to have 
a pass. And I think that was in Commander Flynn’s scenario. 
They’re going to get a pass on any kind of high risk based on get- 
ting points for relationships that I worry where someone could un- 
derstand that and use that as a way to break through that system. 
That’s one of the vulnerabilities we have. Is that correct? 

Mr. Ahern. Well, what I would just add to that is that without 
getting into too much of our scoring in an open hearing like this, 
I would remind all of us of the change in protocols that we had 
going back several months ago where we actually did cease pro- 
viding any kind of an advantage at the time of manifest filing 
when we do the initial scoring. And there’s not any at that point 
in time for the security screening that goes that 24 hour prior to 
lading. 

Senator Coleman. But the problem even with that is that we 
look at a company and we give it certain credit. But we’re really 
not looking at all their operations. We’re not out there checking to 
see whether in fact what we believe to be their system — we may 
have looked at one place, but there’s not a uniform review, certifi- 
cation process that gives us — certainly not 100 percent certainty. In 
fact, I think it’s a lot less than that. But, I mean, that is the sys- 
tem we have. 

Mr. Ahern. Well, if you’re talking about the validations, we have 
a very uniform way of going out and doing the validations now. It’s 
much more consistent than it was, again, even just several months 
ago. That’s, again, lessons learned from a previous GAO report. 

Senator Coleman. Mr. Oxford — let me just finish, if I can, with 
ICIS because one of the benefits of ICIS is at least we could have 
the images of the containers in this chart. Today, we don’t have im- 
ages for those containers in Hong Kong.^ Again, this chart is dated, 
a moment in time. 

But right now we have a system that says of the 15,636 high risk 
shipments examined at Hong Kong, we know that 5,823 are actu- 
ally checked there. We’ve identified 7,918 that we’d like to be 
checked. We do believe that before they get in, those are covered. 
I still have a question as to the 8,000 to 10,000 spread which we’ve 
identified high risk, whether in fact those are checked before they 
get here and what that means. 

But at least with ICIS, just using that as part of a system, we’d 
at least have a screen. We’d have an image. We’d have a manifest. 
We’d have a radiation portal monitoring of all these high risk, 
which we don’t have today. Is that correct? 


^See Exhibit 7 which appears in the Appendix on page 371. 
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Mr. Ahern. That would. And just to put ICIS in its proper con- 
text as we go forward into the future, I think it is appropriate to 
take a look at. It’s very consistent with our pushing the border 
strategy out, and it would be very complimentary to the 44 ports 
where we currently have CSI. 

And when our targeters overseas would get a score for risk, one 
of the first things they should then ask for is, let me have the elec- 
tronic file that is there for this container coming in so they can 
again make an informed decision of what’s going on. 

But it won’t all just be through that protocol. There will certainly 
be a lot of alarms that will be occurring. As I stated, with the 80 
million containers that we’ve now put through the RPMs, 318,000 
have resulted in alarms that needed to be resolved. And I would 
submit to you, and I know there’s been a lot of discussion by many 
who’ve looked at this issue, and I would think that the carriers 
would support the same position that I’m going to proffer at this 
point, any alarm needs to be resolved before it’s put on a vessel for 
the United States. 

Anything using it for forensic capabilities en route or after route 
within the United States may be interesting to have, but you would 
want to make sure that the alarm is resolved before it’s put on a 
vessel for the United States so that there’s not any concern about 
something happening en route or upon arrival. So that would be a 
very critical component that needs to be added into this process. 

Senator Coleman. Mr. Oxford, last line of questioning. I believe 
you were quoted in one of the articles today talking about the red 
team testing that GAO did and the material that at least set off 
a radiation portal monitor. So the monitors were set off. Clearly, 
from a monitoring perspective, there was enough material in there 
to raise the level of concern. Is that correct? 

Mr. Oxford. Yes. 

Senator Coleman. And GAO says that based on their analysis 
and working with a couple of other government agencies, they 
thought this was enough to make dirty bombs. Is that correct? 

Mr. Oxford. That’s what they said, yes. 

Senator Coleman. And your comment was it was somewhat 
minimal material. 

My question is this, though — two questions, actually. One, you’re 
not discounting the impact of dirty bombs, are you? 

Mr. Oxford. Absolutely not. 

Senator Coleman. And so the testimony of Governor Kean in 
terms of the emotional impact, or Commander Flynn in terms of 
the economic impact, you wouldn’t disagree with that, would you? 

Mr. Oxford. Not at all. In fact, when you look at our Securing 
the Cities Initiative, we were going to focus a lot in the urban 
areas on a dirty bomb-like attack, and what we can do to prevent 
and immediately mitigate those effects. 

Senator Coleman. And the other concern that I had in this re- 
gard is, again, without debating how much material was in those 
two boxes, it was the sense from GAO that they could have gotten 
a lot more material without raising any red flags. What do we have 
to put in place to make sure that there are red flags so that people 
can’t get radiological material in a level enough to build a dirty 
bomb without anybody being concerned about it? 
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Mr. Oxford. Well, even though that falls mainly in the domain 
of the Nuclear Regulatory Commission, I think the exercises and 
the ability for CBP to do what they’re proposing to do, especially 
for the cross-border activities, certainly allows an extra layer of se- 
curity to be able to look at that material. 

It was mentioned in the opening statements that the Energy Pol- 
icy Act that dictated NRC lead a task force, with a report due to 
Congress this August, I think we, as a government, need to look 
hard at the recommendations that come through that process to 
make sure we’re all doing more for source security within the coun- 
try as well. 

Senator Coleman. Let me ask the last question then about a 
general concern. We’ve got a lot of agencies involved in this effect. 
What we had, if you look to that Second Line of Defense program, 
we have a question about whether the State Department — the 
records they had in terms of the devices and everything else. We 
have DOE now. We have Homeland Security. I think there may be 
some other entities. 

Is there a concern that there are too many cooks cooking this 
broth, and that perhaps we need to somehow better centralize this? 
Is there going to be a concern, if something goes wrong, that a lot 
of people are going to be pointing fingers and say, there wasn’t a 
single person in charge? Because we’ve been through that dance be- 
fore. Anybody want to respond to that? 

Mr. Oxford. Mr. Chairman, if I could try to take that on because 
I may be one of those people they point at when that time comes. 

We have seen within the 11-plus months that we’ve been in ex- 
istence that we have a daily dialogue now across the inter-agency 
that didn’t exist on a routine basis in the past. We think that was 
one of the preeminent reasons for why DNDO was created, was to 
create that daily dialogue. 

It does not mean we have to run every program. And we’re see- 
ing the benefits from having the NNSA people on our staff. Mr. 
Ahern has 11 people from CBP within the DNDO office. It’s cre- 
ating this dialogue on a daily basis. And that extends to the De- 
partment of Defense, the Department of State, the Federal Bureau 
of Investigation, and now we have two NRC people on the staff to 
start working these issues. 

So I think we’re making a great step forward in creating that 
cross-talk that was necessary in the past. 

Senator Coleman. I appreciate that. And I would just urge that 
if there’s even any inkling among you or folks who work with you, 
any of the other agencies, that somehow we’re seeing the beginning 
of some silo effect where people are questioning the level of commu- 
nication and cooperation, I would hope that is attended to very 
quickly because were that to happen, I think it would be very prob- 
lematic. 

Mr. Huizenga. Mr. Chairman, I’d like to echo Vayl’s point. I 
really believe we have a significant amount of communication right 
now, and it benefits us because we’re able to bring the expertise 
from the different agencies to bear on this common problem. 

And, we can share the expertise that we’ve developed over the 
last decade working in foreign countries, and we can help on the 
CBP’s efforts with CSI in order to provide that additional layer of 
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radiation detection screening before the containers leave the for- 
eign ports. 

Senator Coleman. I thank you. We will have a hearing on 
Thursday. We’ll focus more on ICIS, focus more on C-TPAT and 
CSI. But this has been very helpful, and I do thank you for your 
testimony. 

With that, this hearing is now adjourned. 

[Whereupon, at 12:25 p.m., the Subcommittee was adjourned.] 
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Senator Coleman. This hearing of the Permanent Subcommittee 
on Investigations is called to order. 

I know that Senator Schumer is on his way. I am very pleased 
to see my good friend and close colleague. Senator Graham, here 
today. Both Senator Graham and Senator Schumer have really 
taken a lead on this issue of container security, and have recently 
visited Hong Kong. As part of our discussion today, we will be talk- 
ing about the ability to screen 100 percent of containers and an op- 
eration in Hong Kong. Both Senator Graham and Senator Schu- 
mer, have just returned from Hong Kong and I thought it would 
be very worthwhile for this Subcommittee to hear from them abut 
their trip. 

Senator Graham, I am going to turn it over to you before my 
opening statement. I anticipate Senator Schumer should arrive 
shortly. If he is not here, I will give my statement, but I would like 
to give you the opportunity to begin first. I know both of you are 
busy. 

I welcome the Ranking Member. Senator Levin, I indicated that 
I was going to give both Senator Graham and Senator Schumer the 
opportunity to talk a little bit about their experience before our 
opening statements. 

Senator Levin. That is fine. 


( 61 ) 
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Senator Coleman. I know they have to go on their way. 

Senator Schumer is finally here, and I am very pleased to see 
him. I also indicated that both of our colleagues have taken a very 
strong interest in the whole issue of port security, container secu- 
rity, and personally visited Hong Kong recently to look at one of 
the systems there. 

Senator Schumer, what I am going to do is I am going to have 
you and Senator Graham speak before we do our opening state- 
ments. As soon as you are done — I know that you are in the middle 
of markups and other things, we will certainly excuse you at that 
time, but I do want to thank you for being here today. 

With that. Senator Graham. 

TESTIMONY OF HON. LINDSEY GRAHAM, A U.S. SENATOR 
FROM THE STATE OF SOUTH CAROLINA 

Senator Graham. Thank you, Mr. Chairman. You are right, we 
just returned from Hong Kong and China, the Mainland, and my 
body is somewhere between there and here, so I will try to make 
this brief and to the point. 

In terms of leadership, I know Senator Schumer has been talking 
about port security for a long time, and Senator Levin has been 
talking about national security matters every time we meet, in 
Armed Services he is talking about these things. Mr. Chairman, 
your bill is sort of a model, and that is how I got involved, by talk- 
ing with you and the gentleman from Hutchison behind us. You 
kind of set us up. 

I have Charleston port in South Carolina, and we are looking at 
locating a new port. I guess the Dubai Port World experience has 
sort of woken up the country a bit, and let us take advantage of 
what was an unfortunate event, but it did tap into some concern 
out there about how our ports are operated, who should own the 
terminals and are we where we need to be as a Nation? In that 
regard, the whole experience could be positive. Senator Coleman, I 
want to be a partner with you and Senator Schumer, and Senator 
Levin, and others to try to get this right. 

The Hong Kong experience was very exciting. We met with the 
Hutchison people, and we viewed a system called ICIS. I think you 
have already been there. One of the things we have learned from 
this whole Dubai experience, that most Americans did not realize 
that most of the cargo coming into our country is coming in basi- 
cally uninspected. We have a screening program of sorts, but the 
technology to look into each cargo container and find out if it is 
something we want or something dangerous to us as a Nation 
seems to be developing rapidly. The only thing not developing rap- 
idly is our government’s ability to deal with port security. Maybe 
from this whole episode and your bill, and other pieces of legisla- 
tion, the government can catch up to the private sector. 

Here is what was so exciting, is that the technology that Senator 
Schumer and I had the pleasure of viewing, seems not only to be 
technically good, but commercially sound, that you can screen cargo 
at the biggest port in the world without bringing our commerce to 
a halt. What we are lacking is infrastructure within out govern- 
ment to take those images and analyze them to make sure that the 
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container does not carry contraband or weapons of mass destruc- 
tion or other things that would hurt Americans. 

As a Nation, I believe it will be political malpractice for us not 
to come together as Republicans and Democrats and put the infra- 
structure in place to take this promising technology and spread it 
worldwide. We can do it in partnership with the private sector. 
That was what was so exciting. This is not another government 
program of many layers. This is allowing us to tap into private sec- 
tor innovation where we could partner with the private sector, let 
them lead the way in screening and inspection, and we will have 
some infrastructure in place at the Federal level to make sure we 
know the results of these screens, to make sure the cargo is safe 
to come into our country. 

One final thought. This has to be done worldwide, and it has to 
be done with the private sector taking the lead, and we are trying 
to do it with other nations. The Bahamas event is sort of the wrong 
model. No one in the United States wants to take over the sov- 
ereignty of the Bahamian Government or any other government. 
We want a partnership, sort of like we have with airlines, where 
governments can work in collaboration with our government and 
the private sector, to make sure that commerce is secure for us all, 
because if there is a terrorist attack on our shipping lanes or at 
any port in the United States, or any major port, the ripple effect 
would be devastating to the world at large. So we have a chance 
to collaborate with nations that have ports with their borders, and 
make this a win-win. 

That is what I am looking for, a marriage between the private 
sector, our government and the world at large, to make sure that 
we know what is coming to our shores, because the one thing I 
have learned from this whole episode, after talking with you and 
others, Mr. Chairman, is this is probably the weak link in the na- 
tional security chain. The good news: We can solve the problem if 
we work together and we get ahead of it. 

With that, I appreciate the opportunity to be before your Sub- 
committee, and look forward to working with you and others to 
solve the problem. 

Senator Coleman. Thank you. Senator Graham. In your time in 
Congress, both in the House and here, you have been a champion 
on national security issues. I greatly appreciate you bringing your 
passion, your intellect, and certainly one thing the good Lord gave 
you in much bounty, and that is good common sense, bringing it 
to this discussion. It is much appreciated, and I look forward to 
partnering with you. 

Senator Schumer. 

TESTIMONY OF HON. CHARLES E. SCHUMER, A U.S. SENATOR 
FROM THE STATE OF NEW YORK 

Senator Schumer. Thank you, Mr. Chairman. I want to thank 
you for your leadership on this issue. Just the report that was 
issued the other day should be a wake-up call to everybody through 
your Committee, your Subcommittee. I want to thank, of course, 
my good friend, Carl Levin, for his leadership as well. 

This is an issue whose time is due, and the whole whirlwind 
about the Dubai Ports can have some good, and the good is that 



64 


we really do tighten up port security, and the good news, I think 
all of us are aware, and particularly Lindsey and I on our visit to 
Hong Kong, is that it can be done. It can be done without impeding 
commerce, and it can be done without much government expense, 
and this is all very good news. 

First let me say our trip to the Hutchison Whampoa Terminal in 
Hong Kong just knocked my socks off. First, it is as large as could 
be. I thought we had big ports in New York, but they are dwarfed 
compared to the Hong Kong port in size, but also in terms of effi- 
ciency and modernity and so many different ways. 

But second, their system of security, of checking each container, 
not 5 percent, not 10 percent, not 50 percent, but 100 percent of 
all the containers, for nuclear and other detrimental materials is 
just incredible, and they do it without slowing down commerce at 
all. In fact, our Customs people told us their biggest problem is 
that the containers are checked so quickly, that sometimes they 
have a rough time catching up with them because they are already 
at sea by the time they get information on the check. That is some- 
thing that has to change, but it is an easily solvable problem. 

I have not seen anything in the United States — and I have stud- 
ied port security that compares to what we saw in Hong Kong, and 
that is a shame. It is a shame that China and Hong Kong could 
have better port security than we here in the United States, and 
the system that we have seen — and I know you have been enthusi- 
astic about and champion, Mr. Chairman — should be our standard. 

As you know, they first create an image of every container’s con- 
tent that can be sent and reviewed by Customs officials in real and 
near-real time to ensure not only what is in there, but that if there 
is, say, a lead box that might contain something that is bad, they 
will come up with that, too. That has always been my great worry 
since I introduced legislation years ago to require scanning of con- 
tainers for nuclear materials. The way they figured this out is they 
have three different check levels, and when the three match up, 
you know something is wrong and you pull the container. And 
maybe in that lead container or that imperceivable container will 
be nothing bad. Well, so be it. Better to be safe than sorry. 

The other bit of good news is the cost is amazingly low. It costs, 
I learned on our trip, about $2,000 to send a container from Hong 
Kong to the United States. That, by the way, is very cheap as well. 
It is one of the reasons we have so much more commerce, because 
this man, whose name I forget — sounds like — McLean. Mr. 
McLean, who developed these containers really did the world a 
service. So it costs only $2,000 to send a container across the ocean. 
Pacific Ocean. It is probably a little less for the Atlantic. Guess 
how much it costs to do this? About $6.50. Now maybe it will be 
a little more in ports that are less efficient. Hong Kong is the 
world’s largest port. Let’s say it is $20. One percent, adding $20 to 
the cost of a $2,000 container to make sure that it does not contain 
material that might be terribly dangerous to us, makes eminent 
sense. 

So what I think — and I know I have talked to you, Mr. Chair- 
man, Senator Graham, some of the others — we could mandate this 
on every container that comes into the United States, mandate a 
system like this be used. Could not do it immediately, but over a 
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reasonable period of time. The technology could be adapted to each 
port. We saw how they are adopting it in Bermuda, where they 
would not have a long line like this, Wt they actually have a truck 
where the detectors go by the containers instead of the containers 
go through a sort of toll booth. It would not cost the government 
a nickel. 

Now, there would be some government costs, because the scan- 
ning is done here in the United States. You just send it by 
broadband, somebody sitting in a Customs office, maybe in New 
York City — that might be a good location for such an office 

Senator Graham. Or in Charleston. [Laughter.] 

Senator Schumer. But somewhere in the United States could 
just scan this with the expertise, send the OK right back. 
Broadband allows us to do things that were unimaginable 10 years 
ago. So we would have to hire some more Customs inspectors, but 
when you think of all the people we see at the airports who are 
government employees, this is a small cost for port security, which 
is much wider open than air security. 

So the work of this company, Hutchison Whampoa, which is the 
largest port operator in the world, has proved DHS wrong. This can 
be done. It is an example of what should be done in the private sec- 
tor, and we should be as aggressive as they are in making sure 
that everything is screened, and require it to do it. 

My nightmare, Mr. Chairman, has been, ever since September 
11, that somebody somehow smuggles a nuclear weapon into one 
of our cities, not just a dirty bomb, but a real nuclear weapon. If, 
God forbid, that were to happen, there would be enormous loss of 
life, the economy would be disrupted, and our whole way of life 
would probably change, the wonderful way of life we have here in 
America. It is worth a little extra effort and a few extra dollars to 
make sure that does not happen. 

I look forward to working with you. Senator Levin, Senator 
Graham, to make that a reality as soon as possible. 

Senator Coleman. I do not know if there has been a more zeal- 
ous and passionate advocate for this kind of security than you, and 
for obvious reasons, representing New York State, representing the 
World Trade Center area, and I know a very personal loss to you. 
I appreciate your continued passion and focus, and look forward to 
working with you. 

Senator I am going to excuse our colleagues. Senator Levin, any- 
thing you want to add? 

Senator Levin. I just want to thank both Senator Graham and 
Senator Schumer for all they have done in the Senate, most re- 
cently for their trip to China. It was very important to all of us 
that you raised the issues that you did with the Chinese about cur- 
rency manipulation — that was the one we followed the most close- 
ly — ^but also for your taking the time then to go to Hong Kong and 
to inspect that technology. 

I know our Chairman has done the same thing, so we have a 
Chairman who is on the job on this issue, and I am going to be 
working with him, and look forward to working with both of you. 

I would just make one point, which is not directly, perhaps, re- 
lated to the technology issue, but as the Chairman and I both 
know, 11 million containers come in by sea, but 11 million con- 
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tainers come in by truck, and so this technology is critically impor- 
tant to all border States, not just to States that have ports, and in 
addition, we have a couple of million containers by train which 
come in. So this involves the safety of all Americans, but directly 
involves many more States than just the States that have seaports. 

Senator Coleman. Colleagues, thank you. 

Senator Schumer. I would just say, just from my look there, it 
seems to me that the technology could easily be adopted for land 
and train as well as port, and we would have to do that, because 
terrorists look for our weakest pressure point. 

Senator Graham. Mr. Chairman, if I may add, this trip was ev- 
erything you said it would be. That is what got me to go to the 
port, is through our conversation you suggested while we are over 
there. It was, as Senator Schumer said, astounding what the pri- 
vate sector is doing. 

And one brief commercial for South Carolina. There is a program 
called Project Seahawk that has been in the budget now for 3 years 
that Senator Rollings started. We have 40 different law enforce- 
ment agencies at the Federal, State and local level, working out of 
one building in Charleston, South Carolina, sharing information 
about port security by turning to their left or to their right, to talk 
to people. My goal is to make sure that program thrives and sur- 
vives, and everybody in the country can duplicate this model of 
talking to each other at every level of government. It would add a 
lot of security to our ports and other places. 

Thank you for what you are doing, it is very important. 

Senator Coleman. I thank you for your leadership, and I look 
forward to working with you. Thank you very much. 

OPENING STATEMENT BY SENATOR COLEMAN 

Senator Coleman. Today we will conclude our two-part hearing 
on neutralizing the nuclear and radiological threat and securing 
the global supply chain. On Tuesday, we extensively discussed the 
threat of nuclear or radiological terrorism. The consensus was 
clear: The threat is real and we are not doing enough to prevent 
it. 

Commander Flynn, who testified before us on Tuesday specifi- 
cally outlined a stark scenario of a dirty bomb transported to the 
United States via a maritime container. However, this is not sim- 
ply a worse-case scenario. One of our witnesses today will testify 
how 2 years ago, Palestinian suicide terrorists evaded port security 
in Ashdod after being smuggled in a secret compartment within a 
container from Gaza. Ten Israelis were killed and 16 others wound- 
ed after they intercepted the terrorist before they reached their tar- 
get. It is suspected that the suicide bombers were intending to blow 
themselves up near the tanks of hazardous material after inspec- 
tors found unexploded grenades within the secret compartment. 

Experts in the industry believe it is just a matter of time before 
terrorists break security measures at a port of entry, most likely 
with a dirty bomb. These hearings are designed to prevent that 
from happening. 

Global trade is one of the pillars of our Nation’s economy. Amer- 
ican national security is inexorably linked to economic security. 
Governments across the world must ensure that the supply chain 
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is secure, but must also do so without impeding the flow of com- 
merce. More than 90 percent of global trade moves in ocean-going 
containers, and over 10 million containers enter the United States 
annually. 

The Congressional Budget Office, at my request, studied the eco- 
nomic consequences of an attack on the Ports of Los Angeles and 
Long Beach. 1 CBO found our Nation’s gross domestic product 
would decline by about $150 million per day for each day these two 
ports are closed, and that the annual cost of closing these ports 
would escalate to nearly $70 billion. While CBO did not analyze 
the cost to human life and property of such a terrorist attack, the 
economic impact of closing the ports could be comparable to both 
the attacks of September 11 and Hurricane Katrina. We cannot af- 
ford the devastation these findings imply. We must secure our sup- 
ply chain before we pay the high price of an attack, and seek the 
appropriate balance between two often-competing priorities: Secu- 
rity and speed. 

Former Customs and Border Protection Commissioner Bonner 
had the vision to address this grave threat and balance these two 
priorities — security and speed — after the September 11 attacks. 
This balancing act resulted in the creation of two of the most 
prominent Homeland Security programs — the Container Security 
Initiative (CSI), and the Customs-Trade Partnership Against Ter- 
rorism, or C-TPAT. CSI effectively pushed our borders out by plac- 
ing CBP officers in foreign ports to inspect containers before they 
reach our shores. C-TPAT exemplified a true public/private part- 
nership. 

These ideas alone are laudable — ^but due to the sheer magnitude 
of the challenge of securing the global supply chain, we must con- 
tinue to improve upon these promising initiatives. 

As Chairman of the Permanent Subcommittee on Investigations, 
I have pursued a bicameral and bipartisan investigation into sup- 
ply chain security for almost 3 years. I have worked extensively 
with our Chairman, Chairman Collins, and am proud to have sev- 
eral of my findings and recommendations included in the Green- 
Lane Maritime Cargo Security Act, which I know will be the sub- 
ject of a hearing next week, and I certainly applaud Chairman Col- 
lins’ leadership on this issue. 

Following our hearing last May and the two excellent GAO re- 
ports, I was pleased to see CBP and Commissioner Bonner ac- 
knowledge these findings and work to improve these programs. I 
am pleased to report today that CSI and C-TPAT have made sub- 
stantive progress in the past 10 months, and are well on their way 
to becoming sustainable security programs. 

With that said, considerable work lies ahead. These initial pro- 
grams were only the first step in a constantly evolving process. We 
must urgently move to the next level of security — especially since 
trade is only forecast to continue its rapid expansion. 

In preparation for this hearing, the Subcommittee wrote an ex- 
tensive report that analyses the global supply chain. The Sub- 
committee staffs findings are troubling. In short, America’s supply 
chain security remains vulnerable to the proverbial Trojan Horse — 


^ See Exhibit 9 which appears in the Appendix on page 373. 
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America’s enemies could compromise the global supply chain by 
smuggling a weapon of mass destruction (WMD) or even terrorists, 
into this country. 

Again, these frightening scenarios are not the work of Hollywood 
writers. Last year, on two separate occasions, dozens of Chinese 
immigrants were smuggled through the Port of Hong Kong into Los 
Angeles using maritime shipping containers. These incidents, cou- 
pled with similar episodes abroad, demonstrate the vulnerability of 
the global supply chain. 

The 9/11 Commission confirmed these vulnerabilities, stating, 
“Opportunities to do harm are as great, or greater, in maritime or 
surface transportation.” 

Over the course of its three-year investigation. Subcommittee 
staff has identified numerous weaknesses in America’s programs 
that secure the global supply chain. A brief overview of these prob- 
lems illustrates the challenges confronting these efforts. 

• In CSI, the Subcommittee found that only a de minimis 
number of such high-risk containers are actually inspected. 
In fact, the vast majority of high-risk containers are simply 
not inspected overseas. To make matters worse, the U.S. 
Government has not established minimum standards for 
these inspections. 

• The Subcommittee found that an overwhelming proportion of 
participating companies in C-TPAT receive benefits prior to 
having their security profile validated. Only 27 percent of 
the participating companies have been subject to a valida- 
tion. Therefore, 73 percent of companies have not been sub- 
jected to any legitimate, on-site review to ensure that their 
security practices pass muster. 

• The targeting system employed by the U.S. Government to 
identify high-risk shipping containers entering U.S. ports is 
largely dependent on what some have phrased “the least reli- 
able” form of data for targeting purposes, which includes 
cargo manifests and bills of lading. Moreover, the Sub- 
committee has found that this targeting system has never 
been tested or validated, and may not discern actual, real- 
istic risks. 

I will certainly speak to Deputy Secretary Jackson about that 
this morning. 

The staff report makes several recommendations to enhance CSI, 
improve C-TPAT, and reform the automated targeting system. 

But I would like to briefly focus on the initiative that I person- 
ally observed in Hong Kong, and that my two colleagues just talked 
about. 

In December, I traveled to Hong Kong to examine the world’s 
largest port. In addition to the impressive CSI team, and observing 
the close relationship between Hong Kong Customs and our CBP, 
I examined a promising screening concept piloted by the Hong 
Kong Container Terminal Operators Association. In Hong Kong, 
containers are screened with both x-ray and radiation detection 
equipment. 
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Effectively screening containers with both an x-ray and a radi- 
ation scan is the only definitive answer to the perplexing, and per- 
haps most important question that we are going to be examining 
today, “what is in the box?” 

However, in fiscal year 2005, only 0.38 percent of containers 
were screened with a non-intrusive imaging device, and only 2.8 
percent of containers were screened for radiation prior to entering 
the United States. Overall, CBP screens or examines only 5.4 per- 
cent of containers with what they call a non intrusive imaging 
(Nil) machine, and less than 40 percent with radiation portal mon- 
itors (RPM). By any standard, any test, I believe that this is a fail- 
ing percentage. We cannot afford to fail when it comes to public 
safety. 

These numbers are low because to date, the Federal Government 
adopted a risk-based approach with the explicit goal of screening 
only high-risk containers. 

Now, while this approach is fundamentally sound, the system 
used to target high-risk containers has yet to be validated or prov- 
en to accurately identify high-risk containers. Moreover, the valid- 
ity of the intelligence used to enhance this system’s targeting abil- 
ity is increasingly in question. 

So I think we need to both enhance our targeting capability and 
use technology to enhance our ability to increase inspections, again, 
without impeding the flow of commerce. I believe the Hong Kong 
concept holds great promise. 

In Hong Kong, this system allows all incoming containers to be 
screened upon entry to the port without impeding the flow of com- 
merce. In essence, the terminal operators, a private sector entity, 
have demonstrated that 100 percent screening can be a reality. The 
processes and policies to implement such a system are obviously 
quite significant. However, I believe the challenges that remain can 
be overcome, and I plan to work collaboratively with the Depart- 
ment of Homeland Security to solve these challenges. 

It is also important to note that screening 100 percent of con- 
tainers does not mean that 100 percent of images will be reviewed, 
or that our current risk-based approach is not the right one. This 
image is merely another piece of information, and more impor- 
tantly, the system ensures that each container is screened for radi- 
ation, and that is important. In addition, if an event does occur, we 
would have the capability to go back and identify the container in- 
volved in the incident, and thus preserve our trade lines. We can- 
not afford to shut down all our ports and stop global trade, nor can 
we afford the likely outcome of a catastrophic event would have on 
our supply chain — U.S. Government mandated 100 percent screen- 
ing. 

Implementing this system will add another layer of security to 
the supply chain and demonstrate a true public-private partner- 
ship. We, the U.S. Government, should embrace this private sector 
initiative that increases our screening ability without impeding the 
flow of commerce. The task is too great for government alone. In- 
dustry and government need to work collaboratively, and move for- 
ward on programs and technologies to secure trade. Instead of se- 
curity being a cost of doing business, it must become a way of doing 
business. 
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The bottom line is this: We are safer now, we are safer today 
than we were yesterday, but we have to ask the question continu- 
ously, are we safe enough? The question then becomes: How do we 
get there? In the words of the hockey legend, Wayne Gretzky, “A 
good hockey player plays where the puck is; a great hockey player 
plays where the puck is going to be.” In other words, we cannot 
safeguard a post-September 11 America by simply using pre-Sep- 
tember 11 methods. If we think that terrorists are not plotting 
their next move, then we are mistaken. We must find where the 
gaps are in our Nation’s homeland security, and close them before 
an attack happens. This is the only way to guarantee our security. 

To move in this direction, we need to implement 100 percent 
screening measures and we need DHS to validate that our auto- 
mated targeting system effectively identifies high-risk containers. 
Currently, about 5 percent of all containers coming into the United 
States are actually inspected. By any test, this is a failing percent- 
age, and we cannot afford to fail the public when it comes to secu- 
rity. We must secure our supply chain before we pay the high price 
of an attack. And this is what we hope to address today. 

Senator Levin. 

OPENING STATEMENT OF SENATOR LEVIN 

Senator Levin. Mr. Chairman, thank you for all you are doing 
in an area of critical importance to the United States. You have fo- 
cused this Subcommittee’s attention on a critical national security 
problem, and the Nation will be more secure as a result of your ini- 
tiative, and we are grateful for it. 

Each year, as I mentioned a moment ago, about 11 million ship- 
ping containers enter U.S. seaports. Another 11 million containers 
enter the United States by truck, and 2 million by rail. Translating 
that to my home State, each week over 50,000 commercial trucks 
carrying containers cross from Canada into Michigan. Detroit is the 
number one entry point in the whole country for containers carried 
on trucks. Port Huron, Michigan is the number four entry point in 
the whole country. The vast majority of these containers are never 
inspected, and the challenge facing our country, as the Chairman 
has outlined, is what to do to address the national security threats 
that are posed by these containers. 

The Subcommittee staff has conducted a bipartisan and bi- 
cameral investigation into U.S. Government programs designed to 
secure the global supply chain. The Subcommittee staff report 
makes recommendations with regard to key security risks facing 
our Nation, including the trash which is coming into the United 
States in containers that cannot be effectively examined. 

The Subcommittee staff report confirms that a minimal number 
of containers are currently inspected, either domestically or over- 
seas. The Subcommittee report found that Customs teams at three 
ports in France, Japan, and the U.K., refer a very low percentage 
of high-risk shipments for exams. 

Another disturbing finding of the staff report is that the auto- 
mated targeting system, ATS, the backbone of Customs security as- 
sessments, does not work with any assurance. Customs uses ATS 
to assign a risk score to each shipping container bound for the 
United States. The staff found that the ATS scoring system has 
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never been audited or validated to establish its effectiveness. More- 
over, the data shows that ATS scores result in such a large number 
of containers being designated as high risk, that U.S. Customs offi- 
cials stationed at the CSI ports often fail to request that each of 
the high-risk shipments be examined. 

The C-TPAT program presents a different set of problems. C- 
TPAT confers a range of benefits on participants, many of which 
result in faster shipments for them. When C-TPAT first started, it 
conferred these benefits on all participating importers immediately 
upon receiving their application to join the program and prior to 
ensuring that the participant was meeting the program security 
standards. After the Subcommittee hearing in May 2005 ques- 
tioned that approach. Customs changed its practice. Customs now 
reviews the security information of a C-TPAT applicant before al- 
lowing the applicant into the first tier of the program, which is an 
important change in the program. 

The Subcommittee staff also notes, however, that the validation 
process being used by Customs examines only one supply chain for 
each program participant, even for companies that use multiple 
supply chains. To get a more realistic analysis of each participant’s 
security practices, the Subcommittee report recommends that Cus- 
toms examine more than one supply chain at more than one supply 
point. 

As I mentioned, the Subcommittee report also addresses a key 
security issue which affects my home State of Michigan and a num- 
ber of other States, which is the importation of containers carrying 
trash. Since 1998 Canada has shipped hundreds of thousands of 
trash containers across U.S. borders. According to the Department 
of Homeland Security’s Inspector General’s Office, in 2004 alone, 
Canada shipped approximately 100,000 containers of trash into 
Michigan. In addition, another 10,000 containers of trash crossed 
through nine other ports of entry on both the northern and the 
southern borders. During that period. Customs officials uncovered 
a number of instances in which Canadian trash containers carried 
more than just trash into the United States. The Inspector General 
has determined that from 2003 to 2004, Canadian trash containers 
brought into the United States illegal drugs, medical waste, and il- 
legal currency. 

Trash containers pose inherent difficulties in terms of supply 
chain security because it is difficult to trace the source and content 
of trash cargoes with any confidence. Even a trash importer with 
the best intentions is unable to monitor what is being transported 
in particular trash containers. The result is an unreadable x-ray 
scan, and I put a copy of that x-ray scan up on that chart over 
there, and you can see that it is unreadable because of the density 
of the cargo and its lack of uniform content. With other cargoes it 
is possible to know the content and to trace the origin, midpoint 
and ending point of the journey of the cargo, and then to take steps 
to monitor and ensure the security of the supply chain. Until a 
similar system is established for the supply chain of trash import- 
ers, the Department of Homeland Security must take additional 
precautions before allowing trash containers to enter the United 
States, and until those precautions are taken and shown to be ef- 
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fective, we ought to end the importation of Canadian trash. They’ve 
got plenty of room to hury their own trash. 

We should not he accepting any security risk to import Canadian 
trash. Current technology, as I indicated, cannot produce a usahle 
x-ray image of a trash cargo because of the density and anomalous 
nature of that cargo. While other material such as concrete or 
bricks are equally as dense, they are uniform, and therefore, read- 
ily inspectable, and also, those products contribute positively to our 
economy. Their introduction into the flow of commerce provides 
building materials, helps create new jobs. Concrete and bricks pose 
lower security risks, since unlike trash, their supply chains can be 
monitored and made secure. In contrast. Customs would likely 
show that the security risk of trash and the cost associated with 
reducing that risk far outweigh any conceivable economic benefit. 

A few years ago, Mr. Chairman, as you know — and you have 
been extremely helpful on this issue and we appreciate it — the se- 
curity problems associated with trash containers crossing U.S. bor- 
ders without effective screening technology, led me, along with Sen- 
ator Stabenow and Congressman John Dingell, to ask the Depart- 
ment of Homeland Security’s Inspector General’s Office to review 
the effectiveness of the screening methods. The Inspector General’s 
disturbing report, released in January of this year in an official- 
use-only version, identifies flaws and vulnerabilities with current 
methods to screen containers entering the United States. 

The Subcommittee, in its report, has decided to release other offi- 
cial-use-only material today, and the report that I just referred to 
by the Inspector General should now also be made available, and 
I intend to do so.^ 

The Department of Homeland Security’s Inspector General noted 
that improvements need to be made in the inspection process, and 
that the Commissioner should conduct a risk analysis and develop 
minimum requirements for selecting and inspecting trucks carrying 
trash. 

Based on its investigation, the Subcommittee staff report makes 
the following recommendations, which I strongly endorse. Ban 
trash imports. Until it can be ensured that the supply chain of a 
trash importer is secure, we should not allow trash containers to 
enter the United States. The DHS should immediately adopt the 
Inspector General’s recommendations to conduct a risk analysis, 
develop minimum requirements for selecting and inspecting trucks 
carrying Canadian trash if they are going to ever be allowed. Until 
these steps are taken and we have total confidence in the security 
of these containers, they should not be allowed. In the meantime, 
we ought to have an immediate moratorium on allowing trash con- 
tainers into the United States. 

I thank the Chairman for all he has done to direct the staff of 
the Subcommittee to look at all of the problems in this report, par- 
ticularly for the one which I have just spent a few moments on, 
which represents an unusual and particular security risk to the 
United States, which is the import of Canadian trash. Again, thank 
you for your leadership, Mr. Chairman, and I have reduced, believe 


^See Exhibit 16 which appears in the Appendix on page 491. 
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it or not, the length of this statement, and I would ask that the 
full statement be incorporated in the record. 

Senator Coleman. Without objection. 

[The prepared statement of Senator Levin follows:] 

PREPARED STATEMENT OF SENATOR LEVIN 

Each year, about 11 million shipping containers enter U.S. sea ports, another 11 
million containers enter the United States by truck, and another 2 million by rail. 
Each week, 62,000 commercial trucks carrying containers cross from Canada into 
Michigan. Detroit is the number one entry point in the whole country for containers 
carried on trucks; Port Huron is the number four entry point. The vast majority of 
these containers are never physically inspected. The challenge facing our country is 
what to do to address the national security threats posed by these containers. 

The Chairman is to be commended for focusing this Subcommittee’s attention on 
this critical national security problem. The hearing held earlier this week con- 
centrated on the specific problem of stopping the illegal transport of nuclear and ra- 
diological materials across U.S. borders. Today’s hearing focuses on the two key pro- 
grams which, in the words of the Customs and Border Protection of the Department 
of Homeland Security, are designed to “push out our borders” and inspect containers 
before they reach our shores. These programs are the Container Security Initiative 
(CSI) and the Customs Trade Partnership Against Terrorism (C-TPAT). Both pro- 
grams were the subject of a Subcommittee hearing last year. Today’s hearing and 
Subcommittee staff report continue that oversight effort. 

The Subcommittee staff has conducted a bipartisan and bicameral investigation 
into U.S. government programs designed to secure the global supply chain. The Sub- 
committee’s three year investigation has included document requests and letters 
from the Subcommittee, staff assessments of ten ports, and numerous meetings with 
both foreign and agency officials. The report released today identifies improvements 
needed in the key Customs programs, to address such problems as low inspection 
rates of high risk containers, the security of shippers’ supply chains, and the effec- 
tiveness of the Automated Targeting System (ATS) used to identify high-risk con- 
tainers. The Subcommittee staff report also makes recommendations with regard to 
a key security risk facing our nation: trash coming into the U.S. in containers that 
are not effectively examined. 

The Subcommittee staff report confirms that a minimal number of containers are 
currently inpsected either domestically or overseas. At foreign CSI ports, 0.38% of 
containers were screened with either x-ray equipment or a physical exam, and only 
2.8% of containers were screened with a radiation portal monitor. When U.S. and 
overseas data are combined, the data shows that Customs examines just 5.4% of 
containers either physically or with an x-ray, and uses a radiation portal monitor 
to screen less than 40% of incoming cargos. The Subcommittee report found that 
Customs teams at 3 ports (France, Japan, and the U.K) referred a disturbingly low 
percentage of high risk shipments for examinations. 

Another disturbing finding of the staff report is that the Automated Targeting 
System (ATS), the backbone of Customs’ security assessments, does not work as it 
should. Customs uses ATS to assign a risk score to each shipping container bound 
for the United States. The Subcommittee staff found that the ATS scoring system 
has never been audited or validated to establish its effectiveness. Moreover, the data 
shows that ATS scores result in such a large number of containers being designated 
as high risk, that U.S. Customs officials stationed at CSI ports often fail to request 
that each of the high-risk shipments be examined. If ATS designations are identi- 
fying too many containers for examination and U.S. Customs officials using the sys- 
tem are forced to apply their own criteria to select which cargos should actually be 
inspected at foreign ports, the current ATS is not functioning as intended. It needs 
to be either immediately refined or replaced since it is the backbone of the system. 

The C-TPAT program presents a different set of problems. C-TPAT confers a 
range of benefits on participants, many of which result in faster shipments. When 
C-TPAT first started, it conferred these benefits on all participating importers im- 
mediately upon receiving their application to join the program, and prior to ensur- 
ing the participant was meeting the program’s security standards. After the Sub- 
committee hearing in May questioned this approach. Customs changed its practice. 
Customs now reviews the security information of a C-TPAT applicant before allow- 
ing the applicant into the first “tier” of the program, which is an important improve- 
ment. The Subcommittee staff report also notes, however, that the validation proc- 
ess being used by Customs examines only one supply chain for each program partic- 
ipant, even for companies that use multiple supply chains. To get a more realistic 
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analysis of each participant’s security practices, the Suhcommittee report rec- 
ommends that Customs examine more than one supply chain at more than one sup- 
ply point. 

The Suhcommittee staff report also addresses a key security issue affecting my 
home state of Michigan, the importation of containers carrying trash. Since 1998, 
Canada has shipped hundreds of thousands of trash containers across U.S. borders. 
According to the Department of Homeland Security Inspector General’s office, in 
2004 alone, Canada shipped approximately 100,000 containers of trash into Michi- 
gan, an 8 percent increase over 2003. In addition, another 10,000 containers of trash 
crossed through 9 other ports of entry on both the Northern and Southern borders. 
During that period, U.S. Customs officials have uncovered a number of instances in 
which Canadian trash containers carried more than just trash into the United 
States. In fact, the DHS Inspector General has determined that, from 2003 to 2004, 
Canadian trash containers have brought into the United States illegal drugs, med- 
ical waste, and illegal currency. 

Trash containers pose inherent difficulties in terms of supply chain security, be- 
cause it is difficult to trace the source and content of trash cargos with any con- 
fidence. Even a trash importer with the best intentions is unable to monitor what 
is being transported in particular trash containers each day. With other cargoes, it 
is possible to know the content and to trace the origin, mid-course and ending point 
of the journey of the cargo, and then to take steps to monitor and ensure the secu- 
rity of the supply chain. Until a similar system is established for the supply chain 
of trash importers, DHS must take additional security precautions before allowing 
trash containers to enter the United States. 

In addition, current technology cannot produce useable x-ray images of a trash 
cargo, due to its density and lack of uniform content. This chart shows the x-ray 
image produced by a trash container at a Michigan border crossing. While other ma- 
terials, such as concrete or bricks, are equally as dense, they are uniform and easily 
inspected. These products also contribute positively to the U.S. economy. Their in- 
troduction into the flow of commerce, for example, provides building materials and 
helps create new jobs. Concrete and bricks also pose lower security risks, since, un- 
like trash, their supply chains can be more easily monitored and made secure. In 
contrast, the security risk of trash cargos and the costs associated with reducing 
that risk far outweigh any conceivable economic benefit. 

Two years ago, the security problems associated with trash containers crossing 
U.S. borders without effective screening technology led me, along with Senator 
Debbie Stabenow, and Congressman John Dingell, to ask the DHS Inspector Gen- 
eral’s office to review the effectiveness of Customs’ screening methods. The Inspector 
General’s disturbing report, released in January of this year in an “official use only” 
version, identifies flaws and vulnerabilities associated with current methods to 
screen containers entering the United States. The Subcommittee has decided to re- 
lease other official use material today; this report should also be made available. 

Based upon its investigation, the Subcommittee staff report makes the following 
recommendations, all of which I strongly endorse: 

• Ban Trash Imports. Until U.S. Customs can ensure that the supply chain of 
a trash importer is secure and develops protocols ensuring adequate inspec- 
tion of trash containers. Customs should not allow trash containers to enter 
the United States. 

• Adopt Moratorium. Banning trash imports is the right answer to protect U.S. 
security. If a ban is not imposed, at a minimum, DHS should immediately 
adopt the DHS Inspector General’s recommendation to conduct a risk analysis 
and develop minimum requirements for selecting and inspecting Canadian 
trash containers. Until those steps are taken. Customs should place a morato- 
rium on allowing trash containers into the United States. 

• Impose inspection Fees. If a trash import ban is not imposed. Congress should 
enact into law the provisions recently adopted by the U.S. Senate to impose 
a fee on international shipments of trash to pay for a more rigorous inspec- 
tion regime to protect U.S. citizens from security risks currently associated 
with trash containers. 

I thank the Chairman for taking a close look at the problem of Canadian trash 
being imported into this country. As the DHS Inspector General has pointed out, 
it is a serious security risk for the country. I also commend the Chairman for his 
leadership in tackling the complex national security threats associated with con- 
tainer security in general. 



75 


Senator Coleman. Senator Levin, I want to thank you for your 
focus on this overall issue, but in particular, the laser-like focus 
you have put on this trash issue. I think that is what is needed 
if we are going to affect change. If we are going to make something 
happen, you need that. I want to pledge my continued cooperation 
and assistance because you are trying to do the right thing. So I 
want to thank you. 

Senator Levin. Thank you, Mr. Chairman. 

Senator Coleman. I would like to welcome the Hon. Michael P. 
Jackson, Deputy Secretary at the Department of Homeland Secu- 
rity. Mr. Jackson, I sincerely appreciate your being with the Sub- 
committee this morning, and look forward to hearing your testi- 
mony on DHS’s efforts to bolster our supply chain security. As you 
are aware, pursuant to Rule 6, all witnesses before this Sub- 
committee are required to be sworn. I ask you to please stand now 
and raise your right hand. 

Do you swear the testimony you are about to give before this 
Subcommittee is the truth, the whole truth, and nothing but the 
truth, to help you, God? 

Mr. Jackson. I do. 

Senator Coleman. Thank you. I just want to say one thing, Mr. 
Jackson. I really do appreciate you being here. I know the full 
Committee will be having a hearing on the GreenLane bill that 
Chairman Collins has authored and you will be participating in 
that hearing. Our job is to do oversight, and I indicated early on — 
and I have been involved in this for a while now — we are safer 
today than we were on September 11, we are safer today than we 
were yesterday. But the reality is, the nature of this issue is such 
that we cannot rest on our laurels, and so our job is to keep looking 
at the soft underbelly. If you just look by way of example at what 
is happening in Iraq with lEDs, it is almost a cat and mouse game. 
We get a little better and they get a little better. I think it would 
be a great mistake for us to assume that somehow they are not get- 
ting better, that they are not seeing what we are doing, and so that 
is the challenge and the purpose of what we are doing here today. 

I do want to thank you because you have been very helpful, and 
it is much appreciated by this Subcommittee. 

TESTIMONY OF MICHAEL P. JACKSON, i DEPUTY SECRETARY, 
DEPARTMENT OF HOMELAND SECURITY 

Mr. Jackson. Mr. Chairman, thank you for having me, and. Sen- 
ator Levin, thank you for being here and for having me as well. I 
am very grateful for the work of this Subcommittee and very re- 
spectful of the work of this Subcommittee, and I am delighted to 
be here to help you understand that DHS is very much focused on 
the issues that you have been focused on. 

Secretary Chertoff has repeatedly spoken about the importance 
of risk-based analysis. In our world we have to find the highest 
risks and apply prudential balance. As you said in your opening re- 
marks, Mr. Chairman, that we have a balance between security 
and mobility. We can make a better balance. We can have better 


^The prepared statement of Mr. Jackson appears in the Appendix on page 181. 
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security. We can make that equation iteratively stronger, and that 
is exactly what our commitment to do is. 

I want to assure you that just as this Subcommittee has been fo- 
cused on that matter, so to is the Department. I am going to tell 
you that I personally am committed to imposing a sense of urgency 
and supporting a sense of urgency about these matters, just as 
your Subcommittee work has done for us as well. 

I will not try to go over a lot of facts and figures to reiterate 
what you have said, which is an important point. We have made 
transformational change in the security of the global supply chain 
in our Maritime World Security Program since September 11. We 
will spend this year at the Department of Homeland Security ap- 
proximately $2.6 billion on maritime security efforts across the De- 
partment. If the President’s fiscal year 2007 budget is enacted, we 
will have spent some $9.6 billion in this area in 4 years, fiscal year 
2004 to 2007. 

Earlier this week colleagues of mine from the Department, and 
from the Department of Energy, talked in more detail about some 
of the programs that you have already raised, and I shall not re- 
peat the testimony there. I will try to supplement that. 

What I will say is this really is an alignment. We need you and 
your strong report. Republicans and Democrats together with the 
Administration, to strengthen security on a continuous improve- 
ment basis. We also need our partners in the private sector to do 
just that too, and I am very grateful — you will hear from several 
of them today, and I am very grateful for the role that they have 
played, especially since September 11, in helping us do this trans- 
formational work in the marine world. So there is lots to do still, 
lots to do that we can do. In fact, we must be institutionally dis- 
ciplined, just as you said, to keep this focus one step ahead of the 
bad guys. The area that we are focused in the maritime domain on 
most particularly, most urgently, is, of course, the weapons of mass 
destruction and preventing weapons of mass destruction from being 
intruded into the country from the maritime domain. 

Our approach to security is a layered and evolving and continu- 
ously strengthening system. It is layered in ways that help us col- 
lectively through multiple mutually reinforcing tools diminish the 
risk that we associate with any specific failure at a specific point. 
So if you look at one layer, that is not the measure of how we can 
collectively bring security to the system. We got to take each of the 
weakest links in our layers and strengthen each of them 
iteratively, but we have to step back a little bit, and that is where 
I am going to try to talk today mostly, and say, where are the lay- 
ers that need the most focus? What is it that we have that we can 
improve slightly to good advantage, and where do we have to dig 
deeper and really make more fundamental change? 

It begs the obvious, but it is worth stating that this system we 
are talking about is a global system, and it is one that is driving 
our interdependent global economy. So what we have to do here re- 
quires the cooperation of multilateral government-to-government 
conversations. It requires the cooperation of domestic and foreign 
corporations. It requires the cooperation of technology partners to 
make the systems and tools that we will be talking about. 



77 


With whom should we partner and how? A fair question. But 
there is no question that we do have to make these partnerships 
with the private sector particularly in this global maritime domain. 

Some of the first generation of layered security will give way to 
second generation tools. We will be able, in effect, to stand down 
certain type of tools and replace them with wholly new tools, and 
some of these tools will be iteratively strengthened in essentially 
the same groove, in essentially the same pattern, in essentially the 
same mode. 

Let me just try to put into context where I would like to drive 
by trying to outline eight buckets of activity that we need to think 
about. Essentially, to outline our security there are four major 
moving parts or four components to our layered security: Vessel se- 
curity, personal security, cargo security, and port facility security. 
So those four layer areas, we have programs in each. Then you 
have to divide it foreign and domestic. I think Rob Bonner was 
masterful at pushing the borders out early after September 11. I 
was at the time Deputy Secretary of the Transportation Depart- 
ment, and admired Rob’s work, and having come to the Depart- 
ment of Homeland Security, I have enjoyed the benefit of the work 
that CBP has done in this area, and the Coast Guard has done in 
this area. 

Most of the Federal programs in these eight buckets then can be 
clumped in some way or another. I would like to focus today on two 
particular areas that present significant opportunities for improv- 
ing security. First, improvement regarding DHS’s targeting of con- 
tainers of highest risk, and second, related to this in this first 
bucket, tools to inspect containers, so improvement of the targeting, 
and improvement of the tools used to inspect. 

And then a second area, I would like to talk for a bit just about 
deployment of the Transportation Worker Identification Card, the 
TWIC card. Both of these tools are areas I think of high oppor- 
tunity for us. 

Securing our borders requires us to dig deeper into what the Sec- 
retary is calling Secure Freight Initiative, which is an opportunity 
to look not only at better targeting, but enhanced inspection tools. 
CBP’s automated targeting system is probably more effective than 
it gets credit for, and I am not so disappointed in that because all 
of the nuances of the system are not public matter. The compo- 
nents of it are a complex series of algorithms designed to help us 
select containers of high risk, and it includes data that is fed to us, 
essentially scraped electronically from the waybill, and also a large 
history file that allows us to pull up our inspections, our history 
of movements of individuals who are moving containers into the 
country. So these two parts of the ATS system are what makes it 
work. 

Now, I want to say this is a first generation tool. Here is an area 
where we need a second generation tool, and if I could, I would just 
like to outline an idea that we are aggressively pursuing at DHS 
on what a Secure Freight Initiative might look like to help us dig 
deeper and plumb more sophisticated ways to get better targeting 
information, to enhance the ATS capabilities. 

The supply chain is riddled with data about the pre-history of 
any inbound container movement that we do not collect. We have 
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no visibility into them we can’t manage. It is resident not only in 
the ocean carriers, but in everyone who has touched a particular 
movement, the pre-history of that movement. In a short nutshell 
summary, what I think we need to do is mine that pre-history of 
every container movement to the maximum extent that is prudent 
and possible and that can be harmonized with the art of what 
works without imposing excessive burden, but we can do better. 
From the time an order is placed, the fulfillment of the order takes 
place and a container is sealed. It moves through the supply chain 
with intermodal movement, truckers, customs brokers, others hav- 
ing information about this. We can find a model I think to gather 
this, plus the waybill information that we currently have, and get 
a much richer pattern analysis for our targeting, our profiling of 
this container. 

How would we do this in a global environment? I think what we 
have to do is look for a fundamentally different layer or business 
model on top of what we have. Let me try to describe it this way. 
If I can take on my left hand, and say, here are the governments, 
not just our government that needs this data, but I would argue 
that all governments that are involved in the international supply 
chain, moving containers across the globe. They need information 
about the security and a better knowledge of what is in them. On 
my right hand we have all the actors who touch this, essentially 
all private sector entities, some of whom are directly regulated by 
us, and others with whom I believe could be indirectly brought into 
an appropriate mix. 

What I think we need is some intermediary institution, which I 
would like to see the industry work with the government to help 
create. I would be happy for DHS, and we will step forward and 
fund methods that would create such intermediary institutions, the 
hardware, the software, the institutional tools necessary to do this. 
But this data repository or data fusion center could gather informa- 
tion about movements in the global supply chain, and then could 
direct them to the government that needs that information. In ef- 
fect, the data warehouse becomes a repository for information, and 
the government has a call upon that repository and drives that 
data in a real-time way into its own risk profiling analysis. 

I have talked to multiple governments in the last 9 months about 
their interest in helping us try to find a more globally based and 
industry-centric partnered way to manage this data aggregation in- 
fusion. I believe there is strong interest in several of our strong 
partners involved in supply chain security to experiment in this 
area. I believe that industry can be helped to build this type of 
functionality. It cannot be done overnight. We cannot be too exces- 
sive or draconian in what we ask for. We have to work through 
issues about preservation of the privacy of confidential business in- 
formation. We have to ask for what is reasonable. We have to look 
for what is possible, but what is reasonable and what is possible 
in the richness and density of this information will change and 
grow over time, and we need a new system, a more global system 
and a somewhat more powerful business model, I believe, to do 
that, just to do that. 

So when your Subcommittee staff appropriately looked at ATS, 
the punch line was, we need better, stronger. I am in agreement 



79 


with that. CBP is in agreement with that. Secretary Chertoff is in 
agreement with that. 

What we would like to suggest that this concept of secure freight 
can help create a much more powerful multiplier that takes the in- 
formation, flows it into our ATS systems ultimately for the pattern 
analysis work that we would do, but can more powerfully and more 
quickly, honestly fuse this data. 

Let me just say one thing about technology. There is nothing in 
what I have just described that is technologically impossible. The 
U.S. Government, however, is not the world’s best technology inte- 
grator. What we need to do is find ways to work with the private 
sector to create a more nimble, more market-driven capability to do 
the initial aggregation. We would have to sit there with them side- 
by-side with government people, ideally with a multilateral team of 
auditors, inspectors and helpers. But we can, I think, with the 
proper incentives and support, financial and otherwise, create this 
capacity that just does not exist, and it will not take our lifetime 
to make this happen. 

Let me switch to a second part of the secure freight idea, and it 
is this powerful idea that, Mr. Chairman, you have seen, and that 
your two colleagues spoke about eloquently this morning, of the 
pilot in Hong Kong. This week. Secretary Chertoff is in Hong Kong 
to look at this pilot himself, to kick the tires on it. But I would tell 
you, after extensive discussions with industry about the ICIS pilot 
and its underlying technology, and its underlying business con- 
cepts, that I find myself highly optimistic that this pilot can point 
the way to a collaborative network that can significantly enhance 
GBP’s capability physically to inspect a large number of containers 
from points worldwide. 

Again, I think this needs a little unpacking, so if I could take 
this one just one more layer. We should not either overly praise 
what is there, not ignore the fantastic opportunity that is in front 
of us. On the one hand this is a pilot. The data is not being used, 
as I understand it, operationally to manage security in the work 
stream that is existing right now. It offers tremendous promise to 
do exactly that, and after consultations on this topic, CBP has 
begun the comprehensive review of a large brace of this data to try 
to integrate this to our own targeting information, our own 
profiling information through the ATS system. So we will be able 
to say, here is a container of high risk. Let’s look at these images. 
Let’s see if this helps reconcile it or if it gives greater concern, and 
then we have to drive protocols that would allow us to inspect the 
things that need inspecting in a more physical and labor-intensive 
inspection. 

But right now let’s make no mistake, this is not an operational 
security tool. It is, however, I think, a transformation demonstra- 
tion of the industry’s commitment to put their own dollars to bear 
on improving security. They have agreed in Hong Kong to tax 
themselves for the purpose of improving security, and we should 
praise this and partner with these types of opportunities to take 
this type of system and make it an operationally more aggressive 
and solid tool. 

I agree with what has been said. There are some export control 
issues why we might not want to put all of our technology abroad 
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in the world, but most sensitive parts of that have to do with the 
screening algorithms, the software. If we, in effect, globally net- 
work the images, as Senator Schumer was discussing earlier, we 
could keep the software, the analytical tools, protected appro- 
priately, and do a much more substantial look at all of the high- 
profile containers with this type of additional tool. We could also 
randomly inspect more containers, and we could, obviously, and 
would want to, reconcile any alarm from a radiation monitor. 

Right now the alarm is, in effect, turned off. It gathers data, but 
it shows no real-time alarm for us to reconcile. So we want to take 
what is very strong here, which I think is the industry’s commit- 
ment to spend, their willingness to improve, their desire to partner 
with us, in fact, their — I am going to say — their aggressive cre- 
ativity in putting together an opportunity like this. We have had 
some very substantial conversations with industry. I just report to 
you that after the Secretary gets back, we intend to try to bring 
this to a focus and see a path ahead. It is an area where we would 
want to come back to this Subcommittee over time, and work with 
you on exactly how we see that path unfolding. 

I would just conclude with saying one quick thing about TWIC. 
If we talk about containers, and we talk about the port physical se- 
curity, we talk about the vessels, we talk about the people, in the 
area of the personnel, we have to implement the Transportation 
Worker Identification Card program. It is too late, we have 
dithered too long. And I am here today to tell you that on Friday 
of this week, the Transportation Security Administration will pub- 
lish a request for qualifications, seeking firms who are appro- 
priately experienced and interested, to help us deploy certain com- 
ponents of the TWIC Program. This step tomorrow will be the first 
step towards operational deployment of the TWIC program as con- 
templated by Congress and contemplated by our Department. This 
deployment will include accelerated and parallel rulemaking work 
both by TSA and the Coast Guard, and it will include a procure- 
ment needed to help launch the operational program. 

Secretary Chertoff has instructed his team to get this done as 
quickly as possible, and I can tell you personally that the pedal is 
pressing the metal. 

Further details will be forthcoming as part of the rulemaking 
and procurement action, but this tool will add a valuable layer to 
our security needs. 

I think I will stop there. I apologize for the length of my opening 
remarks, but I am grateful for the opportunity to have this dia- 
logue with you. 

Senator Coleman. Thanks, Secretary Jackson. I am actually up- 
lifted to hear of the forward movement on the Transportation 
Worker ID Program. One of the great concerns I have is the cur- 
rent situation today where we do not know who is handling the 
product, and I think we are perhaps uneven in that situation, per- 
haps on the East Coast a little better than the West Coast, what- 
ever it is, but this is an area in which we have to move forward. 
It is critically important. We can have the tightest global supply 
chain, and yet when the cargo is in our ports and we do not have 
clear control of who is there and who is picking it up and what 
they are doing with it, that entire system, it is only as strong as 
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the weakest link. And what you have identified is a weak link, and 
so I find it gratifying to hear that the pedal is to the metal on that 
one, and moving forward. 

Let me just briefly talk, if I can, about the ICIS Hong Kong sys- 
tem. I want to make it clear, I do not think this is the cure-all, the 
silver bullet. I have no interest in ICIS. I am not sure if any parts 
are made in my State. I do not think so. It just seems to me that 
the challenge I have is when my constituents ask, is it techno- 
logically feasible, to have all cargo containers run through a radi- 
ation portal monitor. When my constituents ask that and I say, 
yes, and in fact, we do it in one place in the world, but we do not 
do it here, that is not a good answer. 

So I look at this as being partners. You have done a very good 
job of really talking about the layers and this is not being used 
operationally. In fact. Senator Schumer said the system runs so 
quick as those containers go through as they are entering the Hong 
Kong Port, we are not checking each and every one of them. We 
have the image. We are seeing it going through a radiation portal 
monitor, which by the way, we do radiation portal monitoring of 
every car going through the San Ysidro land border crossing, about 
50,000 cars a day in our land border crossings. 

Mr. Jackson. Yes. 

Senator Coleman. So it appears to me that we know we can do 
it, so let’s figure out how to do it quickly. That is my — you can see 
my colleagues, their reaction. So when you say highly optimistic, 
the way I understand it, I do not think any of us are saying this 
is the system and we need to implement this and it is going to 
solve all our problems. There are still a number of issues in the 
supply chain. But again, we have checked, in effect, 100 percent 
screening, and perhaps more important is that it is happening over 
there. That is another concern. If we screen it here and, God forbid, 
we even get it here and a device goes off here, it is still going to 
shut down our ports. 

Mr. Jackson. Yes. 

Senator Coleman. On the other hand, we need to — and I think 
the genius of what CSI is about and C-TPAT is about is we have 
pushed our borders out. So I hope then, and what I am hearing, 
is certainly a willingness and a commitment to look at all of these 
options. 

The fundamental underpinning of this is ATS, the system that 
we use to identify high risk shipments. Our report raises a number 
of issues, and you just touched upon some today. Clearly, we have 
to strengthen this system. A concern that what we have right now 
is we have bills of lading and manifest data — and I think it would 
be fair to say, even you said, that is not the best data. There is 
a lot of stuff that goes on before that we just do not know about. 

I take it that it is technologically feasible today, from the time 
something is manufactured, let’s say Target or Best Buy has a fa- 
cility somewhere in China. They can put it in a container there, 
and I take it we have the technology today to determine whether 
that container is ever opened. Is that fair? 

Mr. Jackson. I don’t think there is a production technology that 
has reliably demonstrated that container has not been penetrated. 
There are technologies that have been focused on the doors. There 
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have been technologies focused on the seals alone, but, frankly, you 
can pop the doors by the hinges, or you can drill a hole into a con- 
tainer. So what we are driving towards, where we have to be, is 
all six sides penetration monitoring and exception reporting, which 
could be real time. That is not Buck Rogers really, but it is not on 
the shelf today in a way that the industry would find, I think, 
something they would think is commercially viable. 

Senator Coleman. I need to understand this because I do not 
want the good to be the enemy of the perfect right here. 

Mr. Jackson. Right. 

Senator Coleman. The whole range of technology that allow us 
to say whether something has been entered. There is GPS to tell 
us where something is, whether it has moved outside. In fact, I just 
have to say that one of my frustrations on this Subcommittee when 
we were looking at Katrina is the government folks are saying 
things were lost in the supply chain. FedEx does not tell us that. 
So are we hesitant to move forward because we do not have a per- 
fect system at this point in time? 

Mr. Jackson. No, I don’t think it’s that. I think our S&T Divi- 
sion is, at DHS, doing some extensive scientific and operational 
testing of these types of technology. The industry itself is doing 
that work as well. I think the component parts of the technology 
solution can be assembled, and then what you are talking about is 
a networked solution. It’s a very intensive capital investment to 
create the networked solution. Without the network, you don’t have 
the useful data in a time sensitive fashion, it is not as strong. So 
how you aggregate the technology, how you network the data feed, 
how you build it into an operational paradigm that makes a dif- 
ference, these are all the component parts that have to be stitched 
together. 

But I don’t think it is unreasonable for you to press on this area, 
and we’re pressing ourselves in this area. 

Senator Coleman. One of the concerns we have about the tar- 
geting system is some would say that it hasn’t been fully tested. 
We haven’t done a red team test and tried to find a hole in the sys- 
tem, which is what we did with the GAO report, and smuggled two 
dirty bombs into the country. Can you give me a sense of your con- 
fidence in ATS today, and whether in fact we are in the process of 
doing the kind of testing that would at least raise the confidence 
level of some of us on this side of the bench? 

Mr. Jackson. It’s our job to help you raise your confidence level, 
and we want to give you the information to do so, and we want to 
make a system that will make you feel like it is something that is 
as good as it can be. 

I believe it is a strong and powerful tool. I do not believe it is 
a perfect tool. It is transformationally better than what we had on 
September 11, and I believe to take it to the next step, you can 
work in two grooves. You can work to do the type of peer review, 
peer analysis that you have called for, and which our Inspector 
General has suggested. We are doing that. We have a firm — I think 
your staff has been briefed — that is under way with just such an 
effort today. 

The idea of red teaming, that is an inherently solid thing that 
ought to be part of our ConOPS for all of our modes in transpor- 
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tation security. So we are doing more there. We can take that tool 
and make it stronger. 

What I was saying earlier about secure freight is that there are 
inherent limitations if we limit ourselves to the data that comes in 
by virtue of just a waybill. When you make that move from gath- 
ering just this data, which is readily available and electronically 
submitted, to fusing data from multiple other vendors, you have to 
take a different step, and I think, take on a different business 
model. Again, I do not think that this is something that is out of 
the realm of possibility in the near term to make real. I want to 
be able to say when I have left my job in 3 years, that we left this 
system behind, it is working, it is humming, it has made a big dif- 
ference. 

So that’s the sort of timeframe, in my mind, that I think we 
should be thinking. It’s not decades to do this. It won’t be months, 
but it’s not forever. 

Senator Coleman. Let me just follow up with this question about 
my firm belief that we have to do the inspection before it reaches 
our shore. I have a chart here that we used the other day. This 
chart shows out of all the targeted containers ^ — we identify 
through ATS-containers that are high risk, we then make requests 
to have them examined, and then we get a percentage of those re- 
quests complied with, higher in some areas such as Hong Kong, 
less as in other areas like LeHavre, France. What can we be doing 
to make sure that when we request a container be inspected, that 
the host government, the host country, do the inspection? 

Mr. Jackson. I think we just have to be very firm. What I was 
told about this particular set of data is that we have made progress 
on the two bars that are lower on that chart since that data point 
was taken. But, again, this is something we just have to work on 
a case-by-case basis with each government. We have to show them 
that this is a compelling priority for us, and it’s not going to be 
easy in every circumstance, but I think we have to be determined, 
and we can. 

We will use multiple ways to help make that work. The 
Megaports Initiative puts technology overseas to help in some of 
these cases. Our own people there, deployed in the right way, can 
make a big difference. It is a partnership, and like all young part- 
nerships, this one is still evolving, but I think growing stronger, 
and to me, is an impressive foundation. 

Senator Coleman. Thank you, Mr. Secretary. Senator Levin. 

Senator Levin. Thank you, Mr. Chairman. Thank you. Secretary. 

Mr. Jackson. Yes, sir. 

Senator Levin. I want to just pick up where the Chairman left 
off in terms of the requests that are made to foreign governments. 
You say we have to show them a compelling reason for them to 
carry out the kind of inspections or the need for that. Why is that 
not automatic? Why do we have to ask them anything? We just tell 
them we are not going to accept the container. 

Mr. Jackson. We can do that, and that is the ultimate lever, and 
I believe we should be absolutely willing to drop that lever. 


^See Exhibit 7 which appears in the Appendix on page 371. 
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Senator Levin. Is there a reluctance to just say, “Unless you 
folks carry out these kinds of inspections, that we are just not 
going to allow it in?” 

Mr. Jackson. No, I don’t think there is a reluctance. There is not 
an institutional instruction order or demand that that not happen. 
In fact, I would say there is some strong leadership incentive to 
say, “We’ve got a 24-hour rule. It’s working. Don’t load.” So I be- 
lieve we can do more of that. 

Senator Levin. I am not satisfied with that answer. It seems to 
me it ought to be an automatic, just simply say — let me go to 
Tokyo, let me just give you the numbers in Tokyo. I do not know 
if that is on the Chairman’s chart or not, but in any event, let me 
use these numbers. It is kind of hard to follow them without them 
being on a chart, but here goes. Our automatic targeting system 
identified 5,600 high-risk containers at the Port of Tokyo. This is 
from February 2005 to February 2006, 477 exams were requested 
by the CSI personnel, and then 430 exams were conducted by 
Tokyo officials, so about 10 percent of them, roughly, were not ex- 
amined. 

Now, first of all, I am not sure I followed your answer as to why 
it is after we identify 5,600 high-risk containers, there is only 
about 9 percent that lead to a request for an exam. I did not quite 
follow your answer on that one. Maybe I ought to ask you that one 
first and then lead up to the fact that the Tokyo officials did not 
carry out the exams on 10 percent after we requested them to do 
so. 

Mr. Jackson. Let me start with one point that I think is most 
important, which is all of the containers that are identified as high- 
priority containers will be 

Senator Levin. Is that the same as high risk? 

Mr. Jackson. High risk, yes, sir, sorry. High risk — you actually 
have the nomenclature right, I didn’t — will be inspected either 
abroad or in the home port at home when it arrives. 

I agree, and we all agree, that it is better to push as much of 
that out as far as possible. I’m going to have to just tell you that 
we actually do that screening inspection for all of the ones that are 
the high-priority containers. 

Your question, it is a good question, is a fair question, it is an 
operationally important question, is how do we get it pushed out 
farther? 

Senator Levin. No, that is not my question, but let’s go back to 
what you said. How do you know that all of those containers are 
in fact inspected when they get here? 

Mr. Jackson. They track each of these, and they reconcile them 
through CBP, and they keep records of — there’s a score on the algo- 
rithm, and when that score is triggered, those containers are tar- 
geted for inspection and must be inspected. We inspect 100 percent 
of all those high-risk containers. 

Senator Levin. So those 5,600 high-risk containers identified at 
the Port of Tokyo, are all inspected, either there or here? 

Mr. Jackson. Yes, sir. 

Senator Levin. And you’ve got data which you could show us to 
confirm? 
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Mr. Jackson. I’m assuming we could show you the CBP audit 
trail on these issues. 

Senator Levin. Would you do that, so we can follow how 

Mr. Jackson. I would be happy to walk through that. 

Senator Levin. OK. I do not know why they are not all examined 
overseas. What is the reason for that? 

Mr. Jackson. Senator, I am going to have to plead that I would 
like to get back with you with a more complete answer. Let me give 
you a very partial answer. Part of this is a limit on the resources 
that we are asking another government to bring to bear to do our 
work. If we know we have this safety net, which is we are going 
to inspect 100 percent of all these containers, we do engage in, I 
believe, operationally a triage process, which is, in effect, to say if 
we are absolutely, positively worried about one that we think must 
be inspected, we ground it. If we can get them to inspect it and 
clear it, we clear it and allow it to come forward. 

I am confident that on a port-by-port basis there are cir- 
cumstances about the scheduling of staff, the equipment that’s 
available for screening, radiological screening and VACAS type of 
screening, that impose limits on this. I would hypothesize that 
there are. I’m going to say, institutional barriers in some cases that 
we need to work. So all of those levers, this is why your support 
for ICIS is important too. If we have the technology there, and we 
can run things through and look, then we are in much better 
shape. 

Senator Levin. All right. Who do you think should bear the bur- 
den, the cost of that inspection? Should it be the buyer or the seller 
basically? 

Mr. Jackson. Yes. 

Senator Levin. What is the deal, 50-50? Just real quickly. I am 
going to run out of time. 

Mr. Jackson. The shipper ends up paying the cost of moving 
goods throughout the system, and how we allocate it, we are going 
to end up having to talk through that equation. 

Senator Levin. That the shipper should, the shipper being the 
seller — the seller and his shipper should pay that cost? 

Mr. Jackson. Whoever is receiving these goods, who is paying for 
the container to be moved is going to pay the ocean carrier, the 
dredge move, the manufacturer that closed the box and ships it 
over to you. 

Senator Levin. We will have to leave that one, because I think 
it is an important question, but we are not going to resolve that 
here. Now, 10 percent of the 477 exams that were requested by our 
people were not conducted by Tokyo officials. My question is, why 
should it not be automatic? We make that request. It has got to be 
done or else it cannot be shipped. Why not just tell them that? 

Mr. Jackson. Can I unpack that example, and get you back a de- 
tailed answer about what happened there? 

Senator Levin. Well, you can, but let me just say, well, that is 
true with almost all the ports, so it is not just what happened 
there. I am not picking on Tokyo. This is true with all the ports. 
And I think our Chairman pointed out, and this chart points this 
out, that I think our Subcommittee staff found that 18 percent 
overall of the requested exams are not carried out. That is high- 
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risk containers where it is a very small percentage that we are ask- 
ing — 

Mr. Jackson. They are not carried out overseas, but they are 
conducted when the container arrives. 

Senator Levin. I know, but these are ones where we specifically 
ask the officials in that overseas port to do it, and in 18 percent 
of the cases they do not. This is a part of a part of a part. These 
are the highest risk of the highest risk. 

Mr. Jackson. I would like to get some better data for you, sir. 

Senator Levin. OK. My question is, why don’t we just make that 
automatically a precondition of shipment. Folks, if you do not do 
it there, we are not going to accept it in our ports. That is the ques- 
tion, OK? 

Mr. Jackson. We would probably have to then manage the proto- 
cols that would define what we would ask for with a greater degree 
of granularity than we do today if we are going to make exit/entry 
around the ask. 

Senator Levin. We have a declaration of principles with every 
single country where a CSI port is established. Why not make that 
one of the declarations of principles? 

Mr. Jackson. I would have to look at the declaration. I haven’t 
read that, sir. 

Senator Levin. OK. Just yesterday the GAO provided the Sub- 
committee with preliminary results of a report that they are work- 
ing on with regard to ATS, where the GAO also confirms what the 
Subcommittee staff report says, that ATS is ineffective. Are you fa- 
miliar with the GAO report to this Subcommittee? 

Mr. Jackson. I have not read it, sir. 

Senator Levin. I want to save a minute for the trash issue, but 
I want to just give you an article from the Detroit Free Press of 
March 29, which shows that the inspectors are waving through 
long lines of trucks without inspection in order to speed up the 
process, and that they are doing this on the instigation of their su- 
pervisors. ^ I will not ask you to comment today unless you are fa- 
miliar with it. If you are 

Mr. Jackson. I’m not, but I would be happy to look into it. 

Senator Levin. If you would do that for the record. ^ 

Now, I will take my last minute on the trash issue. Current tech- 
nology, and maybe no technology, can produce useful and usable 
images of trash cargo. It is too dense, it is too anomalous. You have 
seen the x-ray image, which I put up there before, which was taken 
at a Michigan border crossing.^ You just cannot see the contents 
of the container because x-rays cannot penetrate the contents be- 
cause of its density. 

At Tuesday’s hearing, our Chairman, Senator Coleman, showed 
the same picture to Mr. Oxford, who is head of the DHS’s domestic 
nuclear detection office, and asked him whether he could tell 
whether there was a dirty bomb in the trash truck. Mr. Oxford 
stated the current picture showed very little content and that they 
are working on the next generation of x-ray machines. 


^See Exhibit 14 which appears in the Appendix on page 436. 

2 See Exhibit 19 which appears in the Appendix on page 465. 

^See Exhibit 15 which appears in the Appendix on page 440. 
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If your head of the DNDO says that x-rays cannot adequately 
show what is in a container — which is obvious to us, just look at 
the picture — why not just simply tell the Canadians, “Folks, there 
is a security issue here for us. We cannot determine with any credi- 
bility or confidence what is in these trash trucks without unloading 
every trash truck and inspecting it. You are going to have to end 
these shipments until there is such technology, and by the way, 
you guys have more land in Ontario than we do in Michigan.” This 
is not the only State affected. There are, I think, three other 
States, including New York, where trash is shipped from Canada 
or Mexico into our country. 

That is my question of DHS, why not just simply say, “We cannot 
effectively inspect. Until that is doable, you are going to have to 
bury your own trash.” 

Mr. Jackson. Sir, we have not reached the conclusion that that 
measure is a requirement. We have, however, taken this issue, 
which you’ve been a very eloquent advocate for, for which I am per- 
sonally grateful, and we have launched a process that will be very 
shortly completed, the first step of which is due by May 1, which 
is an analysis of the technical and operational means that we have. 
You are right about this image. We can do radiation detection 
work. We can do physical inspections. We do that. We follow these 
trucks to the dump on a random basis, and literally crawl through 
the slime with them to do this work. We have multiple different 
layers of operational controls here. We have no perfect tech- 
nology — 

Senator Levin. It is not a perfect one. There is not one which is 
anywhere near perfect. I mean the pictures are useless. You are 
not going to inspect every truck at the dump. If you follow one out 
of 500 you are doing well probably. The radiation cover is just one 
of the many problems. So the bottom line is what I said, there is 
no effective way of inspecting. There is a security issue in this. 
Would you agree with that? 

Mr. Jackson. There is a security vulnerability. 

Senator Levin. In May you are going to let us know whether or 
not we should tell the folks 

Mr. Jackson. In May we are going to come back and we are 
going to unpack that security vulnerability with more detail, and 
tell you the types of options that we think can be put in place 
against the problem, and I am happy to make sure that we come 
up and brief you as soon as the first work is done. That will be fol- 
lowed by a requirements document and production of exactly how 
you would manage this process, pay for it, and operationally deploy 
the tools needed to do that, and we will keep you in that process 
all the way. 

Senator Levin. Two questions. Make sure it happens promptly, 
and, number two, make sure one of the options there is just stop 
it until we have an effective technology. I want you to include that 
option. Will that be included? 

Mr. Jackson. I’ll promise to make sure that the option is added 
to the list of options. 

Senator Levin. Mr. Chairman, thank you for your support and 
your patience. 

Senator Coleman. Thank you. Senator Levin. 
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I am actually going to do a quick 5 -minute follow up because I 
want to pursue what I ended with and you focused on, and that 
is the discrepancy between those containers that are identified as 
high risk, those where requests were made and those actually ex- 
amined. You have a significant number that are identified as high 
risk for a range of reasons, could be drug smuggling or whatever. 
Then we make the request, which is a lesser number, and then 
after we make the request, ultimately, some are examined. I concur 
with Senator Levin, if we make a request, if we believe something 
is problematic, we should just say it is not coming here unless we 
take a look at it. 

I appreciate your telling the Ranking Member that you would 
show us the audit trail. I have to say, Mr. Secretary, that neither 
this Subcommittee staff nor the GAO has to date seen any audit 
trail. In my Chairman’s letter, I specifically requested that, and we 
have yet to see anything that demonstrates there is an audit trail. 
So we have heard the testimony from you and others saying, yes, 
we identify things as high risk and we inspect them here. 

I appreciate your recognition that it really should be inspected 
somewhere else before it comes into our ports, because, God forbid, 
we miss something and something happens at the time we open the 
box, our commerce will be shut down. But beyond that, we really 
do request to see that audit trail. If there is not one, then we have 
to recognize that and deal with it. But I can tell you that as we 
sit here today, neither this staff nor the GAO has seen any evi- 
dence of an audit trail, and we find that particularly disturbing. 

One other question with C-TPAT, because one of the things we 
do — and we touched on it briefly — is this public-private partner- 
ship. We agree that we need to work with foreign companies that 
run ports around the world and in this country if we are going to 
be secure. That is the reality; is that correct? 

Mr. Jackson. Correct. 

Senator Coleman. We need to work with private companies. And 
in fact. Senator Levin, in the whole ICIS, the program in Hong 
Kong, includes no Homeland Security grants. In fact, the private 
sector said, we are going to do this because we are concerned about 
what happens if something goes wrong. But one of the concerns 
even with the C-TPAT program, which is this partnership with the 
private sector where folks get points, is that C-TPAT members re- 
ceive free passes from some screenings if we think it is secure 
enough. On the other hand, we have a significant number of com- 
panies that we have not been validated to determine their system 
is secure. Can you tell me how many companies involved in the C- 
TPAT that we have actually verified? 

Mr. Jackson. We have 5,800 companies enrolled in C-TPAT 
right now, and 27 percent of those companies have had a completed 
validation. 

Senator Coleman. Have you thought about using a third party, 
bringing someone else in just to pick up the numbers? 

Mr. Jackson. Yes, sir, I have. It is an option that I have asked 
CBP to come back and give us details on. I am personally quite 
open to the third-party intermediaries. The government has to own 
the security function. The government has to be able to manage 
that, but I am not closed at all to the idea that there might be mul- 
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tiple ways to accelerate our validation process here, and strengthen 
it. 

Senator Coleman. And, again, we are talking about a partner- 
ship. We do not have to do it all by ourselves, and if we simply can- 
not do it, then I would hope we would reach out and work with 
some others so we can bring that number up. 

Can you tell us today the percentage of cargo containers that are 
at least screened for radiological material, those that go through a 
radiation portal monitor? Do you have numbers on that? 

Mr. Jackson. I do. This is in the U.S. ports, we screen with 
RPMs, radiation portal monitors, before they leave the port. Right 
now it’s 67 percent of the exiting containers being screened, and we 
have a deployment plan that will bring that to 98 percent by De- 
cember 2007. 

Senator Coleman. The follow-up question, again, with the belief 
that it is best to screen before they get here, what is your vision — 
do you have a vision that says 100 percent screening at some point 
in time before they get to U.S. ports? 

Mr. Jackson. I think it is difficult always to throw the 100 per- 
cent screening, because just as this 98 percent screening, the mar- 
ginal investment to get that last 100 percent guarantee is probably 
not worth that same lay-down. We could use, for example, on that 
last 2 percent, a very high proportion of random inspections using 
hand-helds, and I think, therefore, crunch that 98 number up high- 
er, but maybe not to 100. 

Similarly, on the problem abroad, first, why I am so committed 
to explore the ICIS business model is, from the major load-out 
ports that are moving cargo our way, this is an opportunity to ac- 
celerate and strengthen in a meaningful way our capacity to screen 
abroad. But there are many smaller ports where this degree of 
scrutiny may not be cost effective, or where we may simply not be 
able to get the government or the terminal operators to play along 
with that. So can we get a lot done? I believe that there is a real 
prospect of doing just that. I am hesitant to make a firm commit- 
ment, say, yes, let’s drop the hammer and say 100 percent every- 
where by this date. 

Senator Coleman. In the end I understand that. 

Mr. Jackson. The overseas part. 

Senator Coleman. I think the best vision, that is, push out the 
borders and then do things like Megaports, and work with compa- 
nies like Hutchison in the Bahamas. I know some of my colleagues, 
and I had concerns about the CFIUS process. I believe we need to 
do 45-day reviews, and I thought the law was broken when we did 
not do a 45-day review for the DP World situation. On the other 
hand, I am seeing reaction here that you see the word “foreign” 
and all of a sudden that is bad. What would be bad is if we do not 
work with other entities, we do not work with corporations, we do 
not work with other countries, and we try to do it all ourselves. 

Mr. Jackson. Right. 

Senator Coleman. Then we will fail. 

Mr. Jackson. That is exactly right, sir. 

Senator Coleman. What I would hope though is that we would 
have this focus on pushing it out and see, if not 100 percent, let 
us significantly improve the numbers that we have now that Sen- 
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ator Levin and I am concerned about. The ICIS prototype shows us 
it can be done. 

Mr. Jackson. I want to just leave one other thing on the table 
with you that I think is a cause for considerable enthusiasm and 
optimism on the radiation screening. You heard from Vayl Oxford 
earlier this week to talk about our next generation of advance 
spectroscopic portals, so called ASP systems. This is an area we are 
spending half a billion dollars this year at DNDO. I am very 
pleased at the quick start-up, and, frankly, grateful for the com- 
ments from your Subcommittee on some of their initial work. 

I think we can move to a much more effective tool in this area, 
and we can layer on top of that some pattern recognition software 
that would allow us to be more effective in looking at the image 
before us. We can look at tools like throwing up false images for 
our inspectors so that they can be tested, probed and pushed, and 
we can grade them and watch them and monitor their capabilities 
for doing this. Technology here offers some very near-term windows 
for major improvements. So as we think about how to take an ICIS 
type business model, we have this overlay of an intense investment 
that the Congress and the Administration have committed to this 
area, where we will get a much more meaningful tool. Sometimes 
we will be able, just on the basis of knowing the source, to be able 
to shoot that one through and say, yes, that is what should be com- 
ing from the background radiation associated with what we have 
in the waybill and other information about that load. 

Senator Coleman. I appreciate that. My concern is that I hope 
we take advantage of that. 

Mr. Jackson. Yes, sir. 

Senator Coleman. I mentioned the Katrina hearing. It was ex- 
traordinarily frustrating for me to sit up here and listen to govern- 
ment officials talk about things being somewhere in the pipeline, 
when the 21st Century technology of not just FedEx, but small 
companies, can tell you exactly in the pipeline where that carbu- 
retor is, where that pair of shoes that you bought, and this is one 
area which government cannot afford to be operating in the 20th 
Century when industry is operating in the 21st Century. So I ap- 
plaud the vision, and I just hope that you can push the bureauc- 
racy really hard, so that we are not stuck with 20th Century tech- 
nology when we have 21st Century security needs. 

Mr. Jackson. Yes. It’s an urgent priority and it is a constant 
push to try to prioritize men and women who are doing 1,000 im- 
portant things, to do 1,001, but this one is something that is very 
much on the Secretary’s radar screen, it’s very much on the Coast 
Guard’s, the CBP’s, the DNDO’s. Our team is focused on this. 

Senator Coleman. And we appreciate that and appreciate your 
appearance here. 

Mr. Jackson. Thank you. 

Senator Coleman. Thank you, Mr. Secretary. 

I would now like to welcome our final panel of witnesses to the 
hearing: Christopher Koch, President and CEO of the World Ship- 
ping Council here in Washington, DC; Gary D. Gilbert, the Senior 
Vice President of Hutchison Port Holdings of Oakton, Virginia; 
and, finally, John P. Clancey, the Chairman of Maersk Incor- 
porated of Charlotte, North Carolina. 



91 


Clearly, the purpose of this hearing is to examine the current 
status of global supply chain security and analyze ways we can im- 
prove that security. An integral partner in securing the supply 
chain security is the private sector, and I was pleased that the Sec- 
retary made specific mention of that today. You are the companies 
that manufacture the goods, import the products, ship the con- 
tainers, and operate the ports. And without your invaluable assist- 
ance, our government efforts would be far less successful. So I ap- 
preciate your attendance at today’s hearing, and I look forward to 
your perspective on supply chain security. 

Before we begin, pursuant to Rule VI, all witnesses before this 
Subcommittee are required to be sworn. I would ask you to please 
stand and raise your right hand. Do you swear the testimony you 
are about to give before this Subcommittee is the truth, the whole 
truth, and nothing but the truth, so help you, God? 

Mr. Koch. I do. 

Mr. Gilbert. I do. 

Mr. Clancey. I do. 

Senator Coleman. Thank you, gentlemen. 

We have a timing system here. When the light turns from green 
to yellow, if you can sum up. Your written statements will be en- 
tered into the record in their entirety. We are just going to go from 
my left to right, and we will start with you, Mr. Koch, first, fol- 
lowed by Mr. Gilbert, finish up with Mr. Clancey, and then we will 
have some questions. 

Mr. Koch, you may proceed. 

TESTIMONY OF CHRISTOPHER L. KOCH,i PRESIDENT AND 

CHIEF EXECUTIVE OFFICER, WORLD SHIPPING COUNCIL 

Mr. Koch. Thank you, Mr. Chairman. Thanks for the oppor- 
tunity to be here today. My testimony is somewhat lengthy, and I 
will just summarize it in the following manner. 

The overall strategy and objectives that the Department of 
Homeland Security is using to try to address this challenge is 
something that we believe is fundamentally sound. It is the imple- 
mentation that can be consistently enhanced and refined, and we 
appreciate the Subcommittee’s review of how that can be done most 
effectively. 

For maritime security strategy to be looked at, there is a vessel 
piece, there is a people piece, there is a port piece, and there is a 
cargo piece. And, obviously, today’s hearing is focusing really on 
the cargo piece. 

Your questions to the witnesses, or at least to me today, also 
asked for comment on our views on foreign investment, and I 
would like to start with that. Ninety-seven percent of the contain- 
erized cargo coming in and out of the United States is carried by 
companies that are foreign owned or controlled. The vast majority 
of the cargo handled through U.S. ports is handled by marine ter- 
minal operators that are, in fact, foreign owned. This is an indus- 
try, even though it is a critical national infrastructure, that is 
clearly basically run by foreign-owned companies. 


^The prepared statement of Mr. Koch appears in the Appendix on page 187. 



92 


These companies, represented by people like Mr. Clancey and 
Mr. Gilbert, are working very hard to be partners with the U.S. 
Government, to come up with good solutions in this regard. And so 
to answer the Subcommittee’s question, my view on foreign invest- 
ment is that it is an essential part of the smooth functioning of the 
American economy. We would hope that the American Government 
would reach out and work to develop partnerships with these ac- 
tors, particularly as you look to things like ICIS, as I will get to 
later. If we are really going to embrace that concept, we have to 
understand that the people operating those post terminals where 
that equipment is going to be are going to be foreign terminal-oper- 
ating companies, including companies like Dubai Ports. So we real- 
ly have a strategic question to ask ourselves: Are we comfortable 
with this or not? 

My hope is that this Subcommittee and the Congress would say 
that they are comfortable under the right terms, making sure that 
can be done. 

Let me turn now to the cargo issue. The strategy of the govern- 
ment is something we fully support and think is very important, 
and that is to do the cargo risk assessment before vessel loading, 
and if there’s any cargo that is deemed high risk, it should be ad- 
dressed before it is put on the ship and brought to the United 
States. That is the proper security strategy for the government to 
embrace. The strategy has various pieces in it that buttress this. 
As you have pointed out, Mr. Chairman, there is the screening for 
risk, there is CSI, and there is C-TPAT. But the overall objective 
is to inspect any container we have a question about. We use con- 
tainer inspection technology that includes both the Nil type equip- 
ment, which produces the kind of image that Senator Levin was 
pointing to earlier, and also radiation scanning equipment. The 
present objective is to use Nil or full devanning inspection of any 
container there is a security question about, and radiation scan- 
ning of all containers. 

Now, ICIS is a very attractive concept, but it is not yet an oper- 
ating system. It presently doesn’t analyze or check the data gen- 
erated about the boxes itself What is encouraging about it is that 
the pilot appears to be demonstrating that the quality of the infor- 
mation that is generated by this technology is something that can 
have great use. But there needs to be an understanding about the 
assumptions of how this would actually work. 

If the assumption is that this technology is going to, in fact, be 
used to actually inspect every single container, you have to put it 
in context to understand the difficulty with that. Presently, we un- 
derstand it takes 4 to 6 minutes for a trained CBP expert to look 
at one of these images and come up with an analysis of it. If you 
apply that to a container ship holding 4,000 containers, that is 
about 14 days’ worth of work for a single individual. 

We understand the concept as being one that can expand the 
tools available to the government to inspect any container before 
vessel loading at a foreign port where you have a question about 
a box — not that every box is going to have to go through the inspec- 
tion process. But it’s these kinds of questions that need to be 
thought through as this concept is considered and it is rolled out. 
As I said, it is a tool, but to make it part of an operating system. 
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Customs and DHS have to sit down and figure out how they’re 
going to use this tool, how the data’s going to he transmitted, how 
the protocols are going to he established, and how to develop the 
cooperation and receive the permission of foreign governments. 

There will be nuisance alarms that get set off repeatedly with 
this techology. How are those going to be resolved? By whom? All 
are very important questions, and we would urge that the concept 
not be rolled out with the assumption that we will consider those 
things after the containers have been loaded on the ship and it’s 
sailing for the United States, because that’s the wrong time to fig- 
ure those things out. 

You’ve also asked the question about what we think the prior- 
ities are going forward to enhance maritime security. I would start 
with basically four. 

The first is, which has already been touched on today, the World 
Shipping Counsel believes that we should improve the data used 
for risk assessment by CBP’s Automated Targeting Center. The 
carrier’s bill of lading and the current 24-hour rule were a very 
good start. They do clearly have good value, but they are not ade- 
quate by themselves, and we should improve that. 

Second, the TWIC card should be rolled out. It was very good 
news to hear Mr. Jackson today stating that there will be a Federal 
Register notice tomorrow that’s going to start that process. It’s 
probably the most important thing that can be done to improve 
U.S. port security in the immediate future. 

Third, we fully support a priority examination and analysis of 
the ICIS project and the technology and how it can be integrated 
into the basket of tools that the government has to improve mari- 
time security. 

And, fourth, to continue to do what Customs is doing to enhance 
C-TPAT, enhance CSI, and build closer, more cooperative relation- 
ships with foreign governments and the rest of the trading part- 
ners working in these supply chains. 

The U.S. Government cannot do this by itself. It needs the assist- 
ance of foreign governments, and it needs the assistance of the rest 
of the people working in the supply chain, and those relationships 
are understood by the Coast Guard, who’s working with the foreign 
governments, and carriers and terminal operators. And it’s under- 
stood by Customs, and that needs to be nourished, as they are 
doing. 

And, finally, we would simply again repeat our hope that, in 
looking at these issues and in passing legislation, that the Con- 
gress resists the temptation to in any way restrict foreign invest- 
ment or to otherwise impair the growing, constructive relationship 
that is in place right now between members of the industry and the 
U.S. Government to solve what is clearly a very difficult challenge 
for all of us. 

We are transporting this year probably between 11 and 12 mil- 
lion containers into the United States. That’s an enormous chal- 
lenge just from a commerce perspective to handle this volume effi- 
ciently. You have been to L.A.-Long Beach. You’ve seen the volume 
going through there. Without the continued investment and com- 
mitment of these present companies in this business, the U.S. econ- 
omy will have a very serious difficulty just handling cargo. 



94 


So what has happened over the last several weeks has been per- 
haps turned into a good wake-up call. How can we do something 
constructive to improve maritime security? And we are certainly 
prepared to work with this Subcommittee and you, Mr. Chairman, 
in any way possible to see that is what results from all of this. 

Senator Coleman. Thank you, Mr. Koch. Mr. Gilbert. 

TESTIMONY OF GARY D. GILBERT/ SENIOR VICE PRESIDENT, 
HUTCHISON PORT HOLDINGS, OAKTON, VIRGINIA 

Mr. Gilbert. Chairman Coleman, Senator Levin, we are very 
honored to be here to give our perspectives on the vital issue con- 
fronting the risk of nuclear smuggling and supply chain security. 

Chairman Coleman and Senator Levin, we are very pleased to be 
here to talk about nuclear smuggling and supply chain security. I 
want to thank you personally for coming out, for your leadership, 
as well as your staff. Three of them are here — Ms. Kathy 
Kraninger, Brian White, and Ray Shepherd — on the many trips 
they’ve made to see firsthand what is happening in supply chain 
security. 

HPH has been in the maritime business for 139 years originating 
the first registered company in Hong Kong in 1866, the Whampoa 
Dock Company. HPH is the global leader in the container terminal 
operations handling 51.8 million containers in 2005. We are located 
in 42 locations in 20 countries, and approximately 40 percent of the 
containers coming into the tlnited States were either loaded or 
transshipped through an HPH facility. 

To date, HPH operates no ports within the United States. Given 
that fact, you might wonder why our company would be interested 
in partnering with the U.S. Government on a maritime security 
agenda. 

First, we share the shock and outrage that all Americans felt on 
September 11 and realized the world had changed on that fateful 
day. 

Second, as the world’s largest marine terminal operator, we know 
that we may be just a single terrorist incident away from having 
our whole global system fail. 

To a large extent, the modern global logistics system is a result 
of the revolution in transportation that has gone unobserved by 
most Americans. I have witnessed firsthand the fruits of hundreds 
of billions of dollars of investment to construct an intermodal trans- 
portation system that is efficient, reliable, and low cost for its 
users. As chairman of the Corporate Security Committee of HPH, 
I also know that the system is vulnerable to being exploited or tar- 
geted by terrorists. Should an attack lead the United States to 
close the ports even for a short period of time, the consequences to 
my industry and those who rely upon it would be devastating. 

The potential for the cargo container to be exploited for an act 
of terror has been borne out 2 years ago in Israel in a sparsely re- 
ported event that took place 3 days after the train bombings in Ma- 
drid. On March 14, 2004, two Palestinian suicide bombers were 
intercepted before they reached their intended targets of several 
fuel and chemical storage tanks in the port of Ashdod. The Pales- 


^The prepared statement of Mr. Gilbert appears in the Appendix on page 205. 
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tinian militants killed themselves along with 10 Israelis, and 
wounding 18 others. They reportedly evaded the security at the 
port facility’s gate by being smuggled from Gaza in a container out- 
fitted with a secret compartment and an arms cache — the first ma- 
jority where terrorists both exploited a container to get to their tar- 
get and that their target of choice was a port facility. 

Our industry is so vulnerable to disruption. The terminal you 
visited, Hong Kong International Terminal, has a combined input 
of about 7.5 million containers. To support that kind of throughput, 
the facility operates 24 hours a day, 7 days a week, 365 days a 
year. Each day, upwards of 10,000 trucks drive through the gates 
of that terminal. A 96-hour closure — and we have them from time 
to time for typhoons — strands tens of thousands of containers, 
backing them up for upwards of 100 miles back into China. 

But our Hong Kong terminal as well as our other 41 terminals 
around the world can be seriously affected by closures elsewhere in 
the system. Our system got a flavor of that in October 2002 when 
a labor dispute on the West Coast of the United States led to a 10- 
day closure of the ports. According to Robert Parry, president of the 
Federal Reserve Bank of San Francisco, the estimated cost to the 
U.S. economy was $1 billion a day for the first 5 days and rising 
to $2 billion each day after. Major retailers like Target Stores from 
your State became deeply concerned that their merchandise might 
not reach their shelves for the holiday season. Over 100 major con- 
tainer ships were stranded at the port outside of Los Angeles, caus- 
ing major disrupts and delays. I suspect this should be a real wake- 
up for us in looking back at history. 

We expect that a breach may be involved in a dirty bomb, which 
will lead the United States and other States to raise their port se- 
curity alert to its highest level while investigators work to sort out 
what happened. Such an incident would pose an unprecedented 
challenge for our operations that we have invested and to prevent 
an incident to work closely with government authorities to restore 
smooth operations should the system of prevention fail. 

Earlier this week, you received testimony from Commander Ste- 
phen Flynn. HPH has known Commander Flynn since the year 
2000. While he was serving in the U.S. Coast Guard, he spent time 
studying container operations in our facilities in Hong Kong. Com- 
mandeer Flynn at the time was deeply concerned about the rising 
threat of terrorism and the danger it posed to our industry. Sadly, 
like so many of the rest of our industry, we did not pay him much 
heed. After September 11, we listened to Commander Flynn with 
new respect, realizing along with the vast majority of Americans 
that the world changed forever that day and we could no longer 
treat security as an afterthought. We became one of his students 
versus his teacher, and we looked very closely at the layered ap- 
proach to security, that being the ISPS Code, inspecting high-risk 
containers at ports of embarkation, location and tamper evidence 
monitoring, imaging, and radiation detection. 

We believe a layered strategy recognizes that there is no silver 
bullet to this security and statistically five 60-percent measures 
when placed in combination will raise the overall probability of suc- 
cess to 99 percent. 
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HPH has put in place the first layer, the ISPS Code. In the very 
beginning, we knew that the two initiatives, that with CBP as well 
as the ISPS Code, did not solve our problem of the Trojan Horse. 
As a result, we worry that CBP may be overestimating their ability 
to accurately assess true risk in the industry, because we believe 
CBP relies on the primary screen of commercially supplied ocean 
bill of lading/manifest data. And as Secretary Jackson said, it is an 
excellent first step, and we should be looking forward to the second 
step. 

As a result, only 1 percent of all U.S. -bound containers are actu- 
ally looked at at the port. The United States, I believe, and the 
international community should strive to construct a “trust but 
verify” versus relying just on manifest information. 

We have been the lead also in the deployment of radiation detec- 
tion equipment in the U.K. in Felixstowe as well as deployment of 
the NNSA program in Rotterdam, and most recently in Freeport, 
Bahamas. 

At HPH we believe it is possible to configure our facilities to sup- 
port as much high percentage of verifications, and this would come 
from deploying non-intrusive inspection equipment to examine con- 
tainers arriving in overseas loading ports to the United States. 

When we started the ICIS program, we looked at operating with- 
in two of the busiest container ports in the world. Beginning in 
2005, every truck entering two of the main gains at Hong Kong 
International Terminal and Modern Terminal has passed through 
portal screening technology, and a database of over 1.5 million im- 
ages has been stored. Key to this pilot is truly the industrial engi- 
neering aspect. Many people have discussed here that we are not 
using them as a radiation alarm or as a scanning tool. We believe 
that if we could keep the boxes moving versus leaving them to rest, 
then we could evaluate significantly the Nil images with speeds up 
to 15 kilometers 24 hours a day. The pilot is now being evaluated, 
I am pleased to say, by DHS/CBP, and they have under review 
20,000 containers at this present time. 

It was brought up about the illegal aliens that came out of 
Shenzhen, China, into the port of Los Angeles. If this infrastruc- 
ture had been deployed 50 miles north, those illegal aliens would 
have been found. I am pleased to say, though, they were found by 
the ISPS Code because of the CCTVs and the training of the long- 
shoremen in the facility. 

The present focus on ports is long overdue, and we believe that 
the Congress and the American people need to focus on achievable 
goals and not become overwrought by their worst fears. But we do 
believe a “trust but verify” policy, partnering with foreign overseas 
terminal operators, like my company, that are prepared to come to- 
gether with an industry Coalition of the Willing. We had that coali- 
tion of the willing before some attacks that were in the press, but 
we feel we can pull that back together again. In fact, the four 
major container terminal operators loading 80 percent of the con- 
tainers moving around the globe are headquartered in Hong Kong, 
Denmark, Dubai, and Singapore. 

Since September 11, our company has invested over $200 million 
to elevate the security in worldwide facilities. John Meredith is ex- 
ercising, I believe — our CEO — private sector leadership on some- 
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thing that he believes to be one of our times most urgent global pri- 
orities. 

Mr. Chairman, I was profoundly moved by the discourse between 
Governor Kean and Senator Lautenberg on Tuesday when they dis- 
cussed just when is an issue a priority. We believe this is a global 
priority and a true issue of priority. Thank you very much. 

Senator Coleman. Thank you very much, Mr. Gilbert. Mr. 
Clancey. 

TESTIMONY OF JOHN P. CLANCEY, i CHAIRMAN, MAERSK, INC., 
CHARLOTTE, NORTH CAROLINA 

Mr. Clancey. Thank you, Mr. Chairman. As you may know, 
Maersk is one of the largest liner shipping companies in the world, 
serving customers all over the globe. With a fleet numbering more 
than 500 container and 1.4 million operated containers, the A.P. 
Moller Group employs 70,000 people in over 125 countries ships. 

In the United States and in North America, Maersk Inc. rep- 
resents A.P. Moller’s activities with approximately 12,000 Ameri- 
cans working in our terminals and our offices throughout the coun- 
try. The businesses we operate today include liner shipping, ter- 
minal operations, logistics, warehousing and supply chain oper- 
ations, and other activities related to the movement of freight. 

Maersk has been actively involved in maritime security issues for 
many years. Our commitment to security is captured by the watch 
words for the company: “Constant Care.” The security of our con- 
tainers and the integrity of our transportation network are essen- 
tial to our operations at Maersk. As a worldwide company involved 
in many places here and abroad, we are constantly aware of the 
problems of security and safety. 

For many years, cargo moved fluidly through our ports and facili- 
ties, but certainly that changed with the advent of September 11. 

Mr. Chairman, in your letter of invitation, you requested that I 
address certain specific matters. 

Let me begin by commenting on Maersk’s perspective on U.S. 
Government programs related to maritime and port security. Many 
Federal Government programs are successful, but neither the gov- 
ernment nor private industry can achieve maritime security unilat- 
erally. It requires joint efforts. Maersk participates in the Maritime 
Security Program, which we believe provides a cost-efficient way 
for U.S. interests to be guaranteed, while at the same time pro- 
viding benefits to liner companies. In addition, we have entered 
into a variety of U.S. Government programs and pilot projects. For 
example, we were the first enterprise-wide transportation company 
to be validated by C-TPAT. 

Maersk also participates in the Super Carrier Initiative, one of 
approximately 25 ocean carriers working with U.S. Customs and 
CBP in this area. 

Another area of our work with the government involves the issue 
of employee identification cards, and I was pleased to hear from 
Secretary Jackson that we’re finally moving forward on that. 

But we realize that is not enough to make the maritime oper- 
ations within this country secure, so Maersk has intensified our 


^The prepared statement of Mr. Clancey appears in the Appendix on page 212. 
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own efforts through the establishment of a comprehensive security 
policy and a strategy in this regard. 

In short, we agree that maritime security here and abroad can 
be improved, and we are working cooperatively to achieve this ob- 
jective, both in partnership with the government and through our 
own efforts. We have some concerns that government programs not 
be commercially punitive, duplicative, or inconsistent, or add un- 
necessary levels of bureaucracy, and that’s why the partnership is 
so important. 

You inquired about the use of radiation detection equipment, 
which has been well spoken and addressed this morning, at sea- 
ports and the possible impact to our operations. We have had suc- 
cess in working on this matter with CBP, and we strongly support 
it. 

A third area of inquiry relates to foreign ownership of U.S. termi- 
nals. Congressional concern obviously was highlighted with the ac- 
tivities and the possibility of Dubai Ports acquisition in the United 
States, and also the role of investment in marine terminals in the 
United States. 

A marine terminal operating company typically holds a long-term 
lease from a public — local or State — port authority to manage the 
unloading and loading of containers in a marine facility. It is a spe- 
cialized, highly competitive, low-margin business whose tools — a 
dock, a crane, and a parking lot — are in the hands of American 
union labor and American management. 

The shipping industry has always been highly globalized and 
highly competitive. Billions of dollars in foreign investment from 
the Japanese, South Koreans, Danish, British, Chinese, and others 
in this country have led to the success of our ability to grow and 
expand international trade. For example, Maersk alone in the last 
3 years has invested $3 billion in U.S. port projects, and we con- 
tinue to look at other opportunities. Today, foreign-owned compa- 
nies are running the majority of U.S. marine terminals, as Mr. 
Koch addressed. 

Port authorities prefer large, profitable, predictable volumes that 
can only be guaranteed by liner companies, so liner-affiliated, for- 
eign terminal operators are the top priority. 

Second, liner companies prefer handling their own landside oper- 
ations because it is the most expensive component of our entire ac- 
tivity chain. 

Terminal operators today operate with lease agreements typically 
awarded and administered by the local governments. There has 
been no evidence that foreign-controlled companies are less secure, 
or in any way less compliant with security regulations, or in any 
way less cooperative with the U.S. Government, particularly on se- 
curity issues. 

Mr. Chairman, your letter also raised the potential impact from 
a terrorist element smuggling a weapon of mass destruction. I 
think enough has been said absent that this morning, but certainly 
we are concerned and we believe that more can be done. 

Mr. Chairman, finally you asked about specific maritime security 
recommendations. In general, I would encourage policymakers to 
evaluate potential programs with an eye toward trade reciprocity. 
As a carrier that operates in 125 countries around the world. I’ve 
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had the experience to see and experience instances in certain ports 
where it is sometimes a little bit difficult and sometimes very dif- 
ficult to get them to comply with suggestions. So bilateral agree- 
ments, we believe, are mandatory if we are going to be successful, 
particularly as you want to move towards 100 percent inspections. 

Thank you very much. 

Senator Coleman. Thank you very much, Mr. Clancey. I would 
mention this Transportation Worker Identification Card is a big 
deal. And maybe it was you, Mr. Koch, who said that it is probably 
the most significant thing that can be done right now to enhance 
the security of the global supply chain. So I was also pleased that 
we heard the Secretary mention that. 

Let me talk a little bit about foreign ownership first. I have some 
other specific questions, but I wanted to touch upon that first. Mr. 
Clancey, Maersk, you have an American operation of an inter- 
national company. Mr. Gilbert, you have an international company 
that I do not think runs terminals in the United States, but you 
are centered right here. Maybe Mr. Koch should answer this or 
maybe you all can. 

Would there have been anything — just going back to DP World, 
Dubai — would there have been anything that would have precluded 
either economically or operationally from the DP World having an 
American company, an American operation that would have been 
subject to vetting by Homeland Security? It probably would have 
raised, I think, a level of confidence. Is there anything that would 
have precluded that or made that difficult to happen? We never got 
to that point. 

Mr. Koch. Other than Congress? And that was the issue. Really, 
I think Dubai Ports would have been happy to structure that ar- 
rangement to put everything that was in the United States in a 
U.S. corporate structure, as long as, obviously, its ownership inter- 
est could be protected. I think they would have been happy to do 
that. It just got — those kinds of suggestions came up too late to be 
factored into what became a very active, political issue. 

Senator Coleman. Anybody else want to respond to that? 

Mr. Clancey. We have operations very similar to that. One is 
Maersk Line Limited that operates ships for the U.S. Government. 
It is a stand-alone company with clearances, and the chairman of 
that company is the past commander of NATO. They have cor- 
porate governance. They have rules and procedures to manage that 
business as a stand-alone American controlled business, and each 
year it has examined and validated, and it has always been suc- 
cessful. 

Senator Coleman. Mr. Gilbert. 

Mr. Gilbert. In our case, sir, all of the ports that we have in 
those countries are incorporated in those countries, so in Panama, 
let’s say we have 1,608 employees. It’s a registered company in 
Panama, but the majority of the shares that are held of that com- 
pany, in the parent company of HPH. That is repeated in either the 
Bahamas or Poland or Netherlands of the U.K. It is a question of 
they are almost exclusively with the country nationals of that coun- 
try. 

Senator Coleman. I will ask Mr. Koch and Mr. Clancey this, be- 
cause it has to do with the Freeport, Bahamas operation. Part of 
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the Megaports strategy is to work with foreign companies. In fact, 
it is actually easier to work with foreign companies rather than the 
foreign country. It is easier to get the level of cooperation, less dip- 
lomatic hoops to jump through. Mr. Koch and Mr. Clancey, is there 
anything that you are aware of in the proposed Megaports situa- 
tion? We would be working within the Bahamas, in Freeport, with 
a Hutchison operation, where they would be involved in the 
Megaports Initiation defense. Is there anything from a security per- 
spective you think would be problematic about that? 

Mr. Koch. Mr. Chairman, I am not aware of anything that’s 
problematic, and one of the things that’s encouraging about that 
particular project is that it examines how you can do the radiation 
scanning on what remains in the United States an open, unsolved 
problem, which is, how do you do radiation scanning on boxes that 
are going onto trains? 

The present radiation scanning system in the United States is 
most easily implemented for boxes going out a gate, and that is 
fairly easy to set up the screening. There’s a lot of cargo that leaves 
U.S. ports via on-dock rail. The Port of Tacoma, for example, has 
been struggling with this. The project in the Bahamas is testing 
and using a technology that can be put on container handling 
equipment that maybe can answer the question of how to effi- 
ciently screen containers being moved onto on-dock rail and could 
also help maybe be applied in the United States as well. 

Senator Coleman. Mr. Clancey. 

Mr. Clancey. I don’t see any problems whatsoever. Our only con- 
cern is the real-time use of that information, that the instant that 
it’s scanned, within a very short period of time before that con- 
tainer is fluid in our yards, that we’re told it’s a “no go.” We can’t 
make those decisions. We simply can’t call the shipper and say, 
“We’re not going to move your container because we have a con- 
cern.” But if the government and Homeland Security can develop 
a message, working with Customs, to give us immediate alerts, we 
don’t see any issues at all. 

Senator Coleman. I am not going to ask you, Mr. Gilbert, since 
you got a dog in that house. 

Mr. Gilbert. Could I make a comment on the technology though, 
sir? 

Senator Coleman. Please. 

Mr. Gilbert. NNSA brought in a technology that does a primary 
scan and a secondary scan with an isotope. We have taken and put 
this operation where we have dropped the alarm down to the bot- 
tom. We have approximately, at this present time, about 25 percent 
rate of alarms. And then we do a secondary scan. The first scan 
goes at seven kilometers, the second scan at three kilometers. And 
we have, because with the containers at risk, we have a very good 
scan. Whereas, in Hong Kong, we’ve turned the alarm bells off be- 
cause this is a proof of concept, but we have stored the images as 
well as the radiation signatures, and they are available on our 
disk. 

Senator Coleman. One of the questions I have, maybe it is a 
question about technology, one of the concerns — and I think the fig- 
ure was 4 to 6 minutes. I forgot who raised that. I think Mr. Koch. 
You talked about how it takes 4 to 6 minutes for a trained expert 
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to actually analyze the image, and say what is in there. Looking 
to the future, my sense would be that computer programming using 
different algorithms would be able to cut that substantially. Is 
there anything on the horizon with this technology? 

Mr. Koch. We understand that a number of people are working 
exactly on that, but it does require matching an understanding of 
the contents of the container with the image though, which is going 
to require systems integration. Hopefully, that could be done. On 
some commodities, let’s say it’s a light commodity like apparel or 
footwear, anomalous images are probably very easy to identify if 
there is something here that causes a question. On high-density 
cargoes, auto parts, machine parts, things like that, it’s going to be 
a difficult and more serious challenge. But we know, in talking 
with SAIC and other vendors, that they are working assiduously on 
trying to develop software that could be used by the government 
in a reliable way. 

Senator Coleman. Because the issue here really is security. That 
is our concern. Yours is security but also speed. You have to make 
a profit, and those things that slow it down become problematic. 
Through some technology, such as ICIS, speed has not been com- 
promised. I just do not want the bureaucrats to come back and say 
it takes 4 to 6 minutes when I have to believe that you have some 
computer technology that will allow you to do analysis very quick- 
ly. The key here again is to highlight those things that are high 
risk should be scanned at a minimum. 

Mr. Clancey, you talked about the bilateral agreements that 
work in other countries. Senator Levin’s question, and then my fol- 
low-up question, what if the United States simply said to folks in 
Japan, or in Hong Long, or LeHavre, or somewhere else, “We are 
not allowing stuff to go out if it has been identified high risk with- 
out there being some further level of review.” Would that present 
any economic problems, any issues with that? 

Mr. Clancey. I think that if you had the scanners, if we had a 
system that we were comfortable with, and if we had the ability 
to interpret the data in real time and Customs reaches a conclusion 
that there’s an issue here. I’ve worked and lived in a lot of coun- 
tries around the world. I think that if the shipment was held for 
1 hour, 2 hours, or 6 hours, it wouldn’t be an issue. 

Senator Coleman. Mr. Koch. 

Mr. Koch. In listening to the conversation between yourselves 
and Mr. Jackson, I was struck by the question of whether or not 
there is some ambiguity on the term “high risk.” There are cer- 
tainly some things that Customs is going to really want to take a 
close look at and inspect the container, where it’s probably per- 
fectly OK to do that in the U.S. port, if it’s contraband, for exam- 
ple, if it’s drugs, if it’s those kinds of things. 

If, on the other hand, the government actually believes that 
there’s a high risk that this box contains a terrorist potential, that 
should never be allowed to be loaded onto a ship and be brought 
to the United States. 

So I think the term “high risk” is used to describe a whole list 
of things that get triggered in their automated targeting system, 
some of which clearly require inspection in the foreign port, and 
some of which are probably perfectly OK to let in, and then you 
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refuse to release the box at the U.S. port until it’s gone through 
the inspection process. I think maybe some analysis in coming up 
with a clear definition of “high risk” might handle 

Senator Coleman. My problem is I am a former prosecutor, Mr. 
Koch, and I have a kind of philosophy that bad guys tend to hang 
out with bad guys, and if somebody is in the drug and human traf- 
ficking business, and I offered him another $50,000 or $100,000 to 
transport this other piece of cargo, I do not think there would be 
any moral fiber that would say, I should worry about that. And 
that is why if it is high risk, I think we got to take a look at it. 

Mr. Koch. I don’t think there’s an ocean carrier out there that 
would object to the U.S. Government saying, “Do not load any box 
the U.S. Government thought was a high-risk box.” 

Mr. Clancey. If I could add to that, Mr. Chairman, just so that 
you have a frame of reference to discuss this with your colleagues. 
In the peak, that’s the busiest time of our year, each day thousands 
of boxes are rolled, and the roll means they’re left behind. They’re 
left behind because there’s no space on the ship. So physically it’s 
very easy to do, and sometimes it’s a matter of policy. 

Senator Coleman. Mr. Clancey, you said at one point you believe 
we are doing good things but believe more can be done. And my 
last question before I turn to the Ranking Member is, what more 
can be done? What are we not doing we should be doing? And I 
would like each of you gentleman to address that. 

Mr. Clancey. I think that speed and velocity is terribly impor- 
tant. I mean I was not only pleased with Secretary Jackson’s com- 
ments, I was surprised. But I think it is that type of speed execu- 
tion that is terribly important. There’s a lot of things being looked 
at, maybe there’s 100, but there’s probably 5 or 10 you could 
prioritize, implement, and even if they’re not 100 percent perfect at 
this time, put them in place. 

Senator Coleman. And I would like to work with you further for 
you to identify those 5 or 10. We would like to know what the pri- 
vate side is saying and then see if government can move forward. 

Mr. Gilbert. 

Mr. Gilbert. Sir, I think one of the things that came out of DP 
World was the education of the American people, but some way, I 
think that went astray a little bit to fear-mongering as well. I 
think that this dialogue that you are having right now about where 
we are with foreign ownership, I think that needs to be explored 
more. And the public-private partnership is what’s going to come 
from that, but if there’s a fear side to having a public-private part- 
nership with those that have headquarters in Denmark or Singa- 
pore, then that’s going to be a very difficult thing. 

We are going to continue to put money into security because it 
is good for our industry, and the leader of our company believes 
that as an industry leader, that we must do that. But we need that 
to be embraced and worked with as we go forward in these pilots. 
Thank you, sir. 

Senator Coleman. Mr. Koch. 

Mr. Koch. I would agree with Mr. Gilbert and Mr. Clancey’s 
comments. The only things I would add is in terms of priorities, 
first, the focus again on ICIS. How can it be integrated as another 
tool in the toolbox? That obviously means working with Customs 
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very closely on developing acceptable operating protocols and agree- 
ments with foreign governments, because this is international 
trade and we can expect foreign governments to expect reciprocity. 
We can’t just expect everybody in the world to do what we want 
in their ports without us being willing to do the same thing in our 
ports for our export cargo. 

Second, the TWIG, we are looking forward to seeing this move 
forward. 

But third, again, to emphasize that it is important in our view 
to improve the data used for cargo risk assessment. Our strategy 
today is based on risk assessment, and the data being used is good 
but it is limited. The Secure Freight Initiative that DHS has spo- 
ken about as a next-generation strategy, is exceptionally ambitious 
as described, involving great quantities of data from great quan- 
tities of people, potentially going to third party commercial sources 
before being used by the government. That’s a wonderful vision, 
and it’s a great vision, but it’s a very ambitious agenda. We would 
hope that the government would not wait until that is ready to be 
rolled out before we take the next generation of improvement. 

Frankly, today, our customers give the government no data that 
can be used in the before-vessel-loading screening process, and we 
think that ought to be addressed because there are too many holes 
that could be easily closed by either the customer’s entry data 
being provided, just as the carrier’s entry data is provided, or other 
data elements that perhaps the government would want. That data 
should be given to CBP 24 hours prior to vessel loading, so that 
the strategy we have embarked upon of doing the risk assessment 
before vessel loading can be matured into something that we could 
all have more confidence in. 

Senator Coleman. Very helpful, Mr. Koch. Thank you. 

Senator Levin. 

Senator Levin. Thank you, Mr. Chairman. 

I think one of you made reference to the percentage of American 
ports that are operated by foreign companies. Was that you, Mr. 
Koch? 

Mr. Koch. It’s a substantial majority of the terminal operations 
being run by companies that are foreign-owned companies, yes. 

Senator Levin. What percentage of the terminal operations are 
owned by foreign companies in Japanese ports? 

Mr. Koch. I don’t know the answer to that. 

Senator Levin. What would your guess be? 

Mr. Koch. The majority will be Japanese. I remember when 

Mr. Clancey. 100 percent are Japanese. 

Senator Levin. I think that is 

Mr. Clancey. But that’s something the U.S. Government has 
been involved in for a long time. 

Senator Levin. Been involved in allowing that? 

Mr. Clancey. Trying to break that monopoly. 

Senator Levin. Yes, but we have not, have we? 

Mr. Clancey. We have not. That’s the only country in the world 
probably where the monopoly hasn’t been broken. 

Senator Levin. What are you guys going to do about that? Do 
you believe in foreign trade, foreign ownership — Mr. Koch, you are 
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the head of the World Shipping Council. Are the Japanese part of 
that? 

Mr. Koch. Yes, they are. 

Senator Levin. What do they say when they are told, hey, you 
guys do not allow foreign ownership at your ports? 

Mr. Koch. They went through an experience several years ago 
with the Federal Maritime Commission pursuing that quite aggres- 
sively, and several years ago, when I worked for Mr. Clancey and 
we were all at Sealand together, we worked very hard to try to get 
into the Japanese ports, and it’s a difficult problem. 

Senator Levin. Why do we tolerate it? Why do you tolerate it? 
Why don’t you kick them out of your council? 

Mr. Koch. I think the shipping lines that are members of the 
council are responsible operators. 

Senator Levin. We talk about aggressive, but it is hitting your 
head against the wall if it does not succeed, and I find this such 
a one-way street. It is so typical of trade, as far as I am concerned. 
We look at our trade imbalance. Part of it is obviously caused by 
reasons of cheaper labor and a lot of other things, but part of it 
is just caused by closed markets to us, and if you want to hold up 
foreign ownership of ports as being part of a global economy, or 
port facilities here as being part of a global economy, it seems to 
me unless the private sector joins our government in trying to open 
up the Japanese or any other country that closes their market to 
us, it is going to continue to be a far different situation than a two- 
way street in trade. 

I do not know what more I can add on that subject, other than 
to tell you I am not particularly sympathetic in terms of the foreign 
ownership issues until all the countries who do trade with us, par- 
ticularly these countries that have huge balances with us, positive 
trade balances with us, live by the same rules we do. 

So you can pass that angst along, and add it to a long list. 

Mr. Clancey. Yes, Senator, but it’s also true that almost every 
other country in the world allow foreign companies to operate their 
ports and 

Senator Levin. How about the Chinese? 

Mr. Clancey. Yes. 

Senator Levin. So what percentage of Chinese port facilities are 
owned by foreign interests? Do you know offhand? 

Mr. Clancey. Foreign investments. I’d say 30. 

Mr. Gilbert. Well, if you consider Hong Kong 

Senator Levin. No, skip Hong Kong. Are you including Hong 
Kong, Mr. Clancey? 

Mr. Clancey. No, I’m not including Hong Kong. 

Senator Levin. You think it is 30 percent outside 

Mr. Clancey. I would say that of the container activities be- 
tween the Singaporeans, ourselves, Europeans, a lot of private cap- 
ital venture funds, maybe 25 to 30. 

Senator Levin. And how about South Korea, are they open? 

Mr. Clancey. Yes. 

Senator Levin. So a significant percentage of their facilities 
would be owned by foreign interests? 

Mr. Clancey. Not a significant amount, but there’s no limita- 
tions. 
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Senator Levin. And no practical limitations either, OK. There is 
not barriers which are 

Mr. Clancey. No. 

Mr. Gilbert. What has happened, Senator, is a number of coun- 
tries have gone and privatized their ports because they’re looking 
for private capital to come in. If you look at all of the investment 
that’s gone into Korea in the past, it had been U.S. investment that 
turned into DPW investment when that was sold, significant in- 
vestment from Hong Kong and significant investment from Singa- 
pore. 

If you look at the U.K., all of their ports are privatized. We oper- 
ate about 60 percent of it in the north, and P&O Ports, now DPW, 
operates in the south. And that goes around the g:lobe. Actually, 
capital goes where it’s treated well, and in privatizations it is treat- 
ed well. 

Senator Levin. How about Dubai in the Emirates, are their ports 
privately — their operations are owned by foreigners too? 

Mr. Clancey. Correct. 

Mr. Gilbert. I would point out though. Senator, an interesting 
fact, that when Jebel Ali, the biggest port in the Middle East, 
was 

Senator Levin. Where is that? 

Mr. Gilbert. In Dubai. Was constructed, for the first 10 years 
an American company ran that facility. And I know that because 
I was the first port director of that facility. And then they learned 
how to run their own facilities, and then they took them over, and 
in the past 2 years, have been expanding greatly into terminal op- 
erations. 

Senator Levin. Are they currently owned by a foreign interest in 
Dubai or the Emirates? 

Mr. Gilbert. I believe they are all owned by Dubai Port World 
now. If we go to other places such as Salalah, Denmark, A.P. 
Moller has a big facility there, and we have just bought one in 
Oman as well, SLR. 

Senator Levin. Twenty-four million containers come into the 
United States each year, 11 million by sea, 11 million by truck, 2 
million by train, according to the figures I have used. I assume 
those are all filled containers? 

Mr. Koch. For ocean, the inbound trade is generally filled, yes. 

Senator Levin. And how about going out? 

Mr. Koch. A lot of air. 

Senator Levin. A lot of empty containers? 

Mr. Koch. A lot of empties. 

Senator Levin. What percentage of the containers that leave the 
United States leave empty, by sea? 

Mr. Koch. I believe there’s about 7 million export containers, 
and I believe between 6 V 2 and 7 million. I can check that figure 
for you. 

Senator Levin. That go back loaded? 

Mr. Koch. Loaded. 

Senator Levin. So half are loaded, half of them empty. 

Mr. Koch. The carrier will have to reposition the empty from 
here back to Asia to pick up a load, so that you always have to 
maintain equipment balance. 
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Senator Levin. But would you say that of the 11 million coming 
by ocean into the United States, perhaps half go back somewhere 
empty? 

Mr. Koch. Probably not quite that high, but it’s certainly a large 
percentage. 

Senator Levin. Forty to 50 percent? 

Mr. Koch. Forty percent is probably getting close. 

Senator Levin. Would you know the figure by truck? Would any 
of you have an idea by truck? 

[No response.] 

Senator Levin. OK. I think, Mr. Koch, you said it would be 
wrong for Congress to restrict foreign investment in any way in our 
port facilities. Do you consider that the law that we have on the 
books currently, which requires a 45-day formal investigation 
where there is an allegation that a transfer could affect the na- 
tional security of the United States, do you consider that to be an 
inappropriate restriction? 

Mr. Koch. No, sir. 

Senator Levin. Mr. Gilbert, you talked about ICIS, and I am in- 
terested as to whether or not there is any other similar tech- 
nologies being developed, or is ICIS kind of by itself there? 

Mr. Gilbert. It was an engineering and proof-of-concept study, 
and we have told all the vendors that just as we build cranes and 
buy cranes, that we don’t have a specific vendor. So we think that 
if this is accepted, that images as well as radiation screening, then 
we will have the start of a market that many vendors will come 
into, both lowering the cost and increasing the capabilities and 
ability to do better scans and better radiation detection. 

Senator Levin. So those others at that point will be able to uti- 
lize those technologies? They are not patented or not 

Mr. Gilbert. The key is that the radiation portal can be pretty 
much interchanged. The one on the scan, the uniqueness of the 
vendor that has provided to us, is able to open a shutter and close 
a shutter as a truck moves through. So they have that pretty much 
now as a prototype that others have not done. Once that somebody 
knows there’s a market for it, they will be building it quickly. 

Senator Levin. You think then there will be competitors? 

Mr. Gilbert. We absolutely will request competitors for sure. 

Senator Levin. Mr. Gilbert, there have been allegations about 
the relationship between your company and the Chinese Govern- 
ment. Is there any relationship, and if so, what is it? 

Mr. Gilbert. We are a publicly traded company, and we have 
been since we started as the No. 1 company in 1866, with a hand- 
over and reversion in 1997. We became part of a SAR, and the 
whole Hong Kong 

Senator Levin. What is an SAR? 

Mr. Gilbert. The Special Administrative Region of China. 

Senator Levin. OK. 

Mr. Gilbert. And the Hong Kong Exchange fell within that. An 
interesting side, we have HPH is talked about, but actually, HSBC, 
the first director of HPH went to HSBC, the bank, and they’re 
there. We’ve got a particular note because of the fact that we have 
a lot of investment in China, but we have no government shares 
in our company whatsoever. 
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Senator Levin. So the government has no connection to your 
company? 

Mr. Gilbert. Well, we certainly are good citizens in every coun- 
try — 

Senator Levin. I know that, but in terms of ownership or control. 

Mr. Gilbert. There is no ownership or control, sir. 

Senator Levin. Thank you. My time is up. Thank you very much. 
Thank you all. 

Senator Coleman. Thank you, gentlemen. It has been a very in- 
formative, very helpful panel, and we are very appreciative, so 
thank you much. 

With that, this hearing is adjourned. 

[Whereupon, at 12:25 p.m., the Subcommittee was adjourned.] 
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Thank you, Mr. Chairman. I commend you for holding this series of hearings on 
the critically important issue of securing our global supply chain. 

As you know, cargo security is especially important to my state of Hawaii because 
we receive 98 percent of imported goods via the sea. Any interruption in sea com- 
merce would have a staggering impact on the daily lives of the people in Hawaii. 

We must do everything possible to ensure supply chain security while enabling 
and not impeding trade. This balancing act is critical — with no room for error. Pro- 
grams such as the Container Security Initiative (CSI) and the Customs-Trade Part- 
nership Against Terrorism (C-TPAT) are part of that balancing act. 

CSI and C-TPAT have improved global supply chain security, but have not yet 
perfected supply chain security. Our vulnerabilities remain high, and there are con- 
siderable areas for improvement. These programs use voluntarily submitted infor- 
mation to focus scarce screening resources and target high-risk shippers and cargo. 
While all cargo is reportedly screened, only five percent is targeted for inspection. 

Both the Government Accountability Office (GAO) and the Department of Home- 
land Security’s Inspector General have reported glaring weaknesses with Customs 
and Border Protection’s (CBP) targeting methodology and execution. This targeting 
methodology, which forms the backbone of our present inspection process and plays 
a critical role in combating nuclear and radiological smuggling efforts, must be im- 
proved. 

To strengthen our targeting efforts, CBP must also ensure the nation’s intel- 
ligence community is sharing counter-terrorism information to strengthen targeting 
methodologies. Although the number of ports participating in CSI and C-TPAT con- 
tinues to grow, the number of CBP inspectors has not risen correspondingly. Be- 
cause of CBP’s inability to fully staff some ports, 35 percent of shipments are not 
targeted and, therefore, not subject to inspection overseas. GAO pointed out nearly 
a year ago these staffing imbalances and shortfalls. 

But, Mr. Chairman, it is not only GAO who has expressed concern over staffing. 
I’ve been contacted by the National Treasury Employees Union (NTEU) because of 
their concern over a decrease in staffing levels. Without a sufficient number of 
trained inspectors, how can we expect our borders to be protected? More troubling, 
the President’s Budget for fiscal year 2007 requests an increase of only $32 million 
and 21 full-time employees for all CBP operations at ports of entry. This stands in 
contrast with other human capital initiatives within the Department, including a 
$41.7 million or 133 percent increase for funding MaxHR, the new personnel system 
at DHS. I question the Administration’s commitment to address these critical staff- 
ing problems within CBP. 

As I’ve discussed before, I am also concerned about the potentially duplicative pro- 
grams in the newly established Domestic Nuclear Detection Office (DNDO) and the 
National Nuclear Security Administration in the area of radiation detection tech- 
nologies. These technologies must used effectively within the framework CSI and C- 
TPAT. Detection technologies must also be effective at detecting and deterring nu- 
clear or radiological materials while also expediting the flow of commerce. The new 
DNDO runs the risk of becoming another layer of bureaucracy on a crowded organi- 
zational chart, duplicating technologies being developed elsewhere in the federal 
government, and siphoning off scarce science and technology funds from other pro- 
grams. Thank you, Mr. Chairman. 
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Mr. Chairman, Senator Levin, distinguished members of the Permanent 
Subcommittee on Investigations, it is an honor to appear before you today. 
This subcommittee, under both its past and current leadership, has made a 
profound contribution to the national security of the United States. 

Your investigative and oversight work on the question of the safety, secure 
storage, and interdiction of nuclear materials continues to be a vital part of 
the nation’s non-proliferation efforts. I commend this Committee for its 
leadership. 

Mr. Chairman, the National Commission on Terrorist Attacks Upon the 
United States, (better known as the 9/1 1 Commission) made 41 
recommendations when it issued its report in July, 2004. 

We think each of those recommendations is important. The ten former 
Commissioners worked very hard this past year to get those 
recommendations written into law and implemented into action. We made 
some useful progress, but a lot of work remains to be done. 


The Most Important Recommendation 

Of all our recommendations that need attention, surely the most important is 
to prevent terrorists from gaining access to nuclear weapons. These are the 
weapons Usama bin Laden has promised to get and to use. 
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We know that he has been working to acquire them for more than a decade, 
as we document in our report. We know that he has been scammed by con 
artists, but we know he keeps trying. 

Testifying in a Federal courtroom in early 2001, an al-Qaeda member 
explained his mission: “it’s easy to kill more people with uranium.” We 
known bin Laden’s intent. We know he is patient. We know he plans 
carefully. 

We do not think that a nuclear attack is the most likely event. Attacks of the 
kind we saw in Madrid and London mark the more likely pattern. But a 
nuclear event is possible, and it would have profound and incalculable 
consequences. 

It would put millions of lives at risk. It would devastate our economy and 
way of life. It must be elevated above all other problems of national 
security, because it represents the greatest threat to the American people. 

The Commission’s report could not be more clear: “preventing the 
proliferation of these weapons warrants a maximum effort. ...” 


How Are We Doing? 

So how are we doing? What progress are we making against the 
proliferation threat? What progress are we making keeping weapons out of 
the hands of terrorists? 

The Commission believed, as I know Senator Nunn believes, that it is most 
important to secure nuclear materials at their source. The Cooperative 
Threat Reduction Program, better known as the Nunn-Lugar program, is 
carrying out important and useful actions to secure nuclear materials at their 
source, and in some cases to transport materials to more secure locations. 

People in government - especially at the Defense, State and Energy 
Departments - are working hard to implement these programs. I commend 
them for their important work. 

On the policy front there are some positive signs. 
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President Bush and President Putin made an agreement in Bratislava 
last year, and it gave the bureaucracy a push. 

American inspectors now have additional access to weapons storage 
sites in Russia. 

Liability issues — which had delayed efforts to eliminate plutonium 
from dismantled weapons — seem to be getting resolved. 

More of the vulnerable nuclear facilities in Russia are receiving 
security upgrades 

The current Defense Authorization Act includes amendments by 
Senator Lugar that cut bureaucratic red tape and will speed up the 
work of the Nunn-Lugar program. 

These are good steps. But they are not nearly enough. 

What is most striking to us is that the size of the problem still totally dwarfs 
the policy response: 

The Nunn-Lugar program to secure nuclear materials in the former 
Soviet Union is 14 years old. About half of the nuclear materials in 
Russia still have no security upgrades whatsoever. 

At the current rate of effort, it is going to take another 14 long years to 
complete the job. Is there anybody anywhere who thinks we have 14 
years? 

This is unacceptable. Bin Laden and the terrorists will not wait. The 
challenge is bigger than the former Soviet Union: 

o Some 40 countries have the essential materials for nuclear 
weapons. 

o Well over 100 research reactors around the world have enough 
highly-enriched uranium present to fashion a nuclear device. 
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o Too many of these facilities lack any kind of adequate 

protection. The terrorists are smart. They will go where the 
security is weakest. 

Our own agencies need to make protecting the nation from a possible WMD 
attack an absolute priority. We are disappointed to hear, for example, that 
the FBI is not further along on preventing weapons of mass destruction. 

In short, we still do not have a maximum effort against what everybody 
agrees is the most urgent threat to the American people. 


When is an issue a priority? 

Everyone knows when an issue is the highest priority. It is a priority when 
our leaders are talking about it. 

Why isn’t the President talking about securing nuclear materials? 

Apart from the superb efforts of this Committee, why isn’t the 
Congress focused? Why aren’t there more hearings and greater 
Member interest? 

What about the media? Why aren’t the airwaves filled with 
commentary if everyone agrees that the crossroads of terrorism and 
nuclear weapons is the most serious threat to our security? 


Next Steps 

The President should develop a comprehensive plan to dramatically 
accelerate the timetable for securing all nuclear weapons-usable material 
around the world. 

He should request the necessary resources to complete this task. 

He should publicly make this goal his top national security priority, and ride 
herd on the bureaucracy to maintain a sense of urgency. 
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The Congress should provide the resources needed to secure vulnerable 
materials at the fastest possible rate. 

The Congress should work with the President to build public support for this 
effort. 

The President and the Congress need to work together on a bipartisan basis. 
There is simply no higher priority on the national security agenda. 

# 
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“The Limitations of the Current U.S. Government Efforts to Secure the Global 
Supply Chain against Terrorists Smuggling a WMD and a Proposed Way Forward” 

by 

Stephen E. Flynn 

Jeane J. Kirkpatrick Senior Fellow 
for National Security Studies 

Chairman Coleman, Senator Levin, and distinguished members of the Permanent 
Subcommittee on Investigations. I am honored to appear before you again this morning, 
this time alongside Governor Tom Kean, to discuss the vital issue of nuclear smuggling 
and supply chain security. At the outset, Mr. Chairman, I want to thank you for the 
outstanding leadership you have been providing in both raising the profile and advancing 
practical approaches to this complex challenge. You have been hard at work on this issue 
long before the Dubai Ports World controversy made the issue of port and container 
security a hot-button issue here in Washington. I also want to commend the work of Ray 
Shepherd and Brian White of your staff for their tireless oversight of the activities of the 
U.S. government on these issues. I would count Mr. Shepherd and Mr. White along with 
Kathleen Kraninger and Jason Yanussi who are on the staff of the Senate Homeland 
Security and Governmental Affairs committee, as four of the most knowledgeable 
individuals on supply chain and container security in Washington. 

As I will outline below, the Government Accountability Office is largely on the mark in 
highlighting a number of serious shortcomings in the design and execution of the 
radiation detection programs being pursued by the Department of Energy and the 
Department of Homeland Security. However, before getting into the particulars about 
what are the limits of these programs and outlining some recommendations for next steps, 
I think it important to review the nature of the terrorist threat as it relates to this issue. 

Let me share with you the terrorist scenario that most keeps me awake at night that I 
recently shared with the House Armed Services Committee. This scenario has been 
informed by insights provided to me by Gary Gilbert, the Chairman of the Corporate 
Security Council and Senior Vice President for Hutchison Port Holdings (HPH) who will 
be testifying before you on Thursday, March 30"’. 

A container of athletic foot wear for a name brand company is loaded at a manufacturing 
plant in Surabaya, Indonesia. The container doors are shut and a mechanical seal is put 
into the door pad-eyes. These designer sneakers are destined for retail stores in malls 
across America. The container and seal numbers are recorded at the factory. A local 
truck driver, sympathetic to al Qaeda picks up the container. On the way to the port, he 
turns into an alleyway and backs up the truck at a nondescript warehouse where a small 
team of operatives pry loose one of the door hinges to open the container so that they can 
gain access to the shipment. Some of the sneakers are removed and in their place, the 
operatives load a dirty bomb wrapped in lead shielding, and they then refasten the door. 
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The driver takes the container now loaded with a dirty bomb to the port of Surabaya 
where it is loaded on a coastal feeder ship carrying about 300 containers for the voyage to 
Jakarta. In Jakarta, the container is transferred to an Inter- Asia ship which typically carry 
1 200- 1500 containers to the port of Singapore or the Port of Hong Kong. In this case, 
the ships goes to Hong Kong where it is loaded on a super-container ship that carriers 
5000-8000 containers for the trans-Pacific voyage. The container is then off-loaded in 
Vancouver, British Columbia. Because it originates from a trusted-name brand company 
that has joined the Customs-Trade Partnership Against Terror, the shipment is never 
identified for inspection by the Container Security Initiative team of U.S. customs 
inspectors located in Vancouver. Consequently, the container is loaded directly from the 
ship to a Canadian Pacific railcar where it is shipped to a railyard in Chicago. Because 
the dirty bomb is shielded in lead, the radiation portals currently deployed along the U.S,- 
Canadian border do not detect it. When the container reaches a distribution center in the 
Chicago-area, a triggering device attached to the door sets the bomb off 

There would be four immediate consequence associated with this attack. First, there 
would be the local deaths and injuries associate with the blast of the conventional 
explosives. Second, there would be the environmental damage done by the spread of 
industrial-grade radioactive material. Third, there would be no way to determine where 
the compromise to security took place so the entire supply chain and all the 
transportation nodes and providers must be presumed to present a risk of a potential 
follow-on attack. Fourth — and perhaps most importantly — all the current container and 
port security initiatives would be compromised by the incident. 

In this scenario, the container originated from a one of the 5,800 companies that now 
belong to the Customs-Trade Partnership Against Terrorism. It would have transited 
through multiple ports— Surabaya, Jakarta, Hong Kong, and Vancouver — that have been 
certified by their host nation as compliant with the post-9/1 1 International Ship and Port 
Facility Security (ISPS) Code that came into effect on 1 July 2004. Because it came from 
a trusted shipper, it would not have been identified for special screening by the Container 
Security Initiative team of inspectors in Hong Kong or Vancouver. Nor would it have 
been identified by the radiation portal. As a consequence, governors, mayors, and the 
American people would have no faith in the entire risk-management regime erected by 
the administration since 9/11. There will be overwhelming political pressure to move 
from a 5 percent physical inspection rate to a 100 percent inspection rate, effectively 
shutting down the flow of commerce at and within our borders. Within two weeks, the 
reverberations would be global. As John Meredith, the Group Managing Director of 
Hutchison Port Holdings, warned in a Jan 20, 2004 letter to Robert Bonner, the former 
Commissioner of the U.S. Customs and Border Protection: . I think the economic 

consequences could well spawn a global recession - or worse.” 

In short the stakes are enormous. But there are four factors associated with the scenario 
that I just laid out that usefully informs the focus of this hearing. First, the threat is not so 
much tied to seaports and U.S. borders as it is global supply chains that now largely 
operate on an honor system because the standards are so nominal. Second, no 
transportation provider, port operator, or border inspector really know what are in the 
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containers that pass through their facilities and the radiation portal technology currently 
being deployed at U.S. borders and as a part of the Second Line of Defense and 
Megaports programs can be evaded by placing light shielding around a weapon. Third, 
private companies must be a part of the solution since they have huge investments at 
stakes. Fourth, the scenario I just laid out involved Vancouver as the offload port in 
North America, highlighting that the challenge of securing global supply chains can 
involve both port security and border security measures simultaneously. 

I believe that we are living on borrowed time when it comes to facing some variation of 
the scenario I have just laid out. This is because both the opportunity for terrorists to 
target legitimate global supply chains remain plentiful and the motivation for doing so is 
only growing as jihadis gravitate towards economic disruption as a major tactic in their 
war with the United States and the West. Let me elaborate on this latter point. 

The primary conclusion that I reached in researching my book, America the Vulnerable, 
is that Americans and the West much assume that our most critical infrastructures that 
underpin our economy will become the targets of choice for terrorist groups like al- 
Qaeda. This perspective runs contrary to the longstanding view of terrorism that has held 
that terrorists are mainly interested in symbolic and spectacular acts of violence that kill 
lots of people. I point to the attacks on the London public transit system on July 7, 2005, 
to substantiate my thesis. On that day, suicide bombers simultaneously set off their 
explosives in subway cars that were in dark tunnels resulting in far fewer deaths than had 
those same suicide bombers gone to Buckingham palace during the changing of the 
guard. Further, an attack on a public event would have generated far more dramatic 
images since there would have been plenty of cameras on hand to capture the destruction 
and resultant mayhem. But the goal of the London terrorists appears to have been not so 
much about random killings of innocent civilians as it was an attempt to dissuade 
Londoners from using their mass transit system, thereby crippling the city economically. 

This trend towards economic targeting has been growing in Iraq as well. Beginning in 
June 2003, Iraq’s energy sector became a primary target for insurgents. By mid-July 
2005 nearly 250 attacks on oil and gas pipelines had cost Iraq more than $10 billion in 
loss oil revenue. Successful attacks on the electrical grid has kept average daily output at 
5 to 1 0 percent below the prewar level despite the $ 1 .2 billion the United States has spent 
too improve Iraqi electrical production. To be sure, there is amble evidence that the war 
in Iraq has been attracting foreign insurgents and al Qaeda sympathizers to Baghdad 
versus to Main Street. However, this is likely to prove to be a short-term reprieve that 
poses a longer-term danger as insurgents become increasingly skilled at targeting critical 
infrastructure. 

Against this strategic backdrop, I believe there remains too little appreciation within the 
U.S. government that global supply chains and the intermodal transportation system that 
supports them remains a very vulnerable critical infrastructure to mass disruption. 

Instead, U.S. border agencies and the national security community have been looking at 
supply chains as one of a menu of smuggling venues. Some agencies like the Coast 
Guard and the Office of Naval Intelligence has argued that a weapon of mass destruction 
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is more likely to be smuggled into the United States on a fishing vessel, ocean-going 
yacht, or a bulk cargo vessel, rather than in a container. This is probably an accurate 
assumption in the case of a nuclear weapon. A nuclear weapon would be such a high- 
value asset to a terrorist organization that they would be unlikely to surrender custody of 
it to unwitting third parties to transport it. But the opposite reason applies to a “dirty 
bomb” which is more commonly referred to by national security experts as a “weapon of 
mass disruption” because its lethality is fairly limited, a factor primarily of the 
conventional explosives with which it is made. The radioactive material contained in the 
bomb would create costly environmental damage and potentially some long term health 
risks for those who were exposed, but not immediate deaths. The fact that a “dirty bomb” 
is suited for disruption makes it an ideal weapon to set off within the intermodal 
transportation system, precisely because it would generate the kinds of consequences that 
my scenario portends. 

For the foreseeable future, the material to make a dirty bomb will likely be available 
throughout the international community despite even stepped-up counter-proliferation. 
This is because the radioactive materials that can be used in the construction of these 
weapons are becoming more widely available as sophisticated medical and engineering 
equipment are purchased and used throughout the international community. As Gene 
Aloise of the Government Accountability Office will testify to in the next panel, 
according to the International Atomic Energy Agency, between 1993 and 2004, there 
were 662 confirmed cases of illicit-trafficking in nuclear and radiological materials 
worldwide, over 400 of which involved radioactive materials that could be used to 
produce a radiation dispersal device or “dirty bomb.” These materials have been finding 
their ways to black markets and will continue to do so. 

It is against this threat backdrop that we should evaluate the effectiveness of U.S. 
government programs who aim to confi-ont this threat. 

The possibility that terrorists could compromise the maritime and intermodal 
transportation system and global supply chains has led several U.S. agencies to pursue 
initiatives designed to manage this risk. The U.S. Coast Guard chose to take primarily a 
multilateral approach by working through the London-based International Maritime 
Organization to establish new international standards for improving security practices on 
ocean-going vessels and within ports, called the International Ship and Port Facility Code 
(ISPS). As of July 1 , 2004, each member state was obliged to certify that the ships that 
fly their flag or the facilities under their jurisdiction are compliant. The Coast Guard also 
requires that ships destined for the United States provide a notice of their arrival a 
minimum of 96 hours in advance to include a description of their cargoes and a crew and 
passenger list. The agency then assesses the potential risk the vessel might pose and if 
the available intelligence indicates a pre-arrival boarding might be warranted, it arranges 
to intercept the ship at sea or as it enters the harbor in order to conduct an inspection. 

The U.S. Customs and Border Protection Agency (CBP) has pursued a mix of unilateral, 
bilateral, and multilateral approaches. First, U.S. customs authorities mandated that 
ocean carriers electronically file cargo manifests outlining the contents of containers 
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destined for the United States 24 hours in advance of their being loaded in an overseas 
port. These manifests are then analyzed against the intelligence and other databases at 
CBP’s new National Targeting Center to determine if the container may pose a risk. If 
the answer is yes, it will likely be inspected overseas before it is loaded on a U.S.-bound 
ship under a new protocol called the Container Security Initiative (CSI). As of March 
2006, there were 43 CSI port agreements in place where the host country permits U.S. 
customs inspectors to operate within its jurisdiction and agrees to conduct pre-loading 
inspections of any containers targeted by them. 

Decisions about which containers will not be subjected to an inspection are informed by 
an importer’s willingness to participate in another post-9/] 1 initiative known as the 
Customs-Trade Partnership against Terrorism (C-TPAT). C-TPAT importers and 
transportation companies voluntarily agree to conduct self-assessments of their company 
operations and supply chains and then put in place security measures to address any 
security vulnerabilities they find. At the multilateral level, U.S, customs authorities 
have worked with the Brussels’ based World Customs Organization on establishing a 
new non-binding framework to improve trade security that all countries are being 
encouraged to adopt. 

In addition to these Coast Guard and Customs initiatives, the U.S. Department of Energy, 
Department of State, and Department of Defense have developed their own programs 
aimed at the potential weapons of mass destruction threat. They have been focused 
primarily on developing the means to detect and intercept a “dirty bomb” (a conventional 
explosive device that contains radioactive materials used in commercial applications), the 
fissile ingredients such as plutonium and highly-enriched uranium used in the 
construction of a nuclear weapon, and a nuclear weapon itself. The Energy Department 
has been funding and deploying radiation sensors in many of the world’s largest ports as 
a part of a program called the Megaport Initiative. These sensors are designed to detect 
radioactive material within containers while trucks drive past them. The State 
Department is spearheading the Export Control and Related Border Security Assistance 
Program that includes providing equipment and training for border control agencies. 
Department of Defense has undertaken a “Proliferation Prevention Initiative” that 
involves obtaining permission from seafaring countries to allow specially trained U.S 
Navy boarding teams to conduct inspections of a flag vessel on the high seas when there 
is intelligence that points to the possibility that smuggled nuclear material or a weapon 
may be part of the ship’s cargo. 

Finally, in September 2005, the White House has weighed in directly on container 
security as a part of its new “National Maritime Security Strategy”. The strategy creates 
an interagency process to oversee the development of eight supporting plans. These 
include an “International Outreach and Coordination Strategy,” a “Maritime 
Transportation System Security Plan,” and a “Maritime Infrastructure Recovery Plan,” 
The stated objective of the strategy and these plans is to “present a comprehensive 
national effort to promote global economic stability and protect legitimate activities while 
preventing hostile or illegal acts within the maritime domain.” 


5 



121 


On its face, this vast menu of U.S. government initiatives since 9/1 1 suggests substantial 
progress is being made in securing the global trade and transportation system. 
Unfortunately, all this activity should not be confused with real capability. For one thing, 
the approach has been a piecemeal one, with each agency pursuing its signature program 
or programs with little regard for the other initiatives. There are also vast disparities in 
the resources that the agencies have been allocated. But more problematic are some of 
the questionable assumptions about the nature of the terrorist threat that underpin these 
programs. Further, in an effort to secure funding and public support, agency heads and 
the White House have oversold the contributions these new initiatives are making 
towards addressing a very complicated and high-stake challenge. Against a backdrop of 
inflated and unrealistic expectations, the public will be highly skeptical of official 
assurances in the aftermath of a terrorist attack involving the intermodal transportation 
system. Absent change, in the scramble for fresh alternatives to reassure an anxious and 
angry citizenry, the White House and Congress are likely to succumb to the political 
pressure to impose draconian inspection protocols that will dramatically raise costs and 
the disrupt the cross-border trade flows. 

The new “risk management” programs advanced by the Customs and Border Protection 
Agency (CBP) are especially vulnerable to being discredited should terrorist succeed at 
turning a container into a poor-man’s missile. Before stepping down as Commissioner in 
late-November 2005, the agency’s head, Robert Bonner, maintained in public speeches 
and in testimony before Congress that his inspectors were: “inspect[ing] all high risk 
cargo containers.” Implicit in that assertion is that Americans should be confident that 
the intelligence and the analytical tools that supported his agency’s targeting system 
could be counted upon to pinpoint the small universe of containers that might present a 
risk. As such, routinely allowing 95 percent of containerized shipments to enter the 
United States without any physical examination should not be a source of concern. 

Former-Commissioner Bonner is correct in identifying that statistically, only a tiny 
percentage of containers pose any potential security risk. However, the devil is in the 
details of how to identify just where the needles might lie within a huge haystack. 
Unfortunately, CBP’s risk-management framework is not up to that task. The fact is that 
there is very little counter-terrorism intelligence available to support the agency’s 
targeting system. That leaves customs inspectors to rely primarily on their past 
experience in identifying criminal or regulatory misconduct to determine if a 
containerized shipment might potentially be compromised for nefarious purposes. This 
should not inspire confidence given the fact that the Government Accountability Office 
(GAO) in testimony before the May 2005 hearings of this Committee, and the U.S. 
Department of Homeland Security’s own Inspector General have documented glaring 
weaknesses with the methodology, underlying assumptions, and execution of customs 
targeting practices. 

Prior to 9/1 1, the cornerstone of the risk assessment framework used by customs 
inspectors was to identify “known shippers” that had an established track record of being 
engaged in legitimate commercial activity and playing by the rules. Since 9/11, the 
agency has built on that model by extracting a commitment from shippers to follow the 


6 



122 


supply chain security practices outlined in the Customs-Trade Partnership against 
Terrorism (C-TPAT). As long as there is not specific intelligence to tell inspectors 
otherwise, shipments from C-TPAT companies are viewed as presenting little risk. 

The problem with this approach is that what may have made sense for combating crime 
does not automatically translate to combating determined terrorists. When it comes to 
warding off criminals, private companies can indeed put in place meaningful security 
safeguards that can deter criminals from exploiting legitimate cargo and conveyances for 
illicit purposes. This is because good internal controls raise the risk over time that 
criminals that try and penetrate the operations of a legitimate company will be caught and 
their illicit enterprise will be shut down. Organized crime groups want to maximize their 
profits by sustaining ongoing conspiracies. As such they tend to gravitate towards the 
places where the controls are weakest, and law enforcement’s reach is only episodic. 

But a terrorist attack involving a weapon of mass destruction differs in three important 
ways from organized criminal activity. First, it is likely to be a one-time operation and 
most private company security measures are not designed to prevent single event 
infractions. Instead, corporate security officers try to detect infractions when they occur, 
and conduct credible investigations after the fact that support imposing sanctions in order 
to foster a culture of compliance within the workplace. This approach tends to work in 
deterring most employees from being drawn into an ongoing criminal enterprise. 
However, it is not up to the task of detecting and preventing a situation where a terrorist 
organization seduces or intimidates an employee with a one-time offer or threat that he or 
she cannot refuse. 

Second, terrorists are likely to find it particularly attractive to target a legitimate company 
with a well-known brand name precisely because they can count on these shipments 
entering the United States with a only a cursory look or no inspection at all. It is no 
secret which companies are viewed by U.S. customs inspectors as “trusted” shippers. 
Many companies who have enlisted in C-TPAT have advertised their participation in 
press releases or with postings on their website. In public speeches, senior U.S. customs 
officials have singled out several large companies by name as model participants in the 
program. So all a terrorist organization need do is to find a single weak link within a 
“trusted” shipper’s complex supply chain, such as a poorly paid truck driver taking a 
container from a remote factory to a loading port. They can then circumvent the 
mechanical door seal and gain access to the container in one of the half-dozen ways well- 
known to experienced smugglers. Since inspectors view past performance as the primary 
indicator of current and future compliance, as long as the paperwork is in order, the 
compromised cargo container almost certainly will be cleared to enter a U.S. port without 
anyone ever looking at it. 

There is third important reason why terrorists would be more willing than criminals to 
exploit the supply chains of well-established companies. By doing so, they can count on 
generating far greater economic disruption. This is because once a dirty bomb arrives in 
the United States via a trusted shipper, the risk management system that customs 
authorities are relying on will come under withering scrutiny. In the interim, it will 
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become politically impossible to treat cross-border shipments by other trusted shippers as 
low risk. When every container is assumed to be potentially high risk, everything must 
be examined which translates into putting the interraodal transportation system into 
gridlock. 

The International Ship and Port Facility Security (ISPS) code will only contribute to the 
problem of managing the aftermath of a terrorist attack involving an established importer. 
This is because all containers arriving in a U.S. port today are being handled by marine 
terminals and are being carried aboard vessels that have been certified by their host 
government as compliant with the code. There are no exceptions because if the loading 
facility or ship were not so certified, it would be denied permission by the U.S. Coast 
Guard to enter a U.S. port. Accordingly, the credibility of the ISPS code as a risk 
management tool is not likely to survive the aftermath of a terrorist attack involving a 
maritime container. 

Since the container security initiatives that have been implemented by the Coast Guard 
and Customs and Border Protection Agency after 9/11 are not posing a meaningful 
barrier to determined terrorists, presumably one could look to the radiation sensors being 
deployed by the U.S. Department of Energy to provide a meaningful deterrent. Alas, the 
technology currently being deployed around the world as a part of the Second Line of 
Defense and Mageport programs is not up to the task of detecting a nuclear weapon, a 
lightly shielded “dirty bomb,” or highly enriched uranium. This is true not simply 
because there are problems at many foreign jurisdictions in keeping the detection 
equipment properly calibrated and in working condition as will be outlined in Mr. 
Aliose’s testimony. But there is a more basic problem which is that nuclear weapons 
give off very little radioactivity since they are extremely well-shielded so that they can be 
readily handled. In the case of a “dirty bomb” — as in the scenario I outlined at the start 
of my testimony — a terrorist who obtained or manufactured a dirty bomb is likely to take 
the necessary precaution of placing it in a container lined with lead. The result will be 
that even a properly calibrated radiation sensor is unlikely to be able to detect the very 
low levels of radioactivity to register an alarm. Finally, highly enriched uranium, which 
is used in the construction of a nuclear weapon, has such a long half-life that it emits too 
little radiation to be readily detected as well. 

This leaves as the final safeguard the radiation portals put in place by CBP at the exit of 
gates of U.S. ports or at our border crossings with Canada and Mexico. Outside of the 
fact that a container that might contain a dirty bomb can expect to spend a day or more 
within the terminal before passing by this detection equipment, thereby placing the port 
facility itself at risk in the interim, the radiation portals used by CBP suffers from the 
same limitation as those operating overseas under DOE’s auspices. 

In the end, the container security measures being pursued by the U.S. government 
resembles a house of cards. In all likelihood, when the next terrorist attack occurs on 
U.S. soil and it involves a maritime container it will have come in contact with most or 
even all the these new security protocols. That is, the container likely will be from a C- 
TPAT company. It will have originated or been transshipped through a CSI port. It will 
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have been handled in an ISPS compliant marine facility and crossed the ocean on an ISPS 
complaint ship. It will have passed through a radiation portal and gone undetected. As a 
consequence, when the attack happens, the entire security regime will implicated 
generating tremendous political pressure to abandon it. 

We can do better. With relatively modest investments and a bit of ingenuity, the 
international intermodal system and global supply chains can have credible security white 
simultaneously improving their efficiency and reliability. What is required are a series 
of measures that collectively enhance visibility and accountability within global supply 
chains. 

As a starting point, the United States should work with the Association of Southeast 
Asian Nations (ASEAN) and the European Union (EU) in authorizing third parties to 
conduct validation audits of the security protocols contained in the International Ship and 
Port Facility Security Code and the World Customs Organization’s new framework for 
security and trade facilitation. The companies carrying out these inspections should be 
required to post a bond as a guarantor against substandard performance and be provided 
with appropriate liability protections should good-faith efforts prove insufficient to 
prevent a security breech. A multilateral auditing organization made up of experienced 
inspectors and modeled on the International Atomic Energy Commission should be 
created to periodically audit the third party auditors. This organization also should be 
charged with investigating major incidents and when appropriate, recommend changes to 
established security protocols. 

To minimize the risk that containers will be targeted by terrorist organizations between 
the factory and a loading port, the next step must be for governments to create incentives 
for the speedy adoption of technical standards developed by the International Standards 
Organization for tracking a container and monitoring its integrity. The Radio Frequency 
Identification (RFID) technologies now being used by the U.S. Department of Defense 
for the global movement of military goods can provide a model for such a regime. 

Washington should next embrace and actively promote the widespread adoption of a 
novel container security project being sponsored by the Container Terminal Operators 
Association (CTOA) of Hong Kong. Mr. Chairman, I know that you have seen this pilot 
in operation this past December, and just this weekend, two of your colleagues. Senator 
Lindsey Graham and Senator Charles Schuraer have done so as well. On April 1, 2006, 
DHS Secretary Michael Chertoff will be visiting Hong Kong to examine the pilot as well. 

As you know, starting in late 2004, every container arriving in the two main truck gates 
of two of the busiest marine terminals in the world are, at average speeds of 1 5 kph, have 
been passing through a gamma ray machine to scan its contents, a radiation portal to 
record the levels of radioactivity found within the container, and optical character 
recognition cameras which photograph the number painted on the top, back, and two 
sides of the container. These scanned images, radiation profiles, and digital photos are 
then being stored in a database for customs authorities to immediately access if and when 
they want. 
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The marine terminals in Hong Kong led by Group Managing Director John Meredith of 
Hutchison Port Holdings and Managing Director Sean Kelly of Modem Terminals have 
invested in this system for three reasons. Most importantly, they are hoping that this 100 
percent scanning regime will deter a terrorist organization from placing a weapon of mass 
destmction in a container passing through their port facilities. Because the contents of 
every container are being scanned, should a terrorist organization try to shield a 
radioactive bomb or fissile material to defeat the radiation portals, it will be relatively 
easy to detect the shielding material because of its density. A second reason for making 
this investment is to minimize the potential disruption associated with targeting 
containers for an inspection at the loading port. The system will allow the container to 
receive a preliminary inspection remotely without the container having to be removed 
from the marine terminal, transported to an inspection facility operated by Hong Kong 
customs authorities, and after the inspection, returned to the terminal but likely too late to 
be loaded on the ship for its scheduled voyage. The third reason is that by maintaining a 
record of the contents of every container entering their terminal, the port is able to 
provide government authorities with a forensic tool that can support a follow-up 
investigation should a container still slip through with a weapon of mass destruction. 

This tool would allow authorities to quickly isolate to a single supply chain where the 
security compromise took place, thereby minimizing the risk that a port-wide shut down 
will be necessary. In other words, by scaiming every container, the marine terminals in 
Hong Kong are well positioned to indemnify the port for security breeches that occur 
upstream. As result, a terrorist would be unable to successfully generate enough fear and 
uncertainty to warrant shutting down one of the most important transportation hubs of the 
global trade system. 

This low-cost system of inspection is being carried out without impeding the operations 
of these very busy marine terminals. It could be put in place in every major container 
port in the world at an estimated cost of $1.5 billion or approximately $10-25 per 
container, depending on the volume of containers moving through the terminal. The 
system could be paid for by authorizing ports to collect user fees that cover the costs 
associated with purchasing the equipment, maintaining its upkeep, and investing in 
upgrades when appropriate. Once such a system is operating globally, each nation would 
be in a position to monitor its exports and to spot-check their imports against the images 
first collected at the loading port. 

From the standpoint of U.S. security, the biggest value of this system should it be widely 
deployed are twofold. First, it provides a powerful deterrent to discourage terrorists from 
exploiting global supply chains as a conduit for a weapon of mass destruction. This 
importantly also includes its counterproliferation potential. If such a system were in 
place in the terminals owned and operated by Hutchison Port Holdings and Dubai Port 
World in the port of Karachi Pakistan, it would make that port a far less attractive place 
through which to smuggle nuclear materials to the Middle East. The same holds true of 
ports along coastal China near North Korea. Second, it creates a powerful deterrent to 
discourage terrorists from targeting the global supply chains with a “dirty bomb” since 
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the inspection system will make the intermodal system far more resilient in managing a 
breach of security without a wholesale shutdown of the trade system. 

The total cost of third party compliance inspections, deploying “smart” containers, and 
operating a cargo scanning system such as the one being piloted in Hong Kong likely 
reach $50 to $100 per container depending on the number of containers an importer has 
and the complexity of its supply chain. Such an investment would allow container 
security to quickly move from the current “trust, but don’t verify” system to a “trust but 
verify” one. Can industry afford the cost of this regime? Even if the final price tag came 
in at $100 additional cost per container, it would raise the average price of cargo moved 
by Wal-Mart or Target by only .2 percent. What importers and consumers are getting in 
return for that investment is both the reduced risk of a catastrophic terrorist attack and the 
cascading economic consequences flowing from such an attack. 

Happily, developing the means to track and verify the status of containers provides 
benefits that go beyond security. This is because there is a powerful commercial case for 
constructing this capability as well. When retailers and manufaeturers can monitor the 
status of all their orders, they can confidently reach out to a wider array of suppliers to 
provide them what they need at the best price. They also can trim their overhead costs by 
reducing inventories with less risk that they will be left short. 

Transportation providers will benefit from greater visibility as well. Terminal operators 
and container ships, that have earlier and more detailed information about incoming 
goods, can develop load plans for outbound vessels in advance and direct truck 
movements with greater efficiency. 

Greater visibility also brings potential benefits for dealing with insurance issues. 

Knowing precisely where and when a theft takes place makes it easier to decipher the 
nature of the threat and to identify what breaches, if any, contributed to the loss. When 
there is damage, it is much easier to track down the responsible parties. In short, rather 
than spreading the risk across the entire transportation community, insurance premiums 
can be more carefully tailored. In turn, that creates a stronger market incentive for all the 
participants in the supply chain to exercise greater care. 

Even if there were no terrorist threat, there are ample reasons for individual governments, 
ASEAN, the European Union, WTO, and other regional and international organizations 
to place port, border, and transportation security at the top of the multilateral agenda. 
Enhance controls within the global trade lanes will help all countries reduce theft; stop 
the smuggling of drugs, humans, and counterfeit goods; crack down on tariff evasion; and 
improve export controls. 

At the end of the day, confronting the nuclear smuggling threat requires that we take the 
post-9/1 1 security framework the U.S. government has been developing largely on the fly 
over the past four years, and quickly move it to the next generation of initiatives that 
build on the original framework. We have a version 1 .0. We need a version 2.0. The 
three key ingredients of getting from where we are to where we must be are: (1) to 
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recognize that it is a global network that we are trying to secure; (2) that much of that 
network is owned and operated by private entities, many who have foreign ownership so 
U.S, government must be willing and able to work with those companies as well as their 
host governments so as to advance appropriate safeguards, and (3) both Congress and the 
White House should embrace a framework of "trust but verify," in President Ronald 
Reagan's phrase, based on real global standards and meaningful international oversight. 

Thank you and I look forward to responding to your questions. 


Stephen Flynn is the author of America the Vulnerable. He is currently writing a new 
book to be published by Random House in Fail 2006 entitled, The Edge of Disaster: 
Catastrophic Storms, Terror, and American Recklessness. He is the inaugural occupant of 
the Jeane J. Kirkpatrick Chair in National Security Studies at the Council on Foreign 
Relations. Dr. Flynn served as Director and principal author for the task force report 
America: Still Unprepared — Still in Danger,” co-chaired by former Senators Gary Hart 
and Warren Rudman. Since 9/11 he has provided congressional testimony on homeland 
security matters on fifteen occasions. He spent twenty years as a commissioned officer in 
the U.S. Coast Guard including two commands at sea, served in the White House Military 
Office during the George H.W. Bush administration, and was director for Global Issues 
on the National Security Council staff during the Clinton administration. He holds a 
Ph.D. and M.A.L.D. from the Fletcher School of Law and Diplomacy and a B.S. from the 
U.S. Coast Guard Academy. 
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What GAO Found 

Regarding the deployment of radiation detection equipment in foreign 
countries, DOE, DOD, and State have spent about $178 million since fiscal 
year 1994 to provide equipment and related training to 36 countries. For 
example, through the end of fiscal year 2005, DOE's Second Line of Defense 
program had completed installation of equipment at 83 sites, mostly in 
Russia. However, these agencies face a number of challenges that could 
compromise their efforts, including corruption of foreign border security 
officials, technical limitations and inadequate maintenance of some 
equipment, and the lack of supporting infrastructure at some border sites. To 
address these challenges, U.S, agencies plan to take a number of steps, 
including combating corruption by installing multitiered communications 
systems that establish redundant layers of accountability for alarm response. 
State coordinates U.S. programs to limit overlap and duplication of effort. 
However, State’s ability to carry out this role has been limited by 
deficiencies in its mterg^ency strategic plan and its lack of a comprehensive 
list of all U.S. radiation detection equipment provided to other countries. 

Domestically, DHS had installed about 670 radiation portal monitors through 
December 2005 and provided complementary handheld radiation detection 
equipment at U.S. ports of entry at a cost of about $286 million. DHS plans to 
install a total of 3,034 radiation portal monitors by the end of fiscal year 2009 
at a total cost of $1.3 billion. However, the final costs and deployment 
schedule are highly uncertain because of delays in releasing appropriated 
funds to contractors, difficulties in negotiating with seaport operators, and 
uncertainties in the type and cost of radiation detection equipment DHS 
plans to deploy. Overall, GAO found that U.S. Customs and Border 
Protection (CBP) officers have made progress in using radiation detection 
equipment correctly and adhering to inspection guidelines, but CBP’s 
secondaiy inspection procedures could be improved. For example, GAO 
recommended that DHS require its officers to open containers and inspect 
them for nuclear and radioactive materials when they cannot make a 
determination from an external inspection and that DHS work with the 
Nuclear Regulatory Commission (NRC) to institute procedures by which 
inspectors can validate NRC licenses at U.S. ports of entry. 
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Mr. Chairman and Members of the Subcommittee: 

I am pleased to be here today to discuss our work on U.S. government 
programs to combat nuclear smuggling through the deployment of 
radiation detection equqiment at border crossings and other ports of entry 
both in foreign countries and in the United States.' According to the 
International Atomic Energy Agency, between 1993 and 2004, there were 
662 confirmed cases of illicit trafficking in nuclear and radiological 
materials worldwide. Twenty-one of these cases involved material that 
could be used to produce a nuclear weapon, and over 400 involved 
materials that could be used to produce a device tt\at uses conventional 
explosives with radioactive material (known as a “dirty bomb”). Especially 
in the aftermath of the attacks on September 11, 2001, there is heightened 
concern that terrorists may try to smuggle nuclear material or a nuclear 
weapon into the United States. This could happen in several ways: nuclear 
materials could be hidden in a car, train, or ship; sent through the mail; 
carried in personal luggage through an airport; or walked across an 
unprotected border. If terrorists were to accomplish this, the 
consequences could be devastating to our national and economic 
interests. 

In response to these threats, four U.S. agencies, the Departments of 
Energy (DOE), Defense (DOD), State (State), and Homeland Security 
(DHS), implement programs to combat nuclear smuggling in foreign 
countries and in the United States. Regarding U.S. efforts in other 
countries, the first major initiatives to combat nuclear smuggling during 
the 1990s concentrated on deploying radiation detection equipment at 
borders in countries of the former Soviet Union. One of the main U.S. 
programs providing radiation detection equipment to foreign governments 
is DOE’S Second Line of Defense program, which began installing 
equipment at key sites in Russia in 1998. In 2003, DOE began a second 
program, the Megaports Initiative, to combat nuclear smuggling at major 


'See GtAO, Combaiing Nwdear Smuggling: DHS Has Made Progress Deploying Radiation 
Detection Equipment at U.S. Ports of Entry, but Concerns Remain, GAO-0&^89 
(Washin^n, D.C.; Meir. 22, 2006) and Combating Nuclear SmTiggling: Corruption, 
Maintenance, and Coordination Problems Challenge U.S. Efforts to Provide Radiation 
Detection Equipment to Other Countries, GAO-06-311 (Washington, D.C.: Mar. 14, 20)6). 
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foreign seaports.* In addition to DOE’s efforts, two DOD programs have 
provided radiation portal monitors, handheld equipment, and radiation 
detection training to 8 countries in the former Soviet Union and Eastern 
Europe. Similarly, three State programs have provided radiation detection 
equipment and training to 31 countries since fiscal year 1994. 

Regarding efforts to combat nuclear smuggling in the United States, DHS 
is responsible for providing radiation detection capabUities at U.S. ports of 
entry. Until April 2005, U.S. Customs and Border Protection (CBP) 
managed this program. However, on April 15, 2005, the President directed 
the establishment, within DHS, of the Domestic Nuclear Detection Office 
(DNIX)), whose duties include acquiring and supporting the deployment 
of radiation detection equipment.’ CBP continues its traditional screening 
function at ports of entry to prevent illegal immigration and interdict 
contraband, including the operation of radiation detection equipment. 

DHS is deploying portal monitors in five phases: international mail and 
express courier facilities; northern border crossings; major seaports; 
southwestern border crossings; and all other categories, including 
international airports and remaining border crossings, seaports, and rail 
crossings. Generally, CBP prioritized these categories according to their 
perceived vulnerability to the threat of nuclear smuggling (rather than 
through a formal risk assessment). 

My testimony summarizes the findings of our two reports being released 
today on U.S. programs to combat nuclear smuggling. Specifically, I will 
discuss (1) the progress made by the various federal agencies tasked with 
installing radiation detection equipment at ports of entry in foreign 
countries and the challenges these agencies face and (2) DHS’s efforts to 
install radiation detection equipment at U.S. ports of entry and challenges 
DHS faces in completing its program. 


*ln addition to the two reports being released tod^, in March 2006 we reported on DOE'S 
Megaports Initiative. For addiUonal information, see GAO, Preventing Nuclear Smuggling: 
DOE Has Made Limited Progress in Installing .Radiation Detection Equipment at 
Highest Priority Foreign Seaports, GAO-05^75 (Washington. D.C.: Mar. 31, 2005). Through 
the end of fiscal year 20(e, DOE had ^pent about $101 ndllion to complete inst^lations at 
four ports in Greece, the Netherlands, Sii Lanka, and the Bahamas. DOE anticip^s 
completing an additional port in Spain in April 2006. DOE has signed agreements to begin 
work at ports in seven other countries (China, Honduras, Israel, Oman, the Philippines, 
Thailand, and the United Arab Emirates). 

’See National Security Presidential Directive No. 43/Hom8land Security Presidential 
Directive No. 14, Domestic Nuclear Detection (Apr. 15, 2005). 
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Summary 


Regarding deployment of radiation detection equipment in foreign 
countries, DOE, DOD, and State have spent a total of about $178 million 
since fiscal year 1994 to provide assistance to 36 countries. For example, 
DOE’S Second line of Defense program has installed equipment at 83 sites, 
mostly in Russia, at a cost of about $130 nuUion. However, DOE, DOD, and 
State face challenges that could compromise their programs’ effectiveness, 
including (1) corruption of foreign border security officials, (2) technical 
limitations of some equipment at foreign sites, (3) problems with 
maintenance of some handheld equipment, and (4) the I^k of 
infrastructure and harsh environmental conditions at some border sites. 

According to officials from several countries we visited, corruption is a 
pervasive problem within border security organizations. DOE, DOD, and 
State officials told us they are concerned that corrupt foreign border 
security personnel could compromise the effectiveness of U.S.-ftmded 
radiation detection equipment by either turning off equipment or ignoring 
alarms. To mitigate this threat, DOE and DOD plan to deploy 
communications links between individual border sites and national 
command centers so that alarm data can be simultaneously evaluated by 
multiple officials. 

Some portal monitors that State and other U.S. agencies previously 
installed at foreign border sites have technical limitations and can only 
detect gamma radiation, which makes them less effective at detecting 
weapons-usable nuclear material than equipment with both gamma and 
neutron radiation detection capabilities. Since 2002, DOE has maintained 
this equipment but has only upgraded equipment at one site. Until the 
remaining sites receive equipment with both gamma and neutron detection 
capabilities, they will be vulnerable to certain forms of nuclear smuggling. 

DOE has not systematically maintained handheld radiation detection 
equipment provided by State and other agencies. As a result, many pieces 
of handheld equipment, which are vital for border officials to conduct 
secondary inspections, may not function properly. 

Finally, many border sites are located in remote areas that often do not 
have access to infrastructure essential to operate radiation detection 
equipment and associated communication systems. AdtUtionally, 
environmental conditions at some sites, such as extreme heat, can affect 
equipment performance. To mitigate these concerns, DOE, DOD, and State 
have provided generators and other equipment at remote border sites to 
ensure stable electricity supplies and, when appropriate, heat shields or 
other protection to ensure the effectiveness of radiation detection 
equipment. 
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In addition, State is tlie lead interagency coordinator charged with limiting 
overlap and duplication of effort among U.S. programs, but its ability to 
carry out this role has been limited by deficiencies in its strategic plan for 
interagency coordination mid its lack of a comprehensive list of all U.S. 
radiation detection equipment provided to other countries. 

Regarding deployment of radiation detection equipment at U.S. ports of 
entry, through December 2005, DHS had installed about 670 portal 
monitors — about 22 percent of the portal monitors DHS plans to deploy — 
at U.S. border crossings, se^orts, and international mail and express 
courier facilities at a cost of about $286 million. DHS plans to deploy a 
total of 3,034 portal monitors by 2009 at a total cost of $1.3 billion. 
However, the final costs and deployment schedule are highly uncertain 
because of delays in releasing appropriated funds to contractors, 
difficulties in negotiating with seaport operators, and uncertainties in the 
type and cost of radiation detection equipment DHS plans to deploy. 
Specifically; 

• DHS’s cumbersome review process for providing requested information to 
the Congress has resulted in funds being unavailable until later in the 
fiscal year. This review process involves multiple approvals within DHS 
and the Office of Management and Budget and has held up the release of 
program funds, which has delayed the deployment of radiation detection 
equipment at U.S. ports of entry. 

• Difficult negotiations with seaport operators about placement of portal 
monitors and screening of railcars have delayed deployments at U.S. 
seaports. Many seaport operators are concerned that radiation detection 
equipment may inhibit the flow of commerce through their ports. In 
addition, seaports are much larger than land border crossings, consist of 
multiple terminals, and may have multiple exits, which may require a 
greater number of portal monitors. 

• DHS's $1.3 billion cost estimate for completing its domestic radiation 
detection program is uncertain, in part, because DHS would like to deploy 
advanced technology portal monitors that will likely cost significantly 
more than current models. However, tests have shown that these new 
advanced technology portal monitors are not demonstrably more effective 
than current models in their core function of identifying the presence of 
radiation. Consequently, it is not clear that the benefits of the new portal 
monitors would be worth the increased cost. 
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In adcUtion, CBP officers have made progress in using radiation detection 
equipment correctly and adhering to inspection guidelines, but we 
identified to improve CBP’s secondary inspection procedures. For 
example, when detection equipment alarms to indicate the presence of 
radioactivity, CBP oiSRcers are not expressly required to open containers 
and inspect their interiors, even though, under some circumstances, doing 
so can increase the chances that the source of radioactivity will be 
correctly located and identified. Furthermore, although radiological 
materials shipped into the United States are generally required to have a 
Nuclear Regulatory Commission (NRC) license, importers are not required 
to present these licenses at U.S. ports of entry, and CBP inspectors are not 
required to verify the authenticity of these licenses and do not have a 
system to do so. My GAO colleague, Mr. Greg Kutz, will be testifying on a 
GAO operation that was conducted to test CBP’s inspection procedures 
and certain NRC licensing procedures. 

In our report on U-S. efforts to combat nuclear smuggling in other 
countries, we made five recommendations. Specifically, we recommended 
that DOE take steps to upgrade U.S.-funded portal monitors in foreign 
coimtries that do not have both gamma and neutron detection capabilities 
and improve program cost estimates for anticorruption measures. 
Additionally, we recommended that State, working with DOE and DOD, 
ensure maintenance is provided for all handheld radiation detection 
equipment supplied by U.S. programs; strengthen its interagency 
coordination plan by including specific performance measures, overall 
cost estimates, and projected time frames for completion of U.S. efforts; 
and compile, maintain, and share a master list of all U.S. radiation 
detection assistance. Both DOE and State agreed with our 
recommendations. In our report on DHS’s efforts to deploy radiation 
detection equipment at U.S. ports of entry, we made nine 
recommendations, including a series of actions designed to help DHS 
speed up the pace of portal monitor deployments, better account for 
schedule delays and cost uncertainties, make the most efficient use of 
program resources, and improve its ability to interdict illicit nuclear 
materials. DHS agreed with our recommendations and is taking steps to 
implement them. 


Background 


Detecting illicit trafficking in nuclear material is complicated because one 
of the materials of greatest concern — ^highly enriched uranium— has a 
relatively low level of radioactivity and is, therefore, among the most 
difficult to detect. In contrast, medical and industrial radioactive sources, 
which could be used to construct a dirty bomb, are highly radioactive and, 
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therefore, easier to detect Although their levels of radioactivity differ, 
uranium and radioactive sources are similar in that they generally emit 
only gamma radiation, which is relatively easily shielded when encased in 
high-densily material, such as lead. For example, we reported in March 
2005 that a cargo container containing a radioactive source passed 
through radiation detection equipment DOE had installed at a foreign 
seaport without being detected because the source was surrounded by 
large amounts of scrap metal in the container. 

Plutonium, another nuclear material of great concern, emits both gamma 
and neutron radiation. Although most currently fielded radiation detection 
equipment has the capability to detect both gamma and neutron radiation, 
shielding neutron radiation can be more difficult than shielding gamma 
radiation. Consequently, plutonium can usually be detected by a neutron 
detector regardless of the amount of shielding from high-density material. 
According to DOE officials, neutron radiation alarms are caused only by 
man-made materials, such as plutonium, while gamma radiation alarms are 
caused by a variety of naturally occurring sources, including commercial 
goods such as bananas, ceramic tiles, and fertilizer, as well as by 
dangerous nuclear materials, such as uranium and plutonium. 

Because of the complexities of detecting and identifying nuclear material, 
customs officers and border guards who are responsible for operating 
detection equipment must be trained in using handheld radiation detectors 
to pinpoint the source of an alarm, identify false alarms, and properly 
respond to cases of nuclear smuggling. The manner in which radiation 
detection equipment is deployed, operated, and maintained can also limit 
its effectiveness. Given the difficulties in detecting certain nuclear 
materials and the inherent limitations of currently deployed radiation 
detection equipment, it is important that the equipment be installed, 
operated, and maintained in a way that optimizes authorities’ ability to 
interdict illicit nuclear materials. 

Although efforts to combat nuclear smuggling through the installation of 
radiation detection equipment are important, the United States should not 
and does not rely upon radiation detection equipment at U.S. or foreign 
borders as its sole means for preventing nuclear materials or a nuclear 
warhead from reaching the United States. Recognizing the need for a 
broad approach to the problem, the U.S. government has multiple 
initiatives that are designed to complement each other that provide a 
layered defense against nuclear terrorism. For example, DOE works to 
secure nuclear material and warheads at their sources through programs 
that improve the physical security at nuclear facilities in the former Soviet 
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Union and in other countries. In addition, DHS has other initiatives to 
identify containers at foreign se^orts that are considered high risk for 
containing smuggled goods, such as nuclear and other dangerous 
materials. Supporting ail of these programs is intelligence information that 
can give advanced notice of nuclear material smuggling and is a critical 
component to prevent dangerous materials from entering the United 
States. 


U.S. Efforts to 
Provide Radiation 
Detection Equipment 
to Other Countries 
Face Corruption, 
Maintenance, and 
Coordination 
Chailenges 


One of the main U.S. efforts providing radiation detection equipment to 
foreign governments is DOE’s Second line of Defense program, which 
began installing equipment at key sites in Russia in 1998. According to 
DOE, through the end of fiscal year 2005, the program had spent about 
$130 million to complete installations at 83 sites, mostly in Russia. 
Ultimately, DOE plans to install radiation detection equipment at a total of 
about 350 sites in 31 countries by 2012 at a total cost of about $570 million. 
In addition to DOE’s efforts, other U.S. agencies also have programs that 
provide radiation detection equipment and training to foreign 
governments. Two programs at DOD — the International 
Counterproliferation Program and Weapons of Mass Destruction 
Proliferation Prevention Initiative — have provided equipment and related 
training to eight countries in the former Soviet Union and Eastern Europe 
at a cost of about $22 million. Similarly, three programs at State — ^the 
Nonproliferation and Disarmament Fund, Georgia Border Security and 
Law Enforcement program, and Export Control and Related Border 
Security program — have spent about $25 million to provide radiation 
detection equipment and training to 31 countries. 


However, these agencies face a number of challenges that could 
compromise their programs’ effectiveness, including (1) corruption of 
foreign border security officials, (2) technical limitations of equipment at 
some foreign sites, (3) problems with maintenance of handheld equipment, 
and (4) the lack of infiastructure and harsh environmental conditions at 
some border sites. First, according to officials from several recipient 
countries we visited, corruption is a pervasive problem within the ranks of 
border security organizafions. DOE, DOD, and State officials told us they 
are concerned that corrupt foreign border security personnel could 
compromise the effectiveness of U.S.-funded radiation detection 
equipment by either turning off equipment or ignoring alarms. To mitigate 
this threat, DOE and DOD plan to deploy communications links between 
individual border sites and national command centers so that alarm data 
can be simultaneously evaluated by multiple officials, thus establishing 
redundant layers of accountability for alarm response. In addition, DOD 
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plans to implement a program in Uzbekistan to combat some of the 
underlying i^iues that can lead to corruption through periodic screening of 
border security personnel. 

Second, some radiation portal monitors that State and other U.S. agencies 
previously installed have technical limitations: they can detect only gamma 
radiation, making them less effective at detecting some nuclear material 
than equipment with both gamma and neutron radiation detection 
capabiliti^ Through an interagency agreement, DOE assumed 
responsibility for ensuring the long-term sustainability and continued 
operation of radiation portal monitors and X-ray vans equipped with 
radiation detectors that State and other U.S. agencies provided to 23 
countries. Through this agreement, DOE provides spare parts, 
preventative maintenance, and repairs for the equipment through regularly 
scheduled maintenance visits. Since 2002, DOE has maintained this 
equipment but has not upgraded any of it, with the exception of at one site 
in Azerbayan. According to DOE officials, new implementing agreements 
with the appropriate ministries or agencies within the governments of 
each of the countries where the old equipment is located are needed 
before DOE can install more sophisticated equipment. 

Third, since 2002, DOE has been responsible for raaint^ning certain 
radiation detecUon equipment previously deployed by State and other 
agencies in 23 countries. However, DOE is not responsible for maintaining 
handheld radiation detection equipment provided by these agencies. As a 
result, many pieces of handheld equipment, which are vital for border 
officials to conduct secondary inspections of vehicles or pedestrians, may 
not function properly. For example, in Georgia, we observed border 
guards performing secondary inspections with a handheld radiation 
detector that had not been calibrated (adjusted to conform with 
measurement standards) since 1997. According to the detector’s 
manufacturer, yearly recaJibration is necessary to ensure that the detector 
functions properly. 

Finally, many border sites are located in remote areas that often do not 
have access to reliable supplies of electricity, fiber optic lines, and other 
infrastructure essential to operate radiation detection equipment and 
associated communication systems. Additionally, environmental 
conditions at some sites, such as extreme heat, can affect the performance 
of equipment. To mitigate these concerns, DOE, DOD, and State have 
provided generators and other equipment at remote border sites to ensure 
stable supplies of electricity and, when appropriate, heat shields or other 
protection to ensure the effectiveness of radiation detection equipment. 
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We also reported that St^’s ability to carry out its role as lead 
interagency coordinator of U.S. radiation detection equipment assistance 
has been liirated by deficiencies in its strategic plan for interagency 
coordination and by its lack of a comprehensive list of all U.S. radiation 
detection equipment assistance. In response to a recommendation we 
made in 20C^, State led the development of a governmentwide plan to 
coordinate U.S. radiation detection equipment assistance overseas. This 
plan broadly defines a set of interagency goals ^d outlines the roles and 
responsibilities of participating agencies. However, the plan lacks key 
components, including overall program cost estimates, projected time 
frames for program completion, and specific performance measimes. 
Without these elements in the plan, State will be limited in ils ability to 
effectively measure U.S. programs' progress toward achieving the 
interagency goals. 

Additionally, in its role as lead interagency coordinator, State has not 
maintained accurate information on the operational status and location of 
ail radiation detection equipment provided by U.S. programs. While DOE, 
DOD, and State each maintain lists of radiation detection equipment 
provided by their programs, they do not regularly share such information, 
and no comprehensive list of all equipment provided by U.S. programs 
exists. For example, according to information we received from program 
managers at DOE, DOD, and State, more than 7,000 pieces of handheld 
radiation detection equipment had been provided to 36 foreign countries 
through the end of fiscal year 2005. Because much of this equipment was 
provided to the same countries by multiple agencies and programs, it is 
difficult to determine the degree to which duplication of effort has 
occurred. Without a coordinated master list of aU U.S.-funded equipment, 
program managers at DOE, DOD, and State cannot accurately assess if 
equipment is operational and being used as intended, determine the 
equipment needs of countries where they plan to provide assistance, or 
detect whether an agency has unknowingly supplied duplicative 
equipment 
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DHS Has Made 
Progress in Deploying 
Radiation Detection 
Equipment at U.S. 
Ports of Entry, but 
Concerns Remain 


Through December 2005, DHS had installed about 670 radiation portal 
monitors nationwide — about 22 percent of the portal monitors DHS plans 
to deploy — at international mail and express courier facilities, land bonier 
crossings, and ses^orts in the United States. DHS has completed portal 
monitor deployments at international mail and express courier facilities 
and the first phase of northern bonier sites — 57 and 217 portal monitors, 
respectively- In addition, by December 2005, DHS had deployed 143 of 495 
portal monitors at seaports and 244 of 360 at southern bonier sites.^ As of 
February 2006, CBP estimated that, with these deployments, it has the 
ability to screen about 62 percent of all containerized shipments entering 
the United States (but only 32 percent of all containerized seaborne 
shipments) and roughly 77 percent of all private vehicles. DHS plans to 
deploy 3,034 portal monitors by September 2009 at a cost of $1.3 billion. 
However, the final costs and deployment schedule are highly uncertain 
because of delays in releasing appropriated funds to contractors, 
difficulties in negotiating with seaport operators, and uncertainties in the 
type and cost of radiation detection equipment DHS plans to deploy. 
Further, to meet this goal, DHS would have to deploy about 52 portal 
monitors a month for the next 4 years — a rate that far exceeds the 2005 
rate of about 22 per month. 

In particular, several factors have contributed to the delay in the 
deployment schedule. First, DHS provides the Congress with information 
on portal monitor acquisitions and deployments before releasing any 
funds. However, DHS’s cumbersome review process has consistently 
caused delays in providing such information to the Congress. For example, 
according to the House Appropriations Committee report on DHS’s fiscal 
year 2005 budget, CBP should provide the Congress with an acquisition 
and deployment plan for the portal monitor program prior to funding its 
contractors. This plan took many months to finalize, mostly because it 
required multiple approvals within DHS and the Office of Management and 
Budget prior to being submitted to the Congress. The lengthy review 
process delayed the release of funds and, in some cases, disrupted and 
delayed deployment. 

Second, difficult negotiations with seaport operators about placement of 
portal monitors and screening of railcars have delayed deployments at 
U.S. seaports. Many seaport operators are concerned that radiation 


■•in addition, three portal monitors had been installed at the Nevada Test Site to analyze 
their detection capabilities, and four had been retrofitted at express mail facilities. 
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detection equipment may inhibit the flow of commerce through their 
ports. In addition, seaports are much larger than land border crossings, 
consist of multiple terminals, and may have multiple exits, which may 
require a greater number of portal monitors. Further, devising an effective 
way to conduct secondary inspections of rail traffic as it departs se^orts 
without disrupting commerce has delayed deployments. This problem may 
worsen because the Department of Transportation has forecast that the 
use of rail transit out of se<q>orts will probably increase in the near future. 

Finally, DHS’s $1.3 billion estimate for the project is highly uncertain, in 
part, because of uncertainties in the type and cost of radiation detection 
equipment that DHS plans to deploy. The estimate is based on DHS’s plans 
for widespread deployment of advanced technology portal monitore, 
which are currently being developed. However, the prototypes of this 
equipment have not yet been shown to be more effective than the portal 
monitors now in use, and DHS officials say they will not purchase the 
advanced portal monitors unless they are proven to be clem'ly superior. 
Moreover, when advanced technology portal monitors become 
commercially available, experts estimate that they will cost between about 
$330,000 and $460,000 each, far more than the currently used portal 
monitors whose costs range from about $49,000 to $60,000. Even if future 
test results indicate better detection capabilities, without a detailed 
comparison of the two technologies’ capabilities it would not be clear that 
the dramatically higher cost for this new equipment would be worth the 
investment 

We also identified potential issues with the procedures CBP inspectors use 
to perform secondary inspections that, if addressed, could strengthen the 
nation’s defenses against nuclear smuggling. For example, GBP’s 
procedures require only that officers locate, isolate, and identify 
radiological material. Topically, officers perform an external examination 
by scanning the sides of cargo containers with handheld radiation 
detection equipment during secondary inspections. GBP’s guidance does 
not specific^ly require officers to open containers and inspect their 
interiors, even when their external examination cannot unambiguously 
resolve the alarm. However, under some circumstances, opening 
containers can improve security by increasing the chances that the source 
of radioactivity that originally set off the alann will be correctly located 
and identified. The second potential issue with GBP’s procedures involves 
NRG documentation. Individuals and organizations shipping radiological 
materials to the United States must generally acquire a NRG license, but 
according to NRC officials, the license does not have to accompany the 
shipment. Although inspectors examine such licenses when these 
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shipments arrive at U.S. ports of entry, CBP officere are not required to 
verify that shippers of radiological material actually obtained required 
licenses and to authenticate licenses that accompany shipments. We found 
that CBP inspectors lack access to NRC license data that could be used to 
authenticate a license at die border. 


This concludes my prepared statement. I would be happy to respond to 
any questions that you or other Members of the Subcommittee may have. 
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Mr. Chairman and Members of the Subcommittee: 

Thank you for the opportunity to discuss our investigation of potential 
security weaknesses associated vdth the installation of radiation detection 
equipment at U.S. ports of entry. To address the threat of dirty bombs and 
other nuclear material, the federal government has programs in place that 
regulate the transportation of radioactive sources and to prevent illegal 
transport of radioactive sources across our nation’s borders. The 
Department of Homeland Security through the U.S. Customs and Border 
Protection (CBP) uses radiation detection equipment at ports of entry to 
prevent such illicit entry of radioactive sources. The goal of CBP’s 
inspection program is to “...thwart the operations of terrorist 
organizations by detecting, disrupting, and preventing the cross-border 
travel of terrorists, terrorist funding, and terrorist implements, including 
Weapons of Mass Destruction and their precursors.” Deploying radiation 
detection equipment is part of CBP's strategy for thwarting radiological 
terrorism and CBP is using a range of such equipment to meet its goal of 
screening all cargo, vehicles, and individuals coming into the United 
States. 

Most travelers enter the United States through the nation’s 154 land border 
ports of entry. CBP inspectors at ports of entry are responsible for the 
primary inspection of travelers to determine their admissibility into the 
United States and to enforce laws related to preventing the entry of 
contraband, such as drugs and weapons of mass destruction. 

Our investigation was conducted at your request as a result of widespread 
congressional and public interest in the security of our nation’s borders, 
given today’s unprecedented terrorism threat environment. Our 
investigation was conducted under the premise that given today’s security 
environment, our nation’s border must be protected from the smuggling 
of radioactive sources by terrorists. 

This testimony will provide the results of our work related to testing 
whether the radiation portal monitors installed at the U.S. ports of entry 
would detect radioactive sources transported in vehicles attempting to 
enter the United States. We will also provide our observations regarding 
the procedures that CBP inspectors followed when the radiation portal 
monitors detected such material. We are releasing a detailed report today 
with corrective action briefings to CBP and the Nuclear Regulatory 
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Commission (NRC) on tlie results of our imdercover border crossing 
tests.* 

We selected two land ports of entry that had radiation portal monitors 
installed: one at the U.S.-Canadian border and one at the U.S.-Mexican 
border. Radiation portal monitors are large pieces of stationary equipment 
that CBP uses as part of its overall strategy to thwart radiological 
terrorism by detecting the presence of radioactive sources by screening 
people, vehicles, and cargo as they pass through ports of entry. In order to 
safely plan and execute our undercover operation, several of our 
investigators attended training at the National Institute of Standards and 
Technology (NIST) in Gaithersburg, Maryland. Our investigators received 
training on the safe handling, storage, and transport of radioactive 
sources. 

When considering the type of radioactive sources to use in our undercover 
operation, we decided to use one of the most common radioisotopes used 
in industry for its strong radioactivity and also used in medical therapy to 
treat cancer. When considering the amoimt of radioactive sources to use 
in our undercover operation, we decided to use an amount NIST officials 
determined is sufficient to manufacture a dirty bomb* for two 
simultaneous border crossings. A dirty bomb would most likely result in 
small radiation exposures and would typically not contain enough 
radiation to kill people or cause severe illnesses. However, by scattering 
the radioactive material, the dirty bomb has the effect of contaminating an 
area. The extent of local contamination depends on several factors, 
including the size of the explosive, the amount and type of radioactive 
material used, and weather conditions. While there could be an increase in 
the cancer risk among those exposed to radiation from a dirty bomb, the 
more significant effect of a dirty bomb could be the closing of 
contaminated areas. The direct costs of cleanup and the indirect losses in 
trade and business in the contaminated areas could be large. Hence, dirty 


'GAO, Border Security: Investigators Successfully TYansported Radioactive Sources 
Across Our Nation’s Borders at Sdected Locations, GAO-06-545R (Washington, D C.: Mar. 
28, 2006). 

^According to the Centers for Disease Control and Prevention, a dirty bomb is a mix of 
explosives, such as dynamite, with radioactive powder or pellets. When the dynamite or 
other ejqjlosives are set off, the blast carries radioactive material into the surrounding area. 
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Summary 


bombs are generally considered to be weapons of mass disruption instead 
of weapons of mass destruction. 

As part of our investigation, we purchased a small quantity of the 
radioactive sources from a commercial source by posing as an employee 
of a ficUdous company. This was to demonstrate that anyone can purchase 
small quantities of radioactive sources for stockpiling because suppliers 
are not required to exercise due diligence to determine whether the buyer 
has a legitimate use for the radioactive sources and suppliers are not 
required to ask the buyer to produce an NRC document when making 
purchases in small quantities. We then deployed two teams of 
investigators to the field to make simultaneous border crossings at the 
northern and southern borders in an attempt to transport radioactive 
sources into the United Stales. 

While making our simultaneous crossings, we focused our investigation on 
whether the radiation portal monitors would detect the radioactive 
sources we carried and whether CBP inspectors exercised due diligence to 
determine the authenticity of paperwork presented by individuals 
attempting to transport radioactive sources across our borders. Although 
we offer observations on the procedures that CBP inspectors followed for 
our two border crossings, we did not evaluate the adequacy of the design 
or effectiveness of those procedures. Our investigation also tested whether 
an NRC document could be counterfeited using data easily accessible and 
available to the public. We conducted our investigation from July 2006 
through December 2005 in accordance with quality standards for 
investigations as set forth by the President’s Council on Integrity and 
Efficiency. 


For the purposes of this undercover investigation, we purchased a small 
amount of radioactive sources and one container used to store and 
transport the material from a commercial source over the telephone. One 
of our investigators, posing as an employee of a fictitious company located 
in Washington, D.C., stated that the purpose of his purchase was to use the 
radioactive sources to calibre personal radiation detection pagers. The 
purchase was not challenged because suppliers are not required to 
determine whether a buyer has a legitimate use for the radioactive 
sources, nor are suppliers required to ask the buyer to produce an NRC 
document when making purchases in small quantities. 

The radiation portal monitors properly signaled the presence of 
radioactive material when our two teams of investigators conducted 
simultaneous border crossings. Our investigators’ vehicles were inspected 
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in accordance with most of the CBP policy at both the northern and 
southern borders. However, our investigators were able to enter the 
United States with enough radioactive sources to make two dirty bombs 
using counterfeit documents. Specifically, they were able to successfully 
represent themselves as employees of a fictitious company and present a 
counterfeit bill of lading and a counterfeit NRG document during the 
secondary inspections ^ both locations. The CBP inspectors never 
questioned the authenticity of the investigators’ counterfeit bill of lading 
or the coimterfeit NRC document authorizing them to receive, acquire, 
po^ess, and transfer radioactive sources. 


Documentation Was 
Produced to Support 
Undercover 
Investigation 


As part of our undercover investigation, we produced counterfeit 
documents before sending our two teams of investigators out to the field. 
We found two NRC documents and a few examples of the documents by 
searching the Internet® We subsequently used commercial, off-the-shelf 
computer software to produce two counterfeit NRC documents 
authorizing the individual to receive, acquire, possess, and transfer 
radioactive sources. 


To support our investigators’ purported reason for having radioactive 
sources in their possession when making their simultaneous border 
crossings, a GAO graphic artist designed a logo for our fictitious company 
and produced a bill of lading using computer software. 


With Ease, 
Investigators 
Purchased, Received, 
and Transported 
Radioactive Sources 
Across Both Borders 


Our two teams of investigators each transported an amount of radioactive 
sources sufficient to manufacture a dirty bomb when making their recent, 
simultaneous border crossings. In support of our earlier work, we had 
obtained an NRC document and had purchased radioactive sources as well 
as two containers to store and transport the material. 

For the purposes of our current undercover investigation, we purchased a 
small amount of radioactive sources and one container for storing and 
transporting the material from a commercial source over the telephone. 
One of our investigators, posing as an employee of a fictitious company, 
stated that the purpose of his purchase was to use the radioactive sources 
to calibrate personal radiation detectors. Suppliers are not required to 
exercise any due diligence in determining whether the buyer has a 
legitimate use for the radioactive sources, nor are suppliers required to ask 
the buyer to produce an NRC document when making purchases in small 


®None of these documents were available on NRC’s Web site. 
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quantities. The amount of radioactive sources our investigator sought to 
purchase did not require an NRC document. The company mailed the 
radioactive sources to an address in Washington, D.C. 

Two Teams of 
Investigators 
Conducted 
Simultaneous 
Crossings at the U.S.- 
Canadian Border and 
U.S.-Mexican Border 


Northern Border Crossing On December 14, 2005, our investigators placed two containers of 

radioactive sources into the trunk of their rental vehicle. Our investigators 
- acting in an undercover edacity - drove to an official port of entry 
between Canada and the United States. They also had in their possession a 
counterfeit bill of lading in the name of a fictitious company and a 
counterfeit NRC document. 

At the primary checkpoint, our investigators were signaled to drive 
through the radiation portal monitors and to meet the CBP inspector at the 
booth for their primary inspection. As our investigators drove past the 
radiation portal monitors and approached the primary checkpoint booth, 
they observed the CBP inspector look down and reach to his right side of 
his booth. Oiu- investigators assumed that the radiation portal monitors 
had activated and signaled the presence of radioactive sources. The CBP 
inspector asked our investigators for identification and asked them where 
they lived. One of our investigators on the two-man undercover team 
handed the CBP inspector both of their passports and told him that he 
lived in Maryland while the second investigator told the CBP inspector 
that he lived in Virginia. 

The CBP inspector also asked our investigators to identify what they were 
transporting in their vehicle. One of our investigators told the CBP 
inspector that they were transporting specialized equipment back to the 
United States. A second CBP inspector, who had come over to assist the 
first inspector, asked what else our investigators were transporting. One of 
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our irwestigators told the CBP inspector that they were transporting 
radioactive sources for the specialized equipment. The CBP inspector in 
the primary checlqioint booth appeared to be writing down the 
information. Our investigators were then directed to park in a secondary 
inspection zone, while the CBP inspector conducted further inspections of 
the vehicle. 

During the secondary inspection, our investigators told the CBP inspector 
that they had an NEC document and a bill of lading for the radioactive 
sources. The CBP inspector asked if he could make copies of our 
investigators’ counterfeit bill of lading on letterhead stationery as well as 
their counterfeit NEC document. Although the CBP inspector took the 
documents to the copier, our investigators did not observe him retrieving 
any copies from the copier. 

CXir investigators watched the CBP inspector use a handheld Eadiation 
Isotope Identifier Device (EIID), which he said is used to identify the 
source of radioactive sources, to examine the investigators’ vehicle. He 
told our investigators that he had to perform additional inspections, After 
determining that the investigators were not transporting additional 
sources of radiation, the CBP inspector made copies of our investigators’ 
drivers’ licenses, returned their drivers’ licenses to them, and our 
investigators were then allowed to enter the United States. At no time did 
the CBP inspector question the validity of the counterfeit bill of lading or 
the counterfeit NEC document. 


Southern Border December 14, 2005, our investigators placed two containers of 

, radioactive sources into the trunk of their vehicle. Our investigators drove 

Crossing to an official port of entry at the southern border. They also had in their 

possession a counterfeit bill of lading in the name of a fictitious company 
and a counterfeit NEC document. 

At the primary checkpoint, our two-person undercover team was signaled 
by means of a traffic light signal to drive through the radiation portal 
monitors and stopped at the primary checkpoint for their primary 
inspection. As our investigators drove past the portal monitors and 
approached the primary checkpoint, they observed that the CBP inspector 
remained in the primary checkpoint for several moments prior to 
approaching our investigators’ vehicle. Our investigators assumed that the 
radiation portal monitors had activated and signaled the presence of 
radioactive sources. 
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The CBP inspector asked our investigators for identification and asked 
them if they were American citizens. Our investigators told the CBP 
inspector that they were both American citizens and handed him their 
state-issued drivers’ licenses. The CBP inspector also asked our 
investigators sUiout the purpose of their trip to Mexico and asked whether 
they were bringing anything into the United States from Mexico, Our 
investigators told the CBP inspector that they were returning from a 
business trip in Mexico and were not bringing anything into the United 
States from Mexico. 

While our investigators remained inside their vehicle, the CBP inspector 
used what appeared to be a RIID to scan the outside of the vehicle. One of 
our investigators told him that they were transporting specialized 
equipment. The CBP inspector asked one of our investigators to open the 
trunk of the rental vehicle and to show him the specialized equipment. Our 
investigator told the CBP inspector that they were transporting radioactive 
sources in addition to the specialized equipment. The primary CBP 
inspector then directed our investigators to park in a secondary inspection 
zone for ftirther inspection. 

During the secondary inspection, the CBP inspector said he needed to 
verify the type of material our investigators were transporting, and another 
CBP inspector approached with what appeared to be a RIID to scan the 
cardboard boxes where the radioactive sources was placed. The 
instrumentation confirmed the presence of radioactive sources. 

When asked again about the purpose of their visit to Mexico, one of our 
investigators told the CBP inspector that they had used the radioactive 
sources in a demonstration designed to secure additional business for 
their company. The CBP inspector asked for paperwork authorizing them 
to transport the equipment to Mexico. One of our investigators provided 
the counterfeit bill of lading on letterhead stationery, as well as their 
counterfeit NRC document. The CBP inspector took the paperwork 
provided by our investigators and walked into the CBP station. He 
returned several minutes later and returned the paperwork. At no time did 
the CBP inspector question the validity of the counterfeit bill of lading or 
the counterfeit NRC document. 


Corrective Action conducted corrective action briefings with CBP and NRC officials 

jy . shortly after completing our undercover operations. On December 21, 

onetingS 2005, we briefed CBP officials about the results of our border crossing 

tests. CBP officials agreed to work with the NRC and GBP’s Laboratories 
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and Scientific Services to come up with a way to verify the authenticity of 
NRC materials documents. 

We conducted two corrective action briefings with NRC officials on 
January 12 and January 24, 2006, about the results of our border crossing 
tests. NRC officials disagreed with the “concern threshold” that NIST 
officials provided to us concerning the amount of radioactive sources 
needed to produce a dirty bomb, noting that NEC’s “concern threshold” is 
significantly higher than NIST’s. We continue to believe that our purchase 
of radioactive sources and our ability to counterfeit an NRC document are 
matters that NRC should address. We could have purchased all of the 
radioactive sources used in our two undercover border crossings by 
making multiple purchases from different suppliers, using similarly 
convincing cover stories, using false identities, and had all of the 
radioactive sources conveniently shipped to our nation’s capital. 

Further, we believe that the amount of radioactive sources that we were 
able to transport into the United States during our operation would be 
sufficient to produce two dirty bombs, which could be used as weapons of 
mass disruption. Finally, NRC officials told us that they are aware of the 
potential problems of counterfeiting documents and that they are working 
to resolve these issues. 

Mr. Chairman and Members of the Subcommittee, this concludes my 
statement. I would be pleased to answer any questions that you or other 
members of the committee may have at this time. 


Contacts and further information about this testimony, please contact Gregory D. 

. Kutz at (202) 512-7455 or kutzg@gao.gov. Contact points for our Offices of 

ACKnOWiCugmcntS congressional Relations and Public Affairs may be found on the last page 

of this testimony. 
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Thank you Mr. Chairman, Ranking Member Levin and other distinguished 
members of the Subcommittee. I am pleased to appear before you today to 
share the progress we have made under the Second Line of Defense (SLD) 
program to deploy radiation detection equipment at strategic international 
locations. 

I am the Assistant Deputy Administrator for the National Nuclear Security 
Administration’s (NNSA) Office of International Material Protection and 
Cooperation (IMPC). My office is one of six program offices within the 
Office of Defense Nuclear Nonproliferation (DNN). The collective mission 
of DNN is to detect, prevent, and reverse the proliferation of weapons of 
mass destruction. Our programs are structured in support of multiple layers 
of defense against nuclear terrorism and state-sponsored nuclear 
proliferation. This multi-layered approach is intended to identify and 
address potential vulnerabilities within the international nonproliferation 
regime, to limit terrorists’ access to deadly weapons and material, and to 
prevent the illicit trafficking of dangerous materials that could be used in a 
nuclear or radiological weapon. 

For the last decade and a half we have focused on securing nuclear materials 
and weapons at well over one hundred research, storage and manufacturing 
facilities in Russia and other states of the Former Soviet Union. Our 
longstanding nonproliferation programs in international safeguards and 
export controls have existed for more than thirty years, but the dramatic 
increase in our efforts to secure nuclear material took place in the years 
following the demise of the Soviet Union. This focus on securing nuclear 
weapons and materials is the first line of defense in our strategy to deny 
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terrorists access to the essential element of a nuclear weapon, fissile 
material. We are scheduled to complete nuclear security upgrades at all 
facilities by the end of 2008. The Second Line of Defense Program is a 
natural complement to these activities and supports the multi-layered 
defense system to protect the U.S. homeland from attack by a nuclear or 
radiological dispersal device. All of our efforts are centered on the premise 
that confronting the threat of nuclear terrorism as close to the source of the 
threat as possible, far from our borders, is the most effective means to reduce 
the risk of an attack. 

I'd like to make a few points on the nuclear smuggling threat. As the 
director of several US programs to secure nuclear materials abroad, I have 
some insight into the threat of material diversion from nuclear facilities - the 
first step in the nuclear smuggling chain. 

Our security assistance programs abroad dramatically reduce the risk of 
nuclear material theft. However, every security system ultimately depends 
on the people operating it - the so-called "human factor". Motivated by 
greed, coercion, or debt, facility insiders may successfully divert nuclear 
materials. This problem is compounded by the large number of nuclear 
facilities out there - each presenting a unique opportunity for material 
diversion. Established crime groups are operating on the periphery of many 
of these facilities. These groups are often engaged in smuggling a variety of 
goods. If a single nuclear smuggling network materializes and operates 
suceessfully, even for a short period, a “goal quantity” of nuclear material 
may reach our enemies. There is only one way to combat a threat this 
diverse and complex - a redundant and layered defense. I can't emphasize 
enough how important this is. If human error or corruption enables 
smugglers to bypass one layer, our only hope is to catch them at the next. 

While the body of verified nuclear smuggling cases is studied intensely 
inside and outside government, we must continuously remind ourselves of 
how much we don't know. We don't know how many networks have 
operated successfully, or how many are operating now. As stewards of U.S. 
national security in this regard, we have to assume there are groups 
colluding to smuggle these materials today - and aggressively pursue every 
opportunity to disrupt them, before they become nuclear material "pipelines" 
to our enemies. The consequences of failure are just too great to do 
otherwise. 


2 



154 


The Second Line of Defense Program accomplishes its goals to deter, detect, 
and interdict illicit trafficking of nuclear and radiological material across 
international borders by partnering with host countries throughout the world. 
We provide detection equipment, training, and system maintenance and 
repair support to the host country. The Program closely coordinates these 
international efforts with other U.S. Government Agencies such as the 
Departments of State, Defense, and Homeland Security. 

The SLD Program has two main components: the Core Program and the 
Megaports Initiative. The Core Program plans to deploy radiation detection 
systems at approximately 350 land border crossings, airports, and feeder 
ports in Russia and other countries of the former Soviet States, Eastern 
Europe, the Mediterranean region and other key countries. Under our 
Megaports Initiative, NNSA plans to equip approximately 70 major 
international seaports with radiation detection equipment to scan cargo 
containers for nuclear and other radiological materials. 

PROGRESS IN SLD CORE PROGRAM 


The SLD Core program has been working cooperatively with the 
Federal Customs Service of the Russian Federation since 1 998, to secure 
Russian points of entry and exit against the nuclear smuggling threat. Of the 
estimated 350 international points of entry in the Russian Federation, NNSA 
has provided radiation detection systems at 78 of the 120 planned border 
crossings, airports and seaports. Our Russian Customs partners have 
installed monitors at approximately 1 20 additional sites and will fund 
installations at the remaining 1 1 0 sites. 

But installation of systems alone does not fully address the challenge 
of nuclear smuggling. If the systems are not maintained and if personnel are 
not properly trained to use them, our efforts are largely in vain. In April of 
2005 NNSA and Russian Customs signed an agreement to document our 
mutual commitment to ensuring the long term maintenance and 
sustainability of the radiation detection systems deployed in Russia. The 
agreement primarily provides for the training of Russian Customs officials 
and periodic maintenance of equipment. NNSA and Russian Customs have 
demonstrated our commitment to this issue with the recent award of two 
contracts, one by NNSA and one by Russian Customs, to provide for the 
repair, periodic maintenance and calibration of all equipment that is 
currently installed. In the area of training, the SLD Program has worked 
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closely with Russian Customs over the past several years to develop and 
institutionalize within the Customs Academies a comprehensive training 
program, to include development of curricula, text books, training materials 
and simulators, which have been used to train over 500 Customs nuclear and 
radiological material specialists. In addition, over 1 ,000 first line responders 
(i.e., the officials who actually respond to the alarm and detain the vehicle or 
person) have also been trained. In 2005, SLD supported and observed a 
Russian interagency interdiction exercise held in Vladivostok to evaluate the 
ability of trained PCS personnel to successfully respond to illicit trafficking 
of nuclear and radioactive materials passing through a Customs site and to 
test the Russian interagency response system. We were pleased to see an 
effective system in operation. 

Our cooperative work in Russia remains one of our top priorities, but 
we realize that deployment of radiation detection systems and the training 
and technical support necessary to effectively operate them is needed not 
just in Russia, but also along potential smuggling pathways in additional 
countries. Since the data set on nuclear smuggling is limited, it cannot be 
the sole source for determinations of trends and tactics in SNM smuggling. 
Therefore our prioritization activities also consider data from government 
and outside sources, commissioned studies, discussions with host countries, 
and SLD developed computer modeling. As a result of this comprehensive 
analysis, SLD separated countries of interest into four prioritized groups 
with Russia remaining our highest priority. 

As a result of these our prioritization efforts, and in coordination with the 
Departments of State and other agencies, we have expanded the SLD 
program beyond Russia and are now actively installing or have installed 
equipment in other countries throughout the FSU and Eastern Europe, 
including Ukraine, Georgia, Azerbaijan, Kyrgyzstan, Slovenia, Greece and 
Lithuania. In total, we have identified approximately 230 sites in 29 
countries outside of Russia where we believe that the installation of radiation 
detection systems should reduce the risk of nuclear smuggling. Based on 
current planning, we anticipate that we will complete installations at 225 
sites within the countries in the two highest priority groups by the end of FY 
2009, with the remaining installations completed by the end of FY 2013. 



156 


MAINTENANCE PROGRAM 


In 2002, in accordance with the recommendation of the Government 
Accountability Office, the NNSA assumed responsibility for maintaining 
radiation detection equipment, and x-ray vans provided by other US 
government agencies between 1 992-2002 in 23 former Soviet Republics and 
Central European countries. In addition to providing maintenance and repair 
services for the monitors and x-ray vans, the SLD program also provides 
maintenance support for the handheld detection equipment distributed to 
support the fixed portal monitors. Of these 23 countries, eleven received 
radiation detection portal monitors and the remainder received x-ray vans. 
The monitors deployed by these other agencies are of the single channel 
variety that can only detect gamma radiation, reducing their effectiveness 
against some types of materials of concern. We are in the process of 
upgrading these portal monitors with more effective dual-channel 
equipment. In many instances, we will replace this equipment as part of the 
implementation of the comprehensive SLD program in the country. We plan 
in to complete upgrades of the monitors by the end of 2007. In accordance 
with the Government Accountability Office’s 2002 recommendation to 
consolidate maintenance activities within DOE, the SLD program will 
additionally assume responsibility for the maintenance and sustainability of 
the radiation detection equipment deployed in Uzbekistan by Department of 
Defense and Armenia by the Department of State. 


GAO REPORT 


Now that I have given you a brief background of the NNSA/SLD Core 
Program and its technical capabilities and interagency relationships, I would 
like to address some issues about the program raised by the Government 
Accountability Office (GAO). The recent GAO report entitled “Combating 
Nuclear Smuggling” addressed the Core Program and pointed out two main 
areas of concern. One is combating corruption from within the countries 
where we deploy nuclear detection equipment and the other is the 
replacement and upgrade of the older equipment previously installed by 
others. The SLD Program is specifically structured to address both of these 
issues. 
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With regard to the potential corruption of host country operators, we seek to 
address this challenge by ensuring that all radiation portal monitors deployed 
under comprehensive SLD installations be networked to at least one central 
alarm station. The associated communications software requires reporting 
by a host country operator on the cause of an alarm and a summary of the 
actions taken in response to the alarm. Installations and operations are 
structured so that more than one person will be involved in reviewing and 
closing an alarm, thus making it more difficult for a corrupt official to 
bypass the system. Additionally, to protect against corruption at a single 
site, the SLD strategy calls for the placement of monitors on both sides of 
the border at certain high priority locations resulting in redundant layers of 
detection in different countries. We are also developing the means to send 
status of health, alarm and other data to central locations within the host 
country for further in-depth review and technical assistance. Such a system 
is being deployed in Greece and will soon be available in Russia. Based on 
these experiences, the Program plans to deploy these systems more widely 
taking into account country specific factors, such as communications 
infrastructure and host nation capabilities. 

As to upgrading the less sophisticated portal monitors previously installed 
by other US agencies, as I stated previously, by the end of FY 2007, NNSA 
intends to replace all single monitors with dual channel equipment as part of 
our comprehensive SLD Core strategy. Upgraded handheld detection 
equipment for secondary inspections will also be provided. The majority of 
these older monitors are currently being replaced as part of the 
comprehensive country-wide installations underway in Ukraine, Slovenia, 
Georgia and Azerbaijan. In lower priority countries, where SLD is not 
scheduled to work for several years, monitors will be replaced if they are in 
active locations and being put to effective use by the host countries. Broader 
communication systems and training will be provided later when we engage 
in comprehensive country-wide activities. 

Accelerating the Megaports Initiative 

In order to complement our security efforts in U.S. ports we established the 
Megaports Initiative in 2003 to provide early detection of possible illicit 
trafficking of nuclear materials before they enter our territory. Under the 
Megaports program, NNSA installs radiation detection systems at foreign 
ports to enhance the detection and interdiction capabilities of the customs 
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authorities within our partner countries. The program is designed to provide 
the capacity to screen import, export and as much transshipped containerized 
cargo as possible, while posing minimal impact on seaport operations. This 
initiative provides an added layer of defense against the threat of dangerous 
material reaching our shores, but does not eliminate the crucial role played 
by U.S. Customs officials, both in foreign ports and here at home. 

The primary mission of the Megaports program is to prevent terrorists from 
successfully moving these dangerous materials through a major foreign port 
facility for use in an attack against the United States or our partners. In 
recognition of the fact that in today’s globalized economy a nuclear or 
radiological incident at one port could adversely impact nearly every major 
economy, the Megaports program serves to enhance the security of the 
global maritime shipping system and protect global economic stability. 

I would like to take a few minutes to provide you with an update on our 
progress in the implementation of this important initiative. We have made 
steady progress in implementing this international port security program 
since the inception of the Megaports Initiative in 2003. We have identified 
approximately 70 ports of interest in 35 countries based on the volume of 
containers coming to the U.S. from these ports and also considering regional 
threat. The Megaports program is currently operational in Greece, the 
Bahamas, Sri Lanka and the Netherlands and will be fully operational in 
Spain in the Spring of 2006. We are at various stages of design and 
construction in nine additional countries: Belgium, China, the U.A.E., 
Honduras, Israel, Oman, the Philippines, Singapore and Thailand. Finally, 
we are aggressively pursuing agreements with many of the remaining 21 
countries of interest. 

As an integral element of the U.S. maritime security strategy, the Megaports 
Initiative complements the efforts of the Department of Homeland Security’s 
(DHS) Container Security Initiative (CSI), the Customs-Trade Partnership 
Against Terrorism (C-TPAT), Coast Guard’s International Port Security 
Program (IPSP) and the Department of State’s Proliferation Security 
Initiative (PSI). We work in lock-step with the Department of Homeland 
Security’s Bureau of Customs and Border Protection’s (CBP) CSI program 
to ensure that our efforts are coordinated in those ports in which we are both 
working. We have signed a memorandum of understanding with CBP and 
have committed to install radiation detection equipment at all CSI ports. As 
our common goal is to prevent WMD from reaching U.S. ports, the 


7 



159 


Megaports initiative reinforces CBP’s targeting, screening and scanning 
processes by providing additional scanning capability for radioactive 
materials. 

We will continue to work closely with our CBP and Domestic Nuclear 
Detection Office (DNDO) partners to identify opportunities to accelerate the 
implementation of the Megaports program. We share a common vision and 
work to ensure that our efforts fit cohesively together in support of a 
comprehensive global architecture. 

Detection Equipment 

The radiation detection equipment currently being deployed by NNSA under 
the SLD program is proven technology that was developed to ensure nuclear 
material security at DOE weapons sites. NNSA currently provides host 
country partners with an integrated suite of equipment, which includes 
radiation portal monitors that utilize plastic scintillators and Helium-3 tube 
technology to detect highly enriched uranium, plutonium, and other 
radioactive isotopes; computer and camera equipment to collect and transmit 
alarm information for analysis by host country Customs officials; and 
handheld equipment that can be used to conduct secondary inspections to 
isolate and identify radioactive sources within containers, vehicles, or on 
persons. The equipment that we deploy has been evaluated by our technical 
experts at the National Laboratories as well as at the Domestic Nuclear 
Defense Office’s test facility in Nevada and has proven to be operationally 
effective and robust in harsh, and often remote, international environments. 

Advancements in Detection Capabilities 

That being said, we all recognize that there are limitations in its capabilities 
and that there is a need for next generation equipment that will identify both 
highly enriched uranium and plutonium with a high degree of efficiency and 
will also identify other radioactive isotopes that are either innocent or of 
lesser concern. We are closely tracking the efforts within the NNSA and 
DNDO research and development programs so that we may capitalize on 
advancements in detection capabilities. For example, we are working with 
DNDO to purchase a number of Advanced Spectroscopic Portals (ASP) as 
soon as the equipment has been sufficiently evaluated and is ready for 
deployment. The ASP is expected to enhance the ability of Customs 
officials to resolve alarms by providing a more sophisticated capability to 
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quickly identify the radioactive isotopes of concern. NNSA plans to use the 
ASPs at Megaports locations as secondary inspection tools as well as at rail 
border crossings when infrastructure and environment permit. 

We have also initiated efforts to modify existing technologies to address 
transshipment scanning challenges in ports. For example, in the Port of 
Freeport in The Bahamas, we expect to be able to scan about 90 percent of 
the transshipped cargo using a straddle carrier vehicle outfitted with 
radiation detection equipment, including spectroscopic detection 
capabilities. This modified straddler can travel through rows of shipping 
containers in the stacks, a reverse of our normal deployment strategy based 
on permanent placement of the detection equipment and transit of the 
container through the portal. While this approach is not applicable at all 
ports, for those terminals that stack in a compatible configuration, this type 
of deployment provides an opportunity to maximize screening of 
transshipped containers. We are also considering other mobile 
configurations being developed by the private sector to address similar 
issues at other ports. 

Finally, we continue to look to the future and eagerly await the development 
of even more revolutionary detection enhancements, such as the Cargo 
Advanced Automated Radiography System (CAARS) currently under 
development within DNDO. This advanced radiography system will 
provide better imaging in drive through capacities and is expected to 
improve our ability to identify shielded highly enriched uranium in 
containerized cargo. 

Integrated Cargo Inspection 

For the last two years we have worked closely with DHS/CBP to evaluate 
the effectiveness of the Integrated Container Inspection System (ICIS), 
which is being piloted in the Port of Hong Kong. We have closely observed 
its operation and held technical discussions regarding the system with the 
manufacturer’s representatives both in Hong Kong and at their facilities in 
the U.S. and remain in close communication with the terminal operators. 

We are fully supportive of the private sector’s willingness to take the 
initiative to enhance the security of the international maritime trade lanes 
and believe that private sector container screening is compatible with our 
Megaports mission. 
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Systems with capabilities being incorporated into the ICIS pilot would 
provide an x-ray or gamma-ray image that supplements radiation detection 
alarm profiles and would provide an additional piece of information to 
support evaluation and dispensation of radiation alarms. We are currently 
working with technical experts from DHS to analyze data from the ICIS 
system to gain a better understanding of the system’s cost-benefit factor and 
how effectively the integration of these technologies may improve our 
ability to identify shielded highly enriched uranium and to dispense innocent 
alarms more quickly. If terminal operators decide to deploy systems like 
ICIS, which integrate radiation detection, visual imaging, and optical 
character recognition, we believe that the data collected for those containers 
that trigger radiation alarms could be extracted and analyzed before the 
container departs the port. In support of such efforts and the Megaports 
program, we are prepared to provide a combination of hardware and 
technical assistance in the form of radiation detection monitors, training and 
communications support to extract alarm data from the integrated systems 
and to provide it to the host country and CSI officials for evaluation. 

The key to the successful incorporation of an integrated cargo inspection 
concept into the Megaports Initiative framework will be the agreement by 
the private terminal operators and host government officials that radiation 
alarms will be properly assessed and resolved prior to containers departing 
the port. The completion of agreements between the U.S. Department of 
Energy and the appropriate host government agency on data sharing for 
alarm evaluation and response will remain a critical element to the long-term 
success of this effort. 

Partnership with DNDO 

Because the SLD program provides a critical layer in the global nuclear 
detection architecture, NNSA and DNDO’s cooperation in the campaign to 
reduce the threat of nuclear terrorism is crucial. We are working closely 
with DNDO to identify areas where the SLD program can make the external 
layer of the Global Architecture more robust, including the possibility of 
partnering with the private sector. Given that we are both involved in the 
deployment of radiation detection equipment, our offices routinely exchange 
programmatic and technical information and are working collaboratively to 
establish requirements for future systems. As I stated earlier, we expect 
DNDO’s operational testing and evaluation of improvements in nuclear 
detection equipment will greatly benefit our international deployment 
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efforts. We also plan to take advantage of DNDO’s procurement efforts and 
will seek to purchase ASP and upgraded hand-held detectors through their 
contract vehicles. I believe this is a mutually beneficial relationship and that 
we will continue to experience constructive exchanges with DNDO. 

In closing, I would like to restate that the NNSA/SLD Program is dedicated 
to preventing the smuggling of nuclear and radiological material at 
international seaports, airports and land border crossings. We accomplish 
this goal by working closely with foreign governments and by maintaining 
strong relationships with other agencies and departments in the U.S. 
Government. We firmly believe that the unique capabilities of each 
Department and agency are being leveraged to accomplish our common 
objective of preventing nuclear material from reaching the shores of the 
United States. 

Thank you. At this point, I would be happy to answer any questions. 
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Introduction 


Good morning. Chairman Coleman, Ranking Member Levin and distinguished members of the 
subcommittee, i am Vayl Oxford, the Director of the Domestic Nuclear Detection Office (DNDO), 
and it is my pleasure to come before you today to discuss how we are responding to the threat of 
nuclear or radiological terrorism, I would like to thank the committee for the opportunity to share 
the progress we are making at DNDO and within the Department of Homeland Security (DHS). 

Today, I will discuss several topics related to the use of technology to detect nuclear and 
radiological materials that could be used in a terrorist attack. I will review DNDO accomplishments 
in the past year, some of our program priorities for the upcoming years, and key, long-term 
challenges that we face. I will specifically touch upon the progress we have made with Customs 
and Border Protection (CBP) regarding the deployment of Radiation Portal Monitors (RPMs) at 
U.S. ports of entry (POEs), and how DNDO, and DHS as a whole, is considering innovative ideas 
like the integrated Container Inspection System, or ICIS, which is being piloted at the Hong Kong 
Modern Terminal. 

Before describing our efforts, I would like to point out that protecting the United States from 
nuclear threats is a job that extends beyond the work of DHS, and 1 would like to thank our partners, 
in particular the Department of Energy (DOE) and CBP, who are here with me today, as well as the 
Departments of Defense (DOD) and State, the Federal Bureau of Investigation (FBI), and the 
Nuclear Regulatory Commission (NRC) for their tireless dedication to this mission and for their 
contributions to our interagency office. 

DNDO Founding. Accomplishments, and the Road Ahead 

Combating the threat of catastrophic destruction posed by terrorists possessing nuclear or 
radiological weapons is one of the most critical priorities of not only DHS, but the U.S. 

Government. In order to integrate the Department’s efforts against this threat under a singular 
direction, as well as coordinate these efforts with relevant partners across the government, Secretary 
Chertoff provided notification, in accord with Section 872 of the Homeland Security Act, of his 
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intent to establish the DNDO to the Senate Committee on Homeland Security and Government 
Affairs on April 13, 2005. 

On April 15, 2005, the President signed a joint presidential directive NSPD-43/HSPD-14, 
“Domestic Nuclear Detection,” establishing the office. DNDO was assigned the responsibility to 
direct nuclear and radiological detection technology development programs, and serve as the focal 
point of all radiological detection research and development collaboration between DHS, DOE, and 
other related Federal agencies. Full-time detailees from these agencies have since solidified our 
working relationship through their participation in all aspects of the DNDO mission. 

In the short time since its founding, the DNDO has taken major steps towards achieving its stated 
mission. We completed the first ever global nuclear detection architecture analysis that identified 
vulnerabilities and priority initiatives across Federal, State, and local governments. The architecture 
study was completed four months ahead of schedule and briefed to partner agencies and the White 
House in October and November of 2005. This architecture effort was funded and led by DNDO, 
but involved considerable interagency participation to deliver a consensus strategy to be 
implemented across the Federal government. 

It should be noted that the DNDO will not be responsible for implementing all, or even most, 
elements of the proposed architecture. We are responsible for implementing domestic components, 
but will work with other agencies, to include DOD, DOE, State, and the Department of Justice, to 
ensure the implementation of the entire architecture. In particular, the DNDO has been working 
with the DOE in the development of the international portion of the global architecture, which 
incorporates DOE programs such as Second Line of Defense. We are also in ongoing discussions 
about how next-generation detectors developed by DNDO may be deployed through the Megaports 
Initiative. As previously mentioned, full-time detailees from agencies such as DOE enable us to 
maintain an open and productive dialogue with our partners so that we may make strides towards 
the complete implementation of the proposed architecture. 

Other accomplishments include our acceleration of several technology development programs. We 
have completed the initial engineering development phase of the Advanced Spectroscopic Portal, or 
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ASP, program. This system development and acquisition program is improving current generation 
radiation portal monitors with the ability not only to detect the presence of radiation, but to identify 
the materials causing the alarms so that we can dismiss non-threatening sources. This enhanced 
capability will provide significant improvement for CBP secondary inspection operations, as well as 
greatly reduce secondary referral rates when operated as a means of primary inspection. Last fall, 
these engineering development programs culminated in the first ever high fidelity test and 
evaluation campaign to measure the true improvement in performance provided by these next- 
generation systems. The test data collected is now being used to support the selection of up to five 
vendors that will begin low-rate initial production, or TRIP. Additionally, these vendors will 
continue the development of the technology so we can deliver enhanced capabilities and additional 
design variants for unique operational venues. Twenty-four of the ASP LRIP units will be 
delivered to CBP for operational test and evaluation in the fall of this year, with full-rate production 
expected to begin in early 2007, 

We have recently begun the Cargo Advanced Automated Radiography System, or CAARS, 
development program to deliver imaging systems that will automatically detect, within cargo, high- 
density material that could be used to shield threat materials from detection by radiation portal 
systems like ASP. The automated image processing techniques envisioned for CAARS will also 
substantially improve throughput rates over current generation radiography systems. These 
improved throughput rates will, in turn, enable CBP and other operators to effectively scan a much 
higher portion of cargo. The DNDO vision is to ultimately deploy ASP and CAARS systems 
together to ensure our ability to detect either unshielded or shielded materials across the entire threat 
spectrum. 

While cargo security remains one of our top priorities, the DNDO is also taking steps to improve 
nuclear detection capabilities within our Nation’s borders. We have launched the Southeast 
Transportation Corridor Pilot program to deploy radiation detectors to truck weigh stations and 
other sites. These deployments will be at locations agreed to by our regional partners in accordance 
with the domestic detection architecture developed by the DNDO. Included in the pilot program 
will be the necessary training, technical reachback and operational protocols to ensure that detection 
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technology is being operated properly and that alarms are escalated as appropriate. I will speak 
more about this alarm escalation process shortly. 

We are also launching a “Securing the Cities” initiative aimed at enhancing protection and response 
capabilities in and around the Nation’s highest risk urban areas. Starting with New York City, we 
will work with State and local officials to develop urban and regional deployment and operations 
strategies, identify appropriate detection equipment, establish the necessary support infrastructure, 
and develop incident management protocols to respond to a small scale “dirty bomb” attack. 

These two initiatives, when integrated, form the basis for the DNDO vision for an interior layer 
nuclear detection framework. As these initiatives mature, the lessons learned will be exported to 
other regions and cities to enhance our overall preparedness against nuclear and radiological threats. 
Moreover, we offer assistance to State and local officials developing grant applications, ensuring 
that short-term detection pilots support long-term capabilities. 

The DNDO plans to support the training of approximately 1,500 State and local operators in the use 
of rad/nuc detection equipment through fiscal year 2007. Our collaborative partnership with the 
DHS Office of Grants and Training allows us to administer funds and oversee the design, delivery, 
evaluation, and continual improvement of preventative rad/nuc training curriculum. Because of the 
varying levels of resident expertise encountered in State and local venues, the DNDO has developed 
a modular training curriculum that can be easily and rapidly tailored to the appropriate audience. 
The training modules span a range of topics, and currently include modules that cover “radiation 
101,” nuclear threat awareness, response protocols and specific equipment operation. As State and 
local operations increase, the DNDO will continue to work with the DHS Office of Grants and 
Training to deliver additional training options, such as “radiation detection for commercial vehicle 
inspection” or “radiation detection surge programs.” 

The DNDO is also working with the State and local community, as well as nuclear experts in the 
National Labs, to establish regional technical reachback capabilities to support their operations. As 
alarms escalate, this program will provide technical expertise to operators to ensure that alarms are 
resolved properly or, if necessary, that alarms are elevated to the appropriate response assets. As 
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part of this support effort, the DNDO recently completed the development of a comprehensive U.S, 
Government process for alarm resolution that brings our procedures in line with the drastically 
altered security environment that we now face. This new alarm resolution process represents the 
first restructuring of the Federal alarm resolution and response protocols in over a decade. 

Even with all of the accomplishments 1 have outlined, there are still key, long-term challenges and 
vulnerabilities in our detection architecture that require a well-supported research and development 
program. These challenges include detecting threat materials from greater distances, in highly 
cluttered backgrounds, or in the presence of shielding and masking materials. We are launching 
initiatives to develop technologies to meet these challenges, as well as commencing a broad basic 
research program across private industry, National Labs, and academia to stimulate the entire field 
of nuclear detection sciences. 

RPM Deployment Strategy 

This committee has expressed particular interest in the progress of RPM deployment at U.S. POEs. 
1 would like to take the opportunity to address this topic in detail. 

In its report entitled, “Combating Nuclear Smuggling: DHS Has Made Progress Deploying 
Radiation Detection Equipment at U.S. Ports of Entry, but Concerns Remain,” the Government 
Accountability Office (GAO) recommended that the “the Secretary of Homeland Security working 
with the Director of DNDO, in concert with CBP and Pacific Northwest National Laboratory, or 
PNNL, devise a plan to close the gap between the current deployment rate and the rate to complete 
deployments by September 2009.” DNDO concurred with this recommendation and now proposes 
a deployment strategy that will result in screening 98% of all containerized cargo crossing the 
southern border by fiscal year 2006 and at seaports by fiscal year 2007. This strategy will result in 
fiill coverage of all incoming containerized cargo by the end of fiscal year 2011. 

In this same report, the GAO also recommended that “once cost and capabilities of advanced 
technology portal monitors are well understood, and before any new equipment is purchased, the 
Secretary of Homeland Security will work with the Director, DNDO to analyze the benefits and 
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costs of deploying advanced portal monitors.” Again, we fully concur with the need for a deliberate 
process to ensure that public funds are used in a responsible manner, and that ASP systems, which 
do have a higher initial procurement cost, are deployed in a cost-effective manner. DNDO testing of 
ASP systems at the Nevada Test Site has since validated the systems’ spectroscopic capabilities 
when compared with plastic-based systems and demonstrated, in some cases, a four-fold 
improvement in performance against threat-like objects and a 60% reduction in nuisance alarms 
generated by naturally occurring radioactive materials (NORM). 

This information is now guiding a Joint DNDO-CBP analysis in support of a revised RPM 
deployment strategy that is an optimized mix of current- and next-generation technologies, 
balancing our need for better capability with coverage concerns and their associated costs. This 
new joint deployment strategy is predicated on placing ASP systems at the highest throughput ports, 
where reductions to secondary inspection rates will have the greatest benefit. Current-generation 
systems will continue to be deployed to lower volume ports, where operations can be easily 
sustained while still meeting detection threshold requirements. Initial results of this analysis 
support the decision to acquire over 600 detection units in fiscal years 2006 and 2007, including 184 
current-generation RPMs and 106 next-generation portal systems this year, and 1 3 1 current- 
generation and 142 next-generation systems in fiscal year 2007. 

As I have mentioned, the DNDO relies heavily on the ability to obtain high fidelity, dependable test 
data in support of development, acquisition, and deployment decisions. DNDO testing activities are 
conducted throughout the product development process, and involve the National Labs, private 
industry and academia. The construction of the DNDO Radiological and Nuclear Countermeasures 
Test and Evaluation Complex (Rad/NucCTEC) is expected to be complete this September and will 
offer the opportunity for further high-fidelity test and evaluation. The facility will provide the 
capability for handling of special nuclear material, or SNM, for the purpose of testing technologies 
against actual samples of materials that could be readily used in a nuclear attack. Until the 
construction of this facility, no location existed which allowed access to SNM while maintaining the 
flexibility to place these materials into relevant threat scenarios and cargo configurations. Through 
the Rad/NucCTEC, the DNDO will be able to gather performance data and conduct independent 
evaluations of prototypes and products in support of a fair and open acquisition process. 
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It is our belief that this testing environment, one which provides access to realistic threat scenarios 
in the spirit of independent assessment, provides a unique opportunity. While there are radiological 
and nuclear detection technology test activities at PNNL, Sandia, and Brookhaven National 
Laboratories, none currently have access to the quantities of materials available at the 
Rad/NucCTEC. The National Labs certainly possess other testing capabilities, such as the 
environmental test chambers at Oak Ridge National Laboratory. Therefore, the DNDO hopes to 
leverage, not duplicate these capabilities. Experts from the National Labs and the National Institute 
of Standards and Technology have and hopefully will continue to be members of the DNDO test 
teams. They help us scope our tests, conduct data analysis, and provide support personnel for 
operational evaluations at the DHS Science & Technology Countermeasures Test Beds. They have 
also worked with us on pilot deployments for CBP, as is the case with PNNL. 

Integrated Cargo Inspection 

While we have made great progress in the first year of our existence, including crafting a 
comprehensive strategy for technology development and deployment, the DNDO continues to 
aggressively seek innovative approaches to nuclear detection. Members of this committee traveled 
to Hong Kong this past December and were able to see a pilot project at the Hong Kong Modern 
Terminal called the Integrated Container Inspection System, or ICIS. 

I would like to applaud the private sector for creating new concepts for screening international 
containers like ICIS. Private sector container screening can be compatible with the U.S. 
Government’s layered security strategy, and is another tool to further our ability to identify and 
address risks in an expedited manner. An integrated cargo inspection system, one that combines 
targeting, passive detection, radiographic imaging and information analysis would be a robust 
solution to the nuclear and radiological detection challenges that we face. 

The ICIS pilot at Hong Kong Modern Terminal demonstrates potential interest in private sector 
acquisition and operations of container screening technologies. It is a model for comprehensive 
passive and active inspection, as well as a model for public-private partnership. However, ICIS, as 
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deployed, is not an operational system. It utilizes currently available technology that is not 
optimized for radiation detection. DHS has sent teams to observe the ICIS pilot and determined that 
the technology they have used has potential, but still faces significant limitations. 

If ICIS, as it exists, is not a complete solution for nuclear detection, then what type of system do we 
think we need? The DNDO certainly favors an integrated system approach. At international 
seaports, every cargo container should be both passively and radiographically scanned. This would 
enable us to detect unshielded or lightly shielded materials with current and next-generation RPMs 
like ASP, as well as automatically detect highly-shielded threat materials using a radiographic 
scanner like CAARS. Detector data should be analyzed by the U.S. Government prior to cargo 
transit, with the CBP Automated Targeting System (ATS), manifest and detector data integrated for 
enhanced targeting capability. Additional targeted inspection utilizing mobile advanced RPMs with 
radiography systems could be performed upon arrival at a POE. Proposed approaches could include 
public-private partnerships with the mandate that the U.S. Government would receive all raw data 
streams. 

As we strive towards the goal of full coverage, we must not lose sight of our ultimate goal - 
protecting this Nation against nuclear and radiological terrorism. Private sector screening of 
international cargo could further enable DHS’ ability to resolve security concerns related to 
identified high risk containers. However, such efforts must supplement, not replace, the need for 
advance data reporting and targeted inspection at our POEs. 

Conclusion 


In conclusion, the DNDO is taking a comprehensive approach to addressing the threat posed by a 
terrorist nuclear attack. This approach, which begins with focused research and development 
programs that culminate in high fidelity test and evaluation campaigns, provides the basis for the 
Department to make informed and justifiable acquisition decisions. Equally important is the 
recognition on behalf of DNDO that the successful deployment of these technologies must be done 
as part of a larger strategy, one that extends to deployments executed by other agencies. Ultimately, 
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all of these systems must be connected and work within an environment that responds to 
information obtained from intelligence, counterterrorism, and law enforcement communities. 

I am proud to have shared with you today how DNDO and its partners are continuing to make 
progress against this very real threat. I look forward to working with you on this subcommittee in 
an ongoing effort to protect the Nation. 

This concludes my prepared statement. With the committee’s permission, I request my formal 
statement be submitted for the record. Chairman, Senator Levin, and Members of the 
Subcommittee, I thank you for your attention and will be happy to answer any questions you may 
have. 
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Good afternoon Chairman Coleman, Ranking Member Levin and distinguished member 
of the subcommittee. I am Jayson Ahern, Assistant Commissioner, Office of Field 
Operations, U.S. Customs & Border Protection (CBP). It is a privilege to appear before 
you today and I thank you for this opportunity to discuss the CBP programs that are 
fundamental to securing our ports of entry from the threat of nuclear terrorism. 


First of ail, let me assure you that preventing the smuggling of illicit nuclear weapons 
and radiological materials remains CBP’s highest priority. Since my last testimony 
before this committee, CBP has made significant strides in its priority plan for the 
deployment of radiation detection equipment. Although the focus of this hearing is on 
our radiation detection equipment at our nation’s borders, CBP employs a multi-layered 
defense strategy and works with the Intelligence Community to substantially increase 
the likelihood that nuclear or radiological material will be detected. 


CBP has integrated its radiation detection technology deployment initiative into its multi- 
layered defense strategy to address the threat of nuclear and radiological terrorism that 
begins outside the United States where the movement of illicit nuclear and radiological 
materials is initiated and continues all the way to the U.S. borders. 

CBP, as the guardian of the Nation’s borders, safeguards the homeland - foremost, by 
protecting the American public against terrorists and the instruments of terror; while at 
the same time enforcing the laws of the United States and fostering the Nation’s 
economic security through lawful travel and trade. Contributing to all this is CBP’s time- 
honored duty of apprehending individuals attempting to enter the United States illegally, 
stemming the flow of illegal drugs and other contraband, protecting our agricultural and 
economic interests from harmful pests and diseases, protecting American businesses 
from theft of their intellectual property, regulating and facilitating international trade, 
collecting import duties, and enforcing U.S. trade laws. 

In fiscal year 2005, CBP processed over 431 million passengers, more than 121 million 
land border passenger vehicles, 1 million aircraft, 1 1 3,325 vessels, and over 25 million 
sea, rail and truck containers. In fiscal year 2005, CBP made 22,727 arrests and 
23,802 narcotic seizures; seized over 798,000 pounds of narcotics, approximately 
$28 million in currency, and over $120 million in merchandise. We cannot protect 
against the entry of terrorists and the instruments of terror without performing all 
missions. 

We must perform all missions without stifling the flow of legitimate trade and travel that 
is so important to our nation’s economy. We have “twin goals" - building more secure 
and more efficient borders. 

Meeting Our Twin Goals - Building More Secure and More Efficient Borders : 

As the single, unified border agency of the United States, CBP’s missions are 
extraordinarily important to the protection of America and the American people. In the 
aftermath of the terrorist attacks of September 11**, CBP has developed initiatives to 
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meet our twin goals of improving security and facilitating the flow of legitimate trade and 
travel. Our homeland strategy to secure and facilitate cargo moving to the United 
States is a layered defense approach built upon interrelated initiatives. They are: the 
24-Hour and Trade Act rules, the Automated Targeting System (ATS), housed in GBP’s 
National Targeting Center, the use of Non-Intrusive Inspection equipment and Radiation 
Portal Monitors, the Container Security Initiative (CSI), and the Customs-Trade 
Partnership Against Terrorism (C-TPAT) initiative. These complementary layers 
enhance seaport security, and protect the nation. 

Advance Electronic Information : 

As a result of the 24-Hour rule and the Trade Act, CBP requires advance electronic 
information on all cargo shipments coming to the United States by land, air, and sea, so 
that we know who and what is coming before it arrives in the United States. The 24- 
Hour Advanced Cargo Rule requires all sea carriers, with the exception of bulk carriers 
and approved break-bulk cargo, to provide proper cargo descriptions and valid 
consignee addresses 24 hours before cargo is loaded at the foreign port for shipment to 
the United States. Failure to meet the 24-Hour Advanced Cargo Rule results in a “do 
not load’’ message and other penalties. This program gives CBP greater awareness of 
what is being loaded onto ships bound for the United States and the advance 
information enables CBP to evaluate the terrorist risk from sea containers on 100% of 
shipments. 

Automated Targeting System : 

The Automated Targeting System, which is used by the National Targeting Center and 
field targeting units in the United States and overseas, is essential to our ability to target 
high-risk cargo and passengers entering the United States. ATS is the system through 
which we process advance manifest and passenger information to detect anomalies 
and "red flags,” and determine which passengers and cargo are “high risk,” and should 
be scrutinized at the port of entry, or in some cases, overseas. 

ATS is a flexible, constantly evolving system that integrates enforcement and 
commercial databases. ATS analyzes electronic data related to individual shipments 
prior to arrival and ranks them in order of risk based on the application of algorithms and 
rules. The scores are divided into thresholds associated with further action by CBP, 
such as document review and inspection. 

The National Targeting Center, working closely with the Coast Guard, also vets and risk 
scores all cargo and cruise-ship passengers and crew prior to arrival. This ensures that 
DHS has full port security awareness for international maritime activity. 

Container Security Initiative (CSh and Customs-Trade Partnership Against Terrorism 
(C-TPAT) - Extending our Zone of Security Outward & Partnering with Other Countries : 

In fiscal year 2005, over 1 1 .3 million seagoing containers arrived at our nation’s 
seaports. Another 1 1 .3 million cargo conveyances arrived by land. About 90% of the 
world’s manufactured goods move by container, much of it stacked many stories high 
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on huge transport ships. Each year, two hundred million cargo containers are 
transported between the world’s seaports, constituting the most critical component of 
global trade. The greatest threat to global maritime security is the potential for terrorists 
to use the international maritime system to smuggle terrorist weapons - or even terrorist 
operatives - into a targeted country. 

Clearly, the risk to international maritime cargo demands a robust security strategy that 
can identify, prevent and deter threats, at the earliest point in the international supply 
chain, before arrival at the seaports of the targeted country. We must have a cohesive 
national cargo security strategy that better protects us against the threat posed by 
global terrorism without choking off the flow of legitimate trade, so important to our 
economic security, to our economy, and, to the global economy. 

We developed a layered enforcement approach that addresses cargo moving from 
areas outside of the United States to our ports of entry. Our approach focuses on 
stopping any shipment by terrorists before it reaches the United States, and only as a 
last resort, when it arrives at a port of entry. 

The Container Security Initiative (CSl) and the Customs-Trade Partnership Against 
Terrorism (C-TPAT) initiatives bolster port security. Through CSl, CBP works with host 
government Customs Services to examine high-risk maritime containerized cargo at 
foreign seaports, before they are loaded on-board vessels destined for the United 
States. In addition to the current 44 foreign ports participating in CSl covering 75% of 
maritime containerized cargo shipped to the U.S., many more ports are in the planning 
stages. By the end of 2006, we expect that 50 ports, covering 82% of maritime 
containerized cargo shipped to the U.S. will participate in CSl. 

Through C-TPAT, CBP establishes voluntary best security practices for all parts of the 
supply chain, making it more difficult for a terrorist or terrorist sympathizer to introduce a 
weapon into a container being sent by a legitimate party to the United States. C-TPAT 
covers a wide variety of security practices, from fences and lighting to requiring that 
member companies conduct background checks on their employees, maintain current 
employee lists, and require that employees display proper identification. 

C-TPAT's criteria also address physical access controls, facility security, information 
technology security, container security, security awareness and training, personnel 
screening, and important business partner requirements. These business partner 
requirements encourage C-TPAT members to conduct business with other C-TPAT 
members who have committed to the same enhanced security requirements established 
by the C-TPAT program. 

The C-TPAT program has created a public-private and international partnership with 
nearly 5,800 businesses (over 10,000 have applied), including most of the largest U.S. 
importers. Forty-five percent of all merchandise imported into the United States is done 
so by C-TPAT member importers. C-TPAT, CBP and partner companies are working 
together to improve baseline security standards for supply chain and container security. 
CBP reviews the security practices of not only the company shipping the goods, but 
also the companies that provided them with any services. 
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The validation process employed by CBP demonstrates and confirms the effectiveness, 
efficiency and accuracy of a C-TPAT certified member’s supply chain security. 

At present, the C-TPAT program has completed validations on 27 percent (1 ,545 
validations completed) of the certified membership, up from 8 percent (403 
validations) completed a year ago. Additionally, validations are in progress on another 
39 percent (2,262 in progress) of certified members, and these validations will be 
completed throughout 2006, bringing the total percentage of certified members to 
65 percent by year-end. In 2007, the C-TPAT program validations will continue. 

We will have validated 100 percent by the end of CY 2007. 

Additionally, CBP has moved to tighten minimum-security criteria for membership in this 
voluntary program. Working closely with the trade community and key stakeholders, 
CBP has developed and implemented baseline security standards for member 
importers, sea carriers, and highway carriers. CBP will complete this process by the 
end of CY 2006, defining the minimum-security criteria for the remaining enrollment 
sectors - air carriers, rail carriers, brokers, freight forwarders, and foreign 
manufacturers. 

In order to promulgate security best practices, C-TPAT recently compiled and published 
a best practice catalog, which was distributed to all members and made available at its 
recent training seminar. Each year C-TPAT conducts an annual seminar providing 
additional security training and presentations from the trade community on how 
implementation of C-TPAT has improved their security and provided a measurable 
return on investment. C-TPAT will also be implementing a discussion board available 
on their secure web portal whereby members can exchange ideas and discussions on 
security practices and benefits. 

Non-Intrusive Inspection Equipment and Radiation Detection Portals : 

CBP also uses cutting-edge technology, including large-scale X-ray and Gamma-ray 
Non-Intrusive Inspection (Nil) systems to image cargo, and radiation detection devices 
to screen cargo for the presence of radiological materials. 

Since CBP was formed in March 2003, we have increased our large-scale Nil inventory 
by 60 systems, including 19 additional systems to the northern border, 16 additional 
systems to the southern border and 25 additional systems to seaports. CBP currently 
has an inventory of 171 large-scale Nil systems deployed nationwide. 

In fiscal year 2005, CBP examined nearly 80 percent of all rail cars, nearly 25 percent of 
all land conveyances, and 5 percent of all sea-borne containers that arrived in the U.S. 
The majority of these examinations were accomplished with the use of large-scale Nil 
technology. At a minimum, 100 percent of all high-risk conveyances are imaged with 
large-scale Nil technology and screened with a hand-held Radiation Isotope Identifier 
Device for the presence of radiation. Approximately 2 million examinations were 
conducted with large-scale Nil technology at our nation’s ports of entry prior to 2003. 
in fiscal year 2005, that number increased to 5.4 million. Since March 2003, large-scale 
Nil technology has been used to conduct approximately 12 million examinations. 
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Since March 2003, in addition to large-scale Nil technology, CBP has deployed an 
additional 709 Radiation Portal Monitors (RPM), 299 Radiation isotope Identifier 
Devices (RIID) and approximately 5,500 Personal Radiation Detectors (PRD) to our 
ports of entry. 

CBP currently operates 740 RPMs at our nation's ports, including 190 RPMs at 
seaports. RPMs are our most robust radiation detection devices that provide CBP with 
a passive non-intrusive means to quickly and thoroughly screen conveyances and/or 
shipments for the presence of illicit radiological materials. CBP has also deployed a 
total of 491 RIIDs and approximately 12,500 PRDs to our nation's ports of entry. 

CBP currently screens 100 percent of mail and express consignment packages, 90 
percent of all containerized cargo and 80 percent of all privately owned vehicles 
entering the U.S. along the Northern Border, 90 percent of all containerized cargo and 
79 percent of all privately owned vehicles entering the U.S. along the Southern Border, 
and 44 percent of ail arriving sea-borne containers for the presence of radiation with 
RPMs. 

Overall, CBP currently screens approximately 67 percent of all arriving land/sea 
containerized cargo entering the United States with RPMs. That number will continue to 
grow through the remainder of this year and 2007. CBP will deploy a total of 621 RPMs 
to our Nation’s top seaports, which will allow us to screen approximately 98 percent of 
inbound sea-borne containers by December 2007. A portion of these deployed systems 
will be next-generation Advanced Spectroscopic Portals, which will begin to be 
deployed in mid-FY 2007. In addition, CBP will deploy 60 Mobile RPM Systems to 
seaports in 2006. Mobile RPMs will provide us with the flexibility to conduct screening 
operations at low-volume locations and to screen high-risk containers in a real-time 
fashion. Initial deployment of the Mobile RPMs will occur in April with all 60 expected to 
be in place by the end of CY2006. CBP's ultimate goal is to screen 100 percent of all 
high-risk people, cargo and conveyances for radiation. 

CBP has strict response protocols in place to address and resolve all radiation alarms. 

If our field officers require assistance in resolving a radiation alarm, technical reach- 
back support is available 24 hours a day 365 days a year. Our Laboratories and 
Scientific Services (LSS) scientists located at the National Targeting Center provide that 
support. Beyond this support, further technical assistance is available through the 
DNDO Secondary Reachback program, which provides access to the nuclear design 
and spectroscopy expertise resident in the National Laboratories. 

To date, CBP has screened over 80 million conveyances with RPMs. Radiation- 
screening results are shared with other Federal agencies as well as certain State and 
Local entities as appropriate. The total number of gamma and/or neutron-related 
radiation alarms to date is over 318,000. However, all alarms have been resolved and 
the ovenwhelming majority has been attributed to naturally occurring radioactive 
materials (NORM) or medical patients. Thus far, no RPM alarms have been attributed 
to the illicit transport of special nuclear material. 
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Also, over 600 canine detection teams, capable of identifying narcotics, bulk currency, 
human beings, explosives, agricultural pests, and chemical weapons, are deployed at 
our ports of entry. 

CBP Coordination with DNDO : 

In addition to increased screening efforts at our own ports of entry for radioactive and 
nuclear materials, the DHS Domestic Nuclear Detection Office (DNDO) fully endorses 
the concept of increased active and passive detection at foreign ports of departure. 
Foreign ports can also use the systems DNDO are acquiring and developing with a CSI 
presence, as well as the Department of Energy's Megaports program. We must 
continue to stress the need for increased screening at foreign ports of departure; while 
at the same time have a robust screening effort at our own ports of entry. 

The DNDO FY 2007 budget request of nearly $536 million includes $157 million for the 
acquisition and deployment of current and next-generation radiation detection systems 
at our ports of entry. These systems will be deployed and operated by CBP. In 
addition, DNDO's FY 2007 budget also includes funding for the development of 
enhanced cargo radiography screening systems for our ports of entry. CBP will 
continue to work closely with DNDO to explore new and emerging technologies in an 
effort to enhance our antiterrorism capabilities. These enhanced screening efforts will 
complement the many information-based programs CBP already has in place for 
enhanced port security. 

Integrated Container Inspection System (ICISt : 

DHS and CBP acknowledge that the Hong Kong Container Terminal Operators 
Association (HKCTOA) and Science Applications International Corporation (SAIC) have 
taken an important step forward in an effort to improve container security. The 
Integrated Container Inspection System (ICIS) pilot demonstrates that the concept of 
collecting and integrating radiation detection spectral data with radiographic imaging on 
containers departing Hong Kong is complementary and consistent with our agency's 
goals. 

As the HKCTOA continues to make progress in collecting valuable screening data, CBP 
remains committed to working with the Association, the Hong Kong Customs & Excise 
Department and the Hong Kong Government to develop the policies, procedures and 
response protocols that will allow us to take full advantage of the investment the Hong 
Kong shipping community is making to better protect maritime trade and the global 
supply chain. 

CBP and DNDO meet regularly to discuss potential implementation strategies. Results 
from the ongoing analysis will impact future discussions. 

Government Accountability Office Findings : 

Recently, the Government Accountability Office (GAO) submitted a report entitled 
“Combating Nuclear Smuggling: DHS Has Made Progress Deploying Radiation 
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Detection Equipment at U.S. Ports of Entry, but Concerns Remain.” The report 
contained several recommendations for improvement. In addition to the report, GAO 
investigators were also tasked with examining possible weaknesses in CBP’s ability to 
detect radiation at two land border ports of entry. While the radiation detection 
equipment worked properly and our officers followed established CBP radiation 
response protocols, a recommendation was submitted to CBP. 

CBP agrees with the GAO findings and will incorporate their recommendations to further 
strengthen our radiation detection program. 

Based on the GAO recommendations, CBP will work in coordination with DNDO to: 

1 . Develop a plan to close the gap between the current RPM deployment rate and 
the rate to complete the RPM deployments by September 2009 

2. Analyze the benefit and costs of deploying advanced portal monitors 

3. Continue developing procedures for screening rail containers 

4. Revise our standard operating procedures to stress that whenever a secondary 
RPM alarm cannot be resolved with an external radiation detection technology 
examination, an officer will open the container in an attempt to resolve the alarm 

5. Implement a procedure whereby CBP officers can verify the authenticity of a 
Nuclear Regulatory Commission license 

6. Ensure that Pacific Northwest National Laboratory certifies their value 
management system 

Conclusion : 

In summary, as I have previously noted, CBP screens 100% of containers for risk. All 
containers that CBP determines to be of risk are examined using a variety of 
technologies, either at the foreign port of loading under the Container Security initiative, 
or upon arrival into the U.S. port of entry. The technologies used include radiation 
screening, non-intrusive x-ray inspection, and as appropriate, physical examination. 

CBP officers tasked with the security of our seaports carry out this screening and 
examination. 

Mr. Chairman, Members of the Subcommittee, I have briefly addressed CBP's critical 
initiatives today that will help CBP protect America against terrorists and the instruments 
of terror, while at the same time enforcing the laws of the United States and fostering 
the Nation's economic security through lawful travel and trade. With the continued 
support of the President, DHS, and the Congress, CBP will succeed in meeting the 
challenges posed by the ongoing terrorist threat and the need to facilitate ever- 
increasing numbers of legitimate shipments and travelers. 

Thank you again for this opportunity to testify. I will be happy to answer any of your 
questions. 
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Chairman Coleman, Ranking Member Levin, and members of the subcommittee, I am 
pleased to be here today to discuss the critically important issue of global supply chain 
security. 

Secretary Chertoff has repeatedly spoken about the importance of using risk-based 
assessments to focus our efforts on threats that present the greatest consequences. It is 
not possible to eliminate all risk, but we must focus on the highest risks with tenacity and 
creativity. Clearly, defending against the use by terrorists of weapons of mass 
destruction (WMD), particularly radiological and nuclear devices, is the highest priority 
of our maritime cargo security efforts. 

Mr. Chairman, this subcommittee and the full Committee have been consistently focused 
on these issues, and committed to innovation. I want to assure you that the Department 
of Homeland Security (DHS) shares your commitment to strengthen supply chain 
security. I am personally committed to nurturing a healthy dose of urgency within DHS 
to deliver continuous improvement in this area. We can afford no less. 

Since September 11, 2001 we have, however, made transformational improvements in the 
extent and quality of the layered system of systems now deployed to strengthen cargo 
security. This year, the DHS will spend some $2.5 billion on maritime security. Overall, 
the Federal Govenunent is spending $2.9 billion, including the Department of Energy’s 
Megaports program. If the President’s FY 07 budget is enacted, we will have spent some 
$9.6 billion in this area in four years (FY04-FY07). Earlier this week, colleagues from 
Customs and Border Protection (CBP), DHS’ Domestic Nuclear Detection Office, and 
the Department of Energy testified to you about this work and the tools we have already 
put in place. So I’ll try not to duplicate the detailed testimony they provided. 

We could not have come this far without the full engagement and serious commitment of 
thousands of private sector partners around the globe. Representatives of several 
organizations and businesses participating closely in this work will testify later today. 
DHS is grateful for their shared commitment to secure the supply chain. 
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Although we have made great progress, more needs to be done. In fact, we must be 
institutionally disciplined to understand that our commitment to stay ahead of those who 
would do harm to our people and our economy can never cease. Terrorists will continue 
to probe our systems and will themselves innovate. Still a young organization, DHS must 
operate every day with urgency and discipline, while casting our eyes to the future. 

Today I’d like to talk particularly about the path ahead to strengthen security for the 
global supply chain. I will focus on the WMD threat because of its centrality, but will 
also touch on measures that will also strengthen our ability to detect all forms of 
contraband. Secretary Chertoff has launched the Secure Freight initiative to implement 
aspects of the work ahead for DHS and the industry. 


A Layered System of Systems Supporting a Global Network. First, a brief word 
about our overall approach to supply chain security. Our security doctrine is grounded 
upon a commitment to deploy a strong, layered system of security systems. By deploying 
multiple, mutually reinforcing security layers and tools, we diminish the risk associated 
with failure at a single point. Some layers may have a more immediate and obvious 
security function, such as the physical inspection of a container by CBP field agents. 
Others, such as the Administration’s work in global nuclear non-proliferation are 
complimentary, aimed at making it more difficult to acquire WMD components. Security 
is very seldom adequately delivered via a single silver bullet. 

It begs the obvious, but bears noting, that we are talking about a global supply chain that 
serves an interdependent global economy. Thus, a second doctrinal component of our 
cargo security strategy has been, where possible, to push security measures out beyond 
our borders. It has required close partnerships with the private sector, because they own 
most of the assets and move the goods. As the recent debate about the now abandoned 
DP World transaction within the United States underscores, the basic facts about who 
owns and operates the global supply chain can cause concerns. 

With whom should we partner and how? A fair question. But there is no question that 
we must partner to ensure both security and mobility. CBP’s Customs-Trade Partnership 
Against Terrorism (C-TPAT) is an example of such a partnership program. Here, the 
aphorism made famous by President Reagan guides: trust but verify. C-TPAT’s 
verification regime is an example of our doing that. 

It strengthens our hand to partner closely with other governments, which is why bilateral 
and multilateral solutions to supply chain security have been a focus for this 
Administration. The Container Security Initiative and our work with the World Customs 
Organization, the International Maritime Organization and the International Standards 
Organization have improved security. 

Some of the first generation layers of security will give way to second-generation tools. 
Others will be strengthened. New tools will be added. Not all of the layers are 
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appropriately unpacked in public hearings. But perhaps it would be useful simply to lay 
out the basic structures for supply chain security and elaborate on those areas that I 
consider most ripe for accelerated improvement. 


Existing Security Architecture. An outline of the existing security architecture includes 
four core components: (1) vessel security; (2) personnel security; (3) cargo security; and 
(4) port facility security. Some elements of each of these four components are focused 
abroad, others at home - thus there are essentially eight buckets of activity that capture 
most of the programmatic focus of the supply chain security challenge. 

Most of the core federal programs were explained in detail by DHS testimony earlier this 
week. I’d just supplement that testimony with a quick overview of the Coast Guard’s 
role in securing the supply chain at home and abroad. Their implementation of the 
Maritime Transportation Security Act (MTSA) in the United States and the International 
Ship and Port Facility Security (ISPS) Code abroad forms the basis for securing the 
foreign and domestic ports and vessels that are the foundation of the international marine 
transportation system. 

At home, the Coast Guard routinely inspects and assesses the security of 3,200 regulated 
facilities in more than 360 U.S. ports at least annually in accordance with MTSA and the 
Ports and Waterways Security Act. Every regulated U.S. port facility, regardless of 
owner/operator, is required to establish and implement a comprehensive Facility Security 
Plan that outlines procedures for controlling access to the facility, verifying credentials of 
port workers, inspecting cargo for tampering, designating security responsibilities, 
training, and reporting of all breaches of security or suspicious activity, among other 
security measures. Working closely with local port authorities and law enforcement 
agencies, the Coast Guard regularly reviews, approves, assesses and inspects these plans 
and facilities to ensure compliance. 

In accordance with MTSA, the Coast Guard has completed verification of security plans 
for U.S. port and facilities and vessels operating in U.S. waters. Specifically, 

• Port Threat Assessments for all 55 militarily or economically critical ports have 
been completed. The Coast Guard has developed 44 Area Maritime Security 
Plans covering 361 ports, the Great Lakes, the Inland and Western Rivers and the 
Outer Continental Shelf region. 

• The Coast Guard completed initial security plan verification exams on all 6,200 
U.S. flag inspected vessels on July 1, 2005. 

• The Coast Guard has completed 2,400 verification examinations on un-inspected 
vessels regulated under the MTSA, and is on track to complete all 4,800 by 
December 3 1 , 2006. 

In addition, the Automatic Identification System has been fielded at 9 ports with Vessel 
Traffic Service systems and allows the Coast Guard to identify and track vessels in the 
coastal environment. Long range tracking, currently in development, will enable the 
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Coast Guard to identify and track vessels thousands of miles at sea, well before they 
reach our coastal zones. Likewise, the Inland River Vessel Movement Center provides 
critical information about the movement of hazardous cargoes along our nation’s inland 
rivers. 

The Coast Guard has also established 12 Maritime Safety and Security Teams and 
enforced hundreds of fixed and moving security zones to protect Maritime Critical 
Infrastructure and key assets and naval vessel protection zones to protect U.S. Navy and 
Maritime Administration vessels. Further, the Coast Guard is developing a risk-based 
decision making system, to be implemented this year, which will help prioritize high 
capacity passenger vessels escorts. Although initially developed for high capacity ferries, 
its application is being expanded to enhance current security measures for other high 
capacity vessels: ferries, cruise ships, and excursion vessels carrying 500 or more 
passengers. 

Abroad, the Coast Guard conducts foreign port security assessments through its 
International Port Security Program. To date the Coast Guard has assessed 45 countries, 
with 40 having been found to be in substantial compliance with the International Ship and 
Port Facility Security Code. These 45 countries are responsible for over 80 percent of 
vessel arrivals to the United States. The five countries that are not in substantial 
compliance have been notified to take corrective actions or risk being placed on a port 
security advisory and have conditions of entry imposed on vessels arriving from their 
ports. The Coast Guard is on track to assess approximately 36 countries per year with an 
ultimate goal of visiting all of our maritime trading partners within four years. 

Finally, in addition to the work of the Coast Guard, the Port Security Grant program 
(PSGP) has awarded over $700 million to owners and operators of ports, terminals, and 
U.S. inspected passenger vessels and ferries, as well as port authorities and State and 
local agencies to improve security for operators and passengers through physical security 
enhancements. These grants are intended to create a sustainable, risk-based effort for the 
protection of ports from terrorism, especially explosives and non-conventional threats 
that would cause significant loss of life and major disruption to commerce. 

As part of the FY 2005 PSGP, significant changes were introduced to make the program 
more risk based. And it required certain grantees to supply matching funds, which added 
some $30 million more to this program. Changes include limiting eligibility to the 
nation’s most at-risk seaports and distributing funding based on risk, needs and national 
priorities for port security. 

I’d like now to focus on two particular areas that present significant upside for improving 
security: (1) improvements regarding DHS’s targeting of containers of highest risk and 
tools to inspect containers; and (2) deployment of the Transportation Worker 
Identification Card for unescorted access to U. S. ports. 
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Secure Freight. The Department’s Secure Freight initiative has two major components: 
better targeting and enhanced inspection tools. 

Better Targeting. CBP’s Automated Targeting System (ATS), which is used by 
the National Targeting Center and field targeting units in the United States and overseas, 
profiles inbound cargo and identifies high-risk cargo entering the United States. ATS is 
the system through which we process advance manifest and passenger information to 
detect anomalies and “red flags,” and determine which passengers and cargo are high 
risk, and therefore should be scrutinized at the port of entry or overseas. 

ATS is a flexible, constantly evolving system that integrates enforcement and commercial 
databases. ATS analyzes electronic data related to individual shipments prior to arrival 
and ranks them in order of risk based on the application of algorithms and rules. The 
scores are divided into thresholds associated with further action by CBP, such as 
document review and inspection. 

ATS is an extraordinarily powerful “first generation” tool, and a more sophisticated, 
next-generation tool is under development at DHS as part of the Secure Freight initiative. 
ATS data is derived from filings of the cargo waybill and an extensive historical risk 
scoring algorithm derived from years of data about containers and inspections. 

The next-generation tool will fuse existing data from across the supply chain by multiple 
actors who touch the box from order, container origin, to destination. The data 
aggregation would, in my view, best be fused by a third party intermediary - perhaps 
formed by the industry itself The U.S. government would certify one or more such 
qualified entities formed for this purpose, and would set standards for such data fusion. 
The intermediary would be rigorously audited. 

This approach is the natural extension of the requirement to have better data upon which 
to score risk of inbound containers. It would support not only the needs of the United 
States better to understand and assess risk of inbound containers , but also could serve the 
exact same needs of other nations. This is not a tool that will grow overnight. But 
stronger profiling is possible, and I am convinced that we can make great progress in the 
near term. I would welcome an opportunity to elaborate further in response to questions. 

Enhanced Inspection Tools. My DHS colleagues testified already about DHS’s 
plan to expand rapidly the number and the performance of radiation portal monitors and 
the next generation tool, Advanced Spectroscopic Portals. The Domestic Nuclear 
Detection Office has recently tested new and better handheld radiation detection 
equipment, which we will deploy in the marine environment. 

Better detection systems can be deployed both abroad and at home. At home, our goal is 
to have 100 percent inspection of all containers as they depart a U.S. port headed into our 
country. Abroad, our goal is to increase materially the number of containers inspected by 
radiation detection tools and by non-intrusive inspections, including large-scale X-ray 
devices. 
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In this regard, I’d note that this week Secretary Chertoff will be in Hong Kong to see 
first-hand the Integrated Container Inspection System (ICIS) pilot underway there. CBP 
is engaged in a technical exchange to evaluate how the data gathered by ICIS can be used 
to strengthen our inspection capabilities. I understand that several members of this 
subcommittee have had the opportunity to inspect the same pilot program. 

After extensive discussion with industry about the ICIS pilot and its underl3dng 
technology and business concepts, I find myself highly optimistic that this pilot can point 
the way to a collaborative network that can significantly enhance CBP’s capabilities 
physically to inspect a larger number of containers from points worldwide. Again, I’d be 
happy to discuss with the subcommittee DHS’s thought about how this might develop. 


Transportation Worker Identity Card (TWIC). On Friday of this week, the 
Transportation Security Administration (TSA) will publish a “request for qualifications” 
seeking firms who are appropriately experienced and interested to help deploy certain 
components of the TWIC program. This is the first step toward operational deployment 
of the TWIC program for unescorted access to all U.S. ports. This day has been too long 
in coming. 

This deployment will include accelerated and parallel rulemaking work by both TSA and 
Coast Guard. And it will include a procurement needed to help launch the operational 
program. Secretary Chertoff has given his team instructions to get this done as quickly as 
possible. Further details will be forthcoming as part of the rulemaking and procurement 
actions. This tool will add a valuable layer of further security to domestic port operations 
and will strengthen overall supply chain security. 


Conclusion. The Department is working closely with other government departments and 
agencies, with industry, and the international community to establish workable solutions 
to improve supply chain security. We recognize the challenges that face our programs 
and the importance of protecting our nation from terrorist threats to this vital economic 
engine. We are making significant progress. The Department thanks you for your 
continued support and looks forward to working with you as these programs further 
develop and mature. 

This completes my prepared statement. I would be happy to respond to any questions you 
may have. 
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Introduction 


Mr. Chairman and members of the Committee, thank you for the opportunity to 
testify before you today. My name is Christopher Koch. I am President and CEO of the 
World Shipping Council, a non-profit trade association representing international ocean 
carriers, established to address public policy issues of interest and importance to the 
international liner shipping industry. The Council’s members include the full spectrum 
of ocean common carriers, from large global operators to trade-specific niche carriers, 
offering container, roll-on roll-off, car carrier and other international transportation 
services. They carry roughly 93% of the United States’ imports and exports transported 
by the international liner shipping industry, or more than $500 billion worth of American 
foreign commerce per year.' 


' A list of the Council’s members can be found on the Council’s website at www.worldshipping.org. 
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I also serve as Chairman of the Department of Homeland Security’s National 
Maritime Security Advisory Committee, as a member of the Departments of Homeland 
Security’s and Treasury’s Advisory Committee on Commercial Operations of Customs 
and Border Protection (COAC), and on the Department of Transportation’s Marine 
Transportation System National Advisory Council. It is a pleasure to be here today. 

In 2005, American businesses imported roughly 1 1 million loaded cargo 
containers into the United States. The liner shipping industry transports on average about 
$1.5 billion worth of containerized goods through U.S. ports each day. In 2006, at 
projected trade growth rates, the industry will handle roughly 12 million U.S. import 
container loads. And these trade growth trends are expected to continue. 

The demands on all parties in the transportation sector to handle these large cargo 
volumes efficiently is both a major challenge and very important to the American 
economy. 

At the same time that the industry is addressing the issues involved in efficiently 
moving over 1 1 million U.S. import containers this year, we also must continue to 
enhance maritime security, and do so in a way that does not unreasonably hamper 
commerce. 

The Department of Homeland Security (DHS) has stated that there are no known 
credible threats that indicate terrorists are planning to infiltrate or attack the United States 
via maritime shipping containers. At the same time, America’s supply chains extend to 
tens of thousands of different points around the world, and the potential vulnerability of 
containerized transportation requires the development and implementation of prudent 
security measures. Like many parts of our society, we thus confront an unknown threat, 
but a known vulnerability. 

What is the appropriate collection of measures to address this challenge? 

The Department of Homeland Security’s maritime security strategy involves 
many different, but complementary, pieces. 

It includes the establishment of vessel security plans for all arriving vessels 
pursuant to the International Ship & Port Facility Security Code (ISPS Code) and the 
Maritime Transportation Security Act (MTSA). 

It includes the establishment of U.S. port facility security plans and area maritime 
security plans pursuant to the ISPS Code and MTSA, and the establishment by the Coast 
Guard of the International Port Security Program (IPSP) pursuant to which the Coast 
Guard visits foreign ports and terminals to share and align security practices and assess 
compliance with the ISPS Code. 

It includes the Maritime Domain Awareness program, under which DHS acquires 
enhanced information about vessel movements and deploys various technologies for 
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better maritime surveillance. The challenge of effectively patrolling all the coasts and 
waters of the United States is obviously a large one. 

The MTSA directives and DHS efforts also include enhanced security for 
personnel working in the maritime area. 

And last, but certainly not least, these directives and efforts include an array of 
initiatives to enhance cargo security - ihc important topic of this hearing, including 

• Cargo Security Risk Assessment Screening 

• The Container Security Initiative 

• The Customs Trade Partnership Against Terrorism (C-TPAT) Program, and 

• Container Inspection Technology Deployment. 

The liner shipping industry and the World Shipping Council have fully supported 
these various initiatives. Ocean carriers’ business depends upon the government having a 
security regime that provides adequate levels of security confidence, while continuing to 
allow for the efficient and reliable transportation of America’s exports and imports. 1 
will now turn to the issues the Committee, in its March 1 3 letter of invitation, requested 
that my testimony address today. 


Committee Question #1 : The private sector perspective on U.S. 
government programs related to maritime and port security . 

The government’s multi-layer security strategy is a fundamentally sound one, and 
seeks to address cargo and maritime security on an international basis as early as is 
practicable. It does not wait to address security questions for the first time when a ship 
and its cargo arrive at a U.S. port. The strategy can be further developed and 
strengthened, however, and we appreciate the Committee’s continued interest in these 
issues. The following is a brief description of the strategy’s various layers. 

A. Vessel Security 

Every vessel entering a U.S. port, whether of U.S. or foreign registry, must have a 
ship security plan that is in accordance with the ISPS Code - a binding international 
convention developed under the leadership of the U.S. Coast Guard. The Coast Guard 
also ensures through its port state enforcement programs that vessels entering U.S. ports 
are in compliance with the Code. Vessels that are not in compliance are denied entry into 
a U.S. port by the Coast Guard. 

Under MTSA, the Coast Guard requires vessels to file Notices of Arrival 96 hours 
before arrival in a U.S port, providing relevant advance information about the vessel, its 
itinerary, its crew and its cargo. The Coast Guard and Customs and Border Protection 
(CBP) use this information for risk profiling. 
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B. Port Security 

Port facilities must also comply with the ISPS Code, and, in the U.S., the Coast 
Guard’s MTSA regulations - the regulatory regime used to implement the ISPS Code 
domestically. All major U.S. port facilities are in compliance with the ISPS Code.^ 

These port facilities or marine terminals may be operated by the state or local 
government public port authority, or they may be leased from the port authority by 
terminal operating service providers, with the port authority maintaining ownership and 
oversight of the port. The majority of U.S marine terminals are operated by private 
marine terminal firms, which have leased the property from the port authority. Major 
ports generally have multiple terminals and terminal operators. 

Foreign port facilities must also comply with the ISPS Code, and the U.S. Coast 
Guard oversees this under its International Port Security Program (IPSP). Coast Guard 
IPSP officers visit port facilities around the world, and feed the results from each IPS 
assessment into the agency’s port state control security matrix, and work with the local 
governments if necessary to try to improve conditions if warranted. 

As a way to support the Coast Guard’s efforts in this regard, the World Shipping 
Council and Coast Guard last week formalized a voluntary reporting mechanism whereby 
the Council’s companies can assist the Coast Guard’s global maritime security efforts by 
reporting port facility security status issues to the Coast Guard. The intent of this effort is 
to provide the Coast Guard with additional information that may help the agency better 
prioritize its IPSP efforts, work with other governments, and enhance domestic 
enforcement of maritime security requirements. 

C. Personnel Security 

Maritime personnel security is addressed in various ways. Vessels must provide 
CBP and the Coast Guard with advance notice of all crew on the vessel 96 hours before 
the vessel arrives in a U.S port for screening. U.S. seafarers are issued credentials by the 
U.S. Coast Guard and must go through a security vetting process. All foreign seafarers 
must have valid, individual LJ.S. visas if they are to go ashore in the U.S. 

Regarding personnel working in U.S. ports, the Department of Homeland Security 
has indicated that it intends to promulgate proposed rules on the Transportation Worker 
Identification Credential (TWIC) in the near liiture, as required by MTSA. At the request 
of DHS, the National Maritime Security Advisory Committee, after intensive, open and 
constructive dialogue amongst diverse industry and government officials, approved a 
detailed set of recommendations to the Department for its consideration in the 
development of this initiative. The establishment of the TWIC would help meet one of 


^ The Coast Guard’s MTSA regulations estimated that the industry’s compliance with the Code would cost 
more than $8 billion over ten years, and that figure did not include foreign port or foreign vessel 
compliance costs. 
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the unaddressed U.S. port security imperatives identified by Congress and DHS as an 
essential element of the nation’s maritime security. The Council and its Member lines 
strongly support DHS promulgating a regulation on this issue. This issue remains one of 
the most important uncompleted tasks to improve U.S. port security. 


D. Cargo Security 

Particularly with respect to containerized cargo, the issues surrounding cargo 
security are challenges that require a multi-faceted strategy, which begins long before the 
cargo arrives at a U.S. port. It involves advance Customs security screening of all 
containers before vessel loading in a foreign port, cooperation with foreign Customs 
authorities through the Container Security Initiative, use of container inspection 
technology, and the Customs Trade Partnership Against Terrorism initiative. 

a. Risk Assessment and the National Tarvetine Center 

The stated and statutorily mandated strategy of the U.S. government is to conduct 
a security screening of all containerized cargo shipments before they are loaded on a U.S. 
bound vessel in a foreign port. The World Shipping Council fully supports this strategy. 
The correct time and place for the cargo security screening is before the containers are 
loaded on a ship. Most cargo interests also appreciate the importance of this strategy, 
because they don’t want their shipments put at risk or delayed because of a security 
concern that could arise regarding another cargo shipment aboard the ship. 

In order to be able to perform this advance security screening, CBP implemented 
the “24 Hour Rule” in early 2003. Under this rule, carriers are required to provide CBP 
with their cargo manifest information regarding all containerized cargo shipments at least 
24 hours before those containers are loaded onto the vessel in a foreign port. The 
Council supports this rule. 

CBP, at its National Targeting Center in Northern Virginia, then screens every 
shipment using its Automated Targeting System (ATS), which also uses various sources 
of intelligence information, to determine which containers should not be loaded aboard 
the vessel at the foreign port, which containers need to be inspected at either the foreign 
port or the U.S. discharge port, and which containers are considered low-risk and able to 
be transported expeditiously and without further review. Every container shipment 
loaded on a vessel bound for the U.S. is screened through this system before vessel 
loading at the foreign port. Customs may issue the carrier a “Do Not Load” message on 
any container that is so screened if it has security concerns that need to be addressed. 

The Department of Homeland Security’s strategy is thus based on its performance 
of a security screening of relevant cargo shipment data for 100% of all containerized 
cargo shipments before vessel loading, and subsequent inspections of 100% of those 
containers that raise security issues after initial screening. Today, we understand that 
CBP inspects roughly 5.5-6% of all inbound containers (roughly 600,000 containers per 


5 



192 


year), using either X-ray or gamma ray technology (or both) or by physical devanning of 
the cargo. 

We all have a strong interest in the government performing as effective a security 
screening as possible before vessel loading. Experience also shows that substantial 
disruptions to commerce can be avoided if security questions relating to a cargo shipment 
have been addressed prior to a vessel being loaded. Not only is credible advance cargo 
security screening necessary to the effort to try to prevent a cargo security incident, but it 
is necessary for any reasonable contingency planning or incident recovery strategy. 

Today, while the ATS uses various sources of data, the only data that the commercial 
sector is required to provide to CBP for each shipment for the before-vessel-loading 
security screening is the ocean carrier’s bill of lading/manifest data filed under the 24 
Hour Rule. This was a good start, but carriers’ manifest data has limitations. 

Cargo manifest data should be supplemented in order to provide better security risk 
assessment capabilities.^ Currently, there is no data that is required to be fded into ATS 
by the US. importer or the foreign exporter that can be used in the pre-vessel loading 
security screening process. This occurs, even though these parties possess shipment data 
that government officials believe would have security risk assessment relevance that is 
not available in the carriers’ manifest filings, and notwithstanding the fact that the law 
requires the cargo security screening and evaluation system to be conducted “prior to 
loading in a foreign port”.'* Today, cargo entry data is required to be filed with CBP by 
the importer, but is not required to be filed until after the cargo shipment is in the United 
States, often at its inland destination - too late to be used for security screening purposes. 

In September 2004, the COAC Maritime Transportation Security Act Advisory 
Subcommittee submitted to DHS a recommendation that importers should provide CBP 
with the following data elements before vessel loading; 

1 . Better cargo description (carriers’ manifest data is not always specific or precise) 

2. Party that is selling the goods to the importer 

3. Party that is purchasing the goods 

4. Point of origin of the goods 

5. Country from which the goods are exported 

6. Ultimate consignee 

7. Exporter representative 

8. Name of broker (would seem relevant for security check.), and 

9. Origin of container shipment -- the name and address of the business where the 
container was stuffed, which is often not available from an ocean carrier’s bill of 
lading. 


’ See also, “Homeland Security: Summary of Challenges Faced in Targeting Oceangoing Cargo Containers 
for Inspection”, General Accounting Office Report and Testimony. March 31, 2004 (GAO-04-557T). 

46 U.S.C section 70116(b)(1), Section 343(a) of the Trade Act also requires that cargo information be 
provided by the party with the most direct knowledge of the information. 
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The Council agrees with this recommendation. The government’s strategy today 
is to inspect containerized cargo on a risk-assessment basis. Accordingly, the 
government should improve the cargo shipment data it currently uses for its risk 
assessment. An ocean carrier’s bill of lading by itself is not sufficient for cargo security 
screening. Earlier filing of these shipment data elements would improve CBP’s cargo 
security screening capabilities. 

If a risk assessment strategy is to remain the core of the government’s cargo 
security system, the government needs to decide what additional advance cargo shipment 
information it needs to do the job well. It may include the data elements recommended 
above, or it may include additional desired data elements beyond that list. While this is 
not a simple task, it is important that progress be made on deciding what additional data 
should be obtained for this purpose, and it is important that the cargo interests, and not 
just carriers, be required to provide the relevant data in time to do the advance security 
screening before vessel loading in the foreign port. 

b. Container Security Iniliative 

No nation by itself can secure or protect international trade. International 
cooperation is essential. For ships and port facilities, the International Maritime 
Organization (IMO), a U.N. regulatory agency with international requirement setting 
authority, has responded to U.S. leadership and created the International Ship and Port 
Security Code (ISPS). These IMO rules are internationally applicable and are strictly 
enforced by the U.S. Coast Guard. There is no comparable international regulatory 
institution with rule writing authority for international supply chain security. For a 
variety of reasons, the World Customs Organization (WCO) has not acquired such 
authority. 

At the WCO, CBP continues to work with other governments on a supply chain 
security framework that can be used by all trading nations. This framework may be 
useful, but remains at a fairly high level and will be implemented on a voluntary basis by 
interested governments. Consequently, U.S. and foreign customs authorities must also 
create a network of bilateral cooperative relationships to share information and to 
enhance trade security. This is the Container Security Initiative. The Council fiilly 
supports this program and the strategy behind it. 

Today, 73.5% of U.S. containerized imports passes through 44 operational CSI 
ports, with further program growth expected. CBP hopes to expand the CSI program to 
55 ports, which could cover roughly 85% of U.S containerized imports. 

A listing of operational CSI ports follows: 
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Port Name 

TEUs in 2005 
(in thousands) 

US Imports 

Yantian (Shenzhen) 

2,342.38 

Honq Konq 

1,866,14 

Shanqhai 

1,696.41 

Kaohsiunq 

1,154.69 

Busan 

1,121.67 

Sinqapore 

534,56 

Rotterdam 

457.32 

Bremerhaven 

432.68 

Antwerp 

317.80 

Tokyo 

288.77 

Naqoya 

187,92 

Laem Chabanq 

178.38 

Cortes 

172.8 

Le Spezia 

158.42 

Hamburq 

158.41 

Santos 

155.70 

Salalah (Oman) 

129.60 

Kobe 

129.50 

Genoa 

122,87 

Yokohama 

122.74 

Le Havre 

120.83 

Colombo 

114.30 

GioiaTauro 

96.14 


96.02 

Felixstowe 

73.70 

Alqeciras 

60.35 

Buenos Aires 

54.88 

Liverpool 

43.42 


43.25 

Durban 

42.26 

Port Keianq 

40.42 

Thamesport 

33.36 

Naples 

33.19 

Southampton 

32.35 

Lisbon 

22.90 

Halifax 

22.86 

Gothenburq 

19,13 

Piraeus 

10,18 

Vancouver 

8.99 

Tilbury 

2.92 

Dubai 

0.98 

Marseille 

0.69 

Montreal 

0.17 

Zeebruqqe 

0.04 

Total CSI Ports 

12,702.09 

Non-CSI Ports 

4,588.26 

Total All Ports 

17,290.35 
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c. C-TPAT 

Customs’ Trade Partnership Against Terrorism (C-TPAT) is an initiative intended 
to increase supply chain security through voluntary, non-regulatory agreements with 
various industry sectors. Its primary focus is on the participation of U.S. importers, who 
are in turn urged to have their suppliers implement security measures all the way down 
their supply chains to the origin of the goods. This approach has an obvious attraction in 
the fact that the importer’s suppliers in foreign countries are beyond the reach of U.S 
regulatory jurisdiction. In return for participating in the program, importers are given a 
benefit of reduced cargo inspection. The C-TPAT program invites participation from 
other parties involved in the supply chain as well, including carriers, customs brokers, 
freight forwarders, U.S. port facilities, and a limited application to some Mexican and 
Canadian manufacturers. 

CBP has been working to strengthen the C-TPAT program and to increase 
validations of participants’ performance. C-TPAT is not a regulatory program, and it is 
not a guarantee of security. It does, however, provide for a creative partnership approach 
between government and industry as one element of a multi-layered strategy to improve 
security. It clearly has value, even though it can’t be easily measured or quantified; and, 
because its principal purpose is to try to affect the conduct of parties outside U.S. 
regulatory jurisdiction, it has a reach that regulations alone could not have. 

Many maritime and supply chain security issues can be, should be, and are 
addressed through regulatory requirements, not C-TPAT. For example, vessel security 
plans and port security plans are regulated by Coast Guard regulations implementing the 
ISPS Code and MTSA. The data that must be filed with CBP to facilitate cargo security 
screening must be addressed through uniformly applied regulations. Seafarer credentials 
and the Transportation Worker Identification Card must be addressed through uniformly 
applied requirements. 

C-TPAT, however, is a program that can try to address matters that are not or 
cannot be addressed by regulations, such as supply chain enhancements beyond U.S. 
regulatory jurisdiction, or matters that aren’t covered by regulations. 


Committee Question #2: The private sector perspective 
on foreign ownership of U.S. terminals 

Stevedoring and marine terminal operations are a service industry that is open to 
foreign investment. Billions of dollars of foreign investment has been made in the U.S. 
over recent years in this sector, and that investment has contributed substantially to a 
transportation infrastructure that is critical to moving America’s commerce efficiently 
and reliably. The investment has come from Japanese, South Korean, Danish, British, 
Chinese, French, Taiwanese, and Singaporean businesses, just as American companies 
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have been allowed to invest in marine terminal and stevedoring businesses in foreign 
countries. 

The substantial majority of American containerized commerce is handled in U.S. 
ports by marine terminal operators that are subsidiaries or affiliates of foreign enterprises, 
usually the container shipping lines themselves. This is an international, highly 
competitive industry, providing hundreds of thousands of American jobs. The United 
States depends on it, and it in turn has served the needs of American commerce well, 
adding capacity and service as the needs of American exporters and importers have 
grown. 


An important element of the U.S. government’s position in international trade 
negotiations for many years, under both Democrat and Republican administrations, has 
been the importance of securing the ability of international investment to flow into 
various international service industries. It is a principle of substantial importance to 
many sectors of the American economy. There are many billions of dollars of American 
service industry investments around the world, including banking, insurance, food 
service, accounting, construction, energy, engineering, etc. 

U.S. marine terminal facilities, whether operated by U.S. or non-U.S. owned 
companies, must and do comply with all the government’s applicable security 
requirements. There is no evidence that terminal facilities’ operations conducted by 
foreign controlled companies are any less secure, or in any way less compliant with 
security regulations, or in any way less cooperative with U.S. government security 
authorities than U.S. controlled companies. In fact, these companies work closely and 
cooperatively with the Coast Guard, Customs and Border Protection, the U.S. military, 
and other U.S. law enforcement agencies. 

This is an international industry and has been for many years. Less than 3% of 
American international maritime commerce is transported on U.S.-flag ships, and foreign 
owned carriers are responsible for the capital investment in most of those ships. 

American owned liner shipping companies transport roughly 5% of the trade, and their 
vessels are largely foreign flag. 

The leading American liner shipping companies, such as Sea-Land, APL, and 
Lykes, were sold by their U.S. owners years ago to foreign companies, and neither the 
Executive Branch nor an informed Congress did anything to protest or stop this change. 
Foreign ownership of shipping companies and U.S. marine terminal operating companies 
has been part of our nation’s economic make-up for years. We live in a global economy 
and society where it is simply a fact that most of this important component of the nation’s 
“critical infrastructure’’^ is owned and operated by foreign companies. One might wish 


’ The liner shipping industry and marine terminal operators logically fall within the most commonly used 
definitions of “critical infrastructure”. See, eg., the National Infrastructure Protection Plan definition: 
“Systems and assets, whether physical or virtual, so vital to the United States that the incapacity or 
destruction of such assets, systems, networks or functions would have a debilitating impact on security, 
national economic security, national public health or safety, or any combination of those matters.” The 
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American companies were dominant industry actors, but they aren’t. Further, U.S. 
financial markets have demonstrated little enthusiasm for international liner shipping due 
to its high capital investment requirements, cyclicality, and intense competition, as well 
as the fact that other nations’ tax laws are more favorable to shipping. 

The U.S. has been well served by the investment capital these foreign companies 
have made and continue to make in serving U.S. commerce.^ The United States’ 
economy and U.S. importers and exporters would be significantly harmed by policies that 
discourage or prevent this foreign investment. This is particularly true now with trade 
volumes pressing U.S. transportation infrastructure’s capacity, and with ports, state 
governments, and the federal government all searching for additional investment capital 
to meet the nation’s maritime transportation infrastructure needs and to keep American 
commerce competitive in the global market. 

This nation is not at risk from foreign capital being invested in it, but it would be 
at risk if it were to discourage continued foreign investment in the maritime industry 
serving its needs. 

There is another aspect to the recent Congressional interest in foreign ownership 
of marine terminal operators that has been myopic. In addition to the Dubai Ports World- 
P&O Ports transaction being mischaracterized as a purchase of U.S. ports - which it was 
not, and in addition to the fact that no facts were provided that showed DPW to be a 
security risk as a terminal operator - and in fact Dubai was shown to be an important ally 
and supporter of U.S. efforts in the Middle East and one which is trusted by the U.S. 
military to service its vessels and cargo, the entire controversy ignored the fact that, even 
with the six U.S. marine terminals being spun off from this purchase, DPW will be the 
third largest marine terminal operator in the world, and will be loading cargo onto vessels 
destined for the United States from its facilities in Australia, Europe, Asia and the 
Caribbean every day. 

Wouldn’t it make sense for the U.S. security strategy to try to include companies 
like DPW as partners of the government’s efforts to secure international commerce? 

DPW is a knowledgeable and professional actor, both globally and in a particularly 
relevant part of the world. Instead, the Congress just told the third largest terminal 
operator in the world that it did not trust them, when the facts presented did not justify 
such a judgment of the company. The unfortunate treatment of this transaction should be 
kept confined to the narrowest possible application. 


liner shipping industry transports roughly 1 1 million containers of imported goods per year to American 
importers and consumers. 7 million containers of exported goods from American businesses, and important 
government and military cargoes. The value of this goods movement is over $ 1 .5 billion per day, and these 
supply chains connect the American economy to the rest of the world. The industry that is responsible for 
this transportation service is critical infrastructure. 

The hundreds of millions of dollars presently being invested in Portsmouth, Virginia by Maersk, in 
Mobile, Alabama by Maersk and CMA-CGM, and in Jacksonville, Florida by MOL are just three examples 
of this ongoing commitment to the construction of improved U.S. transportation infrastructure. 
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The international shipping industry and America’s foreign commerce are global 
enterprises. Devising and implementing effective maritime security enhancements 
requires the participation and effort of many governments and many foreign owned and 
operated business enterprises. The U.S. government does not have the capability or the 
jurisdiction to do this by itself. It needs the cooperation and assistance of foreign 
governments and foreign owned businesses. The Coast Guard and Customs and Border 
Protection fully recognize this and are working to build and enhance global security 
strategies. Protectionism and unfounded criticism of foreign owned enterprises will 
impair those efforts and will impair security enhancement efforts. 


Committee Question #3: The possible impact of terrorists smuggling 
a Weapon of Mass Destruction via a maritime container on global trade 

The shipping industry does not know if terrorists have weapons of mass 
destruction, or, if they did, the likelihood that a maritime container would be used as a 
conduit for the transportation or delivery of such a weapon. Terrorists generally do not 
surrender operational control of their means of delivering an attack, and they would have 
to successfully evade multiple layers of security measures to succeed. 

As I noted earlier, the Department of Homeland Security (DHS) has stated that 
there are no known credible threats that indicate terrorists are planning to infiltrate or 
attack the United States via maritime shipping containers. At the same time, America’s 
supply chains extend to tens of thousands of different points around the world, and the 
potential vulnerability of containerized transportation requires the development and 
implementation of prudent security measures. Like many parts of our society, we thus 
confront an unknown threat, but a known vulnerability. The impact of such a possible 
event would be so obviously substantial, however, that there is no choice but to try to 
design, implement, and constantly enhance a security regime that is effective and still 
facilitates the efficient flow of commerce. 


Committee Questions # 4 and 5: The use of radiation detection 
equipment and its impact on the flow of commerce, and the Hong Kona 
container screening concept (Integrated Container Inspection System (ICISj) 

Container inspection technologies, including non-intrusive inspection (Nil) 
equipment and radiation screening equipment, clearly have an important role in 
increasing both the efficiency of inspecting containerized cargo shipments and the 
number of containers that can be inspected. Container inspection technology, particularly 
Nil equipment, is of substantial interest because, unlike so many other technologies, it 
helps address the container security question of paramount importance, namely: “What’s 
in the box?” 


12 



199 


Container inspection equipment is being deployed at U.S. and foreign ports. 

At U.S ports, CBP has reportedly deployed 170 large scale non-intrusive 
inspection devices. Nil inspection equipment allows Customs authorities to have a 
visual image of a container’s contents, is a relatively easy way to review a container’s 
contents in contrast to physically devanning the cargo, and is usually adequate for 
inspecting a container considered to be of security interest. 

The CBP strategy is to inspect 100% of the containers that raise security 
questions, plus some random inspections. We understand that this comprises about 5.5% 
of all containers, which would be roughly 600,000 containers a year. These containers 
are generally subject to delays of 1-3 days in the U.S. port in order to perform the 
inspection, and the average cost of these inspections appears to range between $100 and 
$125 per container. 

CBP is also deploying radiation scanning equipment at all major U.S container 
ports. CBP has reportedly deployed 190 radiation portal monitors at seaports to date, 
allowing it to scan 44 percent of arriving international cargo containers. CBP reports that 
this percentage will continue to grow through the remainder of this year and 2007, 
allowing CBP by December 2007 reportedly to scan almost all inbound cargo. The 
Subcommittee may wish to satisfy itself that this CBP radiation scanning plan is on 
schedule. CBP also has the ability to use portable devices to detect the presence of 
radiation, and CBP has issued over 12,000 hand-held devices to its officers with more on 
the way. 

Radiation scanning of containers when performed at the marine terminal gate 
does not generally delay commerce. Deploying the technology inside terminals to also 
cover containers moving by on-dock rail shipment has proved more challenging. 

CBP and the Department of Energy are also working with foreign ports to install 
Nil and radiation scanning technology abroad as well. Availability of such technology is 
one of the criteria that a foreign port must meet to become a CSl port, for example. 

The “ICIS concept” envisions the installation and operation of radiation and Nil 
inspection equipment by marine terminal operators at foreign ports of loading, the 
capturing of the Nil and radiation scanning images of all containers before vessel 
loading, the sharing and transmittal of those images to Customs authorities, and the 
analysis and operational use of those images in the before-vessel-loading security 
screening process. 

This is a concept that has many potential attractions and benefits. It holds the 
promise of providing the ability to conduct pre-vessel loading inspections of containers 
entering a port facility without significant delay to commerce, and facilitating the 
implementation of a more effective supply chain security strategy. Such capability could 
enable the government to “flex” its security screening capabilities, to inspect more 
containers, even from a remote location, and to inspect more containers before vessel 
loading, rather than waiting until they arrive in the United States discharge port. 
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That latter point is an important one. The current U.S. container security strategy, 
which the Council completely supports, is to perform container security screening before 
vessel loading in the foreign port. Today, however, most container inspection and 
radiation screening is performed in the U.S. port of discharge. The ICIS concept would 
allow for much better alignment between the strategy of screening cargo containers for 
security risks before vessel loading and the actual capability to perform any desired 
inspections of such containers before vessel loading. 

CBP and DHS officials are presently reviewing this technology and the pilot 
application of radiation-NlI inspection technology to containers entering two Hong Kong 
port facilities. The technology is conceptually very attractive, but a real world evaluation 
of the technology, its effect on operations, and its integration into and use by the 
government is clearly needed. The following issues will have to be addressed in 
assessing this concept: 

1. Does the technology provide satisfactory quality and technical results? 

This is an issue requiring expert analysis that is beyond the Council’s 
competence. We understand, however, that the preliminary review indicates that 
both the Nil and radiation scanning products are satisfactory from a technical and 
quality perspective. At the same time, we note that container inspection 
technology will have to meet defined standards and will not remain static but be 
constantly refined and improved with time. We also note that there must be 
multiple, competitive suppliers of the inspection equipment. 

2. Is the U.S. government ■willing to partner and work with foreign owned and 
operated marine terminal operators, or will it reject them as untrustworthy? 

The “ICIS concept”, as presently articulated, envisions foreign terminal operators 
installing and operating this inspection equipment. The recent DPW affair has 
clearly raised the question of whether Congress is willing to accept such a role for 
these companies. Will Congress accept DPW and other foreign owned terminal 
operators in such a role? If not, the concept as presently defined would not appear 
viable.^ 

3. What is the incentive/reason that will cause marine terminal operators to 
install and operate such equipment? 

Assuming the U.S. government would tell terminal operators around the world 
that they would like them to undertake this role, its implementation would require 


As we understand the “ICIS concept”, foreign governments’ approval would be needed for the installation 
of the system and the operating protocols to support it, but it is not envisioned that foreign governments 
would be the parties purchasing and operating the equipment. An international agreement amongst trading 
nations for Customs authorities to purchase, install and operate such equipment on a close to universal scale 
is conceivable, but is not what we understand the present concept to involve. 
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these terminal operators to incur significant costs. We do not presently 
understand the “ICIS concept” to involve the U.S. government funding the 
purchase, installation and operation of the equipment. A commercial, profit 
motive of terminal operators’ charging $X per container may be sufficient for 
them to participate in this concept, but the terminal operators are also likely to 
want to know: whether there are other incentives or reasons to install and operate 
the equipment; whether the concept if implemented has negative competitive 
consequences vis-a-vis terminal operators that do not install and operate such 
equipment; system costs, including how often the government might change the 
standards of the equipment it would like to see used; and, what kind of 
operational Implications the installation and use of the equipment and system 
would have on their terminals, including how anomalies resulting from the 
equipment readings will be resolved. 

4. How is the data transmitted to Customs and Border Protection, and what 
are the protocols governing what CBP would be expected to do with it? 

The data files generated for millions of containers per year would not be 
insignificant, and practical technical data issues about the transmittal, storage, and 
retrieval of this data need to be understood. Are all images transmitted to CBP? 
Are all the images or readings that meet some particular criteria, such as a 
particular radiation reading, be transmitted to CBP? Does the terminal operator 
hold the images and provide only those requested by CBP? How many other 
governments will ask the terminal operator for the files? 

Scanning luggage for airport security involves a review of an object containing 
several cubic feet of space. A standard 40 foot container contains over 2,700 
cubic feet. We understand a trained CBP expert takes four to six minutes to 
review these images, and this must be done in conjunction with a review of the 
bill of lading and other shipping documents. Is image analysis software of 
reliable quality presently available to CBP to help with the task? 

We understand the “ICIS concept” to be one to facilitate CBP inspection of all 
containers CBP has a question about before vessel loading, not that CBP would be 
expected to review all the images. Does Congress agree with this understanding? 

Finally, CBP must be able to properly perform its risk assessment review of all 
such images of containers of interest, must be able to inform the carrier of any 
reason why the container should not be loaded consistent with the present 24 
Hour Rule Strategy of completing cargo risk assessment before vessel loading, 
and must have agreed protocols in place with local authorities for the resolution of 
any security questions that arise. Suggestions that implementation issues in the 
foreign port of loading don’t have to be addressed or that the analytical process 
and screening decision-making can be performed after the vessel is loaded with 
the cargo and is sailing for the U.S. are unacceptable from a security, a 
commercial, and an operating perspective. 
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5. fVhat are the protocols for what is to be done when the equipment identifies 
an anomaly that warrants security review? 

The current Hong Kong pilot project appears to be establishing that technology 
exists to capture Nil images and radiation scans of containers entering a marine 
terminal via a road, of adequate quality, without unduly slowing down commerce. 
This is important. But to be useful, the technology must be integrated into an 
operating system that involves data transmittal, government reviews and 
approvals, and agreed operational protocols for what is done when the technology 
detects an anomaly. That remains to be done. Marine terminal operators are not 
interested or trained to perform the security screening of the Nil images or 
radiation readings themselves, nor would they be likely to want to accept the 
potential liability for such a responsibility. 

Numerous nuisance alarms are certain to occur on a regular basis, and there will 
need to be clear protocols for how such situations will be addressed and resolved 
in the foreign ports, and by whom. Tile, marble, porcelain products, kitty litter, 
broccoli, bananas, and other products can all set off the radiation sensor alarms, 
even though the cargo may be benign. Understanding how these situations would 
be resolved and by whom is essential. Clearly the involvement and approval of 
the foreign governments where the port facilities are located will be needed. 

Other issues need to be understood and addressed, including how such technology 
might be applied to transshipped cargo, and at ports like Singapore and Rotterdam 
where a high percentage of the cargo does not enter the marine terminal by road 
through a terminal gate, but rather by barge or vessel. 


6. Does the "ICIS concept” include application to US. ports and U.S. export 
cargo? Would the U.S. agree to foreign governments ’ requests for 
reciprocity at U.S. ports? 


The Council strongly both supports the efforts of DHS and CBP to establish a 
priority analysis and review of this “ICIS concept” and its application and this 
Subcommittee’s interest in the issue. The above questions are not intended to detract 
from the idea, but only to illustrate that the concept’s application and implementation 
involve a number of significant issues. We are hopeful that they can be addressed 
satisfactorily, but the concept’s implementation will take some time. 
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Question #6: Potential areas for improvement and recommendations 
for CSI, C-TPAT and global supply chain security 

The maritime security challenge is to build on the fundamentally sound strategic 
framework that DHS has developed and to continue to make improvements on what has 
been started. Specifically, we believe that priority DHS consideration should be given to: 

1 . Improving the cargo shipment data collected and analyzed by CBP’s National 
Targeting Center before vessel loading. If cargo risk assessment is to be a 
cornerstone of DHS policy — which we believe is a correct approach, and cargo 
security screening is to be performed before the cargo is loaded onto a ship 
destined for the U.S. — which we also believe is a correct approach, it should be 
using more complete cargo shipment data to perform the risk assessment than 
only the ocean carriers’ bills of lading; 

2. Continue expanding international cooperation through the Container Security 
Initiative network; 

3. Continuing to improve and strengthen the C-TPAT program. CBP’s expanded 
program validation efforts are an important part of this effort; 

4. Promulgating regulations to implement the NTfSA mandate of maritime 
Transportation Worker Identification Cards for U.S. port workers; and 

5. Undertaking a priority examination of the merits and feasibility of widespread 
application of IClS-type container inspection and radiation screening equipment 
and the interface and use of such equipment by Customs authorities. 


Summary 

When addressing the issue of international maritime security, we find ourselves 
dealing with the consequences of two of the more profound dynamics affecting the world 
today. One is the internationalization of the world economy, the remarkable growth of 
world trade, and the U.S. economy’s appetite for imports - a demand that fills our ships, 
our ports, and our inland transportation infrastructure, a demand that produced more than 
1 1 million U.S. import containers in 2005, and will produce roughly 12 million this year, 
and a demand that will increasingly test our ability to move America’s commerce as 
efficiently as we have in the past. 

The other dynamic is the threat to our way of life from terrorists and the 
challenge of addressing the vulnerabilities that exist in the free flow of international 
trade, even when the specific risk is elusive or impossible to identify. 

Finding the correct, reasonable balance between prudent security measures and 
overreacting in a way that impairs commerce is a tough challenge. 
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Foreign equity in the international maritime transportation business is not the 
security challenge. It has been and continues to be a major, long-standing and positive 
contributor to an infrastructure that is essential to the American economy and to U.S. 
national security, and its interest in ensuring the safety and security of maritime 
commerce is very strong. After all, without a reliable, secure and efficient maritime 
transportation system, these companies’ businesses are in jeopardy. 

Mr. Chairman, the World Shipping Council and its member companies believe 
that there is no task more important than helping the government develop effective 
maritime and cargo security initiatives that do not unduly impair the flow of commerce. 
We are pleased to offer the Committee our views and assistance in this effort. 
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“A Global Terminal Operator’s Perspective on Partnering with the U.S. 

Government on efforts to Secure the Global Supply Chain against Terrorists 
Smuggling a WMD” 

by 

Gary Gilbert 
Senior Vice President 
Hutchison Port Holdings 

Chairman Coleman, Senator Levin, and distinguished members of the Permanent 
Subcommittee on Investigations. I am honored to appear before you this morning, to 
offer an industry perspective on the vital issue of confronting the risk of nuclear 
smuggling and supply chain security. Mr. Chairman, on behalf of Mr. John Meredith, 
Group Managing Director of Hutchison Port Holdings I want to thank you for the 
leadership you have been providing on this critical issue. We were pleased to have been 
afforded the chance to host you at our flagship facility in Hong Kong in December 2005 
and earlier to have hosted Ray Shepherd and Brian White of your staff in August 2005. 
We have a long ways to go until our maritime industry is secure and I am grateful for the 
opportunities to offer some recommendations to advance this critical agenda. 

As an introduction, I am a US bom citizen and a graduate of the US Merchant Marine 
Academy. I have served as a ships officer on merchant and US Naval vessels including 
ammunition ships in the Viet Nam conflict. During a nearly 40-year career in the 
maritime industry I have served in the Middle East and held vice president positions in 
the Asia and Latin America for the former US carrier Sea Land Service. Additionally I 
was president and CEO of FedEx Logistics and presently serve as Senior Vice President 
of Hutchison Port Holdings (HPH). 

HPH has been in the maritime business for 139 years originating the first registered 
company in Hong Kong in 1866, the Whampoa Dock Company. One of its original 
directors went on to form the bank HSBC. HPH is the global leader in container terminal 
operations handling 51.8 million containers in 2005. In 2005, American businesses 
imported roughly 1 1 million loaded containers in to the United States; approximately 
40% of those containers had either been loaded at or transshipped through a HPH facility. 
HPH operations are spread globally over 42 locations and 20 countries. 

To date, HPH operates no ports within the United States. Given that fact, you might 
wonder, why would our company be interested in partnering with the U.S. government on 
the maritime security agenda? There are two explanations for this. First, we shared the 
sense of shock and outrage that all Americans felt on September 1 1*'' and realized that the 
world had changed on that fateful day. My CEO John Meredith contacted the U.S. 

Consul General in Hong Kong the day after the attacks and offered any assistance that 
our global company could provide to manage and respond to this threat. Second, as the 
world’s largest marine terminal operator, we know that we may be just a single terrorist 
incident away from having our system fail on a global scale. 
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To a large extent, the modem global logistics system is a result of a revolution in 
transportation that has gone unobserved by most Americans. The fact that up to 5000 
containers loaded with a maximum of 32 tons of cargo, routinely transit the Atlantic and 
Pacific Oceans at the average cost of $2000, arrive on set schedules 365 days a year, has 
transformed the way the global economy works. To a large extent the ability of U.S. and 
other companies to constmct global supply chains while maintaining small inventories is 
a result of the intermodal container that this year celebrates its 50* anniversary. As the 
world’s largest marine terminal operator, we essentially support the conveyor belt for a 
growing volume of global trade that has effectively become a moving warehouse for 
much of America’s manufacturing and retailing sectors. 

My career in this industiy has spanned much of this revolution that Americans take for 
granted. I have witnessed first hand the fhiits of hundreds of billions of dollars of 
investment to construct an intermodal transportation system that is efficient, reliable, and 
low cost for its users. As a Chairman of the Corporate Security Committee for HPH, I 
also know that the system is vulnerable to being exploited or targeted by terrorists. 
Further, should such an attack lead the United States to close its ports for even a short 
period of time, the consequences for my industry and those who rely upon it would be 
devastating. 

The potential for the cargo container to be exploited for an act of terror was borne out 
two years ago in Israel in a sparsely reported event that took place just three days after 
the train bombings in Madrid. On March 14, 2004, two Palestinian suicide bombers 
were intercepted before they reached their intended targets of several fuel and chemical 
storage tanks in the Port of Ashdod. The Palestinian militants killed themselves along 
with ten Israelis, and wounding 18 others. They reportedly evaded the security at the port 
facility’s gate by being smuggled from Gaza in a container outfitted with a secret 
compartment and an arms cache. What was chilling about this incident is that it 
represented the first major incident where terrorists both exploited a container to get to 
their target and that their target of choice was a port facility. 

To understand why our industry is so vulnerable to disruption, you need only to visit our 
flagship facility, Hongkong International Terminal, as you have recently done Mr. 
Chairman. Situated in the Kwai Chung container port area of Hong Kong, our 12 berths 
plus two more operated as a joint venture with COSCO Pacific Limited handles a 
combined throu^put of 7.452 million TEUs. To support that kind of throughput, the 
facility operates 24 hours a day, 7 days a week, and 365 days a year. Typically 3-4 
gantry cranes are assigned to each ship tying up at our 14 berths with an average of 35 
container moves per crane per hour. Each day upwards of 10,000 trucks drive through 
the gates of our terminals. If we had to stop our operations for 30-minutes, we would 
create traffic gridlock in the Kwai Chung area. If the delay was for 2 hours, the trucks 
would back up to Hong Kong’s border with mainland China. A 96-hour closure for a 
typhoon would strand tens of thousands of trucks backing them up for upwards of 100 
miles into China. 
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But our Hong Kong terminal as well as our other 41 terminals around the world can be 
serious effected by closures elsewhere in the system. Our industry got a flavor of that in 
October 2002 when a labor dispute on the West Coast of the United States led to a 10-day 
closure of the port. According to Robert Parry, president of the Federal Reserve Bank of 
San Francisco, the estimated cost to the U.S. economy was $1 billion dollars a day during 
the first five days of the shutdown, rising to $2 billion dollars a day thereafter. Major 
retailers like Target became deeply concerned that their merchandise might not reach 
their store shelves in time for holiday shopping — their most important time of the year. 
Well over 100 large container ships were stranded at anchor outside of Los Angeles 
harbor causing backups and delays in the maritime transportation system around the 
world. Since that event, the volume of Pacific-bound container traffic has only continued 
to grow. As a result the consequences of a 10-day shutdown of the West Coast would be 
even more severe today. 

In short, our industry knows that it is just a question of time before terrorists with 
potentially more destructive weapons will breach the security measures that have been 
put in place to protect the ports, the ships, and the millions of intermodal containers that 
link our clients to their customers. We expect that a breach involving a “dirty bomb,” 
will lead the United States and other states to raise the port security alert system to its 
highest level while investigators work to sort out what happened and establish whether or 
not a follow-on attack is likely. Such an incident would pose an unprecedented challenge 
for our operations so we have a vested interest in both trying to prevent such an incident 
and to work closely with governmental authorities to restore the smooth operation of the 
system should our prevention efforts fail. This is why we have been deeply committed to 
support the variety of U.S. and international initiatives that have been undertaken since 
9/1 1 to bolster port and container security. It is also why we have sought opportunities to 
take a leadership role in advancing innovative solutions to this very complex and high 
stake challenge. 

Earlier this week you received testimony from Commander Stephen Flynn. HPH has 
known Commander Flyim since 2000. When still serving in the US Coast Guard he spent 
time studying container operations in our facility in Hong Kong. Commander Flynn at 
that time was deeply concerned about the rising threat of terrorism and the danger it 
posed to our industry. Sadly, we like so much of the rest of the industry, did not pay him 
much heed. After 9/1 1 we listened to Commander Flynn with new respect, realizing 
along with the vast majority of Americans that the world changed forever that day and we 
could no longer treat security as an afterthought. Prior to 9/1 1 we were Steve’s teacher 
on the mechanics and economics of our industry. Now we have becoming his student, 
particularly in adopted the layered approach to security he has laid in his book, America 
the Vulnerable. Those layers being; 

• ISPS Code 

• Inspecting high-risk containers at the ports of embarkation 

• Location and T amper Evidence Monitoring 

• Imaging 

• Radiation Detection 
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A layered strategy recognizes that there is both no silver-bullet approach to security and 
that any one security measure travels the path of diminishing returns. That is, it gets 
exponentially more expensive for smaller and smaller increments of added security. As 
Commander Flynn has pointed out, statistically, five 60-percent measures when placed in 
combination will raise the overall probability of success to 99 percent. In many 
instances, the cost of five 60 percent measures will be less expensive than trying to 
bolster any one or even two measures. 

HPH has put in place the first layer, the ISPS Code. We have engaged with all of our 
269 carrier/customers to assure we are in lull compliances with these new global 
standards that went into effect on 1 July 2004. We have also supported the second layer, 
providing support to CBP’s effort to target and inspect containers that they identify as 
high risk at our port facilities. This has included putting into place “no load” procedures 
for high risk containers that CBP has so declared under the Container Security Initiative 
(CSI) program. 

However, from the very beginning we knew that these two initiatives alone would not in 
our opinion solve the Trojan Horse problem. This is because we are both intimately 
familiar with the vast scope and complexity of the global supply chains and the fact that 
cargo often moves through some dangerous jurisdictions. As a result, we worry that CBP 
may be overestimating their ability to accurately assess true risk within our industry. 
Particularly worrisome it the extent to which CBP’s relies for their primary screen, the 
commercially supplied ocean carrier’s bill of lading/manifest data that is filed under the 
24-hour rule; that is CBP requires this manifest data be furnished to them 24 hours prior 
to vessel loading which it examines against its risk-based rules and other intelligence it 
might have. CBP defines this electronic data review as “screening” 100 percent of all 
containers for risk. Approximate 1 percent of these containers are given a “No Load” 
order overseas and they then are inspected by the host government at the request of the 
CSI team. Presently, we understand that 1% reflects only 20 percent of all the US bound 
containers that CBP is actually concerned about. The remainder is inspected when they 
are discharged within a US port bringing the total amount of containers examined to 5 
percent. The question that this should raise for this committee is wouldn’t it be better to 
examine all the containers deemed to be at risk before they are loading on a U.S. bound 
ship? Better yet, since we believe that it is not possible to rule out risk for any of the 52 
million containers entering HPH network of container terminals, the U.S. government 
and the international community should be striving to construct a Trust but Verify 
strategy for the global supply chain. This can be accomplished by working with existing 
programs, but by adding additional layers of security. 

At HPH, we have also been hard at work trying to enhance security throughout the supply 
chain. Early in 2002 we worked to rapidly deploy a baseline functional capability in 
location and tamper evidence monitoring leveraging off the shelf/proven DOD radio 
frequency identification(RFID) technology using the global networks of the top three 
global port operators (HPH, PSA, P&O) as strategic control points in the global supply 
chain. In a pilot named Smart and Secure Tradelanes (SST) we collectively 
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moved/tracked over a thousand boxes. Key participants were Target Stores, Michelin, 
Hewlett Packard, Xerox and BASF along with APL, Mitsui OSK and Maersk Logistics, 
To enable this capability, HPH equipped its four largest terminals (Hong Kong, 
Rotterdam, Felixstowe and Yantian) with RFID readers and software. HPH has 
participated in four Operation Safe Commerce (OSC) projects. We have participated in 
CBP’s Smart Box trials. We have been in the lead in the deployment of radiation 
detection equipment with UK Customs in Felixstowe, United Kingdom and deployment 
under the NNSA program in Rotterdam, Netherlands and Freeport, Bahamas. 

At HPH we also believe that it is possible to configure our facilities to support a much a 
high percentage of verifications. This would come from deploying non-intrusive 
inspection (Nil) equipment to examine containers arriving in overseas terminals loading 
to the US. That examination would include; a scanned picture of the containers’ 
contents, a radioactivity exam, radio frequency identification (RFID) of the seal and a 
photo of the exterior of the container noting the container number. Such information 
would be placed into a computer file enabling it to be transmitted and examined remotely 
by inspectors. This data collection of verification of the contents of the container does 
not need to be limited to only US bound containers. The cost of deploying, maintaining, 
and upgrading the Nil equipment would be largely borne by the private sector. The 
terminal operators would establish a fee to recover their costs that would range from $10- 
20 per container— the greater the volume of containers, the lower the surcharge. With 
overseas container terminals verifying the contents, all containers prior to loading this 
screening data would be collected for cargo moving to other jurisdictions as well, thereby 
enhancing the means to detect the movement of nuclear-related materials that are bound 
for other locations such as Iran. 

This proposed high volume container screening system has been in operation for well 
over a year in Hong Kong sponsored by the Hong Kong Container Terminal Operators 
Association. It is operating within two of the busiest marine terminals in the world. 
Beginning in 2005, every truck entering the main gates at Hong Kong International 
Terminal and Modem Terminal has passed through portal screening technologies creating 
a database of over 1.5 million images. Key to this pilot has been the industrial 
engineering aspect. We have sought to deploy the system so that the entering containers 
are brought into the facilities at normal speed versus being required to come to rest for 
the scan as is the typical practice. The pilot was designed to test and confirmed that it 
would be possible to consistently collect Nil images at speeds of up to 15 kph, 24 hours a 
day, without disrupting the normal traffic flow into the marine terminals. These images 
are the same as those that are routinely collected approximately 1 percent of containers 
that are targeted by DHS for inspection prior to loading. The pilot is being evaluated by 
DHS/CBP which has under review a sample of 20, 000 container scans and radiation 
signatures from this pilot. We have also offered to work with CBP on identifying how 
current examination protocols should be adapted to tap the potential of this screening 
system. The technology is proven and there are several manufacturers that can provide 
the equipment. Important improvements in the quality of the inspections, the quantity of 
inspections, their accuracy, and operational speed can be expected in the next 1 -3 years. 
Because terminal operators will be able to recover their costs by setting a fee in their 
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terminal tariffs, they are able to purchase off-the shelf equipment now and than upgrade 
once the next generation equipment becomes available. 

The present focus on ports and containers is long overdue. However, we believe that the 
Congress and the American people need to focus on achievable goals and not become 
overwrought by their worst fears. There are enormous national security and economic 
security interests at stake should the next catastrophic terrorist attack on U.S. soil involve 
the global maritime transportation system and America’s waterfront. The best way to 
address that threat is to rapidly move towards a Trust but Verify policy, partnering with 
foreign overseas terminal operators like my company that are prepared to become an 
industry Coalition of the Willing to rapidly deploy the best technology and develop the 
best operational practices to support this critical mission. At the end of the day, 
Americans must understand that the maritime transportation system they are so 
dependent upon is nearly entirely operated by private companies that are not 
headquartered in the United States. In fact the four major container terminal operators 
loading 80% of the containers moving around the globe are headquartered in Hong Kong, 
Denmark, Dubai and Singapore. DP World is one of those four companies. The others are 
Hutchison Port Holdings (HPH), A.P.Moller Terminals ( APMT) and Port of Singapore 
Authority (PSA). 

Mr. Chairman, I was profoundly moved by the discourse between Governor Kean and 
Senator Lautenberg on Tuesday as they discussed just when an issue is a priority? You 
could see them reliving in their minds that terrible day in September 2001. HPH had two 
British associates in the Twin Towers on 9/11. Ironically, John Meredith had personally 
sent them to New York to explore what opportunities might exist for HPH to invest in the 
United States. Mr. Meredith was very worried about their welfare and relieved at their 
survival. He saw the US airports closed as the U.S. government struggled both to 
understand what happened and how best to react. As the leader of the global port industry 
he immediately realized what the effects might have been on the global trade system 
should the attacks of that day involved a ship or a maritime container instead of an 
aircraft. 

Since 9/11, our company have invested over $200 million dollars to elevate the security 
of worldwide facilities. At my CEO’s direction we have also been actively pursuing a 
number of self funded pilots that we believe will support the U.S. government’s efforts to 
secure the global supply chain. While HPH does not operate ports inside the United 
States, John Meredith has come to Washington D.C. every year since 9/1 1 to offer his 
support and advice and even to voluntarily commit to make our company’s resources to 
address the issue. What is his motive for doing so even in the face of the occasional 
spurious attack in recent days by some in the U.S. media: John Meredith is exercising 
private sector leadership on something that he believes to be one of our times most urgent 
issues and one that deserves to be a global priority. 

Mr. Chairman, thank you again for your leadership on this critical issue and the 
opportunity to address your committee and I look forward to answering any of your 
questions. 
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Mr. Chairman, my name is John Clancey, and I am Chairman of Maersk Inc. I 
appreciate the opportunity to appear before the Subcommittee this morning to discuss the 
very important issue of maritime security. 

As you may know, Maersk is one of the largest liner shipping companies in the 
world, serving customers all over the globe. With a fleet numbering more than 500 
container vessels and about 1 .4 million operated containers, we provide reliable and 
comprehensive ocean shipping transportation. Maersk, Incorporated is the North 
America agent for parent company A.P. Moller-Maersk Group’s liner businesses, Maersk 
Line and Safinarine. The A.P. Moller-Maersk Group employs more than 70,000 people 
in over 125 countries. 

In 1943, Maersk, Inc. was established as the general agent for A.P. Moller’s liner 
business, Maersk Line. Here in the United States, we generate employment for 
approximately 12,000 Americans and we have committed to significant infrastructure 
investments before and since September 1 1, 2001. 

My tenure in the ocean shipping industry - with Maersk and predecessor 
companies - spans more than three decades during which I have had commercial, 
operational and management responsibilities in nearly every major tradelane and market 
in the world. Our business includes liner shipping, terminal operations, logistics, 
warehousing and supply chain operations (and other businesses) related to the global 
movement of freight. 

Maersk has been actively involved in maritime security issues for many years. 

Our commitment to security is captured by the watch words for all our activities: 
“Constant Care.” The security of our containers and the integrity of our transportation 
network are essential to our operations at Maersk. Marine transportation is a worldwide 
industry, and it is inherently intermodal - a container that is unloaded at a U.S. seaport 
today can be almost anywhere in the nation tomorrow or within days. 

For many years, cargo moved fluidly through our ports and facilities subject to 
prevailing regulations. But the events of September 1 1, 2001 changed the way we think 
about maritime security. Maersk Line and other carriers serving the United States today 
are more concerned than ever about security threats, for we know that terrorist elements 
might seize upon our transportation mode as an attack opportunity. 

Mr. Chairman, in your letter of invitation, you requested that I address several 
specific matters in my testimony. 

Let me begin by commenting on Maersk’s perspective on U.S. government 
programs related to maritime and port security. Many Federal Government maritime 
security programs are successful. But neither the government nor private industry can 
achieve maritime security unilaterally; it requires joint efforts. Maersk participates in the 
Maritime Security Program (MSP), which we believe provides a cost-efficient way for 
U.S. interests to be guaranteed, while at the same time providing benefits to liner 
companies. In addition, we have entered voluntarily into a variety of U.S. government 
programs and pilot projects - for example, we were the first enterprise-wide 
transportation company to be validated by the Customs-Trade Partnership Against 
Terrorism (C-TPAT) Program. We support the continuation of C-TPAT, strongly believe 
that the program should remain voluntary and not subject to governmental rulemaking, 
and maintain that it should be flexible enough to permit variations in its application to 
participants and not impose a generic set of mandatory rules on all of them. 
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Maersk also participates in the Super Carrier Initiative Program, one of 
approximately 27 ocean carriers worldwide permitted by U.S. Customs and Border 
Protection (CBP) to participate at this level. We strongly support U.S. authorities 
performing the inspection function at foreign ports -- before any container is loaded on a 
vessel. We are working cooperatively with U.S. officials to achieve this desirable result. 

Another area of our work with the government involves the issue of employee 
identification. As you know, the Maritime Transportation Security Act of 2002 (MTS A) 
mandated that the government develop and issue credentials (including biometric 
identifiers and background checks) for transportation workers seeking unescorted access 
to secure areas within transportation facilities. We support the concept of the 
Transportation Worker Identification Card (TWIC), and we will provide information to 
assist in improving employee identification and assist in the implementation of the TWIC 
program. 

But we realize that it is not enough to make maritime operations within this 
country secure, so Maersk has intensified efforts to secure the company’s international 
cargo network through the establishment of a comprehensive and vigorous global 
security policy and strategy that governs our sea and landside operations worldwide. 

In short, we agree that maritime security here and abroad can be improved, and 
we are working cooperatively to achieve this objective, both in partnership with the 
government and through our own efforts. We have some concerns that governmental 
efforts and partnerships not be duplicative, commercially punitive or inconsistent, or add 
unnecessary levels of bureaucracy. Security is already a very complicated area, and 
additional levels of paperwork and involvement by multiple agencies will not further the 
overall goal of making our marine transportation system safer. 

You inquired about the use of radiation detection equipment at seaports, and 
possible impacts from the use of such equipment. We have had success in working on 
this matter with CBP. For example, it was proposed originally that this equipment be 
located at terminal wharfs and yards, but that would have caused significant delay and 
disruption. Through collaborative discussions with CBP we were able to locate the 
devices elsewhere at the terminal in a manner that causes minimal negative effects on 
commercial operations but also achieves the high level of security sought by CBP. I 
would note that sufficient funding must be provided to enable CBP to carry out its 
responsibilities of foreign port inspections. Any concept of non-intrusive inspection 
requires that images from screening be reviewed by CBP and that terminal operators in 
foreign ports receive feedback from CBP. This program can work, but the CBP’s 
databases need to be updated and designed so that images can be matched in real time 
with information on file with CBP. Then, in cases where further inspection is required, 
the additional inspection can occur immediately. If the system does not work well and 
efficiently, there will be significant negative impacts on the flow of goods in international 
commerce. For instance, in the port of Newark, NJ, over 200 radiation alerts occur daily. 
Most are consistent with the nature of the goods but all require further action to resolve. 

A third area of inquiry relates to foreign ownership of U.S. terminals. 
Congressional concern regarding the Dubai Ports World/P&O Ports transaction indicates 
a need for a clear understanding of the role, investments and commitment that marine 
tenninal operators are playing in global trade and, ultimately, the economic prosperity of 
the United States. 
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A marine terminal operating company typically holds a long-term lease from a 
public (local or state) port authority to manage a loading/unloading marine facility. It is a 
specialized, highly competitive, low-margin business whose tools - a dock, a crane, and a 
parking lot — are in the hands of American union labor and American management 
personnel. 

The shipping industry has always been highly globalized and highly competitive. 
Billions of dollars in foreign investment from Japanese, South Korean, Danish, British, 
Chinese, French, Taiwanese and Singaporean companies have been invested in the 
United States. (For example, Maersk has invested or committed more than $3 billion in 
U.S. port projects since September 11, 2001). Today, foreign-owned companies are 
running the majority of U.S. marine terminals, and there are at least three major reasons 
for this fact: 

• Port authorities prefer large, predictable volumes that can only be guaranteed by 
liner shipping companies, almost all of which are foreign-owned. So liner- 
affiliated, foreign terminal operators are the top priority sales targets for American 
port authorities seeking to grow their businesses. 

• Liner companies prefer handling their own landside terminal operations in order to 
assure service quality and control costs. Since the global liner companies serving 
U.S. markets are foreign-owned, their terminal operations are also foreign-owned. 
This has been the case for many years. 

• Large terminal operators know that they must be located where the freight-flows 
are, if they are to serve their customers comprehensively. Since America is the 
largest consuming market for freight, every terminal operator wants to be 
represented and well-positioned in the United States. 

Terminal operators operate within lease agreements typically awarded and 
administered by the local port authority. Port authorities and their lease-holding 
operators and the carrier customers they serve must (and do) comply with American and 
international security codes, rules and laws under the jurisdiction of the Coast Guard, the 
Department of Homeland Security (DHS), and other law enforcement agencies. There 
has been no evidence that foreign-controlled companies are any less secure, or in any 
way less compliant with security regulations, or in any way less cooperative with U.S. 
government security authorities than domestic operators. Indeed, the international 
shipping industry - of which terminal operations is a key component - is a committed 
investor, a high-quality service provider and a staunch collaborative partner with the 
United States in all trade and security issues. 

Mr. Chairman, your letter raised the potential impacts from a terrorist element 
smuggling a Weapon of Mass Destruction into our nation utilizing a maritime container; 
obviously, this is a grave concern. We must take prudent, effective and cost-efficient 
means to prevent that occurrence. One very significant component of improved maritime 
security is the advanced filing of the vessel cargo manifest. This manifest, based on long 
standing regulatory and commercial standards, provides a great deal of specific, useful 
information on all cargo that is brought into the United States. Among other items, it 
identifies the declared contents of the container or the cargo carried onboard the vessel, 
the identity of the shipper and consignee, the port of origin, and the destination within the 
United States. We believe that more specific shipment information supplemental to the 
manifest is needed. It is the responsibility of shippers who possess this information to 
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provide it to Customs where confidentiality and integrity of the data can be protected. Of 
course, we also must be certain that the right kind of information is collected as ocean 
carriers do not have - nor is there a need to have - this type of information. Authorities 
must be sure that the shipper-collected information can be acted upon quickly, and that 
this process does not introduce an unreasonable amount of friction into the flow of global 
trade. 

I mentioned earlier the potential from non-intrusive inspections or an ICIS 
(Integrated Container Inspection System) -type initiative. This type of protocol can be a 
very useful tool in the campaign to ensure maritime security but there are some concerns. 
First, how do we ensure participation at foreign ports? There has to be an incentive 
structure or bi-lateral agreements with foreign governments in order to make the 
inspections uniform and comprehensive. Second, proprietary information is generated by 
this process and confidentiality of this information must be safeguarded. Third, liner 
companies don’t have sovereign immunity and therefore cannot be in the position of 
making decisions about which containers are high risk. Additionally, there are 
operational concerns having to do with process and speed. The bottom line, however, is 
that we are ready to cooperate with CBP and other relevant governmental agencies on 
this development once these outstanding concerns have been adequately addressed. 

Mr. Chairman, finally you asked about specific maritime security 
recommendations. In general, I would encourage policymakers to evaluate potential 
requirements with an eye toward trade reciprocity, and their application to both imports 
and exports. We must anticipate whether our foreign trade partners will impose similar 
requirements, and whether it is feasible for U.S. interests to comply. 

Some have proposed a kind of “trusted carrier/shipper” program whose 
participants would receive expedited treatment in international commercial transport. If 
such a program is adopted, it must provide clear, direct benefits to afl participants in 
return for implementing high security standards. This is essential if companies are going 
to undertake the investment needed to become involved in the program and make the 
changes the program requires. 

Some advocate that container security devices be required immediately. The 
MTSA already requires that DHS set standards for these devices, and CBP and DHS are 
testing devices against these standards. But as we are all aware, many of the prospective 
technologies out there are a long way from production reality. We are all highly 
interested and share a sense of urgency and will await the outcome of comprehensive 
testing to determine their technological feasibility before proceeding on this matter. We 
know that no such device currently operates at the necessary level of accuracy and 
reliability. 

Mr. Chairman, Maersk works hard to make our operations as safe as possible. 

This is in the national security interests of our country, our own commercial interests, and 
the interests of providing a safe and secure workplace environment for our employees. 
“Constant Care” are our watchwords, and they form the foundation of every activity we 
take in this regard. 

We at Maersk look forward to continuing to discuss maritime security issues with 
you. I am happy to attempt to answer any questions you may have, and I appreciate very 
much the opportunity to appear before you this morning. 
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COMBATING NUCLEAR SMUGGLING 

Corruption, Maintenance, and 
Coordination Probiems Chaiienge U.S. 
Efforts to Provide Radiation Detection 
Equipment to Other Countries 


What GAO Found 

Since fiscal year 1994, DOE, DOD, and State have provided radiation 
detection equipment to 36 countries as part of the overall U.S. effort to 
combat nuclear smuggling. Through the end of fiscal year 2005, these 
agencies had ^ent about $178 million on this assistance through seven 
different programs. Primary among these programs is DOE’s Second Line of 
Defense “Core” program, which has installed equipment mostly in Russia 
since 1998. 

U.S. efforts to install and effectively operate radiation detection equipment 
in odter countries face a number of challenges including: corruption of some 
foreign border security officials, technical limitations of some radiation 
detection equipment, inadequate maintenance of some equipment, and the 
lack of supportmg infrastructure at some border sites. DOE, DOD, and State 
officials told us they are concerned that corrupt foreign border security 
personnel could compromise the effectiveness of U.S. -funded radiation 
detection equipment by either turning off equipment or ignoring alarms. In 
addition, State and other agencies have instiled equipment at some sites 
that is less effective th^ equipment installed by DOE. Since 2002, DOE has 
maintained the equipment but has only upgraded one site. As a result, these 
border sites are more vulnerable to nuclear smuggling than sites with more 
sophisticated equipment. Further, while DOE assumed responsibility for 
maintaining most U.S.-funded equipment, some handheld equipment 
provided by State and DOD has not been maintained. Lastly, many border 
sites are loc£^cd in remote areas that often lack infrastructure essential to 
operate radis^on detection equipment. 

As the lead interagency coordinator of all U.S. radiation detection equipment 
assistance overseas, State has taken some steps to coordinate U.S. efforts. 
However, its ability to cany out its role as lead coordinator is limited by 
shortcomings in the strategic plan for interagency coordination. 

Additionally, State has not maintained an interagency master list of all U.S.- 
funded radiidion detection equipment overseas. Without such a list, program 
managers at DOE, DOD, and State cannot accurately assess if equipment is 
operational and being used as intended; determine the equipment needs of 
countnes where they plan to provide assistance; or detect if jui agency has 
unknowingly supplied duplicative equipment. 
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^ G A O 

AftAAiintftMttfu * Intf^arltu • Ri&lij 


United States Government Accountability Office 
Washington, D.C. 20548 


March 14, 2006 
Congressional Requesters 

According to the International Atomic Energy Agency, between 1993 and 
2004, there were 662 confirmed cases of illicit trafficking in nuclear and 
radiological materials, and the number of reported cases has risen 
dramatically since 2002. Many of these cases involved material that could 
be used to produce either a nuclear weapon or a device that uses 
conventional explosives with radioactive material (known as a “dirty 
bomb,” or radiological dispersal device). Especially in the aftermath of the 
attacks on September 1 1, 2(X)1, there is heightened concern that terrorists 
may try to smuggle nuclear materials or a nuclear weapon into the United 
States. If terrorists were to accomplish this, the consequences could be 
devastating to our national and economic interests. In April 2004, the 
United Nations Security Council passed a resolution calling for eveiy 
member state to put in place appropriate effective border controls and law 
enforcement to detect, deter, prevent, and combat the illicit trafficking and 
brokering in nuclear materials and other items related to weapons of mass 
destruction.' 

In response to the growing concern about nuclear smuggling, three U.S. 
agencies, the Departments of Energy (DOE), Defense (DOD), and State 
(State), have programs that provide radiation detection equipment and 
related training to border security personnel and customs officials in other 
countries.^ Initial concerns about the threat posed by nuclear smuggling 
were focused on nuclear materials originating in the former Soviet Union. 
As a result, the first m^or initiatives to combat nuclear smuggling 
concentrated on deploying radiation detection equipment at borders in 
countries of the former Soviet Union and in Eastern Europe. Beginning in 
the mid-1990s, DOD and State provided fixed radiation detection 
equipment, known as radiation portal monitors, and handheld radiation 
detection equipment to a number of countries in this region. In 1998, DOE 


^ee S.C.Res. 1540, U.N. Doc. S/RES/1540 (Apr. 28, 2004). 

^In addition to DOE, DOD, and State's efforts to combat nuclear smuggling in other 
coimtries, the Department of Homeland Security (DHS) is installing radiation detection 
equipment at U.S. ports of entry. We recently reported on DHS’s efforts in GAO, Combating 
Nuclear Smuggling: DHS Has Made Progress Deploying Radiation Detection Equipment 
at U.S. Ports of Entry, but Concerns Remain, GAO-06^89 (Washington, D.C.: Mar 14 
2006). 
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established the Second Line of Defense “Core” (SLD-Core) program,^ which 
has primarily worked to help Russia detect illicit nuclear materials 
trafficking by providing radiation detection equipment to the Federal 
Customs Service of Russia. In coordination with State, DOE, through its 
National Nuclei* Security Administration,^ has recently expanded its 
elforts in the SLD-Core program to include countries other than Russia, 
including installing radiation detection equipment at border sites in Greece 
as part of the overall U.S. effort to provide security assistance prior to the 
2004 Olympic Games.® In Edition to DOE’s efforts through the SLD-Core 
program, six other programs — one at DOE, two at DOD, and three at 
State — have provided radiation detection equipment to assist foreign 
governments in combating nuclear smuggling. Further, State is the lead 
interagency coordinator of U.S. nuclear detection assistance overseas. 

As agreed with your offices, this report addresses U.S. efforts to combat 
nuclear smuggling by examining (1) the progress U.S. programs have made 
in providing radiation detection equipment to foreign governments, 
including the current and expected costs of these programs; (2) the 
challenges U.S. programs face in deploying or operating radiation detection 
equipment in foreign countries; and (3) the steps being taken to coordinate 
U.S. efforts to combat nuclear smuggling in other countries. To address 
these objectives, we analyzed documentation on U.S. efforts to combat 
nuclear smuggling from DOE and its contractors, both at DOE’s national 
laboratories and in the private sector; DOD and its contractors; State; and 


^We originally reported on U.S. efforts to combat nuclear smu gglin g in 2002. For additional 
information, see GAO, Nticlear Nonprolifemtion: U.S. Efforts to Help Other Countries 
Combat Nuclear Smuggling Need Strengthened Coordination and Planning, GAO-02-426 
(Washington, D.C.: May 16, 2002). 

^The National Nuclear Security Administration is a separately organized agency within DOE 
that was created by the National Defense Authorization Act for Fiscal Year 2000, Pub. L. No. 
106-65 (2000), with responsibility for the nation’s nuclear weapons, nonproliferation, and 
naval reactors programs. 

^Additionally, in 2003, DOE began implementing a related program, the Megaports Initiative, 
to focus on the threat posed by nuclear smuggling at major foreign seaports. We recently 
reported on this program; therefore, we will not address the Meg^orls Initiative in this 
report For additional information, see GAO, Preventing Nuclear Smuggling: DOE Has 
Made Limited Progress in InslaUing Radiation Detection Equipment at Flighest Priority 
Foreign Seaports, GAO-05-375 (Washington. D.C.: Mar. 31, 2005). Through January 2006, 
DOE had completed instalMions at four ports in Greece, the Netherlands, Sri Lanka, and 
the Bahamas. DOE anticipates completing an additional port in Spain in April 2006. DOE has 
signed agreements to be^n work at ports in seven other countries (China, Honduras, Israel, 
Oman, the Riilippines, Thailand, and the United Arab Emirates). 


2 


GAO-06-311 Combatii^ Nuclear Smuggling 



229 


DHS and conducted interviews with key program officials at each of these 
agencies. We also visited six countries (Georgia, Greece, Macedonia, 
Russia, Ukraine, and Uzbekistan), where U.S. agencies have provided 
radiation detection equipment, to observe U.S.-funded radiation detection 
equipment in operation and to discuss the implementation of U.S. programs 
with foreign officials, addition, we analyzed cost and budgetary 
information from DOE, DOD, State, and DHS; performed a data reliability 
assessment of this data; and interviewed knowledgeable agency officials on 
the reliability of the data. We determined these data were sufficiently 
reliable for the purposes of this report. More details on our scope and 
methodology can be found in appendix I. We conducted our review from 
April 2005 to February 2006 in accordance with generally accepted 
government auditing standards. 


Results in Brief since fiscal year 1094, DOE, DOD, and State have provided radiation 

detection equipment to 36 cotmtries as part of the overall U.S. effort to 
combat nuclear smuggling. Through the end of fiscal year 2005, these 
agencies had spent about $178 million on this assistance through seven 
different programs. Specifically, as of fiscal year 2005, DOS’s SLD-Core 
program had completed installation of radiation portal monitors at 83 
border sites in Russia, Greece, and Lithuania at a cost of about $130 
million. DOE plans to install radiation detection equipment at a total of 
about 350 sites in 31 countries by 2012 at a total cost of about $570 million. 
A second DOE program has provided handheld radiation detection 
equipment to regulatory agencies and patrol officers in 9 countries at a cost 
of about $1 million. In addition to DOE’s efforts, two DOD programs have 
spent about $22 million to provide radiation portal monitors, handheld 
equipment, and radiation detection training to 8 countries in the former 
Soviet Union and Eastern Europe. DOD plans to complete its Uzbekistan 
Portal Monitoring project in fiscal year 2009 at a total cost of about $64 
million. Furthermore, DOD also plans to continue providing limited 
amounts of handheld radiation detection equipment to other countries in 
the future. Similarly, three Department of State programs have provided 
radiation detection equipment and training to 31 countries at a cost of 
about $25 million. However, future spending requirements for State’s 
radiation detection assistance programs are uncertain, in part, because 
State’s Export Control and Related Border Security program provides 
radiation detection equipment to foreign coimtries on an as needed basis as 
a part of its effort to increase export control enforcement in foreign 
countri^. In coordination with DOE, this program also selectively funds 
more expensive radiation portal monitors to certain sites on a case-by-case 
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basis, such as at one site in Armenia, where State believes the imminence 
of a smuggling liu^at warranted immediate action. 

U.S. efforts to provide radiation detection equipment to other countries 
face a numba* of challenges that can impact the effective operation of this 
equipment, including: possible corruption of border security officials in 
some countries, technical limitations of radiation detection equipment 
previously deployed by State and other agencies, inadequate maintenance 
of some equipment deployed by DOD and State, and the lack of 
infrastructure and harsh environmental conditions at some border sites. 

• According to officials from several recipient countries we visited, 
corruption is a pervasive problem within the ranks of border security 
organizations. DOE, DOD, and State officials told us they are concerned 
that corrupt foreign border security personnel could compromise the 
effectiveness of U.S.-funded radiation detection equipment by either 
turning off equipment or ignoring alarms. To mitigate this threat, DOE 
and DOD plan to deploy communications links between individual 
border sites and national command centers so that alarm data can be 
simultaneously evaluated by multiple officials, thus establishing 
redundant layers of accoimtability for alarm response. In addition, DOD 
plans to implement a program in Uzbekistan to combat some of the 
underlying issues that can lead to corruption through periodic screening 
of border security personnel. State also conducts anticorruption training 
as part of its overall export control assistance to foreign countries. 

♦ Some radiation portal monitors that State and other U.S. agencies 
previously installed at foreign border sites have technical limitations 
and can only detect gamma radiation, which makes them less effective 
at detecting weapons-usable nuclear material than equipment with both 
gamma and neutron radiation detection capabilities. Since 2002, DOE 
has maintained this equipment but has not upgraded any of it, with the 
exception of one site in Azerbaijan. According to DOE officials, new 
implementing agreements with the appropriate ministries or agencies 
within the governments of each of the countries where the old 
equipment is located are needed before DOE can instidl more 
sophisticated equipment. According to DOE officials, these agreements 
are important because they exempt DOE from paying foreign taxes and 
require host governments to provide DOE with data on detections of 
illicit trafficking in nuclear materials. Until these border sites receive 
equipment with both gamma and neutron detection capability, they will 
remain vulnerable to certain forms of nuclear smuggling. 
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• Regarding problems with equipment maintenance, DOE has not 
systematically maintained handheld radiation detection equipment 
provided by State and other agencies. As a result, many pieces of 
handheld equipment, which are vital for border officials to conduct 
secondary inspections of vehicles or pedestricms, may not function 
properly. For example, in Georgia, we observed border guards 
performing secondary inspections with a handheld radiation detector 
that had not been calibrated (adjusted to conform with measurement 
standards) since 1997. According to the detector’s manufacturer, yearly 
recalibration is necessary to ensure that the detector functions properly. 

• Finally, many border sites are located in remote areas that often do not 
have access to reliable supplies of electricity, fiber optic lines, and other 
infrastructure essential to operate radiation detection equipment and 
associated communication systems. Additionally, environmental 
conditions at some sites, such as extreme heat, can affect the 
performance of equipment To mitigate these concerns, DOE, DOD, and 
State have provided generators and other equipment at remote border 
sites to ensure stable supplies of electricity and, when appropriate, heat 
shields or other protection to ensure the effectiveness of radiation 
detection equipment. 

State has taken some steps to coordinate U.S. radiation detection 
equipment assistance overseas, but its ability to carry out its role as lead 
coordinator is limited by shortcomings in its strategic plan for interagency 
coordination and by its lack of a comprehensive list of all U.S. radiation 
detection equipment assistance. In response to a recommendation we 
made in 2002, State led the development of a govemmentwide plan to 
coordinate U.S. radiation detection equipment assistance overseas. This 
plan broadly defines a set of interagency goals and outlines the roles and 
responsibilities of participating agencies. However, the plan lacks key 
components we recommended, including overall program cost estimates, 
projected time frames for program completion, and specific performance 
measures. Without these elements in the plan, State will be limited in its 
ability to effectively measure U.S. programs’ progress toward achieving the 
interagency goals. Additionally, in its role as lead interagency coordinator, 
State has not maintained accurate information on the operational status 
and location of all radiation detection equipment provided by U.S. 
programs. While DOE has responsibility for maintaining information on 
previously deployed U.S.-funded portal monitors. State primarily works 
through its in-country advisors to gather and maintain information on 
handheld radiation detection equipment provided by State and other U.S. 


Page 5 


6AO>06-311 Combating Nuclear Smuggling 




232 


agencies. However, four of nine in-covmtry advisors we spoke with, who 
are stationed in countries that have received significant amounts of 
handheld radiation detection equipment, said that they did not have up-to- 
date information regarding the operational status and location of this 
equipment- F^irthermore, while DOE, DOD, and State each maintain lists of 
radiation detection equipment provided by their programs, they do not 
regularly share such information, and there is no comprehensive list of all 
equipment provided by U.S. programs. Without such a coordinated master 
list, program managers at DOE, DOD, and State cannot accurately assess if 
equipment is operational and being used as intended; determine the 
equipment needs of countries where they plan to provide assistance; or 
detect whether an agency has unknowingly supplied duplicative 
eqiiipment 

To strengthen program management and effectiveness, we recommend that 
the Secretary of Energy, working with the Administrator of the National 
Nuclear Security Administration, revise the long-term cost projections for 
the SLD-Core program to account for the cost of providing specific 
anticorruption measures and upgrade portal monitors previously provided 
by other U.S. government agencies and currently maintained by DOE that 
do not have both gamma and neutron detection capability as soon as 
possible. Additionally, to strengthen accountability of U.S. radiation 
detection assistance programs, we recommend that the Secretary of State, 
working with the Secretaries of Defense and Energy md the Administrator 
of the National Nuclear Security Administration, ensure maintenance is 
provided for all handheld radiation detection equipment supplied by U.S. 
programs; strengthen the Strategic Plan for Interagency Coordination of 
U.S. Government Nuclear Detection Assistance Overseas by including 
specific performance measures, overall cost estimates, and projected time 
frames for completion of U.S. efforts; and compile, maintain, and share a 
master list of all U.S. radiation detection assistance. 

We provided the Departments of Energy, Defense, and State with draft 
copies of this report for their review and comment. DOE and State 
generally agreed with our conclusions and recommendations. DOD had no 
written comments on our report. DOE provided additional information 
clarifying its prioritization process, anticormption measures, and 
maintenance efforts. State dis^reed with our emphasis on the interagency 
working group and in-country advisors as the primary mechanisms for 
coordin^on of U.S. radiation detection equipment assistance programs. 
State believes that informal coordination between State program officers 
and their interagency counterparts in Washington, D.C., is the primary 
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coordination mechanism. We have added language that notes the existence 
of such infoimal coordination. However, State’s own Strategic Plan for 
Interagency Coordination of US. Government Nuclear Detection 
Assistance Overseas does not mention such informal mechanisms. Rather, 
State’s plan emphasizes the role of the interagency working group and 
states that such coordination is “vital to the overall success of U.S, nuclear 
detection assistance efforts.” DOE, DOD, and State ^so provided technical 
comments, which we incorporated as appropriate. 


Background 


Since our May 2002 report on nuclear smuggling, the International Atomic 
Energy Agency (IAEA) has reported 481 additional confirmed cases of the 
smuggling of nuclear and/or radiological materials.® One of these cases 
involved nuclear material suitable for use in a nuclear weapon.^ The 
majority of new cases IAEA reported involved radiological sources, which 
could be combined with conventional explosives to create a “dirty bomb.” 
According to IAEA, the m^ority of all reported incidents with radiological 
sources involved criminal activity, most frequently theft. Radiological 
sources and devices in which they are used can be attractive for thieves 
because of their perceived high resale value or the value of their ability to 
shield or encapsulate illegally shipped materials within legal shipments of 
radioactive materials. Some of the reported cases indicate a perceived 
demand for radioactive materials on the black market, according to IAEA. 
From 2003 to 2004, the number of incidents reported by IAEA substantially 
increased. IAEA indicated that improved reporting may, in part, account for 
this increase. As of December 2004, 82 of IAEA’s Member States were 
p 2 Lrticipating in contributing to the database.® 

Detecting actual cases of illicit trafficking in nuclear material is 
complicated because one of the materials of greatest concern — highly 
enriched uranium — is among the most difficult materials to detect because 


^IAEA's database includes incidents involving unauthorized acquisition, provision, 
possession, use, transfer, or disposal of nuclear materials or other radioactive materials, 
whether Intentional or unintentional and with or without crossing international borders, 
including unsuccessftil and thwarted events, These include incidents involving loss and 
discovery of uncontrolled nuclear and radiological materials. 

According to IAEA, in June 2003, an individual was arrested while attempting to smuggle 
170 grams of highly enriched uranium across the border between Armenia and Georgia. 

®It is important to note that participation in IAEA’s nuclear trafficking database is voluntary. 
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of its relatively low level of radioactivity. Uranium emits only gamma 
radiation so detection equipment, which generally contains both gamma 
and neutron detection capabilities, only detects uranium from the gamma 
detector. However, gamma radiation emissions can be shielded by encasing 
nuclear material within another high density material, such as lead. 
Another nuclear material of great concern is plutonium, which emits both 
gamma and neutron radiation. However, shielding nuclear material 
generally does not prevent the detection of neutron radiation and, as a 
result, plutonium can be detected by neutron detectors regardless of the 
amount of shielding from high density material. According to DOE officials, 
neutron radiation alarms are only caused by man-made materials, such as 
plutonium, while gamma radiation alarms are caused by a variety of 
naturally occurring sources including commercial goods such as banmias, 
ceramic tiles, and fertilizer, in addition to dangerous nuclear materials, 
such as uranium and plutonium. 

The most common types of radiation detection equipment are radiation 
portal monitors; handheld equipment, including both survey meters and 
radioactive isotope identification devices; and radiation pagers. The 
radiation detection equipment that U.S. programs provide to foreign 
countries is commercially available, off-the-shelf technology. Radiation 
portal monitors are stationary pieces of equipment designed to detect 
radioactive materials being carried by vehicles, pedestrians, or railcars. 
Radiation portal monitors currently being provided by U.S. agencies have 
the ability to detect both gamma and neutron radiation, which is important 
for detecting highly enriched uranium and plutonium, respectively. 
According to DOE, radiation portal monitors with both gamma and neutron 
detectors cost between about $28,000 and $55,000, plus the additional costs 
associated with installing the equipment and communication systems 
necessary to operate it.® Figure 1 shows a picture of radiation portal 
monitors with both gamma and neutron detectors. 


^he price of radiation portal monitors varies depending on the manufacturer and type of 
monitor, e.g., whether the portal monitor is built to screen pedestrians, vehicles, or tr^s. 
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Figure 1 : Radiation Portal Monitors Containing Both Gamma and Neutron Radiation 
Detectors at a Border Site in Northern Greece 



Soutc«:GAa 


In 2002, we reported that some U.S. agencies, primarily State, provided 
radiation portal monitors that did not have the ability to detect neutron 
radiation to foreign governments.*® Because this equipment is capable of 
detecting only gamma radiation, it is less effective in detecting certain 
nuclear material, such as plutonium that has been shielded with high 
density material. Replacement cost for similar equipment (capable of 
detecting only gamma radiation), is about $5,000, not including installation 
costs, according to DOE officials. Figure 2 shows an example of such a 
radiation portal monitor. 


''$ee GAO-02-126. 
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Handheld radiation detection equipment, such as survey meters and 
radioactive isotope identitication devices, are used by customs officials 
and border guards to conduct secondary inspections, “ the aim of which is 
to localize the source of an alarm and determine the nature of the materia 
present Survey meters can be used to detect the level of radiation by 
providing a count of the relation level in the area. Radioactive isotope 
identification devices, commonly known as RIIDs, identify the specific 
isotope of the radioactive source detected. In addition, U.S. programs often 
provide radiation pagers, which are small radiation detection devices worn 
on belts by border security personnel to continuously monitor levels of 
radiation in the area Pagers are considered personal safety devices and, 
therefore, should not be relied upon to implement secondary inspections.^^ 


Three U.S. Agencies 
Have Spent About $178 
Million to Provide 
Radiation Detection 
Equipment to 36 
Countries, but Future 
Spending 

Requirements for Some 
Programs Are 
Uncertain 


Since fiscal year 1994, DOE, DOD, and State have spent about $178 million 
to provide radiation detection equipment to 36 countries as part of the 
overall U.S. effort to combat nuclear smuggling. However, because some 
U.S. agencies provide radiation detection equipment to foreign countries 
on an as needed basis, fiiture U.S. government spending requirements for 
such assistance are uncertain. 


‘ ‘Pf imaiy inspections are conducted with radiation portal monitors to determine whether 
there is a presence of radiation. After radiation is detected, a secondary inspection is 
conducted to determine where the source is located and what material is present. 

‘handheld radiation detection equipment is generally less expensive than fixed radiation 
portal monitors, in part, because there are no installation costs associated with providing 
handheld equipment. According to DOE, DOD, State, and DHS officials, survey meters cost 
about $1,200 to $7,000; RIIDs typically cost about $3,000 to $18,000; and radiation pagers 
cost about $1,500. 
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DOE, DOD, and State Had 
Spent a Combined Total of 
About $178 Million through 
the End of Fiscal Year 2005 
to Provide Radiation 
Detection Equipment to 36 
Countries 


DOE has spent about $131 million to provide radiation detection equipment 
and training to 12 countries and to maintain certain types of equipment 
previously installed by other U.S, agencies in 23 countries. DOD has also 
spent almost $22 million to provide radiation portal monitors, handheld 
radiation detection devices, and radiation detection training to 8 countries 
in the former Soviet Union and Eastern Etu-ope. Similarly, State has spent 
about $25 million to provide various types of radiation detection equipment 
and related training to 31 countries. (See table 1.) 


DOE Has Spent About $131 
Million Providing Radiation 
Detection Equipment and 
Related Training 



Table 1 ; U.S. Spending by Program on Radiation Detection Equipment and Related 
Training Provided to Foreign Countries through the End of Fiscal Year 2005 

Doitars in millions 

Agency 

Program 

Expenditures 

DOE 

Second Line of Defense “Gore" program 

$129.5 

DOE 

Cooperative Radiologicai Instrument Transfer project 

1.2 

DOD 

Weapons of Mass Destruction Proliferation Prevention 
Initiative 

7.9 

DOD 

International Counterproliferation Program 

14.5 

State 

Export Control and Related Border Security program 

15.4 

State 

Nonproliferation and Disarmament Fund 

9.1 

State 

Georgia Border Security and Law Enforcement program 

0.2 

Total 


$177.8 


Soutces: GAO analysis of DOD. DOE, and 8)ale data. 

Note: Figures have been rounded. 


Since fiscal year 1998, DOE has spent about $130 million through its SLD- 
Core program to provide radiation detection equipment and training at 83 
border sites in Russia, Greece, and Lithuania and to maintain certain types 
of equipment previously installed by State and other U.S. agencies in 23 
countries.^ DOE recently signed implementing agreements with the 
governments of Azerb^an, Georgia, Slovenia, and Ukraine and will begin 
work in those countries in fiscal year 2006. Through its SLD-Core program. 


‘^From fiscal year 1997 through fiscal year 2001, State provided DOE with approximately 
$2.7 million to assist its SLD-Core program with installing radiation detection equipment at 
eight ates in Russia. These sites included an airport near Moscow, six se^orts, and one 
railroad crossing. We have included Uie $2.7 million provided by State under total 
expenditure for DOE. 
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DOE cun^ntly plans to install radiation detection equipment at a total of 
about 350 sites in 31 countries by 2012 at an estimated total cost of $570 
million. 


In addition, DOE spent about $1 million to provide radiation detection 
equipment to nine countries through its Cooperative Radiological 
Instrument 'liransfer project (CRITr), which began in 2004. Through CRITY, 
DOE refurbishes previously decommissioned handheld radiation detection 
equipment located at various DOE sites and provides this equipment to 
foreign law enforcement officers. DOE plans to provide handheld 
equipment to six additional countries through the CRITr project in fiscal 
year 2006.^"* 


DOD Has Spent About $22 
Million to Provide Handheld 
Radiation Detection Devices to 
Eight Countries and to Install 
Portal Monitors in Uzbekistan 


Through the end of fiscal year 2005, DOD had spent about $22 million 
through two programs to provide handheld radiation detection devices to 
eight countries in the former Soviet Union and Eastern Europe and to 
install fixed radiation portal monitors in Uzbekistan. Specifically, through 
its Weapons of Mass Destruction Proliferation Prevention Initiative (WMD- 
PPI), DOD q>ent about $0.2 million to provide various types of handheld 
radiation detection equipment to three countries and about $6.4 million to 
install radiation portal monitors at 11 sites in Uzbekistan.^® DOD plans to 
complete installation at 6 more sites in Uzbekistan by the end of fiscal year 
2006 and to finish ail associated radiation detection work in Uzbekistan by 
fiscal year 2009 at a total cost of about $54 million. In fiscal year 2006, DOD 
plans to transfer responsibility for maintenance of the equipment it has 
provided to Uzbekistan to DOE’s SLD-Core program.^® 


Through its International Counterproliferation Program (ICP), DOD has 
spent about $15 million to provide handheld radiation detection equipment 


'^Additional information on these DOE radiation detection assistance programs can be 
found in appendix n. 

'®The program spending total for DOD’s WMD-PPI program is misleading because, in 
addition to about $6 million in expenditures, DOD has obligated over $19 million to three 
contracts for program costs associated with installing radiation detection equipment In 
Uzbekistan, such as communication systems and training. Because DOD only executes 
spending on these contracts after all work has been completed, these contracts were not 
paid until fiscal year 2006 and, therefore, are not included in the program’s expenditure 
total. 

’^According to DOE officials, DOE’s SLD-Core program has worked with DOD to coordinate 
on the typ^ of radiation detection equipment and specific sites in Uzbekistan that will 
receive a^stance. 
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State Has Spent About $25 
Million to Provide Radiation 
Detection Equipment and 
Related TVaining to 31 Countries 


Future U.S. Spending on 
Radiation Detection 
Assistance Is Uncertain 


and training on weapons of mass destruction proliferation prevention to 6 
countries in the former Soviet Union and Eastern Europe. In addition, DOD 
has provided a variety of training on weapons of mass destruction 
proliferation to 17 additional coimtries. Through ICP, DOD plmis to 
continue to provide limited amounts of handheld radiation detection 
equipment to other countries in the future.^*^ 

The Department of State, through three programs— the Export Control and 
Related Border Security program (EXBS), the Nonproliferation and 
Disarmament Fund (NDIO, and the Georgia Border Security and Law 
Enforcement program (GBSLE) — has spent about $25 million since fiscal 
year 1994 to provide radiation detection equipment and related training to 
31 foreign countries. State’s EXBS program has spent approximately $15.4 
million to provide radiation portal monitors, various types of handheld 
radiation detection devices, X-ray vms equipped with radiation detectors, 
and training on how to use this equipment to 30 countries mainly in the 
former Soviet Union and Eastern Europe. Similarly, through NDF, State 
spent about $9.1 million from fiscal year 1994 through 2001 to, among other 
things, install portal monitors in countries other than Russia, provide 
handheld radiation detectors, and provide vans equipped with X-ray 
machines to countries, including Estonia, Latvia, Lithuania, and Poland. 
Lastly, through its GBSLE program, State spent $0.2 million in 1999 to 
provide border guards and customs officials in the Republic of Georgia 
with 137 radiation pagers. State has not provided any additional radiation 
detection equipment assistance through NDF since 2001 or through its 
GBSLE program since 1999.‘* 


Because some U.S. programs provide radiation detection equipment to 
foreign countries on an as needed basis and DOE has yet to gain 
agreements with all of the countries where it would like to install 
equipment, future U.S. government spending requirements for radiation 
detection assistance remain uncertain. For example, although DOE is the 
primaiy U.S. agency responsible for installing radiation portal monitors in 
foreign countries, State selectively funds projects to provide radiation 


‘^Additional infonnation on these DOD radiation detection assistance progrwns can be 
found in ^q^endix 01. 

‘^or additional information on these radiation detection equipment assistMice programs at 
State, see appendix IV. 
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portal monitors to foreign coimtries through its EXBS program. State 
officials told us that State coordinates its work in this area with DOE to 
avoid duplication, and it conducts these projects on an as needed basis to 
provide a quick response to emerging nuclear smuggling threats. For 
example, in December 2005, State installed portal monitors and provided 
handheld radiation detection equipment to one site in Armenia at a cost of 
about $0.5 million, in part because it believed that the threat of nuclear 
smuggling warranted immediate installation of this equipment. State 
officials we spoke with told us that they coordinated with DOE to ensure 
State’s work in Armenia is consistent with overall U.S. goals and that the 
specific equipment installed met minimum detection standards. 
Furthermore, State officials also told us that the newly installed radiation 
portal monitors at this site in Armenia provide a redundant layer of security 
with DOE’S plaxmed work to instell equipment on the opposite side of the 
border in the Republic of Georgia. 

Because State selectively funds portal monitor projects through its EXBS 
program to provide a quick U.S. government response to emerging security 
threats of nuclear smuggling, it is uncertain how many other projects State 
will fund in this area, in what countries these projects will be conducted, or 
how much they will cost. Additionally, State officials also told us that they 
have yet to determine whether or not they will fund any future projects to 
provide radiation detection equipment assistance to foreign countries 
through the Nonproliferation and Disarmament Fund or the Georgia 
Border Security and Law Enforcement program. As a result, it is uncertain 
how many other projects State will fund through either of these two 
programs or how much they will cost. 

DOE currently plans to install equipment at a total of about 350 sites in 31 
countries by 2012 at an estimated cost of $670 million based on a strategy 
that analyzes and prioritizes countries for receiving installations. However, 
it cannot be certain which countries will be included in the SLD-Core 
program until it signs the necessary agreements with these countries’ 
governments. For example, DOE planned to complete installations in 
Georgia, Kazakhstan, Slovenia, and Ukraine in fiscal year 2005. However, 
installations in Georgia, Slovenia, and Ukraine will not be completed until 
at least fiscal year 2006 because of delays in signing implementing 
agreements with these countries. Additionally, DOE is still in the process of 
trying to reach agreement with Kazakhstan. In fiscal year 2004, DOE 
reallocated a portion of its funding to directly fund its planned work at 
certain border sites in Kazaktetan. However, difficulty in reaching 
agreement with Kazakhstan continues to delay this work. If DOE continues 


Page 15 


GAO-06-311 Combating Nuclear Smugglii^ 




242 


to experience delays in signing agreements with foreign countries, or 
cannot reach agreements with all of the countries where it currently plans 
to install equipment, it may need to alter its planned scope of work mid 
overall cost estimates for the program. Furthermore, once DOE reaches 
agreement with a certain country, it still needs to conduct individual site 
assessments to determine at which sites providing radiation detection 
equipment wiD be cost-effective, as well as the amount of equipment each 
site will require. Therefore, DOE is limited in its ability to determine the 
total cost of the SLD-Core program until it signs implementing agreements 
with the governments of countries where it plans to work and conducts 
assessments to determine which specific sites within those coimtries 
require radiation detection equipment and in what amounts. 


U.S. progrmns that provide radiation detection equipment to foreign 
governments face a number of challenges that affect the installation and 
effective operation of radiation detection equipment, including: the threat 
of comiption of border security officials in some foreign countries, 
technical limitations of radiation detection equipment previously deployed 
by State and other agencies, inadequate maintenance of some handheld 
equipment, and the lack of infrastructure necessary to operate radiation 
detection equipment and harsh environmental conditions at some border 
sites. DOE, DOD, and State have taken some steps to address these 
challenges, such as providing multitiered communications systems to 
mitigate corruption so that alarm data can be simultaneously viewed at 
several levels of authority and supplying protective casings for radiation 
portal monitors to prevent damage from vandals or extreme heat. 


According to U.S. and foreign government officials, comiption is a 
pervasive problem within the ranks of border security organizations. 
Specifically, because foreign border guards are often poorly paid and 
geographically isolated, there are concerns that foreign officials could be 
bribed and turn off the radiation detection equipment and allow nuclear 
smuggling to occur. For example, an official might turn off the equipment 
to allow a nuclear smuggler to pass through a border crossing. According 
to a Russian press report, in October 2004, a Russian customs agent at a 
site in western Russia was fired because he was aiding a smuggling ring. 
Additionally, in July 2005, after the newly elected President of Ukraine took 


Possible Corruption of 
Border Guards Poses a 
Threat to the Effective 
Operation of U.S.-Funded 
Radiation Detection 
Equipment 


The Threat of 
Corruption, 
Technological 
Limitations, 
Maintenance 
Problems, and Site 
Infrastructure Issues 
ChaUenge U.S. 
Programs to Combat 
Nuclear Smuggling 
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office, he reorganized many agencies within the government, including the 
Customs Service, because of concerns about corruption. 

DOE, DOD, and State officials told us they are concerned that corrupt 
foreign border security personnel could compromise the effectiveness of 
U.S. -funded radiation detection equipment by either turning off equipment 
or ignoring alarms. As a result, U.S. programs that provide fixed radiation 
portal monitors are taking some steps to ev^uate the degree to which 
corruption is present in the countries and regions where they are working 
or plan to work. For example, DOE’s SLD-Core program commissioned 
three studies to better understand corruption and the challenges that it 
could bring to the program. Additionally, DOE includes countrywide 
corruption assessments as part of its efforts to help program officials 
prioritize countries to include in the SLD-Core program. In addition, DOD 
and State also include anticorruption courses as part of the radiation 
detection training they provide to foreign border security personnel. 

Some U.S. programs also have taken or plan to take other specific steps to 
mitigate the threat of corruption, such as (1) providing multitiered 
communications systems so that alarm data can be simultaneously viewed 
at several levels of authority, (2) implementing programs to combat some 
of the underlying issues that can lead to corruption through periodic 
screening of border security personnel, and (3) installing radiation portal 
monitors on both sides of a particular border if there are concerns about 
corruption of personnel in these countries. For example, DOE and DOD are 
deploying communication systems that link the activities at individual 
border sites with regional and national command centers. By doing so, 
alarm data can be simultaneously evaluated by officials both at the site and 
up the ch^ of command, thus establishing redundant layers of 
accountability for responding to alarms. As a result, if a local official turns 
off the radiation detection equipment at a site, higher level officials can 
quickly be made aware of the incident and investigate the reasons for the 
alarm. Additionally, DOD plans to implement an Employee Dependability 
Program in Uzbekistan that includes background checks, personal 
interviews of applicants, monitoring of performance and behavior, and 
annual refresher training to combat some of the underlying issues that can 
lead to corruption among border security personnel. DOE officials told us 
that they are considering implementing such a screening program in some 
countries where the SLD-Core program works. Lastly, U.S. programs are 
installing radiation portal monitors on both sides of some borders to create 
redundant coverage to increase the likelihood of detection and 
interdiction. In fiscal year 2006, DOE plans to install radiation portal 
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monitors at a number of sites in Georgia. At one site in Armenia, across the 
border from a planned DOE installation, State installed radiation portal 
monitors in December 2005, in part, because of concerns about corruption 
on both sides of tbe border at this location. DOE is also considering 
employing this type of redundant coverage at other locations throughout 
Eastern Europe and the former Soviet Union. 

While DOE has taken steps to determine the level of corruption in some 
countries and regions where it works and includes countrywide corruption 
assessments as part of its prioritization model, DOE is still in the process of 
determining in what countries it will provide specific anticomiption 
measures and how much it will cost to do so based on its mialysis of the 
corruption threat. For example, DOE estimates that it will spend about $1 
million to provide radiation detection equipment and related 
communications systems at a typical foreign border crossing. DOE officials 
noted that the standard communication systems the SLD-Core program 
provides with radiation portal monitors have some anticorruption vzdue 
because radiation alarms require more than one official to review and close 
out before the system can be reset. However, DOE has not included the 
costs associated with other specific anticorruption measures in the long- 
term cost estimates for its SLD-Core program. 


Some Border Crossings 
Remeiin More Vulnerable to 
Nuclear Smuggling Because 
DOE Has Not Upgraded 
Less Sophisticated 
Equipment Installed by 
Other U.S. Agencies 


In 2002, DOE assumed responsibility for maintaining some radiation 
detection equipment previously installed by State and other U.S. agencies 
in 23 countries in the former Soviet Union and Eastern Europe. However, 
DOE has not upgraded any of this less sophisticated equipment, vsdth the 
exception of one site in Azerbaijan.^® Through an interagency agreement, 
DOE assumed responsibility for ensuring the long-term sustainability and 
continued operation of radiation portal monitors and X-ray vans equipped 
with radiation detectors that State and other U.S. agencies provided to 
these countries. Through this agreement, DOE provides spare parts, 
preventative maintenance, and repairs for the equipment through regularly 
scheduled mmntenance visits. Through the end of fiscal year 2006, DOE 
had conducted maintenance and sustainability activities for equipment in 
21 of the 23 countries where equipment had been provided. DOE officials 
told us that, although Belanis received a significant mnount of radiation 
detection equipment from DOD, DOE is currently prohibited from 


‘®DOE completed upgrading one site in Azerbaijan in December 2005 at a cost of about 
$ 86 , 000 . 
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maintaining this equipment by restrictions placed on U.S. assistance to 
Belarus.^ As a result, the maintenance status of the 38 portal monitors and 
almost 200 pieces of handheld radiation detection equipment DOD 
provided to Bdarus is unknown. Addition^y, at the request of the Turkish 
government, DOE no longer maintains 41 portal monitors and over 150 
pieces of handheld radiation detection equipment State previously 
provided to Turkey. 

As we originally reported in 2002, at some sites in foreign countries, State 
and other U.S. agencies installed portal monitors that contained only 
gamma radiation detectors, which are less effective in detecting certain 
nuclear matehal, such as plutonium, than detectors with both gamma and 
neutron detection capability. Although State’s current policy is to install 
radiation detection equipment with both gamma and neutron detection 
capability, according to DOE officials, because of their configuration and 
sensitivity, these older portal monitors are less likely to detect small 
quantities of highly enriched uranium or nuclear material that is shielded, 
for example, by a lead container or certain parts of a vehicle. When it 
assumed responsibility for maintaining this equipment, DOE conducted an 
initial assessment of these portal monitors to determine whether they were 
functional and what maintenance was required. During the course of this 
analysis, DOE found that much of the equipment was damaged and 
required total replacement or m^or repairs. In such cases, DOE installed 
similar equipment with gamma radiation detectors but chose not to 
upgrade the equipment with newer portal monitors that would be capable 
of detecting both gamma and neutron radiation. DOE’s policy was to 
replace this equipment in-kind and wait to upgrade the equipment as part of 
a countrywide deployment through the SLD-Core program. However, 
according to SLD-Core program officials, DOE did not have funds 
earmarked for upgrading the equipment in the absence of a countrywide 
deployment through the SLD-Core program. 

Additionally, SLD-Core program officials stated that DOE would need to 
sign new agreements with the appropriate ministries or agencies within the 
governments of the countries where State and other agencies had 
previously installed equipment before DOE could invest “substantial 
resources” to upgrade the equipment. DOE officials noted that replacing 
the less sophisticated portal monitors with similar equipment usually costs 


State’s Selective Engagement Policy prohibits a variety of U.S. assistance to Belarus and 
was ^plied to that country beginning in 1997. 
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less than $5,0(X), plus installation costs, while deploying a comprehensive 
system comprised of portal monitors that can detect both gamma and 
neutron radiation, associated communication systems, and related training 
c£ui cost up to $1 million per site. The agreements are important because 
they ex^pt DOE from payment of host government taxes, customs duties, 
or other charges per congressional guidance. In addition, these ^reements 
require the host government to protdde DOE with data on detections of 
illicit trafficking in nuclear materials gathered as a result of assistance DOE 
provided through the SLD-Core program. Though the SLD-Core program 
has signed agreements with some countries where the less sophisticated 
equipment was installed, such as Ukraine, DOE has yet to upgrade cuiy of 
the equipment in these countries, with the exception of one site in 
Azerbayan, primarily because the details of the countrywide installations 
are still being determined. According to DOE officials, as countries with 
older equipment sign agreements with DOE to implement the full SLD-Core 
program, sites in these countries with less sophisticated equipment will be 
upgraded. 

In November 2005, DOE completed an assessment of the maintenance 
activities it performs on equipment provided by other U.S. agencies. DOE 
found that equipment failures at many of these sites go unattended, often 
for months. DOE determined that its maintenance of X-ray vans previously 
provided by State was not critical to the mission of the SLD-Core program. 
As a result, DOE is planning to phase out its maintenance of X-ray vans 
after fiscal year 2007. According to DOE officials, the budget of the SLD- 
Core program cannot sustain what DOE considers “non-mission critical 
work.” In fiscal year 2005, DOE bore the full financial responsibility for all 
maintenance activities because State provided no funding to DOE for this 
work. In addition to the X-ray vans, DOE evaluated the sites where portal 
monitors were previously installed by State and other agencies and 
identified those monitors that should no longer be supported by the SLD- 
Core program. DOE asse^ed each location where less sophisticated portal 
monitors are maintained and prioritized which sites should receive 
upgraded equipment DOE plans to work with State to upgrade selected 
sites and decommission some sites that have equipment that is not being 
used or is beyond repair. 
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Concerns Exist About 
Maintenance of Some 
Handheld Radiation 
Detection Equipment 


DOE and State signed an interagency agreement in 2002 giving 
responsibility for maintaining most radiation detection equipment 
previously installed by State and other U.S. agencies to DOE. However, th^ 
agreement did not make DOE responsible for maintaining handheld 
radiation detection equipment previously deployed by these agencies. State 
has also not assumed responsibility for maintaining about 1,000 handheld 
radiation detectors provided by its programs that are vital to border 
officials for conducting secondary inspections of vehicles and pedestrians, 
and, as a result, much of this equipment is in disrepair.^^ For example, at 
one site in Georgia, we observed border guards performing secondary 
inspections with a handheld radiation detector, previously provided by 
State, which had not been calibrated since 1997 (see fig. 3). According to 
the detector’s manufacturer, yearly recalibration is necessmy to ensure that 
the detector fimctions properly. Furthermore, DOE officials we spoke with 
told us that — similar to radiation portal monitors — ^handheld radiation 
detection devices require periodic maintenance checks and recalibration to 
ensure that they remain operable and continue to meet minimum detection 
standards. 


^‘In addition to the handheld radiation detection equipment cited above, about 900 radiation 
pagers were also previously provided by State and other U.S. agencies. However, according 
to DOE and State officials, radiation pagers generally require little maintenance and have a 
relatively low replacement cost compared with radioactive isotope identification devices or 
other handheld radiation detection equipment used for conducting secondaiy inspections. 
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Figure 3: Handheld Radiation Detector in Georgia Needing Recalibration 



SoufcerOAO. 


Batteries used in some handheld radiation detection equipment typically 
need to be replaced every 2 years and some types of handhelds are fragOe 
and can be easily broken, requiring that replacement devices or spare parts 
be readily available. At the request of State, DOE is currently evaluating the 
costs associated with maintaining this handheld equipment. Specifically, 
DOE has asked its contractor currently responsible for maintaining the 
portal monitors and X-ray vans in these countries to develop a propose for 
assunung responsibility for maintenance of the handheld equipment as 
well. According to DOE officials, maintenance of handheld equipment 
could be conducted during regularly scheduled visits for maintenance of 
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poital monitors and X-ray vans.^ As a result, DOE officials believe that no 
additional travel funds would be required for this activity. However, DOE 
officials also told us that if they were to assume ftiU responsibility for 
maintaining the handheld equipment at sites where they are maintaining 
radiation portal monitors installed by State and other agencies they would 
need additional funding for labor and to provide replacement equipment 
and spare parts. 


Limited Infrastructure and 
Harsh Environmental 
Conditions at Some Border 
Sites Pose Equipment 
Problems 


Limited infrastructure and harsh environmental conditions at some foreign 
border sites create challenges to the installation and operation of radiation 
detection equipment. For example, many border sites are located in remote 
areas, which often do not have access to reliable supplies of electricity, 
fiber optic lines, and other infrastructure needed to operate radiation 
portal monitors and associated communication systems. Prior to providing 
radiation portal monitors, U.S. programs ^ically perform site 
assessments to determine the details surrounding how radiation detection 
equipment will be installed at a given site. The assessment includes the 
operational needs of the equipment depending on the infrastructure 
available at the site. To address the needs identified, DOE, DOD, and State 
provide generators at some sites to supply electricity to the radiation 
detection equipment because the electric power supply shuts down 
periodically or may be very low at these remote sites. Additionally, the 
communication systems that are provided to report activities from the 
radiation detectors reqmre fiber optic cabling for their operation. If no 
cabling exists, underground cabling or radio wave operated 
communication systems must be installed to perform this function. Finally, 
at some border sites, the radiation portal monitors are located significant 
distances from the control and communication system center. U.S. 
program officials we spoke with expressed concern that theft could occur 
because of the remote location of this equipment. To prevent such 
interference with the equipment, antitampermg measures such as 
protective cages are used to protect the integrity of the portal monitors 
(see fig. 4). 


“DOE officials noted ffiat, during regular ^te visits to conduct maintenance on radiation 
portal monitors, DOE maintenance teams often are asked by the host government to 
maintain handheld radiation detection equipment provided by other U.S. programs. DOE 
officials also stated that althou^ this work is outside the scope of DOE’s responsibility, 
when time and funding permit, DOE mfuntenance teams have replaced some dysfunctional 
equipment on a case-by-case basis. 
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Figure 4: Rail Portal Monitor in Western Uzbekistan with Antitampering Protection 


Source: DOD. 

Additionally, environmental conditions at some sites, such as extreme heat, 
can compromise the effectiveness of radiation detection equipment. 
Extreme heat accelerate the degradation of components within 
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radiation detection equipment and, as a result, can affect the performance 
and long-term sustainability of the equipment. DOD placed a protective 
casing around the radiation portal monitors it installed in Uzbekistan as a 
heat shield to ensure the effective long-term operation of the equipment 
(see fig. 5). 
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Source: GAO. 
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State’s Efforts to 
Coordinate U.S. 
Assistance Are Limited 
by Deficiencies in the 
Interagency Strategic 
Plan and the Lack of a 
Comprehensive List of 
Equipment Provided by 
U.S. Programs 


State coordinates U.S. radiation detection equipment assistance overseas 
through an interagency working group and in-country advisors. However, 
its ability to carry out its role as lead interagency coordinator is limited by 
deficiencies in the strategic plan for interagency coordination and by its 
lack of a comprehensive list of all U.S. radiation detection assistance. 
Specifically, the interagency strategic plan lacks key components, such as 
overall program cost estimates, projected time frames for program 
completion, and specific performance measures. Additionally, State has not 
maintained accurate information on the operational status and location of 
all radiation detection equipment provided by U.S. programs. 


State Coordinates U.S. 
Eadiation Detection 
Equipment Assistance 
through an Interagency 
Working Group and In- 
Country Advisors 


As the lead coordinator of U.S. radiation detection equipment assistance 
overseas, State has taken some steps to coordinate the efforts of U.S. 
programs that provide this type of assistance to foreign countries. State’s 
coordination takes place primarily through two methods: an interagency 
working group and State’s in-country advisors. The main coordination 
mechanism for U.S. radiation detection assistance programs is the 
interagency working group, chaired by State, which consists of program 
representatives from DOE, DOD, State, and DHS. According to State, this 
working group holds meetings about once every 2 months to coordinate the 
activities of U.S. programs that provide radiation detection equipment and 
export control assistance overeeas. 'These interagency meetings attempt to 
identify and prevent overlap among the various U.S. programs through 
discussion of such issues as funding, upcoming program activities, and 
recent trips to countries receiving U.S. assistance. Meetings are attended 
by program managers responsible for overseeing and implementing 
radiation detection equipment assistance programs in foreign countries. 
While DOD and DOE officials we spoke vrith told us that these interagency 
meetings are somewhat beneficial, they stated that meetings primarily 
facilitate coordination at a high level and typically lack the specific detail 
necessary to identify and prevent program overlap within countries and 
regions where multiple U.S. programs provide radiation detection 
equipment assistance. Through this working group, State also maintains an 
interagency schedule that provides information on planned activities, 
training, and site visits of U.S. programs. 

Stale also coordinates U.S. programs through in-country advisors, 
stationed in more than 20 foreign countries. While State funds these 
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advisors, State officials told us tiiat they work on behalf of all U.S. 
programs that provide nuclear detection assistance in their respective 
countries. According to State officials, these advisors serve as the on-the- 
ground coordinators of U.S. export control and border security assistance 
and are the primary sources of information concerning past and present 
provision of U.S. radiation detection equipment assistance in their 
respective countries. State officials also noted that frequent informzd 
coordination takes place between program managers at State and their 
counterparts in Washington, D.C., at other federal agencies. 

In addition to State’s coordination efforts, DHS recently created the 
Domestic Nuclear Detection Office (DNDO) with responsibilities including 
coordinating nuclear detection research and developing a global nuclear 
detection architecture.® According to DHS, though DNDO is principally 
focused on domestic detection, its coordinating work will enhance U.S. 
efforts overseas through the design of a global nuclear detection 
architecture implemented under current agency responsibilities. Equally, 
while detection technolo^es developed by DNDO will be directed 
primarily by operational requirements for domestic applications, many 
technologies developed could have application in overseas radiation 
detection equipment assistance programs. However, DOE, DOD, and State 
officials we spoke with were unclear on what specific future role DNDO 
would play in coordinating activities of U.S. progrart^ that provide 
radiation detection equipment assistance to foreign countries. These 
agencies are working with DNDO to clarify the future role that the office 
will play. 


The Interagency Strategic 
Plan to Coordinate U.S. 
Radiation Detection 
Equipment Assistance 
Overseas Lacks Key 
Components 


In 2002, we reported that U.S. efforts to help other countries combat 
nuclear smuggling needed strengthened coordination and planning to link 
U.S. programs through common goals and objectives, strategies and time 
frames for providing assistance, and performance measures for evaluating 


“According to DHS, other responsibilities of DNDO include the (1) acquisition and support- 
to-deployment of the domestic detection system, (2) enhancement of effective sharing and 
use of nuclear detection-related information and intelligence, and (3) establishment of 
procedures and training for the end users of equipment developed and deployed through the 
new office. 
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the effectiveness of U.S. assistance.^ State, as the lead coordinator of U.S. 
nuclear detection assistance overseas, led the development of a 
govemmentwide interagency strategic plan to guide the efforts of U.S. 
programs that provide this assistance.^^ The plan broadly defines a set of 
interagency goals and objectives, establishes minimum technological 
standards for radiation detection equipment that U.S. programs provide, 
and outlines the roles and responsibilities of each agency. However, the 
plan does not include several elements necessary to effectively link U.S. 
programs together, prevent duplication, and guide their efforts toward 
completion. 

While the plan provides U.S. agencies with a broad framework for 
coordinating this type of assistance by defining a set of interagency goals 
and outlining the roles and responsibilities of each agency, it does not 
include specific performance measures, overall program cost estimates, or 
projected time frames for program completion. Mthout incorporating 
these key elements into its plan, State will be limited in its ability, as lead 
coordinator, to effectively link U.S. programs and guide their efforts toward 
achieving interagency goals. For example, a primary goal in its plan is that 
recipient countries possess a comprehensive capability to detect and 
interdict illicitly trafficked nuclear and radiological material. However, 
without incorporating specific performance measures into its plan, State 
has no tran^arent way to effectively measure the performance of U.S. 
programs in this regard or to determine the degree to which they are 
reaching this or other interagency goals discussed in its plan. Finally, 
without incorporating overall program cost estimates and time frames for 
program completion into its plan, State cannot effectively determine the 
amount of U.S. government resources that will be required to achieve 
interagency goals and objectives or under what time frames these 
resources will be required. If State does not take steps to include these key 
elements in its plan, it will continue to be limited in its ability to effectively 
track the progress of U.S. programs, measure their performance toward 
achieving interagency goals and objectives, and determine the amount of 


^'For additional details on the Endings and recommendations discussed in our prior report, 
see GAO-02-426. 

Strategic Plan For Interagency Coordination of U.S. Govemmejit Nuclear Detection 
Assistance Overseas is intended to complement the existing program management plans of 
ail participating agencies, which include DOE, DOD, State, DHS, and the Department of 
Commerce. DHS and Commerce are in^lementers of parts of State’s EXBS program and 
thus were included as signatories to the plan. 
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funding required to achieve these goals and under what time frames these 
resources will be needed. 


state Has Not Maintained 
Accurate Information on All 
Previously Provided 
Handheld Equipment, 
Which Inhibits Its Ability to 
Effectively Coordinate U.S. 
Assistance 


State, in its role as lead interagency coordinator, has not maintained 
accurate infonnation on the operational status and location of all the 
handheld radiation detection equipment previously provided by U.S. 
programs. While DOE has taken responsibility for maintaining information 
on previously deployed U.S.-funded radiation portal monitors, State 
primarily works through its in-country advisors and its interagency 
working group to gather and maintain information on handheld radiation 
detection equipment provided by U.S. programs. State, through its EXBS 
program, assumed direct management of the in-country advisors from DHS 
in Febniary 2005. As part of their duties, State’s in-country advisors are 
required to maintain a record of the transfer of all U.S.-provided 
export/border control equipment, including radiation detection equipment, 
within their respective countries and to follow up to ensure it is at the 
locations specified by the recipient government and is properly maintained. 
However, four of the nine advisors we spoke with, who axe stationed in 
countries that have received a combined total of about 1,000 pieces of 
handheld radiation detection equipment from U.S. programs, 
acknowledged that they did not have up-to-date information regarding the 
present operational status or location of this equipment. Additionally, five 
of nine advisors we spoke with were unaware that, as part of their duties, 
they are required to maintain a record of aU U.S.-provided equipment 
within their country. However, some advisors we spoke with stated that 
they attempt to determine this information but are sometimes limited in 
their ability to do so because other U.S. programs have not always 
coordinated with them before providing equipment in their country. As a 
result, it is necessary for some advisors to follow up with the host 
government to determine the status and location of U.S.-provided radiation 
detection equipment According to some advisors, however, host 
governments may not always provide accurate information on what 
equipment has been provided in the past, where it is currently located, and 
its current operational status. 


According to State officials, there is no comprehensive interagency list of 
radiation detection equipment that has been previously provided to foreign 
governments by U.S. programs. In 2002, we recommended that State, as the 
lead interagency coordinator, work with DOE and DOD to develop such a 
list. Officials we spoke with at DOE and DOD stated that having access to 
accurate information on past provisions of all radiation detection 
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equipment provided by U.S. programs is essential to interagency 
coordination, preventing overlap among programs, as well as appropriately 
assessing a specific country’s equipment needs. During the course of our 
review, program officials at DOE, DOD, and State provided us with lists of 
radiation detection equipment their programs had provided to other 
countries. According to information we received from program managers 
at DOE, DOD, and State, more than 7,000 pieces of handheld radiation 
detection equipment, including radiation pagere and radioactive isotope 
identification devices, had been provided to 36 foreign countries through 
the end of fiscal year 2005. Because much of this equipment was provided 
to the same countries by multiple agencies mid programs, it is difficult to 
determine the degree to which duplication of effort has occurred. For 
example, since fiscal year 1994, a total of 17 different countries have 
received handheld radiation detection equipment from more than one U.S. 
agenQ-. However, although DOE, DOD, and State programs each maintain 
their own lists of radiation detection equipment provided to foreign 
countries, officials at these £^encies told us that they do not regularly share 
such information with each other. Without the development of a 
comprehensive interagency list of U.S.-funded radiation detection 
equipment, program managers at DOE, DOD, and State cannot accurate]^ 
assess the equipment needs of countries where they plan to provide 
assistance, may unknowingly provide duplicative sets of equipment, and 
cannot determine if the equipment is being used for its intended pmpose or 
is in need of maintenance and repair. 


Conclusions mid-1990s, doe, DOD, and State have spent about $178 million to 

provide a variety of radiation detection equipment to countries around the 
world, and it is important that this equipment be properly maintained so 
that it can be effectively used to combat nuclear smuggling overseas. Since 
taking over responsibility for maintaining portal monitors deployed by 
other agencies in 2002, DOE has worked to ensure that this equipment is 
functioning and being used as intended. However, because DOE’s 
interagency maintenance agreement with State did not include maintaining 
handheld radiation detection equipment previously provided by State and 
other agencies, much of this equipment may not be properly functioning. 
Handheld radiation detection equipment is vital for border officials to 
conduct secondary inspections of vehicles or pedestrians. Without taking 
steps to ensure that ail previously provided radiation detection equipment, 
specifically handheld equipment, is adequately maintained and remains 
operational, State cannot ensure the continued effectiveness or long-term 
sustainability of this equipment. 
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Because corrupt officials could undermine the effectiveness of U.S. 
radiation detection assistance programs overseas by turning off radiation 
detection equipment or not properly responding to alarms, it is important 
for U.S. programs to employ anticorruption efforts, such as multitiered 
communication systems for radiation alarms, training, employee 
dependability programs, and redundant installations of equipment when 
providing such assistance. While we are encouraged that DOE, DOD, and 
State employ some corruption mitigation measures in their programs, DOE 
is stiU in the process of determining in which countries it will provide these 
specific anticorruption measures and how much such assistance would 
cost to implement 

In addition, though DOE has maintained less sophisticated radiation portal 
monitors previously deployed by other agencies since 2002, it has not 
upgraded the equipment at any of these sites. As a result, border sites with 
less sophisticated radiation portal monitors are more vulnerable to nuclear 
smuggling than sites with equipment that can detect both gamma and 
neutron radiation. We originally reported on this problem in our May 2002 
report. In ite official comments on that report, DOE stated that these less 
sophisticated monitors “are not as reliable [as monitors with both gamma 
and neutron radiation detection capabilities], and have limited or no abiiily 
to detect shielded plutonium.” Although it is encouraging that DOE has 
recently undertaken an assessment of the equipment it maintains that was 
installed by other U.S. agencies, DOE has not yet improved the neutron 
detection c^abilities of any of these less sophisticated monitors, with the 
exception of one site in Azerbaijan. As a result, these sites remain just as 
vulnerable to certain types of nuclear smuggling as they were when we first 
reported this deficiency in May 2002. 

Finally, we believe that, unless key components such as overall program 
cost estimates, projected time frames for completion, and specific 
performance measures jue incorporated into ffie interagency strategic 
plan, State will be limited In its ability to determine the amount of 
resources and time needed to achieve the broader interagency goals 
discussed in its plan or to effectively measure U.S. programs’ progress 
toward achieving these goals. Furthermore, without accurate information 
on the current status and location of radiation detection equipment 
previously provided by U.S. programs, State cannot effectively fulfill its 
role as intert^ency coordinator of U.S. assistance. Because there are at 
least seven U.S. programs at three federal agencies that provide radiation 
detection equipment to foreign countries, program managers at DOE, DOD, 
and State need access to a “master list” that shows the status and location 
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of aJl U.S. radiation detection equipment assistance to more accurately 
determine the needs of specific countries and to avoid duplication of effort 
among U.S. programs. Without such a list, the potential exists for programs 
to provide duplicative sets of radiation detection equipment to the same 
country. 


Recommendations for 
Executive Action 


To strengthen program management and effectiveness, we recommend that 
the Secretary of Energy, working with the Administrator of the National 
Nuclear Security Administration, take the following two actions: 


• Integrate projected spending on specific anticorruption measures into 
the long-term cost estimates for the SLD-Core program. 

• Upgrade less sophisticated portal monitors previously installed by other 
U.S. agencies where DOE has determined this to be appropriate as soon 
as possible and include fimding to accomplish this in DOE’s planning 
and budgeting process. 

To strengthen accountability of U.S. radiation detection equipment 
assistance programs, we recommend that the Secretary of State, working 
with the Secretaries of Defense and Energy and the Administrator of the 
National Nuclear Security Administration, take the following three actions: 

• Ensure continued maintenance of all radiation detection equipment 
provided to foreign governments, including all handheld equipment 
previously provided by State and other agencies. 

• Strengthen the Strategic Plan for Interagency Coordination of U.S. 
Government Nuclear Detection Assistance Overseas by including in the 
plan (1) specific performance measures to more effectively track and 
measure the progress U.S. programs are making toward achievement of 
interagency goals and objectives and (2) overall cost estimates and 
projected time frames for completion of U.S. radiation detection 
equipment assistance efforts to determine the amount of U.S. 
government resources required to achieve interagency goals and 
objectives and under what time frames these resources will be required. 

• To the extent possible, account for all U.S.-funded radiation detection 
equipment provided to foreign governments, especially handheld 
equipment, by creating, maintaining, and sharing among all agencies a 
comprehensive list of such assistance. 
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Agency Comments and 
Our Evaluation 


DOE and State agreed in general with our conclusions and 
recommendations. DOD had no written comments on our report. DOE, 
DOD, and State provided technical comments, which we incorporated as 
appropriate. 


In its comments, DOE wrote that it does not believe that our report 
adequately reflects the department’s efforts to maintain handheld radiation 
detection equipment provided by State and other agencies because DOE 
has a process in place to identify and replace handheld equipment used at 
sit^ where DOE maintains radiation portal monitors installed by State and 
other agencies. However, we believe that the extent of DOE’s program is 
fairly presented because this effort does not cover all handheld equipment 
previously provided by State and other agencies — only equipment at the 
selected sites visited by DOE’s maintenance teams is maintained. Further, 
the current operational status of the vast m^ority of handheld radiation 
detection equipment previously deployed by State and other agencies 
cannot be determined, in large part, because State has not maintained a 
comprehensive list of such equipment. 


In its comments. State disagreed with our lack of emphasis on the 
“informal coordination role played by the department’s front-line country 
program officers.” State considers informal consultations between these 
officials and their interagency counterparts to be the “primary means of 
coordination of its efforts concerning radiation detection equipment 
provisions.” State believes that such informal coordination is “much more 
important than coordination through the interagency working group or 
with State’s in-country advisors.” We have added language to our report 
noting the role of informal coordination in these programs. However, 
State’s emphasis on them as its primary means of coordinating radiation 
detection assistance programs conflicts with its own planning documents. 
In its Strategic Han for Interagency Coordination of U.S. Government 
Nuclear Detection Assistance Overseas, State claims that “a standing sub- 
working group, the International Nuclear Detection Interagency Working 
Group, will routinely coordinate nuclear detection, interdiction, and 
investigation assistance provided by U.S. government agencies.” State’s 
plan emphasizes the role of the interagency working group and states that 
such coordination is “vital to the overall success of U.S. nuclear detection 
assistance efforts.” State’s plan does not, however, emphasize or even 
mention informal coordination mechanisms as a method for State’s 
coordination of U.S. radiation detection assistance programs. 
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State also believes that its in-coimtry advisors are unfairly criticized for not 
maintaining comprehensive lists of radiation detection equipment in 
countries where they are r^ponsible. State cited competing claims on the 
advisors’ time, their many responsibilities within the EXBS program, and 
the limited resources at their disposal. However, State’s own guidance to its 
in-country advisors states that the advisors' “general duties 
include. . .maintaining a record of the transfer of all U.S. government- 
provided nonproliferation export/border control equipment, and following- 
up to ensure that it is operational, being used for intended purposes at the 
locations previously specified by the recipient government, and in 
accordance with U.S. laws and policies.” 


As agreed with your offices, unless you publicly announce the contents of 
this report earlier, we plan no further distribution until 30 days from the 
report date. We will then send copies of this report to the Secretary of 
Energy; the Secretaiy of Defense; the Secretary of State; the Secretary of 
Homeland Security; the Administrator, National Nuclear Security 
Administration; the Director, Office of Management and Budget; and 
interested congressional committees. We also will make copies available to 
others upon request. In addition, the report will be made available at no 
charge on the GAO Web site at http://www.gao.gov. 

If you or your staff have any questions concerning this report, please 
contact me at (202) 512-3841 or aloisee@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs can be found on the 
last page of this report Key contributors to this report include R. Stockton 
Butler, Julie Chamberlain, Nancy Crothers, Chris Ferencik, Gregoiy 
Marchand, and Jim Shafer. 


Gene Aloise 

Director, Natural Resources and Environment 
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Appendix I 

Scope and Methodology 


We performed our review of U.S. programs that provide radiation detection 
equipment assistance to foreign countries at the Departments of Energy 
(DOE), Defense (POD), Homeland Security (DHS), and State (State) in 
Washington, D.C.; Los Alamos National Laboratory in Los Alamos, New 
Mexico; and Sandia National Laboratories in Albuquerque, New Mexico. 
Additionally, we also visited a “nonprobability” sample of six countries 
(Georgia, Greece, Macedonia, Russia, Ukraine, and Uzbekistan) where U.S. 
agencies have provided radiation detection equipment.^ We visited these 
six countries to observe U.S.-funded radiation detection equipment in 
operation and to discuss the implementation of U.S. programs with foreign 
officials. We determined which specific countries to visit based on several 
criteria, such as historic U.S. government spending to provide radiation 
detection equipment within that country; countries receiving radiation 
detection equipment from multiple U.S. agencies and programs; countries 
receiving significant amounts of handheld equipment; coxmtries with am in- 
country advisor stationed at a U.S. Embassy; countries where DOE 
maintains radiation detection equipment previously installed by State and 
other U.S. agencies; the current political environment within the country; 
and our ability to travel fi*om country to coimty within a reasonable amount 
of time. 

To address the progress U.S. programs have made in providing radiation 
detection equipment assistance to foreign countries, we reviewed 
documents and had discussions with officials from DOE’s Second Line of 
Defense “Core” (SLD-Core) program, Cooperative Radiological Instrument 
Transfer project, and International Nuclear Export Control program; DOE’s 
Office of General Counsel; and DOE’s private sector contractors — SI 
International, Tetra Tech/Foster Wheeler, Bechtel-Nevada, TSA Systems, 
and Miratek. We also reviewed documents and interviewed relevant 
officials from DHS’s Customs and Border Protection; State’s Export 
Control and Related Border Security (EXBS) program, Nonproliferation 
and Disarmament Fund, and Georgia Border Security and Law 
Enforcement program; DOD’s Weapons of Mass Destruction Proliferation 
Prevention Initiative (WMD-PPI), International Counterproliferation 
Program (ICP), and Defense Threat Reduction Agency; DOD’s private 
sector contractor — Washington Group International; Los Alamos National 


‘Results from nonprobability samples cannot be used to m^e inferences about a 
population, because in a nonprobability sample some elements of the population being 
studied have no chance or an unknown chance of being selected as part of the sample. 
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Appendix I 

Scope and Methodolc^ 


Laboratory; Sandia National Laboratories; and Oak Ridge National 
Laboratory. 

In addition, in October 2004, we visited Greece and Macedonia to interview 
Greek and Macedonian officials and to see U.S. radiation detection 
assistance provided in each country. In August 2005, we visited Georgia, 
Russia, Ukraine, and Uzbekistan to see where U.S. agencies have provided 
radiation detection equipment, to observe U.S.-funded radiation detection 
equipment in operation, and to discuss the implementation of U.S. 
programs with foreign officials. We also visited Belgium to meet with 
officials from the European Union to discuss radiation detection equipment 
assistance provided to foreign countries by that organization. During our 
visit to Greece, we spoke with Greek officials from the Greek Atomic 
Energy Commission; the Greek Ministry of Economy and Finance; and 
Customs Directorate General (Greek Customs Service). While in Greece, 
we toured two border crossings where DOE had installed radiation 
detection equipment through the SLD-Core program, SLD-Core 
installations at Athens International Airport, and a small research reactor 
in Athens that received physical security upgrades from DOE prior to the 
2004 Olympic Games. While in Macedonia, we interviewed Macedonian 
officials and toured one border site where radiation detection equipment 
had previously been provided by the International Atomic Energy Agency 
and the Department of State. 

While in Russia, we spoke with officials from the Federal Customs Service 
of Russia, ASPECT (a Russian company that develops radiation detection 
equipment), and DOE officials responsible for implementing the SLD-Core 
program in Russia. During our visit to Russia, we toured DOE installations 
at three airports and one seaport, the Federal Customs Service Central 
Command Center where Russian Customs officials gather and respond to 
portal monitor alarm data, and the Federal Customs Service Training 
Academy in S^t Petersburg. While in Uzbekistan, we spoke with officials 
from DOD’s WMD-PPI program, Washington Group International, State and 
DOD officials at the U.S. Embassy in Tashkent, Uzbekistan’s Institute of 
Nuclear Physics, and the Uzbek State Customs Committee. While in 
Uzbekistan, we toured the Tashkent Airport and a land border crossing 
where DOD had provided radiation detection equipment assistance 
through the WMD-PPI program. We also toured a small research reactor in 
Uzbekistan that previously received physical security upgrades from DOE, 
such as barbed-wire fences and video surveillance cameras. During our 
visit to Georgia, we spoke with officials from State’s Georgia Border 
Security and Law Enforcement program, Department of Georgian State 
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Scope and Methodoic^ 


Border Defense, Georgia Border Security Coordinating Group, and 
Georgia’s Andronikashvili Institute of Nuclear Physics. We toured a land 
border crossing where State had previously provided radiation detection 
equipment and visited the Georgian Border Guard lYaining Academy. While 
in Ukraine, we spoke with DOE, DOD, and State officials at the U.S. 
Embassy in Kiev, Ukraine’s Border Security Coordinating Group, Ukraine’s 
Border Guard Service, and toured a land border crossing where State had 
previously provided radiation detection equipment that DOE currently 
maintains. 

We discussed coordination issues with U.S. in-country advisors stationed in 
countries receiving U.S. assistance, including Armenia, Azerbaijan, 
Georgia, Kazakhstan, Malta, Moldova, Poland, Romania, and Ukraine. We 
developed a structured interview guide with a standard set of questions, 
which we asked all of our interviewees. We designed our interview guide 
with the assistance of a GAO methodologist. The practical difficulties of 
asking questions may introduce other types of errors. For example, 
differences in how a particular question is interpreted or the sources of 
information available to respondents can introduce unwanted variability 
into the responses, so we included steps to minimize such errors. We 
pretested the content and format of the interview guide with two 
individuals and made minor changes as appropriate. 

We chose which specific in-country advisors to interview based on several 
criteria that include advisors who are stationed in the countries we would 
be visiting, advisors who are stationed in countries receiving significant 
amounts of radiation detection equipment from multiple U.S. agencies and 
programs, and advisors who are stationed in countries where DOE 
maint^s radiation detection equipment previously installed by State and 
other U.S. s^encies. Once we determined which specific advisors to 
interview, we created a list, which we then randomly ordered to provide an 
unbiased approach to conducting our interviews. Our goal was to talk with 
all the advisors on the list, but we knew that circumstances might prevent 
that so we used a randomized list to provide the order of contacting the 
advisors. We initiated contact with each advisor from this hst, but if we 
could not establish contact with that advisor, we attempted to establish 
contact with the next advisor on our hst. In some instances, we slightly 
modified our list due to unforeseen developments. For example, during our 
visit to the Republic of Georgia, we became aware of a Department of State 
project to install radiation detection equipment in Armenia opposite the 
Geor^an border. Since this met our criteria for including a country in our 
pool of interviewees, we ^eed it was appropriate, for the purposes of this 
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review, to add Armenia. We then contacted the in-country advisor stationed 
in Armenia to learn more about this project. In addition, we removed the 
responses from the advisor in Russia from our total list of advisors because 
he failed to respond to more than half of our questions and stated that his 
role in cooi^inating this type of assistance in Russia is nonexistent because 
DOE, through its SLD-Core program, conducts and coordinates radiation 
detection a^istance provided to Russia. Lastly, we interviewed the advisor 
responsible for overseeing implementation of U.S. assistance to the 
Republic of Georgia because Georgia has received radiation detection 
equipment in the past from multiple U.S. programs. To obtain responses to 
our structured interview questions, we generally used e-mail and phone 
interviews. However, during our visits to Georgia and Ukraine, we were 
able to meet with the in-country advisors to obtain responses to our 
questions. 

To assess the current and expected future costs of U.S. programs that 
provide radiation detection equipment assistance to foreign countries, we 
reviewed documents from DOE, DOD, State, and DHS defying program 
expenditures, projected costs, and schedule estimates. We reviewed 
contract data for expenditures through the end of fiscal year 2005 and met 
numerous times with officials from DOE, DOD, State, and DHS to discuss 
the data. We obtained responses from key database officials to a number of 
questions focused on data reliability covering issues such as data entry 
access, internal control procedures, and the accuracy and completeness of 
the data. Follow-up questions were added whenever necessary. Caveats 
and limitations to the data were noted in the documentation where 
necessary. For example, in our discussions with the DOD official who 
manages its financial database, she stated that program support costs were 
prorated between WMD-PPFs projects based on usage. Therefore, the 
expenditure amount added for the program support cost for Uzbeldstan is a 
reasonable approximation but may not be exact. We determined that the 
data we received were sufficiently reliable for the purposes of this report 
based on work we performed. 

To identify challenges U.S. programs face in deploying and operating 
radiation detection equipment in foreign countries, we examined 
documents and spoke with officials from DOE, DOD, State, DHS, Los 
Alamos National Laboratory, Sandia National Laboratories, Washington 
Group International, and several nongovernmental entities, including the 
Transnational Crime and Corruption Center at American University. 
Additionally, during our visits to Georgia, Greece, Macedonia, Russia, 
Ukraine, and Uzbekistan we spoke with various foreign officials to better 
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understand the challenges they face in operating radiation detection 
equipment provided by U.S. programs. We ^so attended a National 
Academies of Science conference on nonintrusive technologies for 
improving the security of containerized maritime cargo and the National 
Cargo Security Council conference on radiation detection and screening. 

To understand the steps U.S. programs take to coordinate radiation 
detection equipment assistance provided by multiple U.S. programs, we 
met with program officials from each of the agencies providing assistance 
and reviewed pertinent documents, including individual agency’s 
assistance plans and State’s Strategic Plan for Interagency Coordination 
of U.S. Government Nuclear Detection Assistance Overseas. We also 
assessed coordination through the interagency group headed by State and 
met with the lead official of that effort^ — the Director of Export Control and 
Cooperation — and members of his staff. We discussed coordination issues 
with U.S. advisors stationed in countries receiving U.S. assistance including 
Armenia, Azerbayan, Georgia, Kazakhstan, Malta, Moldova, Pol^d, 
Romania, and Ukraine. Several of these advisors were responsible for 
tracking assistance efforts in more than one country. For example, the 
advisor stationed in Poland is also responsible for Estonia, Latvia, and 
Lithuania. Finally, we relied on our previous reviews of the U.S. 
nonproliferation programs within DOE, DOD, and State. At State, we 
interviewed the Coordinator of U.S. Assistance to Europe and Eurasia and 
met with officials from the Bureau of International Seouity and 
Nonproliferation. We also relied on related prior GAO reports. We 
performed our review from April 2005 to February 2006 in accordance with 
generally accepted government auditing standards. 
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Appendix n 

Additional Information on Radiation 
Detection Assistance Programs at the 
Department of Energy 


The Department of Ekiergy’s (DOE) Second Line of Defense “Core” 
program provides comprehensive radiation detection equipment packages 
to foreign countries to combat nuclear smuggling. Its associated 
maintenance program focuses on maintaining equipment previously 
provided by the Department of State and other U.S. agencies. In addition, 
DOE implements another program within its Office of Global Threat 
Reduction that provides handheld radiation detection equipment to foreign 
countries. 


Second Line of Defense 1998, doe established the Second Line of Defense “Core” (SLD-Core) 

“Core” Program program, which has primarily worked to help Russia detect illicit nuclear 

materials trafficking by providing radiation detection equipment to the 
Federal Customs Service of Russia. DOE recently expanded its efforts in 
the SLD-Core program to include coimtries other than Russia. SLD-Core 
activities focus on providing radiation detection equipment, software and 
hardware communications equipment and support, and training/processes 
to foreign countries’ border sites. The radiation detection equipment DOE 
provides is U.S.-made, except in Russia where Russian-made equipment is 
installed. The communication systems DOE installs provide important 
information on the radiation detector alarms, such as the radiation profile 
of the substance detected. In addition to training at sites where equipment 
is installed, DOE provides other training courses at the Hazardous 
Materials Management and Emergency Response training center at Pacific 
Northwest National Laboratory. 

Through the end of fiscal year 2005, DOE’s SLD-Core program had 
completed installation of radiation portal monitors at 83 sites in Greece, 
Lithuania, and Russia at a cost of about $130 million. In fiscal year 2005, 
DOE planned to complete 29 sites in seven countries: Azerbaijan, Georgia, 
Kazakhstan, Russia, Slovenia, and Ukraine. However, due to delays in 
signing implementing agreements with the governments of some of these 
countries, many of these sites were not completed. As of December 2005, 
DOE had signed implementing agreements with Azerbaijan, Georgia, 
Slovenia, and Ukraine, and plans to commence work in these countries in 
fiscal year 2006 (see fig. 6). Additionally, the SLD-Core program will be 
installing radiation detection equipment at some foreign ports, referred to 
as “feeder" ports, to assist the work done by DOE’s Megaports Initiative.^ 


‘For more information on the Megapoits Initiative, see GAO05-375. 
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Appendix II 

Additional Information on Badiation 
Detection Asmstance Programs at the 
Department of Energy 


Figure 6: Map of Countries Where DOE’s SLD-Core Program Has Installed 
Equipment and Signed Agreements to Begin Work 



Source: OOE. 


DOE has been cooperating with the Federal Customs Service of Russia 
since 1998, and, coupled with the large number of sites where Russia has 
installed equipment on its own, the nature of DOE's work through the SLD- 
Core program in Russia is evolving. DOE is transitioning its activities in 
Russia from installation of new equipment to sustainability of equipment it 
has previously instaUed. DOE and the Federal Customs Service of Russia 
signed an agreement in April 2005 that details plans for the long-term 
sustainability of radiation detection equipment DOE has provided to 
Russia. DOE is also now supporting other activities in Russia, such as 
regional radiation alarm response exercises and rechecks of previously 
installed equipment. 

Through the end of fiscal year 2005, DOE spent about $66 million instiling 
radiation portal monitors at 78 border sites in Russia, 4 sites in Greece, 1 
site in Lithuania, and to conduct preliminary site assessments in other 
countries. DOE spent about $50 million on various program integration 
activities, which are costs not directly associated with installing equipment 
at a particular site within a specific country. Of this amount, about $15 
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Additional Information on Badiation 
Detection Assistance Programs at the 
Department of Energy 


million was spent on advanced equipment procurement activities, which 
include the purchase and storage of portal monitors and a^ociated spare 
parts for use at future installations. DOE also spent almost $16 million on 
program oveisight activities, such as program cost and schedule 
estimating, technical assistance provided by participating national 
laboratories, and translation services. In addition, DOE spent over $5 
million to develop and maintain its prioritization model for the SLD-Core 
program, maintained by Los Alamos National Laboratory, which is used to 
rank foreign countries, as well as specific sites within a country, in terms of 
their attractiveness to a potential nuclear material smuggler. DOE also 
spent about $4 million on equipment testing and evaluation to test the 
effectiveness and performance of the radiation detection equipment that it 
provides through the program. DOE spent over $8 million on the 
development of materials and curricula for training foreign customs agents 
on the use of radiation detection equipment.^ Finally, DOE spent almost $2 
million on other program integration activities. See figure 7 for more 
information on program integration expenditures. 


^Additionally, some of these funds were spent to pay for training of U.S. Customs and Border 
Protection officios at the Hazardous Materi^s Management and Emergency Response 
training center at Pacific Northwest National Laboratory. 


Page 44 


GAO-O6>311 Combating Nuclear Smuggling 



271 


Appendix II 

Additional Information on Sadiation 
Detection Assistance Programs at the 
Department of Energy 


Figure 7: DOE Spending on the SLD-Core Program through the End of Fiscal Year 2005 
Dollars In millions 



Lithuania ($65.5) 


Program oversight ($16.1) 
4% 

Other ($1.8) 

Equipment testing 
and evaluation ($3.9) 


Prioritization model ($5.1) 

Training ($8.4) 


Advanced equipment 
procurement ($15.0) 


Sourca: GAO analysis ol OOE data. 

Note: Figures have been rounded. 


doe’s Maintenance of 
Equipment Previously Installed 
by Other U.S. Agencies 


In 2002, DOE assumed the responsibility for maintaining certain radiation 
detection equipment, such as radiation portal monitors and X-ray vans with 
gamma radiation detection capability, previously installed in 23 countries 
by State and other U.S. agencies (see fig. 8). Through the end of fiscal year 
2005, DOE has successfully conducted maintenance and sustainability 
activities for this equipment in 21 of 23 countries.® DOE contractors service 
these radiation portal monitors annualb' and X-ray vans biannually. Since 
2002, DOE has spent about $8 million to provide spare parts, preventative 


^DOE officials told us that, although Belarus has received a significant amount of radiation 
detection equipment from U.S. programs, it is currently pitAibited from maintaining this 
equipment due to restrictions placed on U.S. assistance to Belarus through State’s Selective 
Engagement PoUcy, which was instituted in 1997. Additionally, at the request of the 
goverranent of 'ffirkey, DOE no longer maintains radiation detection equipment provided to 
that country by State. 
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maintenance, and repmrs for this equipment.^ DOE anticipates that the 
fiiture scope of the maintenance program will be reduced as the SLD-Core 
program expands into countries where equipment was previously installed 
by other U.S. agencies. 


‘State, through an interagency agreement with DOE, annually provides DOE with a portion 
of the funding required to maintain the equipment that State and other U.S. agencies 
previously installed. Through fiscal year 2005, State has provided DOE with approximately 
$3.2 million, which has been about one-third of the required funding necessary to conduct 
these activities. We have included these expenditures in the total expenditures for DOE’s 
SLD-Core program. 
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-Georgia 
r- Armenia 
rAzerbaijan 


Uzbekistan 
r Kazakhstan 
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Latvia < 
Littiuania 


• Turkmenistan ^ Kyrgyzstan 


monitors 


X-ray vans 

Racfiaiion portal monitors and X-ray vans 


Souioe: DOE. 

■DOE has rrot maintained equipment DOD provided to Belarus. 

“At the request of ttie government of Turkey. DOE has not maintained equipment State provided to that 
country. 

'State provided Malta with both radiation portal monitors and X-ray vans. 
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Figure 8; Map of Countries Where DOE Maintains Equipment Previously Provided by 
Other U.S. Agencies 
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If DOE is notified that there are problems with the radiation portal 
monitors in a certain country, they will add this repair onto a scheduled 
maintenance trip of a nearby country. According to the DOE maintenance 
contractor, this occurs 5-6 times a year. However, DOE officials often are 
not made aware of specific problems with equipment prior to arriving at 
the site to conduct regular servicing. As a result, DOE’s maintenance teams 
must be equipped with a wide variety of components in the event that 
major repairs are required. At times, maintenance teams have had to 
improvise temporary repairs for equipment due to a lack of necessary 
replacement parts. For example, during our visit to a border site in 
Ukraine, DOE’s maintenance team discovered that a truck had struck and 
damaged a pole holding the wiring for the radiation detection equipment’s 
communication systems. The truck’s impact caused the wiring to snap in 
numerous places. Because the maintenance team was unaware of this 
damage prior to our arrival at the site, it had to repair the cable using 
connectore rather than replacing the entire wire as they would have 
preferred to do. DOE officials told us that, during the next scheduled 
maintenance visit to this site, the wiring will be replaced. 


Cooperative Radiological in 2004 , doe established the Cooperative Radiological Instrument Transfer 
Instrument Transfer Project project (CRITV) within its Global Threat Reduction Initiative.® In this 

project, DOE partners with Interpol, which provides knowledge of foreign 
law enforcement to determine the countries to select for assistance and 
coordinates all CRITV trmning logistics within its member countries.® 
Through the CRITr project, DOE collects and refurbishes handheld 
radiation detection devices deemed surplus by DOE national laboratories 
and provides this equipment to first responders in foreign countries. The 
handheld radiation detection equipment DOE provides through CRITr 


'The Global Hireat Reduction Initiative consolidated DOE’s efforts to identify, secure, 
remove, and/or facilitate disposition of high-risk nuclear and other radioactive materials 
arotmd the worid that pose a potential threat to the international community. Wthin this 
office, DOE’s International Radiological Threat Reduction program works to locate, identify, 
recovCT, consolidate, and enhance the security of dangerous radioactive materia outside 
the United States. 

'’Interpol is the largest international police organization focusing on cross border police 
cooperation. 
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consists mostly of sfurvey meters and does not include radiation pagersJ In 
addition to providing radiation detection equipment through the CRITV 
project, DOE provides training for foreign officials on how to use the 
equipment DOE originally provided assistance through the CRITr project 
in Greece by providing over 100 handheld radiation detection devices prior 
to the Olympic Games in 2004. According to DOE officials, in fiscal year 
2004, with Inteipol’s assistance, DOE selected seven additional countries to 
receive assistance through the project; Croatia, Kazakhstan, Kyrgs^zstan, 
Poland, Romania, Turkey, and Uzbekistan (see fig. 9). DOE also provided 
radiation detection equipment to Tbnzania in fiscal year 2005. Through the 
CRITr project, DOE spent almost $0.5 million in fiscal year 2004 and almost 
$0.6 million in fiscal year 2005, according to DOE officials. DOE has 
budgeted almost $0.4 million for fiscal year 2006 to supply instruments and 
training to law enforcement officials in Albania, Bosnia and Herzegovina, 
Bulgaria, Macedonia, Serbia and Montenegro, and Uganda and to provide 
additional equipment to Tanzaiua. 


Mn addition to the CRFIV project, DOE’s Internationa! Radiological Threat Reduction 
program has provided some radiation detection equipment to nuclear regulatory bodies and 
national laboratories in foreign countries. This equipment is intended to help these entities 
locate and identify orphaned radiological sources within their countries, rather than for law 
eirforcement purposes. As a result, we did not include this part of DOE’s radiation detection 
assistance in our review. 
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Figure 9: Map of Countries Where DOE’S CRITr Project Has Provided and Plans to 
Provide Radiation Detection Equipment 
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The Department of Defense (DOD) implements two programs that assist 
other countries in combating nuclear smuggling: the Weapons of Mass 
Destruction Proliferation Prevention Initiative (WMD-PPf) the 
International Counterproliferation Program (ICP). As figure 10 shows, 
DOD spent about $22 million on these programs between fiscal years 1994 
and 2005- 


Figure 10: DOD Spending on Radiation Detection Equipment Assistance Programs 
through the End of Fiscal Year 2005 
Dollars in mtllions 



Note: Figures have been rounded. 


Weapons of Mass WMD-PPI was created as a project within the Cooperative Threat 

Destruction Proliferation Reduction Program' and is implemented by DOD’s Defense Threat 
Prevention Initiative Reduction Agency with oversight and policy guidance from the Office of 


‘Congress passed the Soviet Nuclear Threat Reduction Act of 1991, Pub. L. No. 102-228 
(1991), popularly referred to as the Nuim-Lugar Act, authorizing U.S. threat reduction 
assistance to the former Soviet Union, due to concerns about the safely and security of 
Soviet nuclear weapons. The le^lation authorized funding to assist the former Soviet 
Union with its efforts to (1) destroy nuclear, chemical, and other weapons; (2) transport, 
store, disable, and safeguard weapons in connection with their destruction; and (3) 
establish verifiable s^eguards against the proliferation of such weapons. 
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the Undersecretary of Defense for Policy. In the 2003 National Defense 
Authorization Act, the Congress created WMD-PPI with a $40 million 
budget to prevent the proliferation of weapons of mass destruction (WMD) 
and related materials and technologies from the former Soviet Union.^ 
WMD-PPI seeks to accomplish this mission through three projects: the 
Uzbekistan Land Border project, the Caspian Sea Maritime Proliferation 
Prevention project in Azerbaijan and Kazakhstan, and the Ukraine Land 
and Maritime Border projects. 

• In Uzbekistan, DOD is installing radiation portal monitors at 17 sites; 11 
of which were completed by the end of fiscal year 2005. To date, WMD- 
PPI has spent over $6 million to install radiation portal monitors in 
Uzbekistan. However, this spending total is misleading because DOD 
has obligated over $19 million to three contracts for program costs 
associated with installing radiation detection equipment, such as 
communication systems and training. Because DOD only executes 
spending on these contracts after all work has been completed, these 
contracts were not pmd in fiscal year 2005. DOD projects that the 
Uzbekistan Portal Monitoring project will cost about $54 million and be 
completed in fiscal year 2(X)9. Once these port^ monitors are installed 
in fiscal year 2006, DOE will maintain the equipment within ite Second 
Line of Defense “Ck)re” program. 

• The Caspian Sea project focuses on improving command and control, 
surveillance, detection and interception of WMD, operation, and 
sustainability along the Caspian Sea border by providing training and 
associated equipment, including handheld radiation detection devices. 
In Azerbaijan, the project’s cost is estimated at $63.4 million and, in 
Kazakhstan, it is estimated at $60.6 million. 

• In Ukraine, WMD-PPI is implementing a similar project along the Black 
Sea border. The Maritime Border Security Project in Ukraine is expected 
to cost over $39 million and will be finished in fiscal year 2009. The 
Ukrainian Land Border Forces Proliferation Prevention project focuses 
on securing the points of entry and the green border— border that is not 
a formal crossing point between countries — ^between Moldova and 
Ukraine. It seeks to improve Ukraine’s capabilities to detect and 
interdict WMD and related materials by providing equipment and 
training. Radiation detection equipment, such as pagers, is included in 


^b. L. No. 107-314 (2002). 
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this equipment assistance. DOD expects this project will cost over $51 
million and be completed in fiscal year 2008. 



Figure 1 1 : Map of Countries Where DOD’s WMD-PPI Program Has Provided 
Radiation Detection Equipment or Signed Agreements to instaii Equipment 


Countries where OOD has Installed equipment 
Country where DOC has signed an agreement 
to begin work 


International 

Counterproliferation 

Program 


The 1995 National Defense Authorization Act directed DOD and the 
Federal Bureau of Investigation to establish a program to improve efforts 
to deter the possible proliferation and acquisition of WMD and related 
materials across the borders and through the former Soviet Union, the 
Baltic region, and Eastern Europe.'^ SimOarly, the 1997 National Defense 
Authorization Act directed DOD to work with U.S. Customs to carry out 
programs to assist customs officials and border guards in those regions in 
preventing unauthorized transfer and transportation of WMD and related 
materials.^ DOD established ICP in response to these requirements. The 


■’Pub. L No. 103-337 (1994). 
“Pub. L. No. 104-201 (1996). 
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program is implemented by the Defense Threat Reduction Agency. 
According to DOD officials, ICP policy guidance comes from DOD’s 
Eurasia Department because of its strong ties and contacts within the 
regional scope of tJie program. Through ICP, DOD provides a range of law 
enforcement and border security training and equipment, including 
handheld radiation detection equipment, to foreign law enforcement 
officials in participating countries. According to an ICP official, the 
program does not currently provide much radiation detection equipment 
because, in many countries, other U.S. programs have already provided 
such equipment. ICP coordinates with the Federal Bureau of Investigation 
to conduct training of foreign government personnel. In some participating 
countries, ICP provides both equipment and training, and in others it 
provides only training, depending upon the needs of the country. 

Through the end of fiscal year 2005, DOD had spent over $14 million to 
provide radiation detection equipment and radiation detection training to 
foreign countries through ICP. Of this amount, DOD spent over $0.5 million 
to provide h^dheld radiation detection equipment to six countries (see fig. 
12). The remaining funds were spent on a variety of training related to 
radiation detection, WMD interdiction, and crime scene investigation.® 
Figure 13 shows the flowchart of training DOD provides to participating 
countries through ICP. 


■^Most ICP training courses do not focus solely on radiation detection training but have a 
module during the training on radiation detection. Therefore, according to a DOD official, 
breaking out the ^ecific cost of radiation detection training is difficult. Only one ICP 
training course focuses solely on radiation detection. 
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Figure 12: Map of Countries Where DOD’s ICP Has Provided Radiation Detection 
Equipment 
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According to ICP officials, the program has worked in 23 countries, 
including Bosnia and Herzegovina, Bulgaria, Croatia, Serbia and 
Montenegro, Ukraine, and Uzbekistan. In the National Defense 
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Authorization Act of Fiscal Year 2005,® DOD was given permission by the 
Congress to eiqiand ICFs scope outside of the original region. According to 
a DOD oMcial, ICP plans to initiate programs in Malaysia, Singapore, and 
Pakistan. 


®Pub. L No. 108-375 (2004). 
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Since fiscal year 1994, the Department of State (State) has provided various 
types of radiation detection equipment assistance to 31 foreign coimtries. 
State has provided this assistance, primarily through tinee programs (1) 
the Export Control and Related Border Security program (EXBS), (2) the 
Nonproliferation and Disarmament Fund (NDF), and (3) the Georgia 
Border Security and Law Enforcement program (GBSLE). As figure 14 
shows. State spent about $25 million from fiscal year 1994 through fiscal 
year 2(K)5 on radiation detection equipment assistance to foreign countries. 


Figure 14; State Spending on Radiation Detection Equipment Assistance Programs 
through the End of Fiscal Year 2005 
Dollars In millions 



Note: Figures have been rounded. 
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Export Control and Related state’s Export Control and Related Border Security program, which began 

Border Security Program ^ 1998, is a comprehensive U.S. government effort to help foreign 

countries improve their ejqioit controls and border security capabilities.^ 
The program provides a broad array of assistmice to foreign countries, 
such as workshops to assist foreign countries draft and implement new 
export control laws and regulations, as well as various types of equipment 
and training for foreign border control agencies. Assistance provided 
throu^ the program focuses on five core areas: (1) laws and regulations, 
(2) licensing, (3) enforcement, (4) government and industry cooperation, 
and (5) interagency cooperation and coordination. While the original focus 
of the program was to provide assistance to potential “source countries” in 
the former Soviet Union or to countries that produce munitions or dual-use 
items, ^ State later expanded the program’s focus to include states on 
potential smuggling routes in Eastern and Centra Europe, East Asia, 
Central Asia, the Caucasus, Latin America, and Africa, as well as potential 
“source countries” in South Asia and countries with m^or transshipment 
hubs in the Mediterranean, Middle East, and Southeast Asia. Through the 
end of fiscal year 2005, State has ^ent $15.4 million to provide a variety of 
radiation detection equipment assistance to 30 countries (see fig. 15). 


'State’s Bureau of International Security and Nonproliferation manages the Export Control 
and Related Border Security program. In 1998, an export control assistance account was 
established as part of the Nonproliferation, Anti-terrorism, De-Mining and Related Programs 
accountoftheForeignOperations Appropriations Act. Pub. L, No. 105-118 (1997). In fiscal 
year 2000, this prognun evolved into the Export Control and Related Border Security 
program. 

“source countiy” is a country known to possess material that can be used to develop a 
weapon of mass destruction. For exarr^le, a country known to possess plutonium or highly 
enriched uranium would be considered a “source country." 
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Figure 15: Map of Countries Where State’s Export Control and Related Boixler 
Security Program Has Provided Radiation Detection Equipment 
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In addition, State also provided fiinding to the Department of Homeland 
Security’s (DHS) Customs and Border Protection (formerly known as U.S. 
Customs) to implement certain types of radiation detection equipment 
assistance on behalf of its Export Control and Related Border Security 
program. Sjiedfically, from fiscal year 1999 through 2005, DHS and its 
predecessor organizations s^nt about $10.5 million to provide radiation 
detection equipment and training to 30 countries. This equipment included, 
among other things, radiation pagers that border officials wear on their 
belts and radioactive isotope identification devices. Training provided by 
DHS included assistance in operating the X-ray vans equipped with 
radiation detectors, hands-on instruction in using radiation detection 
equipment to detect nuclear smuggling, teaching techniques for 
investigating smuggling operations, and tracking the movements of 
smugglers between ports of entry. In addition, DHS also stationed 22 in- 
country advisors covering 25 countries, on behalf of the program, to assist 
in implementing and coordinating U.S. government assistance in these 
countries. In February 2005, State, through its EXBS program, assumed 
direct responsibility of the in-country advisors from DHS. According to 
State officials, this management change was done to better address 
coordination and responsiveness issues in the advisor program. 

Russian Federal Customs In addition to providing radiation detection equipment assistance to foreign 

Service Central Command countries, State has also provided other types of assistance designed to 

Center better ensure the effectiveness of radiation detection equipment previously 

provided to foreign countries through U.S. programs. Specifically, in fiscal 
year 2005, State, through its EXBS program, spent about $1.6 million to 
fund construction of a national command center for the Federal Customs 
Service of Russia. Through this project, portal monitors located at various 
Russian border sites can be directly linked to a national command center, 
located at Federal Customs Service headquarters in Moscow. By doing so, 
alarm data can be simultaneously evaluated by Russian officials both at the 
site and up the chain of command, thus establishing redundant layers of 
accountability for responding to alarms. For example, when a portal 
monitor alarms at a specific land border site, airport, or seaport, 
information will immediately be sent from the site directly to the command 
center enabling Russian officials to identify which specific site mi alarm 
occurred at, quickly analyze it, and respond appropriately. Prior to the 
initiation of this project, the Federal Customs Service did not have an 
effective way to coordinate and integrate all of the information at its 
borders. While the total scope of work to be done at the command center 
has not been clearly defined yet, State officials told us that the primary 
activity wiU be to maintain and respond to alarm data from the various 
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border sit^. State officials we spoke with stated that linking alarm data 
from the local alarm station at individual border sites to a centrally located 
command center will enhance Russia’s ability to (1) ensure that U.S. 
provided equipment is being properly operated, (2) mitigate the possibility 
of corruption or other ne&rious acts being committed by its border guards, 
and (3) effectively respond to any alarms and/or seizures of illicitly 
trafficked nuclear or radiological materials. 


Nonproliferation and State’s Nonproliferation mid Disarmament Fund spent approximately $9.1 

Disarmament Fund million, from fiscal year 1994 through 2001, to provide various types of 

radiation detection equipment assistmice to 21 countries (see fig. 16). This 
assistance included vehicle portal monitors, mobile vans equipped with X- 
ray machines and radiation detection equipment, handheld radiation 
detectors, dosimeters, and radiation pagers. For example, in fiscal year 
2001, State approved a $1.3 million NDF project to install vehicle portal 
monitors at 16 sites in one country, and a $0.5 million project to assist 
another countiy’s upgrading its domestic^ly produced portal monitors in 
order to better detect nuclear material. State ^so provided $0.8 million to 
DHS to provide radiation detection equipment and training to seven 
countries under a project called “Project Amber,” Of this amount, DHS 
spent $0.6 million to implement the project in these countries. In fiscal year 
2001, State began to consolidate its assistance provided to foreign 
countries for the purposes of combating nuclear smuggling under its EXBS 
program. However, State officials told us that they have not yet determined 
whether or not they will fund any future projects to provide radiation 
detection equipment to foreign countries through NDF. As a result, it is 
uncertain how many other projects State will fund through NDF, in what 
countries these projects will be conducted, or how much they will cost. 
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Figure 16; Map of Countries Where State’s Nonproliferation and Disarmament Fund 
Has Provided Radiation Detection Equipment 



Source: Stale. 


Georgia Border Security and State’s Georgia Border Security and Law Enforcement program focuses on 
Law Enforcement Program developing the Republic of Georgia’s border infrastructure by assisting the 
Georgian Customs Administration and Georgian Border Guards in gaining 
control of the country’s borders and seacoast and strengthening its border 
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security against ai^ type of crime. The program primarily focuses on 
establishing a trani^arent land border regime with AzerbaycUi, Armenia, 
and Turkey and strengthening border security against nuclear smuggling. 
As such, the program has provided assistance to enhance the Georgian 
Border Guards’ capabilities to prevent, deter, and detect potenticd weapons 
of mass destruction smuggling. Through the program, State has provided a 
limited amount of radiation detection equipment assistance. Specifically, in 
fiscal year 1999, State spent $0.2 million to provide 137 radiation detection 
pagers to Georgia According to State officials, no radiation detection 
equipment has been provided through the program since fiscal year 1999. 
However, State officials also told us that they have not yet determined if 
they will provide any additional radiation detection equipment assistance 
through the program to the Republic of Georgia in the fiiture. As a result, it 
is uncertain what additional equipment State might provide or how much it 
will cost. 


Page 64 


GAO-06-311 Combating Nuclear Smuggling 




291 


Appendix V 

Comments from the Department of Energy 




Department of Energy 
National Nuclear Security AdminiiMration 
Washington, OC 20585 
February 15, 2006 



Mr. Gene Aloise, Director 
Natural Resources and Environmait 
U.S. Government Accountability OHice 
Washington, D.C. 20584 

Dear Mr. Aloise: 

The National Nuclear Security Administration (NNSA) appreciates the 
opporcaniiy to review (he Government Accountability Office's (GAO) draft report 
GAO-06-3U, “COMBATING NUCLEAR SMUGGLING: Corruption, 
Maintenance, and Coordination Problems Challenge U.S. Efforts to Provide 
Radiation Detection Equipment to Other Countries.'' We understand that the 
intent of the audit was to determine (!) the progress that has been made in 
providing radiation detection cquipmetU to foreign governments; (2) challenges 
facing programmatic efforts; and (3) steps being taken to coordinate efforts to 
combat nuclear smuggling. 

The two main issues raised in the report • combating corruption and upgrading 
older equipment • are long-time priorities for the Second Line of Defense (SIJ>) 
Program. The SLD Program is structured to Ailly address each of these issues. 

Through the SLD Program, NNSA has in place a carefully thought through and 
active effort to assist host governments in combating illicit trafficking in nuclear 
and ocher radiological material that is not fully reflected in this report. The 
combination of strategic planning for deployments, equipment install^on 
(including both radiation monitoring and communication equipment), 
comprehensive training, and ongoing maintenance support provides host 
governments with powerful tools to carryout this key component of their 
nonproliferation activities. The {NOgram is now actively underway in seven 
countries, with negotiations ongoing in four others. We have clear, articulated 
priorities for where we work, but it is important to underline that the program is 
working with sovereign countries and (he pace at which they embrace (his 
program remains to a great extent out of the control of SLD. 
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The SLD programs addresses cmruption by miuiring that alt radiation portal 
mtmitors deployed undo- the program be networked to at least one csitral alann 
station. The associated commiaiications software requires reporting by a host 
country r^crator on the cause of the alarm and a summary of the actions taken in 
response to the alann. Installations and operations are structured so that more 
than one person will be involved in reviewing and closing an alarm, thus making 
it n3<»e difficult for a corrupt official to bypass the system. One reason the 
program does not like single monitor installations — without communications 
systems, without full site covers, and without high level support - is th^ these 
types of systems are the most vulnerable to corruption. Additionally, SLD 
planning includes redundant monitors (on both sides of a border) along key 
pathways to protect against corruption at a single site. In certain countries, the 
SLD Program will provide the mrans to send status of health, alarm and other 
data to central locations within the host country for ftirther oversight and 
technical assistance. Such aystons are under development in Russia and are being 
deployed in Greece. Based on these experiences, the program will deploy these 
systems more widely. We have established a methodology for selecting those 
countries in which the systems will be installed and wilt ensure that our fiscal 
planning documents reflect this approach. Programs that help ensure personnel 
reliability are under consideration for selected countries. Wc do not believe that 
the cost of such programs will considerably impact our life-cycle projections. 

As to upgrading less sophisticated portal monitors previously installed by other 
U.S. agencies, we intend to replace these single monitors with fUll installations as 
pan of our comprehatsive country- wide program. In fact, to accelerate this 
process, we have significaiUly increased our Fiscal Year (FY) 2007 SLD Core 
activities Congressional Budg« request. We firmly believe that upgrading single 
monitor insiallatitms, except in special circumstances, is not the best use of our 
resources. Such installations are more likely to be bypassed, to be vulnerable to . 
com^tion, and to fall into disuse or misuse because there is no training or 
sustainability program in place. 

Finally, in response to the point made in the report that NNSA has not 
systematically maintained handheld radiation detection equipment provided by 
State and other agencies, we believe that the report does not adequately reflect 
what we have done in this area. We wish to clarify that the SLD maintenance 
program does in fact have a process in place to identify and replace non- 
functioning handheld equipment SLD maintenance teams routinely inquire about 
the handhelds when performing re^lar maintenance of portal monitors. 
Maintenance of handheld equipment is provided whenever possible and units are 
being replaced on a case4>y-case basis. In FYOS, NNSA received reports from the 
maintenance teams that many sites were in need of additional or replacement 
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handheld detectimi equipmoit In re^ranse, we ordered handhelds specilTcaily for 
this purpose (!3S units at a total cost of S38dK). These units are being distributed 
to »tes during the FY06 maintenance visits. 

NNSA appreciates the efforts of GAO to incorporate clranges to the original draft 
rqxot. TbesechangesclanryissuesthataredirectlyrelatcdtoNNSA. We agree 
with the recommendations tbu are ctmtained in the modified draft report and have 
enclosed our ^redfic commotts to those recommendations. 

Should you have any questions related to this response, please contact Richard 
Speidel, NNSA’s Director, ftrlicy and inttmal Controls Management. 



Enclosure 

cc: Deputy Adnrinistrator for Defense 'Nuclear Nonproliferation 

Senior Procurement Executive 
Director, Service Center 
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Conunents from t^e Department of Energy 


Comments to 

GAO Draft Report, GAO-06-311 
“COMBATING NUCLEAR SMUGGLING: 
Cormption, Maintenance, and Coordination Problems 
Chalieage U.S. Efforts to Provide Radiation Detection 
Equipment to Other Coantr!es“ 


Recommendation I 

Integrate projected spending on specific anticorrnption measures into 
Che long-term cost estimates for the SLD-Core program. 

Manaocment Comment 

Ccmcur 

NNS A has accomplished a significant portion of this work. We will factor 
cost estimates for centrali7.ed communications systems and personnel 
reliability programs. Since this is an ongoing e^ort we believe that NNSA 
has met the intent of the recommendation. 

Recommendation 2 

Upgrade less sophisticated portal monitors previously installed by 
other U.S. agencies where DOE has determined this to be appropriate 
as soon as possible and include funding to accomplish this in DOE’s 
planiiing and budgeting process. 


Concur 

NNSA’s plans and programs to upgrade these monitors in fitll-site 
installations as pan of a country-wide program are captured within 
NNSA’s Planning, Programming, Budgeting and Evaltation process. As 
such, the funding has requested to accelerate this process. NNSA 
believes that we are responsive to fte recommendation and have met its 
intent 
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United States Departeient of State 

Washington, D.C. 20520 

■■■'t 1 0 2006 

Ms. Jacquelyn WtlliamS'Bridgers 
Managing Director 
Internationa] Affairs and Trade 
Government Accountability Office 
441 G Street, N.W. 

WashingtcMi, D.C. 20548-0001 


Dear Ms. Wllliams-Bridgers: 

We appreciate the opportunity to review your draft report, 
“COMBATING NUCLE/^ SMUGGLING: Corruption, Maintenance, and 
Coordination Problems Challenge U.S. Efforts to Provide Radiation 
Detection Equipment to Other Countries,” GAO Job Code 360560. 

The enclosed Department of State conunents are provided for 
incorporation with this letter as an appendix to the final report. 

If you have any questirms concerning this response, please contact 
Keith Peterson, Diplomacy Officer, Bureau of International Security and 
Nonproliferation, at (202) 647*8629. 

Sincerely, 



Sid Kaplan (Acting) 


cc: GAO — Stockton Butler 
JSN - Donald Mahl^ 
State/OIG - Mark Duda 
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Comments &om the I>epartment of State 


Department of State Comments on the GAO Draft Report 
COMBATING NUCLEAR SMUGGLING: Corruption. Maintenance, and 
Coordination Problems ChaHenae U.S. EfYorts to Provide Radiation 
Detection Equipment to Other Countries 

(GAO-06-31 1, GAO Code 360560) 


In general, the Department of State concurs with the recommendations and 
conclusions contained in this report TTie Department continues to refine 
U.S. government efforts to repair and maintain radiation detection 
equipment where such efforts are cost-effective to do so; agrees that 
updating the Strategic Plan for Interagency Coordination of U.S. 
Government Nuclear Detection Assistance Overseas with significant input 
from the National Nuclear Security Administration (NNSA) and other 
interagency partners would be beneficial; and continues to move forward in 
creating a comprehensive list of radiatlcm detection equipment provided by 
the U.S. government overseas. The GAO rightly points to the interagency 
working groups chaired by the Department as a formal coordinating 
mechanism, but misses entirely the daily and informal coordinating role 
played by the Department’s front-line country program officers in 
developing intendency program plans for their countries. The Department 
would like to emphasize that the primaiy means of coordination of its efforts 
concerning radiation detection equipment provision is at the action officer 
level via interagency contacts and not in formal meetings. It is clear from 
the evidence provided in this GAO report that the Department’s action 
officers and their interagency and government contractor counterparts have 
done excellent work coordinating this effort in most areas. 

The Department ensures the maintenance of radiation portal monitors based 
on a Memorandum of Understanding (MOU) with NNSA that stipulates that 
NNSA will provide repairs and maintenance to all radiation portal monitors 
provided by the Export Control and Related Border Security (EXBS) and 
other State programs. The Department is also engaged in ongoing 
discussions about the upgrading and replacement of obsolescent portal 
monitors provided in the past by the Department, and concurs with GAO’s 
reconunendation in this regard. The Department also has kept abreast of the 
similar MOU between NNSA and the Department of Defense on the 
maintenance of portal monitors noted in the GAO report. The Office of 
Export Control Cooperation (ECC) has during the course of the research and 
drafting of this report informed GAO of its efforts to develop a maintenance 
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Appendix VX 

Comments from tbeHepartment of State 


Department of State Comments on the GAO Draft Report 
CQMBATWG NUCLEAR SMUGGLING: Corruption. Maintenance, and 
Coordination Problems Challenge U.S. Efforts to Provide Radiation 
Detection Equipment to Other Countries 
(GAO-06-311, GAO Code 360560) 


In general, the Department of State concurs with the recommendations and 
conclusions contained in this report The Department continues to refine 
U.S. government efforts to repair and maintain radiation detection 
equipment where such efforts are cost-effective to do so; agrees that 
updating die Strategic Plan for Interagency Coordination of U.S. 
Government Nuclear Detection Assistance Overseas with significant input 
from the National Nuclear Security Administration (NNSA) and other 
interagency partners would be beneficiM; and continues to move forward in 
creating a comprehensive list of radiation detection equipment provided by 
the U.S. government overseas. The GAO rightly points to the interagency 
working groups chaired by the Department as a formal coordinating 
mechanism, but misses entirely the daily and informal coordinating role 
played by the Department’s front-line country program officers in 
developing interagency program plans for their countries. The Department 
would like to emphasize that the primary means of coordination of its efforts 
concerning radiation detection equipment provision is at the action officer 
level via interagency contacts and not in formal meetings. It is clear from 
the evidence provided in this GAO report that the Department’s action 
officers and Aeir interagency and government contractor counterparts have 
done excellent work coordinating this effort in most areas. 

The Department ensures the maintenance of radiation portal monitors based 
on a Memorandum of Understanding (MOU) with NNSA that stipulates that 
NNSA will provide repairs and maintenance to all radiation portal monitors 
provided by the Export Control and Related Border Security (EXBS) and 
other State programs. The Department is also engaged in ongoing 
discussions about the upgrading and replacement of obsolescent portal 
monitors provided in the past by the Department, and concurs with GAO’s 
recommendation in this reg^d. The Department also has kept abreast of the 
similar MOU between NNSA and the Department of Defense on the 
maintenance of portal monitors noted in the GAO report. The Office of 
Export Control Cooperation (ECC) has during the course of the research and 
drafting of this report informed GAO of its efforts to develop a maintenance 


Page 71 


GAO-06-311 Combating Nuclear Smuggling 








298 


Appendix VI 

Comments ^om tJie D^artment of State 


countries, but the Advisors have competing claims on their time, many 
responsibilities within the program, and limited resources at their disposal. 
The Department has taken significant steps to strengthen both inventory and 
maintenance issues recommended by GAO since State assumed direct 
management of the Advisors pn^ram in February 2005. However, the 
complexity of the inventory mid maintenmice issue, which includes a vast 
amount of non-radiation detection equipment, is one with which the 
Department continues to grapple. 

The Depaitment does not concur with die statements and conclusions 
reached in the section entitled “State Coordinates U.S. Radiation Detection 
Equipment Assistance TTirough an Interagency Working Group and In- 
Country Advisors” because it is incomplete and does not reflect information 
provided by the Department to GAO in its communication of August 3, 2005 
and in personal interviews. In those commimications and interviews, the 
Department indicated that in the provision of radiation detection equipment, 
various mechanisms are used: die interagency working group, input 
Advisors, and also consultations between ECC Country Officers and their 
interagency counterparts. The Department considers last element to be 
the “primary coordination mechanism,” rather than the interagency working 
group as asserted by GAO, because Country Officer interaction with their 
counterparts at NNSA, CBP, and DoD allow State to coordinate activities on 
a daily, informal, basis. The current GAO report provides many examples of 
in-depth, informal, dally coordination that has resulted in successful 
nonproliferation efforts in the area of provision of radiation detection 
equipment: a layered approach coordinated between State and NNSA in 
portal monitor deployment in Armenia and Georgia that accounts for the 
perceived corruption problems also noted by GAO, exemplifies the 
advantages of State’s flexibility in providing radiation portal monitors when 
NNSA has trotd>le getting an agreement in place with the foreign 
government, and the ability of the EXBS program to move to address threats 
posed by proliferation networks (see footnote 6 in the GAO report). Another 
example that GAO provides is the intense coordination and daily activity by 
Country Officers that made possible the Russian Federal Customs Service 
Central Command Center, where NNSA provided the portal monitors and 
landlines to connect to the Center, while EXBS provided many of the other 
resources necessary to make the Center operational in ways that have the 
advantages noted in the GAO report. Such coordination, it is worth 
emphasizing, is intense, daily, and within the scope of the EXBS program, is 
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much more important that coordination with the interagency working group 
and/or with the in-country advisors. 

The Department believes that substantial progress has been made over the 
last year in the provision of and coordination of radiation detection 
equipment. As noted in the GAO report, various providers of equipment and 
training do work together to create synergies that are important to the 
success of the mission of the EXBS and other programs. Since assuming 
management responsibility of the EXBS Advisors program, the Department 
has made impoitant changes m address some of the concerns expressed in 
this report, such as cequiring Advisors to perform end-use monitoring on 
specific equipment, including radiation detection equipment. The 
Department is near completion of a mechanism that will help EXBS better 
manage the various inventwy and maintenance issues, and will revise the 
Strategic Plan for Interagency Coordination ofU.S. Government Nuclear 
Detection Assistance Overseas with our interagency partners. Finally, the 
Department supports a multi-faceted approach to radiation monitoring, 
where bath equipment provision and cutting edge training is performed 
while taking into consideration die diverse conditions, levels of technical 
capacity, and different threat profile posed by the countries in the EXBS 
program. 
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COMBATING NUCLEAR SMUGGLING 

DHS Has Made Progress Deploying 
Radiation Detection Equipment at U.S. 
Ports-of-Entry, but Concerns Remain 


Why GAO Did This study 

FYe venting rsuiic^tctive material 
from being smi^led into the 
United States is a key naticai^ 
security obyective. To help address 
this thre^ in October 2002, DHS 
be^n depk}ying radiation 
detection equipment at U.S. poits^ 
of-entty. This report, reviews recent 
process DHS has made (1) 
deplOyii:^ radiation detection 
(2) using radiation 
detection equipment, (3) improving 
the capabilities and testing of this 
(Hiiiipment, and (4) increasing 
cooperation between DHS and 
other federal agencies in 
conducting radiation detection ' 
programs. 


What GAO Recommends 


The Secretary of Homeland 
Secorhy should work with other 
agendes, as necessary, to (1) 
stFeanUlne internal review 
procedures so that pending data ' r 
can be provided to the Congress In - 
a more timely vnQr, ^ update the 
current depkiyment plan; (3) 
analyze the benefits and coats of : : 
advanced portals, then revise the ; 

program's cost estimates to reflect 
current decisions; (4) develop ways 
to effectively screen rail 
containera; (5) revise agency 
procedures for container 
inspection; luid (6) develop a way 
for GBP officers to verify NRC 
licenses. 

hi commenting on a draft of this 
report, DHS stated that it agreed 
wifli, and will implement, our 
recoimhaidations. 


wwm.gao.gov/c^-bin/getrpt?GAO*06‘3S9. 

To view the full product, irK^eSng the scope 
arid methodolo^, click on the £^>ove'. 
For more intormation, corttact Gene Aloise, 
(202)512-3841. 


What GAO Found 

The Department of Homeland Security (DHS) has made progress in 
deploying radiation detection equipment at U.S. ports-of-entry, but the 
agency's program goals are unrealistic and the program cost estimate is 
uncertain. As of December 2005, DHS had deployed 670 portal monitors and 
over 19,000 pieces of handheld radiation detection equipment. However, the 
deployment of portal monitors has fallen behind schedule, making DBS’s 
goal of deploying 3,034 by September 2009 unlikely. In particuiar, two 
factors have contributed to the schedule delay. Fhst, DHS provides the 
Congress with inform^on on portal monitor acquisitions and deployments 
before releasing any funds. However, DBS’s lengthy review procei^ has 
caused delays in providing such information to the Congress. Second, 
difficult negotiations with seaport operators about placement of port^ 
monitors and how to most efficiently screen rail cars have delayed 
deployments at se^iorts. Regarding the uncertainty of the program’s cc^ 
estimate, DHS would like to deploy advanced technology portals that will 
likely cost significantly more than the currently deployed portals, but tests 
have not yet shown that these portals are demonstrably more effective than 
the current portals. Consequently, it is not clear that the benefits of the new 
portals would be worth any increased cost to the program. Also, our analysis 
of the program’s costs indicates that DHS may incur a $342 million cost 
overrun, 

DHS has improved in using detection equipment and in following the 
agency’s inspection procedures since 2003, but we identified two potential 
issues in Customs and Border Protection (CBP) inspection procedures. 

First, although radiological materials being transpoited into the United 
States are generally required to have a Nuclear Regulatory Commission 
(NRC) license, regulations do not require that the license accompany the 
shipment Further, CBP officers do not have access to data that could be 
used to verify that shippers have acquired the necessary documentation. 
Second, CBP inspection procedures do not require officers to open 
containers and inspect them, although under some circumstMices, doing so 
could improve seemity. In addition, DHS has sponsored research, 
development, and testing activities to address ihe inherent limitations of 
currently fielded equipment However, much work remains to achieve 
consistently better detection capabilities. 

DHS seems to have made progress in coordinating with other agencies to 
conduct radiation detection programs; however, because the DHS office 
created to achieve the coordination is less than 1 year old, its working 
relationships with other ^encies are in their early stages of development 
and impiementadoa In the future, this office plans to develop a “global 
architecture” to integrate several agencies’ radiation detection efforts, 
including severed international programs. 
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^ G A O 

« Integrity * Rtllabill^ 

United States Government Accountability Office 
Washington, D.C. 20548 


March 22, 2006 


CongressionM Requesters 

Since the attacks of September 11, 2001, combating terrorism has been one 
of the nation’s highest priorities. As part of that effort, preventing 
radioactive material from being smuggled into the United States— perhaps 
to be used by terrorists in a nuclear weapon or in a radiological dispersal 
device (a “dirty bomb’O — has become a key national security objective. The 
Department of Homeland Security (DHS) is responsible for providing 
radiation detection capabilities at U.S. ports-of-entry.^ Until April 2005, U.S. 
Customs and Border Protection (CBP) managed this program. However, on 
April 15, 2005, the president directed the establishment, within DHS, of the 
Domestic Nuclear Detection Office (DNDO), whose duties include 
acquiring and supporting the deployment of radiation detection 
equipment.^ CBP continues its traditional screening function at ports-of- 
entry to prevent illegal immigration and to interdict contraband, including 
the operation of radiation detection equipment. The Pacific Northwest 
National Laboratory (PNNL), one of the Department of Energy’s (DOE) 
national laboratories, manages the deployment of radiation detection 
equipment for DHS.^ 

DHS’s program to deploy radiation detection equipment at U.S. ports-of- 
entry has two goals. The first is to use this equipment to screen all cargo, 
vehicles, and individuals coming into the United States. The United States 
has over 380 border sites at which DHS plans to deploy radiation detection 
equipment. The volume of traffic entering the United States also adds to the 
size and complexity of the job. For example, each day, DHS processes 
about 64,000 containers arriving in the United States via ships, trucks, and 


‘The Departments of Energy; Defense, and State are also implementing programs to combat 
nuclear smuggling in other countries by providing radiation detection equipment and 
training to foreign bwder security personnel. See Pub. L. No. 107-296 (2002) Utle IV, § 402. 
We recently reported on these programs in Combating Nuclear Smuggling: Corruption, 
Maintenance, and Coordinatwn Problems Challenge U.S. Efforts to Provide Radiation 
Detection Equipment to Other Countries. GAO-OS-Sll (Washington, D.C.: Mar. 14, 2006). 

^See National Security PresWential Directive 43/Homeland Securi^ Presidential Directive 
14, Domestic Nuclear Detection (April 16, 2006). 

‘’DOE manages the largrat laboratory system of its kind in the world. The mission of DOE’s 
22 laboratories has evolved. Originally created to design and build atomic weapons, these 
laboratories have since expanded to conduct research in many disciplines — from high- 
energy physics to advanced computing. 
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rail cars; 365>000 vehicles; and more than 1.1 million people. The second 
goal of the program is to screen all of this traffic without delaying its 
movement into the nation. To illustrate the difficulty of achieving this 
second goal, CBP’s port director at the San Ysidro, California, land border 
creasing estimated that prior to initiating radiation screening, the volume 
of traffic through the port-of-entry was so great that, at times, the wait to 
enter the United States from Mexico was about 2.5 hours. He noted that 
had radiation detection screening added a mere 20 seconds to the wait of 
each vehicle, the wait during those peak times could have increased to 
about 3.5 or 4 hours — an unacceptable outcome in his view. DHS’s current 
plans call for completing deployments of radiation detection equipment at 
U.S. porta-of-entry by September 2009. 

To screen commerce for radiation, CBP uses several types of detection 
equipment and a system of standard operating procedures. Current 
detection equipment includes radiation portal monitors, which can detect 
gamma radiation (emitted by all of the materials of greatest concern) and 
neutrons (emitted by only a limited number of materials, including 
plutonium — a material that can be used to make a nuclear weapon). CBP 
officers also cany pexsonal radiation detectors— commonly referred to as 
“pagers” — small handheld devices that detect gamma radiation, but not 
neutrons. For the most part, pagers are meant to be personal safety 
devices, although they are used in some locations to assist wiffi 
inspections. Rnalfy, CBP officers also use radioactive isotope identification 
devices, which are handheld devices designed to determine the identity of 
radioactive material — that is, whether it is a nuclear material used in 
medicine or industry, a naturally occurring source of radiation, or weapons- 
grade material. All of these devices have limitations in their ability to detect 
and Identify nuclear material. 

Generally, CBP’s stand^d procedures direct vehicles, containers, and 
people coming into the country to pass through portal monitors to screen 
for the presence of radiation. This “primary inspection" serves to alert CBP 
officers that a radioactive threat might be present AH traffic that causes an 
alarm during primary inspection is to undergo a “secondary inspection” 
that consists of screening with another portal monitor to confirm the 
presence of radiation, and includes CBP officers using radiation isotope 
identification devices to determine the source of radiation being emitted, 
(e.g., harmless sources, such as ceramics, or dangerous sources, such as 
weapons-grade nuclear material). If CBP officers identify a nuclear or 
radiologicaJ threat during a secondary inspection, or if the officers’ pagers 
register a dangerously high level of radiation, then officers are to establish 
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a safe perimeter around tihe nuclear material and contact scientists in 
CBP’s Laboratories and Scientific Services (LSS) for further guidance.^ In 
some cases, CBP Identifies incoming sea-bound cargo containers through a 
system that targets i^me containers for inspection based on their 
perceived level of risk. In these situations, CBP works with seaport 
terminals to have containers moved to an agreed-upon location for 
inspection. These inspections include the use of active imaging, such as an 
x-ray, and passive radiation detection, such as a radiation isotope 
identification device. TVpically, if CBP officers find irregulariti^, physical 
examinations are conducted. 

In September 2003, we reported on CBP’s progress in completing domestic 
deployments. In particular, we reported that certain aspects of CBP’s 
installation and use of the equipment diminished its effectiveness and that 
coordination among agencies on long-term research issues was limited. 
Since the issuance of our 2003 report, questions have arisen about the 
efficacy of the detection equipment CBP has deployed — in particular, its 
purported inability to distinguish naturally occurring radioactive materials 
from a nuclear bomb. 

Because of the complexily and importance of these issues, you asked us to 
assess the progress made in (1) deploying radiation detection equipment at 
U.S. ports-of-entry and any problems associated with that deployment, (2) 
using radiation detection equipment at U.S. ports-of-entry and any 
problems associated with that use, (3) improving the capabilities and 
testing of this equipment, and (4) increasing tlie level of cooperation 
between DIK and other federal agencies in conducting radiation detection 
programs. 

To address these objectives, we (1) analyzed CBP’s project plan, including 
the project’s costs and deployment schedules, to deploy radiation detection 
equipment at U.S. ports-of-entry; (2) visited several ports-of-entiy, 
including two international mail and express courier facilities, five 
seaports, and three land border crossings; (3) participated in radiation 
detection training for CBP officers; and (4) visited four national 
laboratories, the Nevada Test Site, and an Air Force base involved with 

‘Laboratories and Scientific Services coordinates technical and scientific support to all CBP 
trade and border protection activities. These activities include, among other things, 
providing scientiflc/forensic support, including on-site si4)port, to CBP officers and other 
government agencies with regard to the investigation and interdiction of Weapons of Mass 
Destruction. 
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testing and deploying radiation detection equipment. We focused primarily 
on the issues surrounding radiation portal monitor because they are a 
mgjor tool in the federal government’s efforts to thwart nuclear smuggling. 
We also focused on this equipment because its procurement and 
installation cost far exceeds the cost of procuring and deploying other 
radiation detection equipment such as handheld equipment also used at 
U.S. ports-of-entry. We reviewed documentation, such as deployment and 
cost figures, equipment test plans and results, and agency agreements to 
cooperate in detecting radiation. We also interviewed key program officials 
at each of these agencies to discuss the deployment of radiation detection 
equipment, attempts to improve the equipment’s capabilities, and 
cooperation among agencies to protect the United States from nuclear 
terrorism. We performed a data reliability assessment of the data we 
received, and interviewed knowledgeable agency officials on the reliability 
of the data. We determined the data were sufficiently reliable for the 
purposes of this report More details on our scope and methodology appear 
in appendix I. We conducted our review from March 2005 to February 2006 
in accordance with generally accepted government auditing standards. 


Results in Brief Between October 2000 and October 2005, the United States spent about 

$286 million to deploy radiation detection equipment at domestic ports-of- 
entiy, However, the deployment of portal monitors has fallen behind 
schedule, making DHS’s goal of deploying 3,034 by 2009 unlikely. To meet 
its long-term goal, DHS would have to deploy about 52 portal monitors a 
month for the next 4 years — a rate that far exceeds the 2005 rate of about 
22 per month. Moreover, the program’s estimated total cost of $1.3 billion is 
highly uncertain. Several factors have contributed to the slow pace of 
deployment First, program officials typically disburse funds to the 
contractor managing the deployment late in the fiscal year. For example, 
the contractor did not receive its fiscal year 2005 allocation until 
September 2005. These delays have caused the contractor to postpone or 
cancel contracts, sometimes delaying deployments. According to the 
House Appropriations Committee report on the CBP portion of DHS’s fiscal 
year 2005 budget, CBP should provide the Congress with an acquisition and 
deployment plan for the portal monitor program prior to funding Pacific 
Northwest National Laboratory (PNNL). This plan took many months to 
finalize, mostly because it required multiple approvals within DHS and the 
Office of Management ^d Budget (0MB) prior to being submitted to the 
Congress. The lengthy review process delved the release of funds and, in 
some cases, disrupted and delayed deployment. In fiscal year 2005, this 
process was further delayed by the creation of DNDO, and the uncertainty 
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regarding the new office’s responsibilities. Second, negotiations with 
seaport operators to deploy portal monitors have taken longer than 
anticipated because some operators believe screening for radiation will 
adversely affect the flow of commerce through their ports. DHS has 
adopted a deployment policy designed to achieve cooperation with seaport 
operators because agency officials believe such arrangements are more 
efficient and, in the long term, probably more timely. Third, devising an 
effective way to conduct secondary inspections of rail traffic departing 
seaports without disrupting commerce has delayed deployments. This 
problem may worsen because the Department of Transportation (DOT) has 
forecast that the use of rail transit out of seaports will probably increase in 
the near future. Addressing and solving the problems with screening rail 
transport is critical to the successful completion of the DHS program. 

Regarding the total cost of the project, CBP’s $1.3 billion estimate is highly 
uncertain and overly optimistic. The estimate is based on CBP’s plans for 
widespread deployment of advanced technology portal monitors currently 
being developed. However, the prototypes of this equipment have not yet 
been shown to be more effective than the portal monitors now in use, and 
DHS officials say they will not purchase the advanced portal monitors 
unless they are proven to be superior. Moreover, when the advanced 
technology portal monitore become commercially available, experts 
estimate that they will cost between about $330,000 and $460, 0(W each — ^far 
more than the currently-used portal monitors which cost between $49,000 
and $60,000. The installation cost for both types of portal monitor is 
roughly $200,000. Even if hiture test results indicate better detection 
capabilities, without a detailed comparison of the two technologies’ 
capabilities it is not clear that the dramatically higher cost for this new 
equipment would be worth the investment. Finally, our analysis of CBP’s 
deployment data indicates that the program will probably experience a 
significant cost overrun of between $88 million and $696 million, with a 
$342 million overrun m<^t likely. 

The CBP officers we observed conducting primary and secondary 
inspections appeared to use radiation detection equipment correctly and to 
follow inspection procedures. In contrast, in 2003 we reported that CBP 
officers sometimes used radiation detection equipment in ways that 
reduced its effectiveness and sometimes did not follow agency procedures. 
Generally, CBP requires that its officers receive formal training in using 
radiation detection equipment, and many officers have gained experience 
and proficiency in using the equipment since the program’s inception. 
However, we also identified two potential issues in CBP inspection 
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procedures that, if addressed, could strengthen the nation’s defenses 
against nuclear smu^ling. For example, individuals and organizations 
shipping radiological materials to the United States generally must acquire 
a Nuclear Regulatory COTimisslon (NRC) license, but regulations do not 
require that the license accompany the shipment. Further, according to 
GBP officials, CBP officers lack access to NRC license data that could be 
used to verify that shippers of radiological material actually obtained 
required licenses, and to authenticate licenses that accompany shipments. 
The second potential i^ue pertains to GBP’s guidance for conducting 
secondary inspections. Currently, CBP procedures require only that 
officers locate, isolate, and identify radiological material. Topically, officers 
perform an external examination by scanning the sides of cargo containers 
with a radiation isotope identification device during secondary inspections. 
The guidance does not specifically require officers to open containers and 
inspect their interiors, even when an external examination cannot 
unambiguously resolve an alarm. However, at one port-of-entry we visited, 
CBP officers routinely opened and entered commercial truck trailers to 
conduct secondary inspections when an external inspection could not 
locate and identify the radiological source. This approach increases the 
chances that the source of the radioactivity that originally set off the alarm 
will be correctly located and identified. According to senior CBP officials at 
this port-of-entiy, this additional procedure has had little negative impact 
on the flow of commerce and has not increased the cost of CBP 
inspections, despite being implemented at one of the busiest commercial 
ports-of-entry in the nation. 

DHS would like to improve the capabilities of currently-fielded radiation 
detection equipment. Tcnlay’s equipment lacks a refined capability to 
r^idly determine the type of radioactive materials they detect, which 
means that CBP officers often conduct secondary inspections of container 
carrying non-threatening material. To address this limitation, DHS has 
sponsored research, development, and testing activities that attempt to 
improve the c^abilities of existing radiation portal monitors and to 
produce new, advanced technologies with even greater detection and 
identification enhancements. However, much work remains for the agency 
to achieve consistently better detection capabilities, as the efforts 
undertaken so far have had only mixed results. For example, DHS 
sponsored the development of a software package designed to reduce the 
number of false alarms from portal monitors already in widespread use. 
However, tests of the software have been largely inconclusive. In some test 
scenarios, there was little difference in detection capability between portal 
monitors equipped with — and without — the new software. Experts have 
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recommended further testing to improve the software's capabilities. 
Further, DBS is testing new, advanced portal monitors that use a 
technology designed to both detect the presence of radiation and identify 
its source. However, in tests performed during 2005, the detection 
capabilities of the advanced technology prototypes demonstrated mixed 
results— in some cases they worked better, but in other cases, they worked 
about the same as already deployed systems. In addition, DHS also 
sponsors a long-range research program aimed at developing innovative 
technologies designed to improve the capabilities of radiation detection 
equipment. For example, DHS is supporting research at two national 
laboratories on a new sj^m designed to better detect radiation sources, 
even when shielded with materials designed to hide their presence. The 
two laboratories have constructed several prototypes, but currently the 
high cost of this technology limits its commercial attractiveness. Finally, 
DHS plans to use its new testing facility being built at the Nevada Test Site 
to Improve on existing test capabilities and to support the agency’s 
development, testing, acquisition, and deployment of radiation detection 
technolo^es. 

Historically, cooperation between agencies conducting radiation detection 
programs has been limited. Currently DHS, largely through DNDO, 
cooperates with DOE, the Department of Defense COOD), and other 
agencies to coordinate these programs; however, because DNDO was 
created less than 1 year ago, its cooperative efforts — and its working 
relationships with other federal agencies — are In their early stages of 
development and implementation. Currently, other federal agencies are 
providing staff to work directly with DNDO. However, it is too soon to 
determine the overall effectiveness of these efforts. DHS also works with 
other agencies to make current detection efforts more efficient and 
effective. For example, in .^ril 2005, DHS and DOE entered into a 
memorandum of undemtan^ng to, among other things, exchange 
information on radiation detection technologies to improve the 
effectiveness of their deployment; the agencies also agreed to share lessons 
learned &om operational experiences, and data received from radiation 
detection equipment deployed at U.S. and foreign ports. Also in April 2006, 
DHS entered into an agreement with the Port Authority of New York and 
New Jersey to, among other things, integrate lessons learned from field 
experience into domestic radiation detection efforts. In the ftiture, DNDO 
intends to develop an integrated worldwide system. The resulting “global 
architecture,” as it is being called by DNDO officials, would be a multi- 
layered defense strategy that includes programs that attempt to secure 
nuclear materials and detect their movements overseas, such as DOE’s 
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Second Line of Defense program; to develop intelligence information on 
nuclear materials’ trans-shipments and possible movement to the United 
States; and to integrate these elements with domestic radiation detection 
efforts undertaken by governments— federal, state, local, and tribal — and 
the private sector. 

We are recommending a series of actions designed to help DHS speed up 
the pace of portal monitor deployments, better account for schedule delays 
and cost uncertainties, make the most efficient use of program resources, 
and improve its ability to interdict illicit nuclear materials. 

We provided a draft of this report to DHS for its review and comment. DHS 
stated that it agreed with, and will implement, our recommendations. 


Background 


Initial concerns about the threat posed by nuclear smuggling were focused 
on nuclear materials originating in the former Soviet Union. As a result, the 
first major initiatives concentrated on deploying radiation detection 
equipment at borders in countries of the former Soviet Union and in 
Central and Eastern Europe. In particular, in 1998, DOE established the 
Second Line of Defense program, which, through the end of fiscal year 
2005, had installed equipment at 83 sites mostly in Russia.® In 2003, DOE 
implemented a second pro^am, the Megaports Initiative,® to focus on the 
threat posed by nuclear smuggling overseas by installing radiation 


^We originaity reported cn U.S. efforts to combat nuclear smuggling in 2002. See GAO, 
Nvd.ear Nonprolifemlion: U.S. Efforts to Help Other Countries Combat Nuclear 
Smuggling Need Strengthened Coordination and Planning, GAO-02'426 (Washington, D.C.: 
May 16, ZfKZ). See also, GAO, Combating Nuclear Smuggling: Corruption, Maintenance, 
and Coordination ProMems OiaUenge U.S. Efforts to Provide Radiation Detection 
Equipment to Other Countries, GNO-Q^ll (Washington, D.C.: Mar. 14, 2006). 

®We recently reported <»i the Meg^rarts Initiative. See GAO, l^reventing Nuclear 
Smuggling: DOE Has Made Limited Progress in Installing Radiation Detection 
Equipment at Highest Priority Foreign Seaports, GAO-05-375 (Washington, D.C.: Mar. 31, 
2005). 
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detection equ^ment at major seaports around the world/ In the United 
States, the U.S. Custon^ Service began providing its inspectore with 
portable radiation detection devices in 1998. After September 11, 2001, the 
agency expanded its efforts to include the deployment of portal monitors — 
large-scale radiation detectors that can be used to screen vehicles and 
cargo.® In March 2003, the U.S. Customs Service was transferred to DHS, 
and the border inspection functions of the Customs Service, including 
radiation detection, became the responsibility of CBP.® 

Deploying radiation detection equipment at U.S. borders is part of DHS’s 
strategy for addressing the threat of nuclear and radiological terrorism. 
DHS’s strategy includes: (1) countering proliferation at the source by 
assisting foreign governments in their efforts to detect and interdict 
nuclear and radiological smuggling; (2) controlling the illegal export of 
technology and equipment from the United States that terrorists could use 
to develop a nuclear or radiological weapon; (3) detecting and interdicting 
potential smuggling attempts before they reach the United States; and (4) 
securing U.S. ports-of-entiy through multiple technologies that include 
radiation detection and nonintrusive inspections to view images of cargo in 
sea containers. 

CBP plans to d^loy radiation portal monitors in five phases, or “categories 
of entry”: (1) international mail and express courier facilities; (2) major 
northern border crossings; (3) major seaports; (4) southwestern border 
crossings; and (5) aU other categories, including international airports, 
remaining northern border crossings and seaports, and all rail crossirtgs. In 
this final phase, CBP also plans to replace the currently-fielded portal 
monitors with newer, more advanced technology. Generally, CBP 


^U.S. radiation detection assistaiwe programs at foreign se^x>rts are coordinated with — and 
complementary to — DHS’s Container Security Initiative (CSI). Under CSI, which began 
operiUing in Januaiy 2002, U.S. CusUmtis officials station^ In foreign ports review the cargo 
manifests of containers bound directly for the United States and attempt to identify 
containers with potentially dangerous cargo, such as explosives or weapons of ma^ 
destruction. GAO recently reported on CSI. See GAO, Container Security: A Flexible 
Staffing Model and Minimum Equipment Requirements Would Improve Overseas 
Targeting and Inspection Efforts, GAO-05-657 (Washington, D.C.; Apr. 26, 2005). 

®We initially reported on the U. S. Customs Service's efforts to deploy radiation detection 
equipment at U.S. ports-of-entry in 2002. See GAO, Customs Service: Acquisition and 
Deployment of Radiation Detection Equipment, GAO-03-235T (Washington, D.C.: Oct. 17, 
2002 ). 

*Se€ Pub. L. No. 107-296 (2002) and DHS Reorganization Plan (Nov. 25, 2002). 
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prioritized these categories according to their perceived vulnerability to the 
threat of nuclear smuggling. CBP did not, however, conduct a formal threat 
assessment. International mail and ej^jress courier facilities present a 
potential vulnerability because mail and packages arrive with no advance 
notice or screening. Northern border crossings are also vulnerable, 
according to CBP, because of the possible presence of terrorist cells 
operating in Canada. The third category, major seaports, is considered 
vulnerable because sea cargo containers are suitable for smuggling and 
because of the large volume of such cargo. Se^orts account for over 95 
percent of the cargo entering the United States. Southwestern borders are 
vulnerable because of the high volume of traffic and because of the 
smuggling that already occurs there. Although airlines can quickly ship and 
deliver air ca^o, CBP considers air cargo to be a slightly lesser risk 
because the industry is highly regulated. 

In deploying radiation detection equipment at U.S. borders, CBP identified 
the types of nuclear materials that might be smuggled, mid the equipment 
needed to detect its presence. The radiological materials of concern 
include assembled nuclear weapons; nuclear material that could be used in 
a nuclear weapon but that is not actually assembled into a weapon 
(“weapons-grade nuclear material”); radiological disbursal devices, 
commonly called “dirty bombs;” and other illicit radioactive material, such 
as contaminated steel or inappropriately marked or manifested material. 
Detecting actual cases of attempted nuclear smuggling is difficult because 
there are many sources of radiation that are legal and not harmful when 
used as intended. 'Itiese materials can trigger alarms (known as “nuisance 
alarms”) that are indistmguishable firom those alarms that could sound in 
the event of a true case of nuclear smuggling. Nuisance alarms are caused 
by patients who have recently had radiological treatment; a wide range of 
cargo with naturally occurring radiation, such as fertilizer, ceramics, and 
food products; and legitimate shipments of radiological sources for use in 
medicine and industry. In addition, detecting highly-enriched uranium, in 
particular, is difficult because of its relatively low level of radioactivity. 
Furthermore, a potent!^ terrorist would likely attempt to shield the 
material to reduce the amount of radiation reaching the detector and 
thereby decrease the probability of detection. 

The process of deploying portal monitors begins with a site survey to 
identify the best location at an entry point for installing the equipment. 
While in some cases the choice may be obvious, operational considerations 
at many entry points require analysis to find a location where all or most of 
the cargo and vehicles can pass through the portal monitor without 
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interfering with the flow of commerce. After identifying the best option, 
CBP works with local government and private entities to get their support. 
At many U.S. entry pomte, the federal government does not own the 
property and therefore collaborates with these entities to deploy the 
equipment It is CBP’s policy to depend exclusively on such negotiations, 
rather than to use any kind of eminent domain or condemnation 
proceeding. 'Ibe actual installation of the portal monitons involves a 
number of tasks such as pouring concrete, laying electrical groundwork, 
and hooking up the portal monitors to alarm systems that alert officers 
when radiation is detected. Finally, PNNL tests the equipment and trails 
CBP officers on its operation, including how to respond to alarms. 

To coordinate the national effort to protect the United States from nuclear 
and radiologtcal threats, in April 2005, the president directed the 
establishment of DNDO within DHS. The new office’s mission covers a 
broad spectrum of responsibilities and activities, but is focused primarily 
on providing a single accountable organization to develop a layered 
defense system. This system is intended to integrate the federal 
government’s nuclear detection, notification, and response systems. In 
addition, under the directive, DNDO is to acquire, develop, and support the 
deployment of detection equipment in the United States, as well as to 
coordinate the nation’s nuclear detection research and development 
efforts. For fiscal year 2006, DNDO’s total budget is approximately $318 
million, which includes at least $81 million for research and development 
of advanced nuclear detection technologies and $125 million for portal 
monitor purchase and deployment 

The Homeland Seciuity Act of 2002 gave DHS responsibility for managing 
the research, development, and testing of technologies to improve the U.S. 
capability to detect illicit nuclear material. Prior to the creation of DNDO, 
DHS’s Science and Technology (S&'T) directorate had this responsibility. 
DNDO has assumed these responsibilities and works with S&T’s Counter 
Measures Test Beds (CMTB) to test radiation detection equipment in New 
York and New Jersey. As of January 2006, DNDO has provided $605,000 to 
DOE national laboratories that support this effort. Additional funding for 
fiscal year 2006 from S&T and DNDO to support test and evaluation 
activities at the CMTB is yet to be determined. The Homeland Security Act 
also provided DHS the authority to use DOE national laboratories for 


“'Tub. L No. 107-296 (2002). 
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research, development, and testing of new technologies to detect nuclear 
material." 


DHS Has Made 
Progress in Deploying 
Eadiation Detection 
Equipment, but the 
Agency’s Program 
Goals Are Unrealistic 
and the Cost Estimate 
Is Uncertain 


As of December 2005, DBS had completed deployment of portal monitors 
at two categories of entry — a total of 61 ports-of-entry — and has begun 
work on two other categories; overall, however, progress has been slower 
than plarmed. According to DHS officials, the slow progress has resulted 
from a late disbursal of hinds, and delays in negotiating deployment 
agreements with seaport operatore. Further, we believe the expected cost 
of the program is uncertain because DHS’s plans to purchase newer, more 
advanced equipment are not yet finalized; also we project that the 
program’s final cost will be much higher than CBP currently anticipates. 


The Program to Install 
Portal Monitors Has Fallen 
Behind Schedule 


Between October 2000 and October 2005, DHS, mmnly through its prime 
contractor PNNL, has spent about $286 million to deploy radiation 
detection equipment at U.S. ports-of-entry. As of December 2005, DHS had 
deployed 670 of 3,034 relation portal monitors — about 22 percent of the 
portal monitors DHS plans to deploy.’^ The agency has completed portal 
monitor deployments at international mail and express courier facilities 
and the first phase of northern border sites — 67 and 217 portal monitors, 
respectively. In addition, by December 2005, DHS had deployed of 495 

portal monitors at se^>orts and 244 of 360 at southern borders. In addition, 
three portal monitors had been installed at the Nevada Test Site to analyze 
their detection c^abilities and four had been retrofitted at express mail 
facilities. As of February 2006, CBP estimated that with these deployments 
CBP has the ability to screen about 62 percent of all containerized 
shipments entering the United States, and roughly 77 percent of ail private 
vehicles (POVs). Mthin these total percentages, CBP can screen 32 percent 
of all containerized seaborne shipments; 90 percent of corhmercial trucks 
and 80 percent of private vehicles entering from Canada; and 


‘'Pub. L No. 107-296, § 309. 

‘^CBFs most recent Project Execution Plan (December 2004) calls for deploying a total of 
2,397 portal monitors. However, by December 2005, the scope of the deployments had 
grown to 3,034. 
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approximately 88 percent of all commercial trucks and 74 percent of all 
private vehicles entering from Mexico. 

CBP does not maintain a firm schedule for deploying handheld radiation 
detectors, such as pagers and radiation isotope identification devices. This 
is equipment used mainly to help pinpoint and identify sources of radiation 
found during inspections. Instead, according to CBP officials, the agency 
acquires and deploys such equipment each fiscal year as needed. The 
handheld radiation detectors are procured to coincide with portal monitor 
deployments to eitsure mission support Since fiscal year 2001, CBP has 
spent about $24.5 million on pagers, and about $6.6 million on radiation 
isotope identification devices. At present, CBP can field roughly 12,450 
pagers— enough to ensure that all officers conducting primary or 
secondary inspections at a given time have one. The agency intends to 
deploy about 6,500 additional pagers. Similarly, CBP’s 549 radiation isotope 
identification devices are deployed at domestic ports-of-entry. CBP intends 
to acquire another 900 to ensure that all needs are met. 

Overall, CBP and PNNL have experienced difficulty meeting the portal 
monitor deplojnnent schedule. None of the planned portal monitor 
deployments has progressed according to schedule, and monthly 
deployments would have to increase by almost 230 percent to meet a 
September 2009 program completion date. For example, in November 2005, 
deployments at land crossings were about 20 months and $1.9 million 
behind schedule, while deployments at the first 22 seaports were about 2 
years and $24 million behind schedule.^^ Despite these delays, PNNL 
reported in November 200& that the overall project schedule should not 
extend beyond its current completion date of ^ptember 2009. However, 
our analysis indicates that CBP’s deployment schedule is too optimistic. 


‘^CBP and PNNL use an earned value management system (EVM) tx> report the domestic 
portal monitor deployment program’s status against its baseline — scope, schedule, and 
budget. E^ntially, an EVM approach compares the value of the work accomplished during 
a given period with the value of the work scheduled to be accomp lished during that period. 
Differences from the schedule are measured in both cost and schedule “variances.” For 
example, program activities (such as deploying portal monitors at a specific site) that are 
completed ahead of schedule would be reported as positive variances, while activities that 
are completed behind schedule would be reported as negative variances. Similarly, the EVM 
system tracks whether completed activities are costing more or less than expected. A 
negative cost variance would indicate that activities are costing more than expected, while a 
positive cost variance would mean activities are costing less than expected. We report 
schedule differences in both calendar and EVM terms. Appendix 11 provides more details on 
the EVM methodology and our analysis. 
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In fact, for CBP and PNNL to meet the current deployment schedule, they 
would have to install about 52 portal monitors per month from November 
2005 to September 2009. In our view, this is unlikely because it requires a 
rate of deployment that far exceeds recent experience. For example, during 
calendar year 2005, PNNL deployed portal monitors at the rate of about 22 
per month, and deployments have fallen further and further behind 
schedule. Betwe«i February and December 2005, for example, PNNL did 
not meet any of its scheduled monthly deployments, never deploying more 
than 38 portal monitore during any single month. If CBP continues to 
deploy portal monitors at its 2005 pace, the last monitor would not be 
deployed until about December 2014. Table 1 details the status of portal 
monitor deployments, as of December 2005. 



Table 1 : Status of Portal Monitor Deployments as of December 2005 

Portal monitor deployment 
phase 

Total portals 
planned 

Status 

International mail and express 
consignment facilities* (23 fecilities) 

57 

Ccxnpleted April 2004 

4 months late 

Land border and rail ports-of-entry 
(205 crassings) 

967 

20 months late 

Seaports (106 terminals) and 
international airports 

1,205 

24 months late 

Retrofits" 

82" 

Projected September 
2009 completion 

Other sites" 

3 


Excess equipment* 

721 


Total 

3,036' 



SourcM: f NK. and C8P. 

“Excludes FedEx and UPS, both of whom screen packages overseas as agreed in a memorandum of 
understanding with C8R 

^“Retrofitting'' refers to refriacing currently-fielded portal monitors with advanced-technology portd 
monitors. 

‘PNNL plans a “nef increar-e of 82 portal monitors as a result of retrofits. 

“‘Other sites" refers lo ported morxtors installed at the Nevada Test Site for testing purposes. 

““Excess equipment" refers to the <dder portal monitors being replaced through the retrofit process. 
'The total number of portal ntonifeis planned for deployment Is based on December 2005 estimates 
from CBP and PNNL. ft represents a recent estimate of CBP's requirements, and according to CBR It 
will be used to update die agency’s current deployment plan, which calls for deploying 2,397 portal 
monitors by September 2009. 
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Further, we analyzed CBP’s earned value management data as of November 
2005 and determined that, although CBP planned for the deployment 
program to be 20.5 percent complete by that date, the program is only 
about 16 percent complete. In addition, our analysis indicates that since the 
program's inception, work valued at $48.6 million has fallen behind 
schedule. Moreover, the trend over the past 14 months shows CBP and 
PNNL falling further behind schedule, as seen in flgure 1. 


Figure t : Monthly Cumulative Values of Work Planned but Not Finished As Planned 

Oollara in mllllona 
0 " 


■ID 



---- CumulatiwsctwduJe variance 

Source: OAO anaty^ based on me PfM. November 2005 Monthly Progrees Report. 

Note: The "zeropcMnf on this figure denotes work that was completed at its planned cost. A positive 
number means that all the work completed to that point costs less than planned, while a negative 
number means that all the work completed to that point costs more than planned. 

There have been at least three m^or sources of delay that have affected the 
portal monitor deployment program: funding issues, negotiations with 
seaport terminal operators, and problems in screening rail cais — 
particularly in a seaport environment. 
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Delays in Gaining Agreements 
Have Slowed Seaport 
Deployments 


According to GBP and PNNL officials, recurrent difficulties with the 
project’s ftmding are the most important explanations of the schedule 
delays, ^jecifically, according to DHS and PNNL officials, CBP has been 
chronically late in providing appropriated funds to PNNL, thereby 
hindering its ability to meet program deployment goals. For example, 
PNNL did not receive its fiscal year 2005 ftmding imtO September 2005. 
According to PNNL officials, because of this delay, some contracting 
activities in all deployment phases had to be delayed or halted, but the 
adverse effects on sesqx^rts were especially severe. For example, PNNL 
reported in August 2005 that site preparation work at 13 seaports had to 
cease because the Laboratory had not yet received its fiscal year 2005 
funding allocation. According to senior CBP officiate, their agency’s 
inability to provide a timely spending plan to the Congress for the portal 
monitor deployment program is the main reason for these ftmding delays. 
According to the House Appropriations Committee report on the CBP 
portion of DHS’s fiscal year 2005 budget, CBP should provide the Congress 
an acquisition and deployment plan for the portal monitor program prior to 
funding PNNL” However, these plans typically take many months for CBP 
to finalize — ^in part because CBP requires that the plans undergo several 
levels of review — ^but also because these plans are reviewed by and 

0MB before being submitted to the Congress. In fiscal year 2005, this 
process was further delayed by the creation of DNDO, imcertainty 
regarding DNDO’s responsibilities, and negotiations regarding the 
expenditure of the fiscal year 2005 ^propriations. 

CBP has tried to address this problem by reprogramming funds when 
money from other programs is available. In some cases, the amount of 
reprogrammed funds has been fairly large. For example, about 16 percent 
of fiscal year 2005’s funding included money reprogrammed from other 
CBP sources, or almc»t $14 million. In fiscal year 2004, about $16 million 
was reprogrammed — or about a third of the fiscal year's total. And in fiscal 
year 2003, the total of reprogrammed money was about $18 million — about 
20 percent. 

Negotiations with seaport operators have been slow and have also delayed 
the portal monitor deployment program. According to CBP and PNNL 
officiate, one of the primary reasons behind the seaport phase’s substantial 
delay in deployments is the difficulty in obtaining contractual agreements 


''H.R. Rep. No. 108-641, at 25-26 (2004). 
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with port and tenninal operators at seaports. DHS has not attempted to 
impose agreements on seaport operators because, according to officials, 
cooperative arrangements with the port operators are more efficient and, 
in the long term, probably more timely. According to CBP and PNNL 
officials, many operators believe screening for radiation will adversely 
affect the flow of commerce through their ports. In addition, deploying 
portal monitors in m^or se^orts presents several unique challenges. For 
example, sejqx>rts are much larger than land border crossings, consist of 
multiple terminals, and may have multiple exits. Because of th^e multiple 
exits, seaports require a greater number of portal monitors, which may 
entail more negotiations with port and terminal operators. In addition, port 
operators at times have insisted on late-stage design changes, requested 
various studies prior to proceeding with final designs, insisted on 
inefficient construction schedules, and delayed their final review and 
approval of project designs. According to CBP and PNNL, these efforts 
often reflect the port and terminal operators’ uneasiness with portal 
monitor deployments, and their resolve to ensure that the outcome of the 
deployment process maintains their businesses’ competitiveness. For 
example, port officials at one seaport requested several changes late in the 
process, including performing an unscheduled survey for laying cable, 
revising portal monitor locations at two gates, and adding a CBP control 
booth at a third tenninal. According to CBP and PNNL officials, the agency 
prefers to accommodate these types of changes, even late in the process 
and even if they slow deployment, because in the long term they believe it 
is more efficient and effective. 

Screening Rail Cars in Seaports The difficulty of devising an effective and efficient way to conduct 

Presents Unique Problems secondary inspections of rail traffic departing seaports without disrupting 

commerce has created operational issues that could further delay 
deployments. Four of the five seaports we visited employ rail cars to ship 
significant amounts of cargo. In one seaport, the port director estimated 
that about 80-85 percent of the cargo shipped through his port departs via 
rail. For the offier three seaports, the percentages for rail traffic were 5 
percent, 13 percent, and 40 percent respectively. According to port 
officials, these se^orts would like to accommodate GBP’s efforts to install 
radiation detection equipment designed to screen rail traffic, but they are 
concerned that the logistics of conducting secondary inspections on trains 
as they prepare to depart the seaport could back up rail traffic within the 
port and disrupt rail schedules throughout the region — potentially cc«ting 
the port tens of thousands of dollars in lost revenue. For example, one 
senior port authority official told us that his port lacked ample space to 
park trains for secondary inspections, or to maneuver trains to decouple 
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the rail car(s) that may have caused a primary inspection alarm. As a result, 
trains that cause a primary alarm would have to wait, in place, for CBP to 
conduct a secondary inspection, blocking any other trains from leaving the 
port. According to this port official, any delay whatsoever with a train 
leaving the port could cause rail problems down the line because track 
switches are geared to train schedules. To avoid these kinds of problems, 
CBP has delayed deploying portal monitors in this seaport until technical 
and operational issues can be overcome. As of December 2005, no portal 
monitors had been deployed at this seaport, although according to PNNL’s 
schedule, 5 of its 11 terminals — a total of 19 portal monitors — should have 
been deployed by October 2006. According to the port director at another 
seaport we visited, a port that actually has a rail portal monitor installed, 
similar operational l^ues exist. However, in addition to backing up rail 
traffic within the port, trains awaiting secondary inspections at this port 
could block the entrance/exit to a nearby military base. The director of the 
state’s port authority told us that his solution has been to simply turn off 
the portal monitor. According to CBP officials, this was entirely a state 
decision, since this portal monitor is the state’s responsibility and not part 
of CBP’s deployment However, these officials also noted that they agreed 
with the states and noted that they would not attempt to impose a solution 
or deadline on either port CBP officials noted that most seaport operators 
seem willing to accommodate portal monitors, but until a better portal 
monitor technology evolves that can help ensure a smooth flow of rail 
traffic out of the port, negotiations with seaport operators will continue to 
be alow. 

According to CBP and port officials, they have considered several potential 
solutions. For example, there is widespread agreement that screening sea 
cargo containers before they are placed on raU cars offers the best solution, 
but this option is operationally difficult in many seaports. Mobile portal 
monitors, when commercially available, may also offer a partial solution. In 
addition, CBP is optimistic that advanced portal monitors, when they 
become commercially available, may help solve some of the problems in 
the rail environment by limiting the number of nuisance alarms. However, 
according to the CBP and port officials we contacted, screening rail traffic 
continues to pose a vexing operational problem for seaports. 

The concerns that seaport operators and CBP expressed regarding 
screening rail commerce in seaports may increase and intensify in the 
future because rail traffic, in general, is expected to increase substantially 
by 2020. DOT has forecast that by 2020, rail wiU transport roughly 699 
million tons of international freight — up from 358 million tons carried in 
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Other Factors Have Delayed 
Portal Monitor Deployments 


1998. Officials at 3 of the 5 seaports we visited expect raU traffic through 
their facilities to increase dramatically during the next 10 to 15 yeara. As 
the volume of trade increases, so too will the economic stakes for the port 
and terminal opei^ors, while the regulatory burden for CBP is likely to 
increase as well. Delays — for any reason, including radiation detection — 
are likely to become more costly, and CBP will likely have ever-increasing 
number of rail cars to screen. 

In addition, althoi^ CBP is not scheduled to begin deploying portal 
monitors to screen rail shipments at land border crossings until 2007, the 
agency will likety experience operational challenges at land border 
crossing similM- to those it is now experiencing at seaports. For example, at 
both land border crossings and seaports, if a rail car alarms as it passes 
through a portal morutor, that car will possibly have to be separated from 
the remaining train — sometimes a mile in length — ^to undergo a secondary 
inspection. Furthennore, because trains transport numerous types of cargo 
containing large quantities of naturally occurring radioactive material, CBP 
Faces the challenge of maintaining a nuisance alarm rate that do^ not 
adversely affect commerce. CBP and PNNL are currently conducting 
testing of a prototype rail portal morutor to determine the potential impact 
of naturally occurring rjulioactive material on rail operations at land border 
crossings. 

Unforeseen design and construction problems have also played a role in 
delving portal monitor deployments. For example, deployments at six 
southern border sites have been delayed to coincide with the sites’ 
expansion activities. According to CBP officials, there are two approaches 
to accommodating a port-of-entry’s alterations, both of which msy delay 
portal monitor deployments. First, CBP and PNNL may decide to delay the 
start of portal monitor projects until the port-of-entry completes its 
alterations, to make certain that portal monitor placements are properly 
located. Second, portnaf-entry expansion activities may alter existing traffic 
flows and require that PNNL redesign its portal monitor deployments. The 
portal monitor deployments at three southern border ports-of-entry has 
taken much longer thwi planned because of the port’s expansion activities. 
According to PNNL, there is now considerable schedule uncertainty 
associated with these deployments, which may ultimately impact the 
completion of the southern land border deployments. 

Portal monitor deployments have also been hampered by poor weather. 
For example, cold weather at several northern sites caused some 
unexpected work stoppages and equipment failures that resulted in 
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construction delays of 2 to 3 months. Finally, one southern border site has 
been delayed because of major flooding problems. The flooding issue must 
be resolved before the deployment can be completed. 


DHS’s Portal Monitor 
Deployment Program Cost 
Estimate Is Uncertain and 
Overly Optimistic 


DHS’s current estimate to complete the program is $1.3 billion, but this 
estimate is highly uncertain and overly optimistic. First, DHS’s cost 
estimate is based on a plan to deploy advanced-technology portal monitors 
that have so far shown mixed results for detecting radiation compared to 
currently-fielded portal monitors. Since the efficacy of the advanced portal 
monitors has not yet been proven conclusively, there is at least some 
uncertainty over whether— and, if so, how many — of the new portal 
monitors may be deployed. In addition, the final cost of the new portal 
monitors has not been established. Second, our analysis of CBP’s earned 
value data also suggests that the program will likely cost much more than 
planned. 


The current deployment plan calls for installing advanced portal monitors 
at all cargo primary and secondary inspection locations, at all secondary 
inspection locations for private vehicles, and also retrofitting many sites 
with the advanced equipment, when it becomes available. However, 
according to senior officials at DNDO, the advanced technology must meet 
all of DNDO’s performance criteria, and must be proven superior to the 
portal monitors already in use, before DNDO will procure it for use in the 
United States. Recent tests of the new portal monitors indicate that 
DNDO’s criteria have not yet been met. For example, S&T sponsored 
research in 2004 that compared the detection capabilities of currently- 
fielded portal monitors with the advanced portal monitors. The faults of 
that research suggested that, in some scenarios, the detection abilities of 
the two portal monitor types were nearly equivalent. In other scenarios, the 
new equipment’s detection capability was significantly better. S&T 
concluded that more work remains to be done in optimizing and comparing 
portal monitors so as to understand how they can be used to the greatest 
effect at U.S. po' t.=5-of-€ntiy. In 2005, DNDO sponsored additional research 
designed to compm« the two types of portal monitor, and determined that 
the advanced portal monitors’ detection capabilities were somewhat better 
than those of the currently-fielded equipment In addition, in October 2005, 
DNDO completed the first comprehensive tests for these advanced portal 
monitors at the Nevada Test Site. This advanced technology combines the 
ability to detect radiation and identify its source. According to an official 
who helped supervise these tests, the new portal monitore’ performance 
did not meet all of DNDO’s expectations with regard to proving 
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significant detection improvements over currently-fielded equipment in all 
scenarios. CBP and DNDO officials also expressed concerns regarding the 
advanced portal monitors’ detection capabilities in light of the Nevada test 
results. In particular, senior CBP officials questioned whether the advanced 
portal monitors would be worth their considerable extra costs, and 
emphasized finding the right mix of current and advanced-technology 
equipment based on the needs at individual ports-of-entry. According to 
DNDO officials, the potential improvement over currently fielded portal 
monitore in capability to identify radioactive sources, and hence to detect 
actual threats as opposed to simply detecting radiation, has not yet been 
quantified. However, the^ officials believe that the results to date have 
been promising, and DNDO intends to continue supporting the advanced 
portal monitor’s development and believe the new technology may be ready 
for deployment early in calendar year 2007. 

There is also considerable uncertainty regarding the eventual cost of the 
advanced portal monitors — if they become commercially available, and if 
DNDO opts to use them. Experts we contacted estimated that the new 
portal monitors could cost between $330,000 and $460,000 each. These 
estimates are highly uncertain because advanced portal monitors are not 
yet commercially available. As a point of reference, the portal monitors 
currently in use typically cost between $49,000 and $60,000. These costs 
include only tiie purchase price of the equipment, not its installation. 
According to CBP and PNNL officials, installation costs vary, but average 
about $200,000 per portal monitor. Even if future test results indicate that 
the new technology exhibits much better detection and identification 
capabilities, it would not be clear that the dramatically higher cost for this 
new equipment would be worth the considerable investment, without the 
agency having first rigorously compared the portal monitors’ capabilities 
taking their costs into account. Currently, DNDO and CBP are working 
together to determine the most appropriate technologies and concepts of 
operation for each port-of-entry site. The two agencies are also trying to 
determine the highest priority sites for advanced-technology portal 
monitors based on the extent to which the new portal monitors show 
improved performance. 

In November 2005, PNNL reported that the portal monitor deployment 
program could experience an overall cost overrun of $36 million. In 
contrast, our analysis of CBP’s earned value data indicates that the agency 
should expect a cost overrun of between $88 million and $596 million. We 
based our cost overrun projections on the rates at which CBP and PNNL 
deployed portal monitors, through November 2005. The more efficient the 
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agency and its contractor are in deploying portal monitors, the smaller the 
cost overrun^ conversely, when efficiency declines, cost overruns 
increase.*^ 

In fact, as shown in figure 2, recent cumulative program cost trends have 
been negative, indicating that CBP’s cost overruns are deepening over time. 


Figure 2: Monthly Cumulative Cost Overruns 


Dollars In millions 



////// y / 


---- CumutaUvs cost variance 

Sourc«: GAO snatysl* based on ir>e PM4L Novanibe' 2005 Monthly Progress Repoit. 

Note: The '2ero poinf on this figure denotes work that was completed at its planned cost. A positive 
number means that all the work completed to that point costs less than planned, while a negative 
number means that all the work completed to that point costs mors than planned. 


‘^We also assessed PNNUs cost and schedule performance using earned value analysis 
techniques based on data captured in PNNL’s contract performance reports. We also 
developed a forecast of future cost growth. We based the lower end of our forecast range on 
the costs spent to date added to the forecast cost of work remaining. The remaining work 
was forecast using an avers^e of the current cost performance index efficiency factor. For 
the upper end of our cost range, we relied on the actual costs spent to date added to the 
forecast of remaining work with an average monthly cost and schedule performance index. 
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PNNL noted that its management reserve of $62 million should cover the 
anticipated owmm. However, we do not agree. First, we believe the 
cumulative cost overrun will far exceed PNNL’s estimate of $36 million. We 
believe an overrun of about $342 million, the midpoint of our projected 
overrun range, is more likefy. Since 1977, we have analyzed over 700 
acquisition projects on which EVM techniques have been applied. These 
analyses consistently show that once a program is 15 percent complete (as 
is the case with this program), cost performance almost never improves 
and, in most cases, declines. PNNL’s recent cost trend follows this pattern. 
Second, based on these 70&i)lus studio, our estimate takes a more realistic 
view that the portal monitor deployment program’s cost performance most 
likely will continue to decline; hence the management reserve will be 
consumed over time as the program incurs unexpected expenses. Finally, 
to meet the deployment program’s planned costs, PNNL would have to 
greatly improve its work efficiency. However, our analysis of prior EVM- 
based projects indicates that productivity rates nearly always decline over 
the course of a project. We determined that PNNL’s efficiency rate for the 
most recent 8 months has averaged about 86 percent — PNNL has been 
delivering about $.86 worth of work for every dollar spent. In order to 
complete the remaining work with available funding, PNNL’s efficiency rate 
would have to climb to around 98 percent, a rate of improvement 
unprecedented in the 700-plus studies we have analyzed. 


CBP Does Not Know If 
PNNL’s Cost and Schedule 
Data Are Reliable 


Federal agencies are required by 0MB to track the progress of major 
systems acquisitions using a validated EVM system and to conduct an 
integrated baseline review.^^ We found that PNNL has an EVM system but 
has not certified it to show that it complies with guidance developed by the 
American National Standards Institute/Electronic Industries Alliance. 

This guidance identifies 32 criteria that reliable EVM systems should meet 
In addition, we found that PNNL has not conducted an integrated baseline 
review — a necessary step to ensure that the EVM baseline for the portal 


''^Management reserves are part of the total program budget intended to be used to fund 
work wticipated but not currently defined. Most programs usually wait until work is almost 
completed before making a jud^ent that management reserve can be applied to cover cost 
variances. 

''^See 0MB Circular No. A-1 1, Part 7, “Planning, Budgeting, Acquisition, and Management of 
Capita Assets," June 2005. 

American Naticmal Standards Institute (ANSQ ! Electronic Industries Alliance (EIA) EVM 
System Standard (ANSI/EIA-748-98), Chapter 2 (May 19, 1998). 
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monitor program represents all work to be completed, and adequate 
resources are avmlable. 

However, although the EVM data have not been independently validated, 
we examined the EVM data and found that they did not show any 
anomalies and were very detailed. Therefore, we used them to analyze the 
portal monitor program status and to make independent projections of the 
program’s final costs at completion. 


CBP officers we observed conducting primary and secondary inspections 
appeared to use radiation detection equipment correctly and to follow the 
agency’s ins{>ection procedures. In fact, in some cases, CBP officers 
exceeded standard inspection procedure requirements by opening and 
entering containers to better identify radiation sources. In contrast, in 2003, 
when we issued our last report on domestic radiation detection, CBP 
officers sometimes deviated from standard inspection procedures and, at 
times, used detection equipment incorrectly. However, the agency’s 
inspection procedures could be strengthened. 

Issues with Agency 
Procedures 


CBP Officers Have 
Made Progress in Using 
Radiation Detection 
Equipment Correctly 
and Adhering to 
Inspection Guidelines, 
but There Are Potential 


CBP Officers Appeared to During this review, at the 10 ports-of-entry that we visited, the CBP officers 
Use Equipment Correctly observed conducting primary and secondary inspections appeared to 

and Follow Procedures follow inspection procedures and to use radiation detection equipment 

correctly. The officers’ current proficiency in these areas foDows increases 
in training and in CBP’s experience using the detection equipment. In 
contrast, in 2003 we reported that CBP officers sometimes used radiation 
detection equipment in ways that reduced its effectiveness. 

CBP has increased the number of its officers trained to use radiation 
detection equipment; in fact, the agency now requires that officers receive 
training before they operate radiation detection equipment. As of February 
2006, CBP had trained 6,410 officers to use radiation isotope identification 
devices, 8,461 to use portal monitors, and 22,180 to use pagers. Many CBP 
officers received training on more than one piece of equipment and about 
900 have since left the agency. Generally, today CBP officers receive 
radiation detection training from 4 sources: the CBP Academy in Giynco, 
Georgia; the Border Patrol Academy in Artesia, New Mexico; a DOE- 
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sponsored training course for interdicting weapons of mass 
destruction, in Washington state; and on-the-job training at ports-of-entry. 
TYaining at the Academies in Georgia and New Mexico includes formal 
classroom instruction, as well as hands-on exercises on how to use portal 
monitors, isotope identifiers, and pagers. This training includes simulated 
scenarios in which officers use radiation detection equipment to conduct 
searches for nuclear and radiological material. On-the-job instruction 
continues at field locations as senior CBP officers, as well as PNNL and 
other DHS contractor staff, work closely with inexperienced officers to 
provide them with practical training on how the radiation detection 
equipment works and how to respond to alarms. According to senior CBP 
officials, all of the instructors that offer training on using radiation 
detection equipment are certified in its use. TVainees must demonstrate 
proficiency in the use of each system prior to assuming full responsibility 
for radiation detection inspections. About 1,600 CBP officers have 
participated in DOE’s 3-day training course designed to acquaint CBP 
officers with detection equipment. CBP is currently developing refresher 
training courses on the use of radiation detection equipment. To further 
enhance officers’ ability to effectively respond to real or potential threats, 
several of the field locations that we visited conduct “table-top exercises’’ 
that simulate scenarios in which the equipment detects an illicit 
radiological source. 

According to several of the CBP field supervisors we contacted, many 
officers have gained proficiency in following procedures and using 
radiation detection equipment througli substantial field e3q>erience 
responding to alarms. The number of alarms officers typically handle varies 
according to the size of the site, its location, and type. For example, an 
isolated land border site would probably experience fewer alarms than a 
major se 2 q>ort because of the differences in the volume of traffic. However, 
it was common for several of the locations we visited to experience 16 to 60 
alarms per day. One se^>ort we visited had 9 terminals, usually with 2 
primary and 1 secondary portal monitors. According to CBP officials, each 
temunai recorded about 8 to 12 alarms per day. The director of port 
security for a major eastern seaport we visited estimated that her facility 
records roughly 150 portal monitor alarms each day. Virtually all have been 
nuisance alarms, but CBP officials still believe they gained valuable 
experience in using the equipment and following procedures. 

All of the primary and secondary inspections we witnessed were nuisance 
alarms. In all of these cases except one, officers followed CBP’s guidance — 
as well as local vruiations meant to address issues unique to the area — and 
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correctly used detection equipment. The lone exception occurred at a site 
whose primary inspection station was staffed by a state port police officer. 
After the station’s portal monitor registered an alarm for a truck departing 
the site, the police officer did not follow CBP’s procedures.^® For example, 
he did not collect any documentation from the driver. At all other sites we 
visited, when a primary portal monitor sounded, CBP officers gathered the 
cargo’s manifest, the vehicle registration, and the driver’s license prior to 
sending the vehicle through secondary inspection. Officers use these 
documents to check the driver and vehicle cargo. The port police officer 
told us that he recognized the driver in this case, and so the officer did not 
believe it was necessary to collect such information. A CBP officer 
performed the secondary inspection in line with agency guidance. In fact, 
after using a radiation isotope identification device to conduct an external 
inspection and determine the source of the alarm — ^potassium hydroxide — 
the officer required that the driver open the back of the truck so she could 
make a visual check of the cargo. From the time of the initial alarm, until 
the truck departed the site boundary, about 35 minutes elapsed. According 
to port and CBP officials, this particular alarm, its resolution, and the 
amount of time it took to resolve are typical of the site. We also discussed 
the site’s radiation detection efforts with the truck driver, in particular the 
delay associated with this alarm. He noted that he considers the delays 
experienced at this site to be relatively minor, and that the delays have not 
had any adverse effects on his business. 

We also visited a seaport that experienced a legitimate alarm in which CBP 
officers used the detection equipment correctly and responded according 
to procedures. Uranium hexafluoride, a potentially hazardous chemical 
containing low levels of radioactivity, caused this alarm. A primary portal 
monitor at the se^oort sounded as a truck carrying one container 
attempted to exit a terminal. Following standard operating procedures, the 
truck was (Averted to a secondary inspection station, where a secondary 
portal monitor also alarmed. A CBP officer then scanned the (xmtainer and 
cab of the truck with an isotope identifier, which indicated that the 
radiation source was located in the cab within several metal pails. The 
isotope identifier identified two radiation sources, one of which was 
uranium-235 — ^potentially a we^ons-usable material. The other source was 
uranium-238. Again following procedures, CBP officers isolated the 


'^ince the officer is an employee of the state, he was not required to follow CBP 
procedures. According to the port police supervisor present at the scene, the officer acted 
within the scope of port police piidance. 
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sources of radiation and provided LSS scientists with information collected 
by the isotope identiBer. Officfers also reviewed the driver’s delivery papers; 
used various CBP databases to check title driver, importer, and consignee’s 
history of transporting goods; and contacted the driver’s dispatcher and the 
U.S. coraignee to gather information on and assess the legitimacy of the 
shipment. The consignee explained that the pails contained trace amoimts 
of uranium hexafluoride that had been sent to the company’s laboratory for 
testing. Following additional investigation, which included an X-ray of the 
pails and a review of DOT requirements regarding radiation-warning 
placard requirements, CBP determined that the event was not a security 
threat and released the driver and conveyance. Senior officials at this 
seaport told us that CBP’s radiation detection guidance served as an 
effective and successfiil guide to resolving this alarm. 


Potential Issues in CBP’s 
Inspection Procedures 
Could Be Mitigated to 
Improve Detection 
Capabilities 


We identified two potential issues in CBP’s national inspection procedures 
that could Increase the nation’s vulnerability to nuclear smuggling. The first 
potential issue involves NRC documentation. Generally, NRC requires that 
importers obtain an NRC license for their legitimate shipments of 
radiological materials into the United States.^® However, NRC regulations 
do not require that the license accompany the shipment, although in some 
cases importers choose to voluntarily include the license. According to 
CBP officials, CBP laclcs access to NRC license data that could be used to 
verify that importers actually acquired the necessary licenses or to 
authenticate a license at the border. At present, CBP officers employ a 
variety of investigative techniques to try to determine if individuals or 
organiaatioits are authorized to transport a radiological shipment. For 
example, CBP officers review their entry paperwork, such as shipping 
papers. Officers also often interview drivers about the details of the 
delivery and observe their behavior for any suspicious or unusual signs. At 
one land border crossing we visited, officers told us that frequent and 
legitimate shippers of radiological material provide advance notice that a 
radiological shipment will be transported. This can lead to law 
enforcement personnel being called in to escort the shipment through the 
port-of-entry. 

The second potential issue pertains to CBP’s secondary inspection 
guidelines. Generally, CBP’s guidelines require that CBP officers locate. 


“See 10C.F.R. § 110.5. 
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isolate, and identify the radiation soiirce(s) identified during primary 
inspections. Customarily, officers use a radiation isotope identification 
device to perform an external examination of cargo containere in these 
situations. (See fig. 3.) However, the effectiveness of a radiation isotope 
identification device is diminished as its distance from the radioactive 
source increases, and by the thickness of the metal container housing the 
radioactive source. As a result, secondary inspections that rely solely on 
external examinations may not always be able to locate, isolate, and 
identify an illicit shipment of nuclear material. 


Figure 3: CBP OfHcers Conducting an External Secondary Inspection at a Seaport 



Source: GAO. 
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The local procedures at some ports-of-entry we visited go beyond the 
requirements established by CBP’s guidelines by having CBP officers open 
and, if nectary, enter containers when conducting secondary inspections. 
(See fig. 4.) For example, at one high-volume seaport we visited, the local 
inspection procedures require officers to open and, if necessary, enter a 
container to locate and identify a radiological source if an external 
examination with an isotope identifier is unable to do so. Under such 
circumstances, the port’s procedures require the officer to open the 
container doors, locate the source, and obtain another reading as close to 
the source as possible. By entering the container, an officer may be able to 
reduce the isotope identifier’s distance from the radioactive source, and 
thus obtain a more accurate reading. If the isotope identifier is unable to 
detect and identify the source after two readings within the container, 
officers must contact LSS for further guidance. Officers at this seaport have 
opened containers in the past when the isotope identifier had been unable 
to detect naturally occurring radioactive material, such as granite or 
ceramic tile, which is low in radioactive emissions. CBP supervisors at this 
seaport said that this occurs infrequently and that it adds a very minimal 
amount of time to the inspection process. In addition, at a land border 
crossing we visited, the local standard operating procedures instruct CBP 
officers to conduct a physical examination on vehicles that alarm for the 
presence of radiation. Officials at this particular port-of-entry said that they 
have entered vehicles with an isotope identifier when the device has been 
unable to detect or identify the radioactive source from vehicles’ exterior. 
During a physical examination, officers are supposed to open the vehicle 
and look for high-den^fy materials, such as lead or steel, which can be 
used to shield gamma radiation and solid objects with large quantities of 
liquid that could be used to ^eld neutron r^ation. Because the majority 
of alarms at this land border crossing are caused by medical isotopes in 
people, CBP officers phj^cally inspect vehicles on an infrequent basis. 
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Finally, we also visited a land border crossing where CBP officers routinely 
open and enter commercial trucks to conduct secondary inspections, even 
though the ate’s local procedures do not require this additional 
examination. Officii at this crossing said that they open up containere to 
verify that the containers manifest and reading from the isotope identifier 
are consistent with the container’s load. If they are not consistent, CBP 
officers are supposed to contact LSS for further guidance. During our visit, 
we observed a truck that alarmed at primary and secondary portal 
monitors. CBP officers then required the driver to park at a loading dock, 
where officers first used an isotope identifier to screen the truck from the 
outside; the reading from the isotope identifier was inconclusive, however. 
Officers then opened and entered the container with an isotope identifier, 
conducted a second reading of the radioactive source, and determined that 
the material inside the container was a non-threatening radioactive source 
that matched the manifest. A CBP supervisor released the truck. Hus 
inspection, from the time of the original alarm to the truck’s release took 
about 25 minutes — slightly greater than the 20-minute average for this site. 
According to CBP supervisors, officers at this port-of-entry follow this 
practice routinely, even during the site’s peak hours. This approach enables 
the officers to get closer to the source and obtain a more accurate reading. 
Furthermore, since this practice enables officers to conduct a more 
thorough examination of the containers’ contents, it may increase the 
likelihood that CBP officers will find any illicit radioactive material. 
According to senior CBP officials at this port-of-entry, despite being 
implemented at one of the busiest commercial ports-of-entiy in the nation, 
this additional procedure has had little negative impact on the flow of 
commerce and has not increased the cost of CBP inspections. 
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DHS Is Working to 
Improve the 
Capabilities of 
Currently-fielded and 
New Radiation 
Detection Equipment, 
but Much Work 
Remains to Achieve 
Better Equipment 
Performance 


Currently-fielded Radiation 
Detection Equipment Has 
Inherent limitations 


DHS has managed rese^ch, development, and testing activities that 
attempt to addre^ the inherent limitations of currently-fielded radiation 
detection equipment and to produce new, advanced technologies with even 
greater detection capabilities. DHS is enhancing its ability to test detection 
equipment by building a new test facility at DOE’s Nevada Test Site. In 
addition, DHS tests radiation detection equipment under real-life 
, conditions at S&Ts CMTB in New York and New Jersey. However, much 
work remains for the agency to achieve consistently better detection 
capabilities, as the efforts undertaken so far have achieved only mixed 
results. 


Currently-fielded radiation portal monitors have two main limitations. 
First, they are limited by the physical properties of the radiation they are 
designed to detect, specifically with regard to the range of detection (some 
radioactive material emits more radiation than others). Further, this 
limitation can be exacerbated because sufficient amounts of high-density 
materials, such as lead or steel, can shield radiation emissions to prevent 
their detection. Second, currently-fielded portal monitors cannot 
distin^sh between different types of radioactive materials, l.e., they 
cannot differentiate naturally occurring radioactive material from 
radiolo^cai threat materials. CBP officers are required to conduct 
secondary inspections on all portal monitor alarms, including nuisance 
alarms. According to the CBP field supervisors with whom we spoke, 
nuisance alarms comprise almost all of the radiation alerts at their ports-of- 
entiy. Port operators noted a concern that nuisance alarms might become 
so numerous that commerce could be impeded, but thus far these alarms 
have not greatly slowed the flow of commerce through their ports-of-entry. 

CBP’s currentiy-fielded radiation isotope identification devices also have 
inherent limitations. For example, during some secondary inspections, 
radiation isotope identification devices are unable to identify radiological 
material. In these cases, CBP standard procedures require that officers 
consult LSS to conclusively identify the source. According to CBP officers 
at two of the ports we visited, this usually lengthens secondary inspections 
by 20 to 30 minutes, although in some cases an hour or more was needed to 
resolve the alarm. Furthermore, a 2003 Los Alamos National Laboratory 
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evaluation of seven isotope identifiere, including the one deployed by CBP, 
concluded that all devices had difficulty recognizing radioactive materia 
and correctly identifying the material they did recognize. The Los Alamos 
finding is consistent with our field observations, as CBP officers at several 
of the ports-of-entiy we visited reported similar trouble with their radiation 
isotope identification devices. 

Laboratory testing of currently-fielded radiation detection equipment has 
further demonstrated their limitations in effectively detecting and 
identifying nuclear material. For example, in February 2005, DHS 
sponsored testing of commercially available portal monitors, isotope 
identifiers, and pagers j^ainst criteria set out in American National 
Standards Institute (ANSI) standards. The ANSI standards provide 
performance specifications and test methods for testing radiation detection 
equipment, including portal monitors and handheld devices. The actual 
testing was performed by four DOE laboratories, with coordination, 
technical management, and data evaluation provided by the Department of 
Commerce’s National Institute for Standards and Technology (NKT). The 
laboratories tested a total of 14 portal morritors from 8 manufacturers 
against 29 performance requirements in the ANSI standards. Overall, none 
of the radiation detection equipment, including the portal monitors and 
handheld devices deployed by CBP, met all of the performance 
requirements in this first round of testing. However, according to S&T 
officials, many of the limitations noted in CBP’s equipment were related to 
withstanding environmental conditions — not radiation detection or isotope 
identification. However, in some tests, the portal monitors that CBP 
employs, along with many others, exhibited poor results. For example, in 
tests conducted to evaluate the portal monitors’ response to neutron 
radiation, of which plutonium is a primary source, almost all monitors, 
including a pK)rta] monitor fielded by CBP, failed to meet the ANSI 
requirement. However, according to S&T officials, the test was conducted 
using the manufacturer’s standard configuration, rather than the 
configuration CBP uses in its field operations. In another test, one that used 
CBP’s typical field parameters rather than the manufacturer’s, the portal 
monitor passed all the radiation detection performance requirements. S&T 
believes that the portals used by CBP would meet all the r^ation 
performance requirements if set up with the parametera and configuration 
as used in the field. In addition, isotope identifiers displayed weaknesses. 
For example, the isotope identifier currently in use by CBP was not able to 
simultaneously identify two different isotopes, as required by the ANSI 
standards. When tested with barium-133 and piutonium-239, the isotope 
identifier was able to recognize the barium but failed to recognize the 
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plutonium — a weapons-grade nuclear material. As this was a first round of 
testing and modifications were made to both the standards and testing 
protocols after the procedures were completed, NIST plans to manage 
testing of the equipment again in early 2006. The results from both rounds 
of testing are intended to provide guidance for federal, state, and local 
officials in evaluating and purchasing radiation detection equipment, and to 
enable manufacturer to improve their equipment’s performance. 


DHS Has Sponsored 
Research and Development 
to Improve the Capabilities 
of Current Technology and 
to Develop New Technology 
but Much Work Remains 


DHS has sponsored research efforts designed to Improve the detection 
capabilities of the currently-fielded portal monitors and to provide them 
with the ability to distinguish radiological sources. For example, PNNL 
researched, developed, and tested a new software — known as “energy 
windowing" — ^to address the currently-fielded portal monitors’ inability to 
distinguish between radiological materials. Energy-windowing is supposed 
to identify and screen out material, such as fertilizer or kitty litter, that 
cause nuisance alarms and thereby reduce the number of such alarms at 
cargo screening facilities, while also improving the portal monitor’s 
sensitivity to identify nuclear material of concern. PNNL has activated 
energy-windowing on the 556 portal monitors it has deployed at land 
border crc«sings and seaports. At a few ports-of-entry that we visited, CBP 
officials said ttiat the software has been effective in significantly reducing 
the number of nuisance alarms. However, tests of the software have shown 
that its effectiveness in reducing nuisance alarms largely depends on the 
types of radiation sources it has been programmed to detect and 
differentiate. In tests involving some common, unshielded radiation 
sources, such as cobalt-57 and barium-153, the new software has shown 
improved detection and discrimination capabilities. However, during 
scenarios that target other common, shielded threat sources — such as 
those that might be used in a shielded radiological dispersal device or 
nuclear weapon — the software has been less able to detect and 
discriminate. Experts have recommended further testing to fully explore 
the software’s capid>Uiti^. 


DHS is also sponsoring the development of three new technologies that are 
designed to address the main inherent limitations of currently-fielded 
portal monitora. CBFs deployment plan currently calls for the widespread 
installation of the first of these technologies, “advanced spectroscopic 
portal monitors.” According to DNDO, the advanced spectroscopic 
technology uses different detection materi^s that are cap^le of both 
detecting the presence of radiation and identifying the isotope causing the 
alarm. It is hoped that the spectroscopic portal monitor can more quickly 
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identify the sources of alarms, thereby reducing the number of nuisance 
alarms. This increased operational effectivene^ may allow the portal 
monitors to be set at a lower detection threshold, thus allowing for greater 
sensitivity to materials of concern. DHS commissioned PNNL to determine 
whether spectroscopic portal monitors provide improved perfomiance 
capabilities over the currently-fielded monitors. In July 2004 and July 2005, 
PNNL conducted two small-scale preliminary studies to compare the two 
types of portal monitors in side-by-side tests using shielded and unshielded 
radioactive materials. In the first test, PNNL concluded that the relative 
performance of spectroscopic and currently-fielded portal monitors is 
highly dependent on variables such as the radioactive sources being 
targeted and the analytic methods being used. The results of these tests 
were mixed. In some situations, spectroscopic portal monitors 
outperformed the current technology; in other cases, they performed 
equally well. In the second test, PNNL concluded that the spectroscopic 
monitor’s ability to detect the shielded threat soiu'ces was equal to, but no 
better than, those of the currently-fielded portal monitors. However, 
because spectroscopic portal monitors have the ability to identify isotopes, 
they produced fewer nuisance alarms than the current portal monitors. 
PNNL noted that because the studies were limited in scope, more testing is 
needed. 

In October 2006, DNDO completed the first round of comprehensive testing 
of spectroscopic portal monitors at its testbed at the Nevada Test Site. 
DNDO tested 10 spectrt^opic portal monitors against 3 currently-fielded 
monitors in 7,000 test runs involving the portal monitors’ ability to detect a 
variety of radiological materials under many difierent cargo configurations. 
According to senior DNDO officials who supervised these tests, 
preliminary analysis of test data indicates that the spectroscopic portal 
monitors’ performance demonstrated somewhat mixed results. 
Spectroscopic portal monitors outperfonned currently-fielded equipment 
in detecting numerous small, medium-sized, and threat-like radioactive 
objects, and were able to identify and dismiss most naturally occurring 
radioactive materiaL However, as the amount of source material declined 
in size, the detection capabilities of both types of portal monitors 
converged. Because the data produced by the test runs is voluminous and 
complex, NIST and another contractor are still in the process of analyzing 
the test data and plan to produce a report summarizing the results of the 
testing in 2006. DNDO received responses to the Advanced Spectroscopic 
Portal Request for Proposal in February 2006, and intends to use the data 
from the Nevada Test Site to help evaluate these responses. In fiscal year 
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2006, DNDO also intends to award contracts to two or three manufacturers 
for further engineering development and production. 

The second new technology is “high-Z detection," which is designed to 
better detect high atomic number (high-Z) materials— such as Special 
Nuclear Material (SNM)— and shielding materials— such as lead— that 
could be used to shield gamma radiation from portal monitors. The Cargo 
Advanced Automated Radiography System (CAARS) program within 
DNDO is intended to develop the technologies necessary for automated 
detection of high-Z material. DNDO envisions using the advanced portal 
monitor technology for the detection of lightly shielded nuclear threats and 
radiological dispersal devices, and using CAARS technology for the 
detection of high-Z materials. 

The third new technology is “active interrogation,” which is designed to 
better detect nuclear material, especially shielded sources, and DNDO 
expects it to play a role further in the future than advanced portal monitors 
and CAARS. DIB and DOE are supporting research at DOE national 
laboratories, such as Los Alamos and Lawrence Livermore, to develop 
these systems. Active interrogation systems probe or “interrogate” 
containers with neutron or gamma rays to induce additional radiation 
emissions from radioactive material within the container. According to 
DNDO, these systems are too large and costly to consider for current use. 
In addition, because these systems emit radiation, care will have to be 
taken to ensure personnel safety before any deployments are made. 

In addition to these relatively neaj>term research and development efforts, 
DNDO intends to solicit proposals from private, public, academic, and 
federally funded research centers to pursue radiation detection prefects 
with a more long-term orientation. The solicitation identifies five areas of 
research: 

• mobile detection systems that can be used to detect potential 
radiological threats that are in transit, at fixed locations, and at special 
events; 

• detection systems that can be integrated into ships, trucks, planes, or 
into containers; 

• active detection technologies, including portal monitom and handheld 
devices th^ can detect and verify the presence of shielded nuclear 
materials: 
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• innovative detector materials that provide improved detection and 
isotope identification capabilities over existing materials, in addition to 
technolo^es that lead to reductions in the costs to manufacture 
detector materials, increasing the size and choice of the shapes of 
detector materials without a loss in performance; and 

• alternate means to detect and identify nuclear material other than 
through radiatimi detection such as mass, density, or temperature. 


DHS Sponsors Test 
Facilities in Nevada, New 
York, and New Jersey to 
Support Efforts to Improve 
Detection Capabilities 


DHS is testing commercialfy available portal monitors, advanced portal 
monitors, and handheld devices at its new Radiological and Nuclear 
Countermeasures Test and Evaluation Complex at the Nevada T^t Site 
(NT^). DNDO, with assistance from DOE's National Nuclear Security 
Administration, began construction of the complex in 2005.^^ While 
construction work is under way, an Interim Test TVack was built nearby. 
The complex is to support the DNDO’s development, testing, acquisition, 
and support of the deployment of radiation detection technologies. When 
completed, the complex will be comprised of several operating areas 
where testing and evaluation of detection systems will be conducted, such 
as a testing facility to evaluate active interrogation technologies; and a 
large, instrumented outdoor testing area to test mobile detection systems. 
The complex will also have a vehicle choke point where detection systems 
for land border crossings, toll plazas, and entrances to tunnels and bridges 
can be evaluated. According to DNDO officials, an important advantage of 
using NTS is that it provides the necessary facilities to test detection 
system capabilities with special nuclear materials in threat-representative 
configurations. The complex will be open to other organizations within 
DHS, including CBP, S&T, the Transportation Security Administration, and 
the U.S. Coast Guard. It will also be open to DOE national laboratories, 
universities, and private companies conducting radiation detection 
development and production for DHS. The facility is expected to become 
fully operational in January 2007. 


In addition to the Nevada complex, DHS manages CMTB to test radiation 
detection equipment in an operational environment. The CMTB originated 


•^‘The National Nuclear Security Administration is aseparately organized agency within DOE 
that was created by the National Defense Authorization Act for fiscal year 2000 with 
responsibility for the nation’s nuclear weapons, nonproliferation, and naval reactors 
programs. Pub. L. No. 100^ (1999). 
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as a DOE funded demonstration project in fiscal year 2003, but transferred 
to DHS in August 2003. 'Die scientific, engineering, and technical staff of 
the CMTB are drawn predominmitly from the national laboratories. The 
test bed encompasses various operational settings, such as major seaports, 
airports, roadways, and railways. The CMTB deploys commerchilly 
available and advanced radiation detection equipment at these venues to 
test and evaluate their performance in real-world situations, to develop 
better standard operating procedures, and to assess the impact the 
equipment has on the flow of commerce. At present, CMTB is testing portal 
monitors at toll cros^gs of two tuimels and one bridge, two seaport 
terminals, and two air cargo facilities. In addition, CMTB is developing 
several advanced secondary inspection mobile technologies. (See fig. 6.) 
The advanced spectroscopic portal monitors that DNDO is developing will 
likely be evaluated at the CMTB, once testing is completed at the Nevada 
Test Site. 


Page 38 


GAO-06-389 Combating Noclear Smuggling 




343 


Figure S: The “SMARTCART,” a Mobile Portal Monitor Using Advanced Detection 
Technology, Being Tested at the CMTB in New York 



Source; QAO 


The Newly Created 
Domestic Nuclear 
Detection Office Is 
Structured to Improve 
Coordination of 
Executive Branch 
Radiation Detection 
Programs 


DHS works with DOE, DOD, and other federal, state, and local agencies, as 
well as the private sector to carry out radiation detection programs. The 
newly established DNDO was set up to serve as DKS’s main instrument for 
coordinating these efforts. Since its creation in April 2005, DNDO has 
entered into working relationships with other agencies and is taking the 
lead in developing what it calls a “global architecture," an integrated 
approach to detecting and stopping nuclear smuggling. However, because 
DNDO was created so recently, these efforts are in their early st^es of 
development and implementation. 
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DNDO Attempts to Improve 
Cooperation Among Other 
DHS Offices, DOE, DOD, 
and Other Agencies in 
Deploying and Operating 
Equipment 

Historically, cooperation among agencies engaged in domestic radiation 
detection has been limited. In April 2005, however, the president signed a 
joint presidential directive that directed the establishment of DNDO to, 
among other thin^, improve such cooperation by creating a single 
accountable organization with the responsibility for establishing strong 
linkages across the federal government and with other entities. As 
currently envisioned under the directive, DNDO’s mission covers a broad 
spectrum of radiological and nuclear protective measures, but focuses 
mainly on nuclear detection. The directive includes several provisions 
directing DNDO to coordinate its activities with other entities. For 
example, DNDO is to work with DOE, DOD, the Departments of State and 
Justice, state and local agencies, and the private sector to develop 
programs to thwart illicit movements of nuclear materials. In addition, 
provisions of the directive require consultation between DNDO, law 
enforcement and nonproliferation centers, as well as other related federal 
and state agencies. Table 2 provides a summary of the cooperation brought 
about by the presidential directive. 

Tabie 2: Cooperation with DNDO Brought about by Presidential Directive 

Agency 

Responsibilities 

Department of Homeland Security 

S&T 

All radiciogical/nuelear detection programs and staff subsumed by DNDO. 

U.S. Coast Guard (USCG) 

USCG and DNDO coordinate on detection and reporting resources, and protocols to 
ensure that USCG equipment is state-of-the-art and that detection events are property 
reported. 

Office of State & Local 

Government Coordination and Preparedness 
(SLQCP) 

DNDO works to ensure good communication, coordination, and takes other actions with 
state and local governments. ^GCP personnel help staff DNDO. 

Interagency Components 

Department of Energy 

Provide staffing to, and coordinates with, DNDO in equipping National Incident Response 
Teams. DOE also provides DNDO with information from overseas programs. Makes the 

NTS and special nuclear materials available k>r DNDO testing. 

Department of Defense 

Provide staffing to DNDO. Facilitate coordination between DOD detecticm programs and 
domestic programs. Coordinate on technical “reachback capabilities" Integrate any 
domestic detection systems in <x>mmunities near military bases with DNDO assets. 

Department of Justice 

Provide starting to DNDO. FBI will coordinate on establishing and executing “reachback 
capsAitities." FBI remains the lead law enforcement agency in terrorist events. 

Department of State 

Provide links and overall coordination between DNDO and non-U.S. organizations 
responsible for radiaticm detection. 
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(Continued From Previous Page) 

Agency 

Responsibilities 

Central Intelligence Agency 

Primary responsibility for gathering, analyzing, and disseminating intelligence information 
relevant to DNDO (^rations. The agency will accept collection requirements through 
channels from DNDO. 

Nuclear Regulatory Commission 

Coordinate detection requirements with DNDO. DNDO shares detection event data with 
NRC, and NRC shares information with DNDO on legal shipments of radiological 
materials. 


SOUrM: DNDO. 


According to senior DNDO officials, although the close cooperation called 
for in DNDO’s mandate has been difficult to achieve, there are two factora 
that may help DNDO succeed in this effort. First, the presidential directive 
is explicit in directing other federal agencies to support DNDO’s efforts. 
The directive transfers primary responsibility for radiation and nuclear 
detection activities in the United States to DNDO, and requires DNDO to 
include personnel from other agencies in its organization. For example, 
under the directive, DOE will provide DNDO with information received 
from overseas programs, including the Megaports Initiative and others, as 
well as information from DOE's international partners involved with 
radiological and nuclear detection systems. Second, all of the radiological 
and nuclear detection programs and staff of S&T became part of DNDO. 

DOE’s Second Line of Defense program supports DNDO efforts by working 
with the agency to exchange information, data, and lessons learned from 
overseas deployments. According to senior officials at DNDO, the data 
from overeeas deployments are needed to help DNDO efforts to develop 
profiles of potential risl« to the United States. In addition, the performance 
of these systems, as evidenced by these data, can help improve domestic 
portal monitors’ ability to detect radiation. In addition, DOE provides 
equipment training opportunities for DHS personnel. In April 2006, DOE 
and DHS formalized certain aspects of this cooperation in a memorandvim 
of understanding. Specifically, the areas of cooperation include, among 
other things; discussing procedures for the rapid analysis of cargo and for 
operational/emergency r^ponses, training CBP officers, exchanging 
technical and lessons learned information, and providing updates on their 
respective programs’ implementation. 

DHS has also entered into formal agreements with state and loc^ 
governments to coordinate their radiation detection efforts. For example, 
in April 2006, just prior to DNDO’s creation, DHS and the Port Authority of 
New York and New Jersey finalized a memorandum of understanding to 
provide services, personnel, and equipment to run the CMTB program. 
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Specifically, the program is designed to evaluate and assess the role of 
threat detection technologies, develop and exercise various concepts of 
operation and response tools, integrate lessons learned from field 
experience and provide detection and monitoring capabilities for testing 
and evaluation purposes. The agreement spells out each partner’s 
responsibilitie including coordination with other agencies. According to a 
senior DNDO official, DNDO now has responsibility for this and other 
similar agreements under its authority to develop and evaluate new 
radiation detection equipment. 

Finally, DNDO officials also believe that the way the agency has been 
staffed and organized will aid its cooperation efforts. For example, staff 
from DHS, DOD, DOE, the Departments of State and Justice, and other 
agencies, have been detailed to DNDO. All of DNDO’s m^or organizational 
units are staffed with personnel from multiple agencies. For example, the 
strategic planning staff within the Office of the Director has employees 
from DOE, DOD, CBP, Federal Bureau of Investigation (FBI), and DHS’s 
Office of State and Local Government Coordination and Preparedness. 
Significantly, DNDO’s Office of Operations Support, which is designed to 
provide real-time situ^onal data as well as technical support to field units, 
is headed by an FBI executive with senior staff from CBP, DOE, and DHS’s 
TVansportation Security Administration providing direct management 
support. According to a senior DNDO official, having this broad range of 
agencies represented in DNDO decision making helps ensure that agencies’ 
views are heard and fully considered, thereby helping to achieve the 
greatest possible consensus ev^ for difficult decisions. Further, agency 
personnel detailed to DNDO have the authority to “bind” their respective 
agencies, i.e., whatever decisions or agreements are reached under the 
auspices of DNDO will bind their agency to comply to the extent permitted 
by law. Finally, according to senior officials in DOE and CBP, the current 
organizational arrangement appears to be working. Officials noted that 
early in DNDO’s history, communication was difficult, but has recently 
improved. For example, CBP and DOE officials told us they had hoped to 
have greater input into DNDO’s early efforts to develop integrated radiation 
detection systems. However, these officials noted that by October 2005, 
DNDO seemed to have heard and acted upon their recommendations. 
However, although these officials were optimistic about future 
collaborations with DNDO, they also noted that DNDO has not yet 
completed a large enou^ body of work to conclude firmly that its 
coordination efforts will always be similarly successful. 
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DNDO Is Cooperating with 
Other Agencies to Develop a 
Global Nuclear Detection 
System 


Among the main purposes in creating the DNDO, according to its Director, 
is to develop a global nuclear detection system that he characterized as a 
“global architecture." DNDO’s intention in developing such an approach is 
to coordinate other agencies’ efforts, such as the Second Line of Defense 
and Container Security Initiative, with the domestic deployment program 
to create an integrated, woridwide system. The resulting “global 
architecture" would be a multi-layered defense strategy that includes 
programs that attempt to secure nuclear materials and detect their 
movements overseas; to develop intelligence information on nuclear 
materials’ trans-shipments and possible movement to the United States; 
and to integrate these elements with domestic efforts undertaken by 
governments — federal, state, local, and tribal — and the private sector. 
Much of DNDO’s work in terms of acquiring and supporting the deployment 
of radiation detection equipment, as well as in supporting research, 
development, and testing of new detection equipment supports the office’s 
mission to develop the U.S. domestic portion this global architecture. 


In addition, DHS, in coryunction with selected state and local 
organizations, as well as other federal agencies and the private sector, 
began two pilot projects in fiscal year 2003 to demonstrate a layered 
defense system designed to protect the United States against radiological 
and nuclear thre^. DBS’s Radiological Pilot Programs Office coordinated 
the projects’ initial efforts, and DNDO assumed responsibility in October 
2005. Field work began in fiscal year 2004 and will be completed in fiscal 
year 2007. The project leaders expect the final report and lessons learned 
to be issued in fiscal year 2007. Both pilot projects featured a broad 
selection of federal, state, and local agencies, including state law 
enforcement, counter-terrorism, emergency management, transportation, 
and port authorities. 


Conclusions made progress deploying radiation detection equipment at U.S. 

ports-of-entrjr, notably, the department achieved these gains without 
greatly impeding the flow of commerce (i.e , the movement of cargo 
containers out of ports-of-entry). However, we believe that DHS will find it 
difficult under current plans and assumptions to meet its current portal 
monitor deployment schedule at U.S. borders because it would have to 
increase its current rate of deployment by 230 percent to meet its 
September 2009 deadline. Our analysis of CBP’s and PNNL’s earned value 
data suggests that millions of dollars worth of work is being deferred each 
month and that the work that is completed is costing millions more than 
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planned. Currently, we estimate that CBP is facing a hkeiy cost overrun of 
about $340 million, and that the last portal monitor may not be installed 
until late 2014. Unless CBP and PNNL make immediate improvements in 
the schedule performance, then additional slippage in the deployment 
schedule is likely. 

A key overriding cause for these delays is the late disbursal of funds to DHS 
contractors. This late dispersal disrupts and delays some ongoing 
installation projects. In this regard, DHS approval processes for 
documentation requested by the House Appix)priations Committee are 
lengthy and cumbersome. In one case, for example, fimds for fiscal year 
2005 were not made available to the DHS contractor until September 2005, 
the last month of die fiscal year. This process is taking too long and needs 
to be shortened- 

Fuither, the unsure efficacy and uncertain cost associated with the 
advanced portal monitor technolog? means that DHS cannot determine, 
with confidence, how much the program will eventually cost. In particular, 
even if the advanced portal monitor technology can be shown superior to 
current technology — which currently does not seem certain — DHS does 
not yet know whether the new technology will be worth its considerable 
additional cost Only after testing of the advanced portal monitors has been 
completed and DHS has rigorously compared currently-fielded and 
advanced portal monitors, taking into account their differences in cost, will 
DHS be able to answer this question. 


CBP has experienced difficulty deploying portal monitors at seaports, at 
least in part because it has been unable to reach agreements with many 
seaport operators, who are concerned that radiation detection efforts may 
delay the flow of commerce through their ports. As a result, the agency has 
fallen 2 years behind its seaport deployment schedule — and seaports 
continue to be vulnerable to nuclear smuggling. Significantly, there is no 
clear solution and no reason to be optimistic that progress can be made 
soon. CBP’s policy of negotiating deployment agreements with seaport 
terminal operators has not yet yielded agreements at many se^orts mid 
this has caused significant delays in the deployment of portal monitors at 
some seaports. CBP has chosen not to attempt to force terminal operators 
to cooperate. A subset of this issue concerns screening rail traffic leaving 
seaports, which is a particularly difficult problem. The operational 
concerns of performing secondary rail inspections in seaports are 
daunting. Some port operators as well as a national study strongly suggest 
that rail transport will increase over the next 10 years. However, unless an 
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effective and efficient means to screen rail traffic is developed and 
deployed, seaports will likely continue to either avoid installing detection 
equipment altogether, or simply turn it off when its operation might prove 
to be inconvenient VWthout more progress on this front, we risk rail cargo 
becoming a burgeoning gap in our defenses against nuclear terrorism. 

CBP appears to have made progress in using radiation detection equipment 
correctly and adhering to inspection procedures. At several ports-of-entry 
we visited, CBP officers physicaHy opened and inspected cargo containers 
to confirm the nature of the radiological source under certain 
circumstances. Tliey did this when they were unable to confirm the type of 
radiological material through current approved procedures. Since the 
currently deployed handheld equipment is limited in its ability to accurately 
identify sources of radiation, opening the container allows CBP officers to 
get closer to the source of the alarm and thereby improve their chances of 
accurately identifying the source. It also enables officers to verify that the 
container’s contents are consistent with the isotope identifier’s initial 
reading and the container’s manifest. Furthermore, since DHS and DOE 
officials have expressed concerns that illicit radiological material could be 
shielded, this practice enables officers to conduct a more thorough 
examination of the contiuners’ contents — thereby increasing the likelihood 
that CBP officers will find any illicit radioactive material. Importantly, this 
process, according to border security officials, did not impede the progress 
of commerce through any port-of-entry. 

On the other hand, because CBP officers do not have access to NRC 
licensing data, it is difficult for them to verify that shippers have obtained 
necessary NRC licenses and to verify the authenticity of any NRC licenses 
that may accompany shipments of radioactive materials. As a result, unless 
nuclear smugglers in possession of faked license documents raised 
suspicions in some other way, CBP officers could follow agency guidelines 
yet unwittingly aUow them to enter the country with their iUeg^ nuclear 
cargo. As we see it, this is a significant gap in CBP’s national procedures . 
that should be closed. 


Recommendations for 
Executive Action 


Since DHS provides the Congress with information concerning the 
acquisition and deployment of portal monitors, and since DHS’s procedures 
to obtain internal agreement on this information are lengthy and 
cumbersome — often resulting in delays — we recommend that the Secretary 
of Homeland Security, working with the Director of DNDO and the 
Commissioner of CBP, review these approval procedures and take actions 
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necessary to ensure that DHS submits information to the Congress early in 
the fiscal year. 

In order to complete the radiation portal monitor deployment program, as 
planned, we recommend that the Secretary of Homeland Security, working 
with the Director of DNIK), and in concert with CBP and PNNL, devise a 
plan to close the gap between ttie current deployment rate and the rate 
needed to complete deployments by September 2009. 

To ensure diat DHS^s substantial investment in radiation detection 
technology yields the greatest possible level of detection capability at the 
lowest possible cost, we recommend that once the costs and capabilities of 
advanced technology portal monitors are well understood, and before any 
of the new equipment is purchased, the Secretary of Homeland Security 
work with the Director of DNDO to analyze the benefits and costs of 
deploying advanced portal monitors. This analysis should focus on 
determining whether any additional detection capability provided by the 
advanced equipment is worth its additional cost. After completing this cost- 
benefit analysis, the Secretary of Homeland Security, working with the 
Director of DNDO, should revise its total program cost estimates to reflect 
current decisions. 

To help speed sej^rt deployments and to help ensure that future rail 
deployments proceed on time, we recommend that the Secretary of 
Homeland Security, in cooperation with the Cominissioner of CBP, develop 
procedures for effectively screening rail containers and develop new 
technolo^es to facilitate inspections. 

To increase the chance that CBP officers find illicit radiological material, 
we recommend that the Secretary of Homeland Security, working with the 
Commissioner of CBP, consider modifying the agency’s standard operating 
procedures for secondary inspections to include physically opening carg;o 
containers during secondary inspections at all ports-of-entry when the 
external infection does not conclusively identify the radiological material 
inside. 

To further increase the chances that CBP officers identify illicit radiological 
material, we recommend that the Secretary of Homeland Security, working 
with the Ch^rman of NRC, develop a way for CBP border officers to 
determine whether radiological shipments have the necessary NRC 
licenses and to verify the authenticity of NRC licenses that accompany 
such shipments. 
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To ensure that CBP is receiving reliable cost and schedule data, we 
recommend that the Secretary of Homeland Security direct PNNL to have 
its earned value management system validated so that it complies with 
guidance developed by the American National Standards Institute/ 
Electronic Industries Alliance. In addition, we recommend the Secretary of 
Homeland Security direct CBP and PNNL to conduct an hitegrated 
Baseline Review to ensure its earned value management data is reliable for 
assessing risk and developing alternatives. 


We provided a draft of this report to DHS for comment. In re^jonse, we 
received written comments from DHS officials. DHS noted that the report 
is factually correct Further, the Department agreed with our 
recommendations and committed to implementing them. DHS officials also 
commented that our review did not completely capture the enormity or 
complejdty of the Radiation Portal Monitor program. We agree that this 
program is a massive undertaking, and our original draft reflected this 
perspective in several places. In commenting on our recommendation to 
develop a better means for CBP border officers to verify NRC license 
information, DHS stated that “NRC licenses are required to accompany 
certain legitim^ shipments of radiological materials...” However, 
according to senior NRC officials, no requirement that the license 
accompany the shipment exists. Finally, DHS provided some clarifying 
comments that we incorporated into tMs report, as appropriate. 

As agreed with your offices, unless you publicly announce the contents of 
this report earlier, we plan no further distribution until 30 days the 
report date. At that time, we will send copies to the congressional 
committees with jurisdiction over DHS and its activities; the Secretary of 
Homeland Security; the Director of 0MB; and interested congressional 
committees. We will also make copies of the report available to others 
upon request. This report will also be available at no charge on GAO’s home 
page at http://www.gao.gov. 

If you or your staff have any questions about this report, please contact me 
at (202) 512-3841. Contact points for our Offices of Congressional Relations 


Agency Comments and 
Our Evaluation 


Page 47 


GAO-OS-SSa Combating Nuclear Smuggling 




and Public Affaire may be found on the last page of this report. GAO staff 
who made mgjor contributions to this report are listed in appendix IV. 



Gene Aloise 

Director, Natural Resources and Environment 
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Appendix I 

Scope and Methodology 


To assess the Department of Homeland Security’s (DHS) progress in 
deploying radiation detection equipment, including radiation portal 
monitors, radiation isotope identification devices, and pagere at U.S. ports- 
of-entry and any problems associated with that deployment, we reviewed 
documents and interviewed officials firom the U.S. Customs and Border 
Protection (CBP), Domestic Nuclear Detection Office (DNDO), and Pacific 
Northwest National Laboratory (PNNL). We focused primarily on the 
issues surrounding radiation portal monitors because they are a mgjor tool 
in the federal government’s efforts to thwart nuclear smuggling, and 
because the budget and other resources devoted to these machines far 
exceecte the handheld equipment also used at U.S. ports-of-entry. Further, 
we focused on the use of radiation detection equipment in primary and 
secondary inspections, but we did not examine their use as a part of CBP’s 
targeted inspections. To assess CBP’s current progress in deploying portal 
monitors, we compared PNNL’s December 2004 prcgect execution plan for 
deploying radiation portal monitors — ^including the project’s schedule and 
estimated cost We analyzed budget, cost, and deployment data on portal 
monitors to determine differences between PNNL’s plan and its current 
progress. We also assessed PNNL’s cost and schedule performance using 
earned value analysis techniques based on data captured in PNNL’s 
contract performance reports. We also developed a forecast of ftiture cost 
growth. We based the lower end of our forecast range on the sum of costs 
spent to date and the forecast cost of work remaining. The remaining work 
was forecast using an average of the current cost performance index 
efficiency factor. For the upper end of our cost range, we relied on the 
actual costs ^ent to date ^ded to the forecast of remaining work with an 
average monthly cost and schedule performance index. 

We also visited a nonprobability sample of CBP ports-of-entiy, including 
two international mail and express courier facilities, five seaports, and 
three land border crossings.’ We selected these ports-of-entry by using 
criteria such as the types of ports-of-entry where CBP plans to deploy 
equipment; ports-of-entry with wide geographic coverage; and ports-of- 
entry where portal monitors have been — or are planned to be — installed. 
During each visit, we spoke with CBP inspectors and local port authority 
officials on the progre^ made, and any problems experienced in deploying 
the equipment at their locations. 


'Results from nonprobability s^ples cannot be used to make inferences about a 
population, because in a ncmprobability sample, some elements of the population being 
studied have no chance or an unknown chance of being selected as part of the sample. 
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Appendix I 

Scope and Methodology 


To assess CBP officers’ iwe of radiation detection equipment, and how 
inspection procedures are implemented at U.S. ports-of-entry, and any 
problems associated with the use of the equipment, we reviewed CBP-s 
standard operating procedures for radiation detection; documents on its 
training curriculum; and training materials on how to use the equipment. 
We participated in a 3-day hands-on training course for CBP officers at 
PNNL on how to use radiation detection equipment We also interviewed 
officials from CBP field and headquarters to discuss problems associated 
with the use of the equipment. During our site visits, we toured the 
facilities, observed the equipment in use, and interviewed CBP officers 
about radiation detection policies and procedures and the deployment of 
equipment at their locations. We discussed with CBP officers how they 
determine the validity of Nuclear Regulatory Commission (NRC) licenses 
when legitimate shipments of radioactive material enter the nation. 

To assess DHS’s progress in improving and testing radi^on detection 
equipment capabilities, we reviewed documents and interviewed officials 
from CBP, DNDO, Science and Technology Directorate (S&T), DOE, PNNL, 
and the National Institute for Standards and Technology (NIST). We 
reviewed S&Ts April 2006 Program Execution Plan; DHS documentation 
on the development of advanced radiation detection technologies; and test 
results and assessments of the performance of both commercially available 
radiation detection equipment and advanced technologies. We visited four 
national laboratories — Lawrence Livermore, Los Alamos, Pacific 
Northwest, and Sandia — that involved in the research, devdopment, 

and testing of radiation detection technologies. In addition, we visited the 
Counter Measures Test Bed (CMTB) in New York and New Jersey, the 
Nevada Test Site, and the Department of Defense’s (DOD) test site at a U.S. 
Air Force base to observe the testing of radiation detection equipment and 
discuss progress in improving and testing radiation detection equipment 
with onsite experts. 

To assess the level of cooperation between DHS and other federal agencies 
in conducting radiation detection programs, we interviewed officials from 
CBP; S&T^ the TVansportation Security Administration; DOD’s Defense 
Threat Reduction Agency; DOE’s National Nuclear Security Administration; 
and Lawrence Livermore, Los Alamos, Pacific Northwest, and Sandia 
National Laboratories. We discussed the current extent of coordination and 
whether more coordination could result in improvements to DHS’s 
deployment, development, and testing of radiation detection equipment 
and technologies. We reviewed agency agreements to cooperate, including 
a memorandum of understanding between DHS and DOE to exchange 
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Appendix 1 

Scope and Methodology 


information on radiation detection technologies and deployments, and a 
memorandum of understanding between DHS and the Port Authority of 
New York and New Jersey to integrate lessons learned into domestic 
radiation detection efforts. In addition, we reviewed an organizational 
chart from DNDO as well as our past reports on coordination between 
federal agencies on deployment and testing. 

We received training dMa from CBP, cost and budget data from CBP, and 
deployment data from CBP and PNNL. We obtained responses from key 
database officials to a number of questions focused on data reliability 
covering issues such as data entry access, internal control procedures, and 
the accuracy and completeness of the data. We determined these data were 
sufficiently reliable for the purposes of this report. 

We conducted our review from March 2005 to February 2006 in accordance 
with generally accepted government auditing standards. 
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Accountability ‘ IntegrUy * Reliabimy 

Unit;u(l States Government Accountability Office 
Washington, DC 20548 


March 28, 2006 


The Honorable Norm Coleman 
Chairman 

Permanent Subcommittee on Investigations 

Committee on Homeland Security and Governmental Affairs 

United States Senate 


Dear Mr. Chairman: 


Subject: Border Security: Investigators Successfully Transported Radioactive 
Sources Across Our Nation’s Borders at Selected Locations 

This report responds to your request that we investigate potential security 
weaknesses related to the installation of radiation detection equipment at U.S. ports 
of entry. Based on discussions with your staff, we focused our efforts on testing 
whether the radiation portal monitors installed at the U.S. ports of entry would detect 
radioactive material transported in vehicles attempting to enter the United States. We 
also agreed to provide our observations regarding the procedures that Department of 
Homeland Security U.S. Customs and Border Protection (CBP) inspectors followed 
when the radiation portal monitors detected such material. 

We have reported on the seciuity of our nation’s northern border in terms of 
detection of illegal transport of radioactive material into the United States in our 
previous work. 


Scope and Methodology 

We selected two land ports of entry that had radiation portal monitors installed: one 
at the U.S.-Canadian border and one at the U.S.-Mexican border. Radiation portal 
monitors are large pieces of stationary equipment that CBP uses as part of its overall 
strategy to thwart radiological terrorism by detecting the presence of radioactive 
materials by screening people, vehicles, and cargo as they pass through ports of 
entry. In order to safely plan and execute our undercover operation, several of our 
investigators attended training at the National Institute of Standards and Technology 
(NIST) in Gaithersburg, Maryland. Om: investigators received training on the safe 
handling, storage, and transport of radioactive materials. 
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When considering the t 5 rpe of radioactive sources to use in our undercover operation, 
we decided to use one of the most common radioisotopes used in industry for its 
strong radioactivity. After consulting with an outside expert, we used an amount of 
radioactive sources that we determined was sufficient to manufacture a dirty bomb.‘ 


As part of our investigation, we purchased a small quantity of the radioactive sources 
from a commercial source by posing as an employee of a fictitious company. This 
was to demonstrate that anyone can purchase small quantities of radioactive sources 
for stockpiling because suppliers are not required to exercise any due diligence in 
determining whether the buyer has a legitimate use for the radioactive sources and 
suppliers are not required to ask the buyer to produce a Nuclear Regulatory 
Commission (NRC) document when making purchases in small quantities. We then 
deployed two teams of investigators to the field to make simultaneous border 
crossings at the northern and southern borders in an attempt to transport radioactive 
sources into the United States. 


While making our simultaneous crossings, we focused our investigation on whether 
the radiation portal monitors would detect the radioactive sources we carried and 
whether CBP inspectors exercised due diligence to determine the authenticity of 
paperwork presented by individuals attempting to transport radioactive sources 
across our borders. Although we offer observations on the procedures that CBP 
inspectors followed for our two border crossings, we did not evaluate the adequacy 
of the design or effectiveness of those procedures. Our investigation also tested 
whether an NRC document could be counterfeited using data easily accessible and 
available to the public. We conducted our investigation from July 2005 through 
Deceiribet 2005 in accordance with quality standards for investigations as set forth by 
the President’s Council on Integrity and Efficiency. 


Summary of Investigation 

For the purposes of this undercover investigation, we purchased a small amount of 
radioactive sources and one container used to store and transport the material ft-om a 
commercial source over the telephone. One of our investigators, posing as an 
employee of a fictitious company located in Washington, D.C., stated that the purpose 
of his purchase was to use the radioactive sources to calibrate personal radiation 
detection pagers. The purchase was not challenged because suppliers are not 
required to determine whether buyers have legitimate uses for the radioactive 
sources, nor are supphers required to ask the buyer to produce an NRC document 
when making purchases in small quantities. 


‘ According to the Centers for Disease Control and Prevention, a dirty bomb is a mix of explosives, 
such as dynamite, with radioactive powder or pellets. When the dynamite or other explosives are set 
off, the blast carries radioactive material into the surrounding area. 
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The radiation portal monitors properly signaled the presence of radioactive material 
when our two teams of investigators conducted simultaneous border crossings. Our 
investigators’ vehicles were inspected in accordance with most of the CBP policy at 
both the northern and southern borders. However, our investigators were able to 
enter the United States with enough radioactive sources to make two dirty bombs 
using counterfeit documents. Specifically, they were able to successfully represent 
themselves as employees of a fictitious company and present a counterfeit bill of 
lading and a counterfeit NEC document during the secondary inspections at both 
locations. The CBP inspectors never questioned the authenticity of the investigators’ 
counterfeit bill of lading or the counterfeit NEC document authorizing them to 
receive, acquire, possess, and transfer radioactive sources. 


Background 

A dirty bomb, or a radiological dispersal device, combines a conventional explosive 
with radioactive material. In most cases, the conventional explosive would have 
more immediate lethality than the radioactive material. A dirty bomb would most 
likely result in small radiation exposures and would typically not contain enough 
radiation to kiU people or cause severe illnesses. However, by scattering the 
radioactive material, the dirty bomb has the effect of contaminating an area. The 
extent of local contamination depends on several factors, including the size of the 
explosive, the amount and type of radioactive material used, and weather conditions. 
While there could be an increase in the cancer risk among those exposed to radiation 
from a dirty bomb, the more significant effect of a dirty bomb could be the closing of 
contaminated areas. The direct costs of cleanup and the indirect losses in trade and 
business in the contaminated areas could be large. Hence, dirty bombs are generally 
considered to be weapons of mass disruption instead of weapons of mass 
destruction. 

Many radioactive materials are used in a variety of industrial, scientific, and medical 
applications. For instance, radioactive materials are used in smoke detectors and for 
cancer treatments. However, few of the materials are considered suitable for use in a 
dirty bomb. A Department of Energy and Nuclear Eegulatory Commission 
Interagency Working Group identified radioactive materials of highest concern based 
on the potential dose impacts of the materials and the availability of such materials in 
sufficient quantities.^ 

To address the threat of dirty bombs and other nuclear material, the federal 
government has programs in place that regulate the transportation of radioactive 
material and to prevent illegal transport of radioactive material across our nation’s 
borders. CBP uses radiation detection equipment at ports of entry to prevent the 
illicit tran-sport of radioactive material into the United States. The goal of CBP’s 
inspection program is to “. . .thwart the operations of terrorist organizations by 


“ Departmeitt of Energy/Nuclear Regulatory Ctommission Interagency Working Group on Radiological 
Dispersion Devices. Radiological Dispersal Devices: An Initial Study to Identify Radioactive 
Materials of Greatest Concern and Approaches to Their Tracking, Tagging, and Disposition, Report 
to the Nuclear Regulatory Commission and the Secretary of Energy (May 2003). 
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detecting, disrupting, and preventing the cross-border travel of terrorists, terrorist 
funding, and terrorist implements, including Weapons of Mass Destruction and their 
precursors.” Deploying radiation detection equipment is part of GBP’s strategy for 
thwarting radiological terrorism and CBP is using a range of such equipment to meet 
its goal of screening all cargo, vehicles, and individuals coming into the United States. 

Most travelers enter the United States through the nation’s 164 land border ports of 
entry. CBP inspectors at ports of entry are responsible for the primary inspection of 
travelers to determine their admissibility into the United States and to enforce laws 
related to preventing the entry of contraband, such as drugs and weapons of mass 
destruction. 


Radiation Detection Devices 

To help detect the presence of radiation and identify the type of radiation present, 
CBP generally relies on three types of radiation detection devices - radiation portal 
monitors. Personal Radiation Detectors (PRDs), and Radiation Isotope Identifier 
Devices (RIIDs). Radiation portal monitors have the ability to detect the presence of 
gamma radiation, which is emitted by all radioactive materials of greatest concern,^ 
and neutrons, which are emitted by only a limited number of materials, including 
plutonium. CBP uses PRDs that detect the presence of gamma radiation but not 
neutrons. CBP requires its inspectors to wear PRDs while on duty and ensure that 
the PRDs are activated. PRDs alert inspectors to the presence of harmful levels of 
radiation when they are conducting cargo and vehicle searches. PRDs can detect 
radioactive materials that could be used in a radiological dispersal device, also 
known as a dirty bomb. Another type of radiation detection equipment that CBP uses 
are RIIDs, which are handheld devices designed to determine the identity of the 
radioactive material, whether it is a radiological source used in medicine or industry, 
a naturally occurring source of radiation, or weapons-usable nuclear material. 


Radiation Detection Alerts 

For the purposes of this report, we focused only on the procedures for gamma 
radiation, the type of radiation used in our tests. To identify the type of radiation 
present, inspectors use a handheld RIID. If the radiation portal monitor and the RIID 
do not detect the presence of neutrons, inspectors follow gamma radiation 
procedures, which require that they first use their PRDs to determine the safe 
distance at which to conduct an inspection. 

If, after reviewing documentation or obttdnmg advice from Laboratories and 
Scientific Services personnel, the CBP inspectors are satisfied that the radioactive 
source is properly documented or is consistent with innocent radiation sources, the 
vehicle and passengers can be released. If CBP inspectors are not satisfied that the 


’ Radioactive materials of greatest concern are those materials that could be used in a nuclear weapon 
such as plutonium and highly enriched uranium. 
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source is documented or innocent, they must obtain guidance from the Laboratory 
and Scientific Services. 


Documentation Was Produced to Support Undercover Investigation 

As part of our undercover investigation, we produced counterfeit documents before 
sending our two teams of investigators out to the field. We found two NRC 
documents and a few examples of the documents by searching the Internet’ We 
subsequently used commercial, off-the-shelf computer software to produce two 
counterfeit NRC documents authorizing the individual to receive, acquire, possess, 
and transfer radioactive sources. 

To support our investigators’ puiported reason for having radioactive sources in their 
possession when making their simultaneous border crossings, a GAO graphic artist 
designed a logo for oiu: fictitious company and produced a bill of lading using 
computer software. 


With Ease, Investigators Purchased, Received, and Transported Radioactive 
Sources across Both Borders 


Our two teams of investigators each transported an amoimt of radioactive sources 
sufficient to manufacture a dirty bomb when making their recent, simultaneous 
border crossings. In our earlier work, we had piuchased radioactive sources, two 
containers to store and transport the material, and we had obtained a genuine NRC 
document. 

For the purposes of our ciurent undercover investigation, we purchased a small 
amount of radioactive sources and one container for storing and transporting the 
material from a commercial source over the telephone. One of our investigators, 
posing as an employee of a fictitious company, stated that the purpose of his 
purchase was to use the radioactive sources to calibrate personal radiation detectors. 
According to the NRC, suppliers are not required to determine whether the buyer has 
a legitimate use for the radioactive soruces, nor are suppliers required to ask the 
buyer to produce an NRC document when making piuchases in small quantities. The 
amount of radioactive sources our investigator sought to purchase did not require an 
NRC document. The company mailed the radioactive sources to an address in 
Washington, D.C. We could have purchased all of the radioactive sources used in our 
two undercover border crossings by making multiple purchases from different 
suppliers, using similarly convincing cover stories, using false identities, and had all 
of the radioactive sources conveniently shipped to our nation’s capital. 


‘ None of these documents were available on NEC’s Web site. 
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We have pointed out the weaknesses in federal and state controls over the security” 
of sealed sources in our prior work,® noting that it is possible that these materials can 
be obtained for malicious intent. Sealed radioactive sources, radioactive material 
encapsulated in stainless steel or other metal, are used worldwide in medicine, 
industry, and research. We recommended in August 2003 that NEC modify its 
process of issuing specific licenses to ensure that sealed sources cannot be 
purchased before NEC’s verification - through inspection or other means - that the 
materials will be used as intended. NRG has not implemented our licensing 
recommendation to date, more than 2 years later. However, NEC has recently 
established an interagency task force to evaluate the licensing, use, and security of 
radioactive materials. Further delays in implementing om licensing reconunendation, 
given today’s security environment, continues to leave NEC’s licensing process 
vulnerable to compromise and inadequate in terms of precluding the smuggling of 
radioactive materifil across our nation’s borders. 


Two Teams of Investigators Conducted Simultaneous Crossings at the U.S.- 
Canadian Border and U.S.-Mexican Border 

Northern Border Crossing 

On December 14, 2005, our investigators placed two containers of radioactive sources 
into the trunk of their rental vehicle. Our investigators - acting in an undercover 
capacity - drove to an official port of entry between Canada and the United States. 
They also had in their possession a coimterfeit bill of lading in the name of a fictitious 
company and a counterfeit NEC document. 


At the primary checkpomt, our mvestigators were signaled to drive through the 
radiation portal monitors and to meet the CBP inspector at the booth for their 
primary inspection. As our investigators drove past the radiation portal monitors and 
approached the primary checkpomt booth, they observed the CBP mspector look 
down and reach to his right side of his booth. Our mvestigators assumed that the 
radiation portal monitors had activated and signaled the presence of radioactive 
sources. The CBP inspector asked our mvestigators for identification and asked 
them where they lived. One of our mvestigators on the two-man undercover team 
handed the CBP inspector both of their passports and told him that he lived in 
Maryland while the second investigator told the CBP inspector that he lived in 
Virginia. 

The CBP inspector also asked our investigators to identify what they were 
transporting m their vehicle. One of our investigators told the CBP mspector that 
they were transporting specialized equipment back to the United States. A second 
CBP inspector, who had come over to assist the first inspector, asked what else our 


‘ As used in this report, “security” refers to measures to prevent unauthorized access to, loss, and/or 
theft of sealed sources, or radioactive materials used for medical and industrial purposes. See GAO, 
Nudear Security: Federal and State Action Needed to Improve Security of Sealed Radioactive 
Sources, GAOt)3-804 (Washington, D.C.; August 6, 2003). 

' GAO-03-804. 
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investigators were transporting. One of our investigators told the CBP inspectors 
that they were transporting radioactive sources for the specialized equipment. The 
CBP inspector in the primary checkpoint booth appeared to be writing down the 
information. Our investigators were then directed to park in a secondary inspection 
zone, while the CBP inspector conducted further inspections of the vehicle. 

During the secondary inspection, our investigators told the CBP inspector that they 
had an NRC document and a bill of lading for the radioactive sources. The CBP 
inspector asked if he could make copies of our investigators’ counterfeit bill of lading 
on letterhead stationery as well as their counterfeit NRC document. Although the 
CBP inspector took the documents to the copier, our investigators did not observe 
him retrieving any copies from the copier. 

Our investigators watched the CBP inspector use a RIID, which he said is used to 
identify the source of radioactive material, to examine the investigators’ vehicle. He 
used the RIID to identify the source of radiation emanating from the investigators’ 
vehicle. He told our investigators that he had to perform additional inspections. 

After determining that the investigators were not transporting additional sources of 
radiation, the CBP inspector made copies of our investigators’ drivers’ licenses, 
returned their drivers’ licenses to them, and our investigators were then allowed to 
enter the United States. At no time did the CBP inspector question the validity of the 
counterfeit bill of lading or the counterfeit NRC document. 


So u t fa .em..B Q r d er... C rQssmg 

On Deceinber 14, 2006, our investigators placed two containers of radioactive sources 
into the trunk of their vehicle. Our investigators drove to an official port of entry at 
the southern border. They also had in their possession a counterfeit bill of lading in 
the name of a fictitious company and a counterfeit NRC document. 

At the primary checkpoint, our two-person undercover team was signaled to drive 
through the radiation portal monitors through the use of a traffic light signal and 
stopped at the primary checkpoint for their primary inspection. As our investigators 
drove past the portal monitors and approached the primary checkpoint, they 
observed that the CBP inspector remained in the primary checkpoint for several 
moments prior to approaching our investigators’ vehicle. Our investigators assumed 
that the radiation portal monitors had activated and signaled the presence of 
radioactive sources. 

The CBP inspector asked our investigators for identification rmd asked them if they 
were American citizens. Our investigators told the CBP inspector that they were both 
American citizens and handed him their state issued driver’s licenses. The CBP 
inspector also asked our investigators about the purpose of their trip to Mexico and 
asked whether they were bringing anything into the United States from Mexico. Our 
investigators told the CBP inspector that they were returning from a business trip in 
Mexico and were not bringing anything into the United States from Mexico. 

While our investigators remained inside their vehicle, the CBP inspector used what 
appeared to be a RIID to scan the outside of the vehicle. One of our investigators told 
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Mm that they were transporting specialized equipment. The CBP inspector asked one 
of our investigators to open the trunk of the rental vehicle and to show him the 
specialized equipment. Our investigator told the CBP inspector that they were 
transporting radioactive sources in addition to the specialized equipment. The 
primary CBP inspector then directed our investigators to park in a secondary 
inspection zone for further inspection. 

During the secondary inspection, the CBP inspector said he needed to verify the type 
of material our investigators were transporting, and another CBP inspector 
approached with what appeared to be a RIID to scan the cardboard boxes where the 
radioactive sources was placed. The instrumentation confirmed the presence of 
radioactive sources. 

When asked again about the purpose of their visit to Mexico, one of our investigators 
told the CBP inspector that they had used the radioactive sources in a demonstration 
designed to secure additional business for their company. The CBP inspector asked 
for paperwork authorizing them to transport the equipment to Mexico. One of our 
investigators provided the counterfeit bill of lading on letterhead stationery, as weO 
as their counterfeit NRC document. The CBP inspector took the paperwork provided 
by our investigators and walked into the CBP station. He returned several minutes 
later and returned the paperwork. At no time did the CBP inspector question the 
validity of the counterfeit bill of lading or the coimterfeit NRC document. 


Corrective Action Briefings 

We conducted corrective action briefings with CBP officials and NRC officials shortly 
after completing our undercover operations. On December 21, 2006, we briefed CBP 
officials about the results of mu border crossing tests. CBP officials agreed to work 
with the NRC and CBP’s Laboratories and Scientific Services to come up with a way 
to verify the authenticity of NRC materials documents. 

We conducted two corrective action briefings with NRC officials on January 12 and 
January 24, 2006, about the results of ovu border crossing tests. NRC officials 
disagreed with the amount of radioactive material we determined was needed to 
produce a dirty bomb, noting that NRC’s “concern threshold" is significantly Mgher. 
We continue to believe that our purchase of radioactive sources and our ability to 
cmmterfeit an NRC document are matters that NRC should address. Further, we 
believe that the amount of radioactive sources that we were able to transport into the 
United States during our operation would be sufficient to produce two dirty bombs, 
wMch could be used as weapons of mass disruption. Finally, NRC officials told us 
that they are aware of the potential problems of counterfeiting documents and that 
they are working to resolve these issues. 

As agreed with your office, imless you announce the contents of tMs report earlier, 
we will not distribute it until 30 days after its issuance date. At that time, we vriU 
send it to the appropriate congressional committees. We wiU also provide copies to 
the Department of Homeland Security and the Nuclear Regulatory Commission If 
you or your staff have any questions regarding this report, please contact me at (202) 
512-7465 fkutzg@gao.govl . Contact points for our Offices of Congressional Relations 
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and Public Affairs may be found on the last page of this report. GAO staff who made 
major contributions to this report are listed in enclosure I. 


Sincerely yours, 



Gregory D. Kutz 
Managing Director 
Forensic Audits 
and Special Investigations 



Keith A. Rhodes 
Chief Technologist 
Center for Technology 
and Engineering 



Gene Aloise 
Director 

Natural Resources 
And Environment 


Enclosure - 1 


Enclosure I 


Page 9 


GAO-06-645R Border Security Tests 



369 


GAO Contact and Staff Acknowledgments 


GAO Contact Gregory D. Kutz (202) 512-7455 


Acknowledgments In addition to the individual named above, Andrew 

O’Connell, Richard Egan, John Cooney, Paul Desaulniers, 
Christine Hodakievic, George OgUvie, Rich Hung, Jim 
Shafer, Stockton Butler, Kord Basnight, and Renee 
McElveen made key contributions to this report. 


(192203) 


Page 10 


GAO-06-646R Border Security Tests 



370 



EXHIBIT #6 






371 



KSiMS 

‘S3 ■' 
Cs _• *, 
LL* ■ 


S-Sj'iiisS: 

’•niOia^O^ 


-■WSjiTW 

'Bnui 


EXHIBIT #7 



t/i 

4^ 

CO 


a> 

£ 

e 

09 

TS 

09 


*S 

a 

e 

CO 


cu 

JZ 

a 

CO 

a 

CO 

CM 

lA 

e/3 

jg: 

X 

UJ 

JZ 

9 

O 

e/i 

£ 

A 

o 


ec 

CO 

>- 









372 



IskHo; 




|. :• . . . 




EXHIBIT #8 




373 


CONGRESSIONAL BUDGET OFFICE 
U.S. Congress 
Washington, DC 20515 


March 29, 2006 


Honorable Norm Coleman 
Chairman 

Permanent Subcommittee on Investigations 
Committee on Homeland Security and 
Governmental Affairs 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

In response to your request about the economic effect of disruptions to the flow of container 
shipments at major U.S. ports, the Congressional Budget Office is issuing the attached analysis, 
The Economic Costs of Disruptions in Container Shipments. 

The details of CBO’s response are contained in the attachment. If you have any questions or 
need further information, please feel free to call me, at (202) 226-2700, or Joseph Kile, the staff 
contact for this work, at (202) 226-2940. 


Sincerely, 



Donald B. Marron 
Acting Director 


Attachment 

cc: Honorable Carl Levin 

Ranking Minority Member 

Honorable Susan M. Collins 
Chair 

Committee on Homeland Security and Governmental Affairs 

Honorable Joseph I. Lieberman 
Ranking Member 


www.cbo.gov 
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Container Shipments 

March 29, 2006 


The Congress of the United States ■ Congressional Budget Office 



Notes 


This report was written by Bruce Arnold, Craig Cammarata, Dick Farmer, 

Kim Kowalewski, Fatimot Ladipo, Mark Lasky, and David Moore of the Congres- 
sional Budget Office (CBO), under the supervision of Robert Dennis and Joseph 
Kile. Technical advice and helpful comments on an earlier draft were provided by 
Peter Hall of the University of Waterloo, William D. Nordhaus of Yale University, 
and Nouriel Roubini of New York University. (The assistance of external reviewers 
implies no responsibility for the final product, which rests solely with CBO.) In keep- 
ing with CBO’s mandate to provide objective, impartial analysis, this report makes no 
recommendations. 

Unless otherwise indicated, all estimates of the economic costs of a port closure are in 
2006 dollars. 

Numbers in the text, tables, and figures may not add up to totals because of rounding. 
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Introduction and Summary 

The security threat posed by the nearly 24 million shipping containers that arrive each 
year at U.S. ports is a major concern for policymakers.^ That concern is partly moti- 
vated by the loss of life and damage to property that could occur from a terrorist 
attack using incoming containers. Another source of concern is the potential loss to 
the economy if one or more major U.S. ports were shut down for any length of time. 

Roughly one-quarter of the United States’ imports and one-sixth of its exports— or 
about $423 billion and $139 billion worth of goods, respectively, in 2004 — arrive or 
depart on container ships. Containerized imports include both finished goods and 
intermediate inputs, some of which ate critical to maintaining U.S. manufacturers’ 
“just-in-time” supply chains. Such supply chains have been widely adopted, but they 
can leave manufacturers vulnerable to disruption if a necessary part does not teach an 
assembly plant in time. The lack of key parts could reduce output, employment, and 
income for individual companies by amounts larger than the value of the delayed 
part — and in areas and businesses far removed from the port where a disruption 
occurred. Although concerns about disruptions in the flow of container traffic focus 
on terrorist attacks, similar economic losses could result from extreme weather or 
labor disputes that affected port operations or from disruptions elsewhere in the sup- 
ply chain. 

At the request of the Permanent Subcommittee on Investigations of the Senate Com- 
mittee on Homeland Security and Governmental Affairs, the Congressional Budget 
Office (CBO) analyzed the national economic costs of disruptions in container traffic, 
regardless of their cause. This report summarizes the structure and economics of the 
U.S. port industry and container traffic, estimates the economic cost of various dis- 
ruptions in that traffic, and discusses how such disruptions might affect the economy. 

As requested by the Subcommittee, the analysis focuses on two specific disruption 
scenarios; 

■ An unexpected one-week halt to all container traffic through the ports of Los 
Angeles and Long Beach, California, the country’s two largest ports for such ship- 
ments; and 

■ An unexpected three-year halt to all container traffic through those two ports as 
well as an initial precautionary one-week stoppage of container shipments at all 
U.S. ports. 

1. That estimate of annual incoming container traffic is measured in 20-foot equivalent units, or 
TEUs (the amount of cargo that fits in a 20' x S' x 8' container), and comes from U.S. Maritime 
Administration, Containership Market Indicators (August 2005), available at www.marad.dot.gov/ 
MARAD_statistics/2005%20STATISTlCS/Container%20Market%20Indicators.pdf. 
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CBO’s analysis of chose scenarios provides rough estimates of the costs to the U.S. 
economy of disruptions in container traffic. Although in 2004 approximately $500 
million worth of containerized imports flowed into the ports of Los Angeles and Long 
Beach each day, the loss in production (gross domestic product, or GDP) from a one- 
week shutdown of those ports would probably be less — between $65 million and 
$150 million per day. 

Daily costs would be at least that large in the case of a three-year closure of those ports 
and an initial one-week stoppage of container movement at all U.S. ports. Simula- 
tions commissioned by CBO suggest that the three-year shutdown would reduce real 
(inflation-adjusted) GDP by between 0.35 percent and 0.55 percent, or $45 billion to 
$70 billion, per year.^ That reduction translates into daily costs ranging from $125 
million to $200 million. 

Spending by consumers and businesses would fall substantially more than that during 
the shutdown. The reason is that consumers and businesses would spend less on both 
imported goods and domestically produced goods, but the decline in real GDP 
reflects only reductions in domestic production. Inflation, as measured by consumer 
prices, would be higher in the first year (by about 2 percentage points) than it would 
have been otherwise, little changed in the second year, and lower thereafter, eventually 
bringing the level of consumer prices back to where it would have been without the 
disruption. Employment would be an average of about 1 million jobs lower during 
the three years of the shutdown, according to the simulations. 

The estimates for a short closure of the Los Angeles and Long Beach ports would also 
apply to a shutdown of one or more foreign ports if comparable flows of trade were 
affected. Of particular interest is the trade flowing through the word’s largest ports, 
which are predominantly in Asia. However, Asian exporters seeking to move goods to 
the United States would most likely have more alternatives for rerouting shipments 
than would U.S. importers seeking to receive goods through West Coast ports. Thus, 
a disruption in port activity of a similar scale in Asia would have a smaller effect on 
the U.S. economy. 

The estimates presented in this report are for the U.S. economy as a whole. They do 
not focus on distributional effects. When shipments are diverted from one port to 
another- — as would occur if the Los Angeles and Long Beach ports closed for a long 
petiod^income and jobs would shift with them. From the perspective of the national 
economy, gains elsewhere would offset some of the losses in the directly affected area. 
But that economic activity would not produce income for the workers employed by, 
or returns on the capital invested in, the ports of Los Angeles and Long Beach. Simi- 
larly, firms — particularly those with the lean supply chains characteristic of just-in- 
time production — would be forced to reduce their output in some scenarios. How- 


2. As discussed below, the simulations were conducted by Infbmm (a nonprofit research organization 
affiliated with the University of Maryland) using its LIFT economic model, with assumptions sup- 
plied by CBO. For more details about the estimating methods, see Appendix A. 
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ever, other firms that had different supply chains or that produced competing goods 
or entirely different products might increase their output. The cost to the national 
economy of a disruption would reflect the losses of some firms and the gains of others. 

These estimates are not based on an analysis of specific bottlenecks that could arise 
because of a manufacturers reliance on just-in-time inventories. CBO lacks informa- 
tion about which companies and industries control their inventories in that way and 
about whether they do so for goods that would be shipped in containers through Los 
Angeles and Long Beach. However, there are reasons to suspect that bottlenecks due 
to just-in-time inventories would not have a large impact on these estimates. The 
manufecturets that use such inventory-control methods are likely to be the ones with 
the most sophisticated logistics systems, and thus they may be in the best position to 
find alternate supply routes on short notice. In addition, most of the containerized 
imports that arrive at the Los Angeles and Long Beach ports appear to be finished 
goods, not intermediate inputs. Thus, the main loss from a shutdown would be a loss 
of final sales, which CBO s analytic methods measure adequately. 


U.S. Ports and Merchandise Trade 

Ports are a gateway for imports and exports of both finished and intermediate goods. 
In 2004, nearly $1.5 trillion worth of goods were imported to the United States, and 
$0.8 trillion of U.S. goods were exported to other countries. Almost half of the 
imported goods arrived by sea (see Figure 1). The United States is home to about 360 
commercial ports, but just 20 handle more than 80 percent (by total value) of goods 
imports and exports. Moreover, the largest three ports — Los Angeles, New York, and 
Long Beach — handled about 40 percent of the U.S. imports that arrived by water in 
2004 (see Table 1), 

Container Shipping 

A growing share of waterborne imports travel by container ship. Such ships come in 
several sizes; the largest that now call at U.S. ports carry more than 8,000 containers.^ 
Containers allow for standardized handling and shipping practices and integration 
with rail and truck distribution networks. Those factors give container shipping a cost 
advantage for many goods. Container traffic has been growing steadily in the past de- 
cade, reflecting growth in international trade and changes in the economics of trans- 
port by sea relative to other modes. 

Container ships tend to carry items that are relatively high in value per unit. In 2004, 
containerized imports arriving at U.S. ports were valued at a total of $423 billion, or 
almost one-quarter of the value of all U.S. imports. Containerized exports from U.S. 
ports that year had a total value of about $139 billion. 


3. Yvonne Smith, “Executive Overview; Pacific Maritime,” World Trade (February 25, 2006), avail- 
able at www.worl(ltrademag.com/CDA/Articles/Feature_Article/2006cl39clfd99010Vgn 
VCM100000e32a8cO. 
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Figure 1. 

U.S. Containerized Imports in Perspective, 2004 



Source: Congressional Budget Office based on data from the Bureau of the Census, Foreign Trade 
Division: the U.S. Maritime Administration; and Bureau of the Census, U.S. Internationa! 
Trade in Goods and Services: January 2006 (Uarch 9, 2006), Exhibits 1 and 5. 


Note: All data are customs values. 

a. Total imports and services are reported on a balance-of-payments basis. 

b. Goods imports are reported on a Census basis. For comparison, goods imports in 200‘1 were 

$1,473 billion on a balance-of-payments basis. 


4 








382 


Table 1. 

Top 20 U.S. Ports for All Waterborne Imports and 
Exports, by Value, 2004 


(Billions of dollars) 


Port 

Value 

Port 

Value 

Waterborne Imports 


Waterborne Exports 


Los Angeles, California 

130.7 

Houston, Texas 

29.1 

New York, New York 

90.2 

New York, New York 

23.1 

Long Beach, California 

74.8 

Los Angeles, California 

17.8 

Houston, Texas 

36.8 

Long Beach, California 

17.3 

Charleston, South Carolina 

30.8 

Charleston, South Carolina 

15.3 

Baltimore, Maryland 

24.4 

Norfolk, Virginia 

12.0 

Tacoma, Washington 

22.5 

Savannah, Georgia 

9.7 

Seattle, Washington 

22.4 

New Orleans, Louisiana 

9.6 

Norfolk, Virginia 

21.2 

Oakland, California 

8.7 

Oakland, California 

18.3 

Miami, Florida 

7.7 

Philadelphia. Pennsylvania 

16.6 

Port of South Louisiana 

7.6 

Savannah, Georgia 

16.3 

Baltimore, Maryland 

6.9 

Morgan City. Louisiana 

14.1 

Seattle, Washington 

6.8 

New Orleans, Louisiana 

12.6 

Tacoma, Washington 

5.3 

Beaumont, Texas 

12.0 

Port Everglades, Florida 

4.8 

Miami, Florida 

10.7 

Jacksonville, Florida 

4.5 

Corpus Christi, Texas 

9.9 

Portland, Oregon 

3.1 

Jacksonville, Florida 

9.2 

Anchorage, Alaska 

2.4 

Portland, Oregon 

9.1 

Corpus Christi, Texas 

2.0 

Wilmington, Delaware 

7.7 

Tampa, Florida 

1.7 

Total, Top 20 Ports 

590.3 

Total, Top 20 Ports 

195.5 

All U.S. Ports 

718.7 

All U.S. Ports 

229.9 


Source: Congressional Budget Office based on information from the U.S. Maritime Administration. 


Not all U.S. ports are equipped to accommodate container shipping. Different ports 
have very different unloading capabilities and handle different types of vessels. Ports 
on the Gulf Coast handle a large share of tankers and dry bulk cargo, whereas those 
on the East and West Coasts handle a large percentage of container traffic and vehicle 
shipping. Because of those differences, the economic consequences of closures at par- 
ticular ports can vary gready. 

West Coast Ports 

The West Coast is home to three of the top five U.S. ports for receiving containerized 
goods (ranked by value) and to the second- and third-largest ports for exporting them 
(see Table 2). The United States exports far fewer containers than it imports. 
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Table 2. 

Top 20 U.S. Ports for Containerized Imports and 
Exports, by Value, 2004 


(Billions of dollars) 


Port 

Value 

Port 

Value 

Containerized Imports 

Containerized Exports 

Los Angeles, California 

118.7 

New York, New York 

19.5 

Long Beach, California 

63.5 

Los Angeles, California 

16.0 

New York, New York 

61.4 

Long Beach, California 

15.7 

Charleston, South Carolina 

24.2 

Houston, Texas 

12.1 

Seattle, Washington 

21.0 

Charleston, South Carolina 

10.9 

Norfolk, Virginia 

20.1 

Norfolk, Virginia 

10.4 

Tacoma, Washington 

19.6 

Oakland, California 

8.0 

Oakland, California 

17.7 

Savannah, Georgia 

7.8 

Savannah, Georgia 

12.8 

Miami, Florida 

5.9 

Houston, Texas 

11.3 

Seattle, Washington 

5.6 

Miami, Florida 

10.0 

Tacoma, Washington 

3.8 

Baltimore, Maryland 

9.5 

Port Everglades, Florida 

3.6 

Port Everglades, Florida 

4.9 

New Orleans, Louisiana 

3.2 

New Orleans, Louisiana 

3.2 

Baltimore, Maryland 

2.8 

Philadelphia, Pennsylvania 

3.1 

Jacksonville, Florida 

1.6 

San Juan, Puerto Rico 

2.5 

Portland, Oregon 

1.3 

Gulfport, Mississippi 

2.2 

Gulfport, Mississippi 

1.1 

Boston, Massachusetts 

2.0 

Philadelphia, Pennsylvania 

1.1 

Portland, Oregon 

1.8 

San Juan, Puerto Rico 

1,1 

Chester, Pennsylvania 

1.7 

Chester, Pennsylvania 

0.8 

Total, Top 20 Ports 

411.3 

Total, Top 20 Ports 

132.3 

All U.S. Ports 

423.4 

All U.S. Ports 

139.3 


Source: Congressional Budget Office based on information from the U.S. Maritime Administration. 


The ports of Los Angeles and Long Beach, both situated on California’s San Pedro 
Bay, are the nations busiest ports for containerized imports. In 2004, they handled 43 
percent of such Imports (by value), or more than $180 billion worth (see Table 3). 
Those imports accounted for just over 12 percent of the value of all goods imjjotted 
into the United States. The value of containerized exports from Los Angeles and Long 
Beach was considerably smaller, just over $30 billion, and accounted for a smaller 
share of total U.S. containerized exports, about 23 percent (see Table 4). The relative 
importance of container traffic at Los Angeles and Long Beach is even greater on the 
West Coast, where those two ports accounted for two-thirds of the value of total con- 
tainer shipments in 2004 (see Figure 2). According to the Department of Ttansporta- 
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Table 3. 

Top 20 Containerized Imports, by Value, 2004 


Los Angeles and Long 

Beach Ports All U.S. Ports 


HS# 

Category of Import 

Value 
(Billions 
of dollars) 

Percentage 
of Total 
Containerized 
Imports of That 
Commodity 

Value 
(Billions 
of dollars) 

Percentage 
of Total 
Containerized 
Imports 
Nationwide 

84 

Machinery, Boilers, Reactors, Parts 

38.0 

50.7 

74.8 

17.7 

85 

Electric Machinery, Sound and Television 
Equipment, Parts 

31.7 

64.1 

49.4 

11.7 

87 

Vehicles and Parts, Except Railway or 
Tramway 

12.1 

39.3 

30.8 

7.3 

61 

Apparel Articles and Accessories, 

Knit or Crochet 

9.0 

39.1 

23.1 

5.5 

62 

Apparel Articles and Accessories, 

Not Knit or Crochet 

9.9 

44.0 

22.5 

5.3 

94 

Furniture. Bedding, Lamps. Etc. 

9.3 

48.4 

19.3 

4.6 

95 

Toys, Games, and Sports Equipment and 
Parts 

9.4 

55.8 

16.9 

4.0 

64 

Footwear 

7.8 

56.0 

13.9 

3.3 

39 

Plastics and Articles Thereof 

5.2 

41.1 

12.7 

3.0 

73 

Articles of Iron or Steel 

4.4 

44.6 

9.8 

2.3 

22 

Beverages, Spirits, and Vinegar 

0.9 

10.0 

8.7 

2.1 

40 

Rubber and Articles Thereof 

3.5 

43.8 

7.9 

1.9 

90 

Optic, Photographic, and Medical 
Instruments 

3.6 

47.0 

7.7 

1.8 

29 

Organic Chemicals 

1.3 

19.1 

6.6 

1.6 

63 

Textile Articles, Needlecraft, Worn Textile 
Articles 

2.6 

40.6 

6.4 

1.5 

44 

Wood and Wood Articles 

1.6 

26.2 

6.2 

1.5 

42 

Leather Articles, Saddlery, Handbags 

3.8 

63.7 

5.9 

1.4 

03 

Fish, Crustaceans 

2.1 

39.6 

5.3 

1.3 

30 

Pharmaceutical Products 

0.1 

2.8 

4.7 

1.1 

48 

Paper and Paperboard 

1.4 

32.5 

4.5 

1.1 


Total, Top 20 Containerized Imports 

157.7 

46.8 

337.1 

79.6 

Aii Containerized imports 

182.3 

43.0 

423.4 

100.0 


Source; Congressional Budget Office based on information from the U.S. Maritime Administration. 
Note: HS = Harmonized Commodity Description and Coding System. 
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Table 4. 

Top 20 Containerized Exports, by Value, 2004 


Los Angeles and 

Long Beach Ports All U.S. Ports 


HS# 

Category of Export 

Value 
(Billions 
of dollars) 

Percentage 
of Total 
Containerized 
Exports of That 
Commodity 

Value 
(Billions 
of dollars) 

Percentage 
of Total 
Containerized 
Exports 
Nationwide 

84 

Machinery, Boilers, Reactors, Parts 

4.9 

22.3 

21.8 

15.7 

39 

Plastics and Articles Thereof 

3.5 

27.6 

12.5 

9.0 

87 

Vehicles and Parts, Except Railway or 
Tramway 

1.9 

22.6 

8.3 

6.0 

85 

Electric Machinery, Sound and Television 
Equipment, Parts 

2.3 

30.1 

7.6 

5.5 

29 

Organic Chemicals 

1.9 

24.4 

7.6 

5.5 

52 

Cotton. Including Yarn and Fabric 

1.9 

41.1 

4.7 

3.3 

38 

Miscellaneous Chemical Products 

1.0 

23.1 

4.4 

3.2 

48 

Paper and Paperboard 

0.4 

10.1 

3.8 

2.7 

90 

Optic, Photographic, and Medical 
Instruments 

0.9 

24.8 

3.7 

2.7 

28 

Inorganic Chemicals 

0.5 

16.6 

3.2 

2.3 

08 

Edible Fruit and Nuts 

0.7 

27.2 

2.7 

1.9 

40 

Rubber and Articles Thereof 

0.6 

22.3 

2.5 

1.8 

24 

Tobacco and Tobacco Substitutes 

0.4 

14.4 

2.5 

1.8 

47 

Wood Pulp, Recovered Paper Waste and 
Scrap 

0.4 

15.6 

2.3 

1.7 

33 

Essential Oils, Perfumes, Cosmetics 

0.6 

24.8 

2.3 

1.6 

02 

Meat 

0.2 

9.9 

2.1 

1.5 

44 

Wood and Wood Articles 

0.2 

7.5 

2.1 

1.5 

32 

Tanning Extracts, Dyes, Paint, Ink, Etc. 

0.4 

21.7 

2.0 

1.4 

41 

Raw Hides, Skins, and Leather 

0.7 

40.1 

1.8 

1.3 

72 

Iron and Steel 

0.5 

26.4 

1.8 

1.3 


Total, Top 20 Containerized Exports 

23.7 

23.8 

99.6 

71.5 

All Cohtamerized Exports 

31.7 

22.7 

139.3 

100.0 


Source: Congressional Budget Office based on information from the U.S. Maritime Administration. 
Note; HS = Harmonized Commodity Description and Coding System. 
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Figure 2. 

Value of Containerized Imports at the Six Largest 
West Coast Ports, 2004 

(Billions of dollars) 

140 

120 
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Source: Congressional Budget Office based on information from the U.S. Maritime Administration. 
a, Less than $2 billion. 

tion, container trade at those ports nearly doubled between 1994 and 2004, about the 
same as growth in containerized cargo overall.'^ 

Imports into Los Angeles and Long Beach are predominandy finished goods rather 
than intermediate ones. The simulations discussed below suggest that almost two- 
thirds of the containerized goods received at those ports are likely to be finished 
goods. 

Capacity Constraints 

The constraints on container traffic are complex, depending on the capacity at several 
points in the supply chain. In general, containerized cargo in the Lfnited States moves 
from place to place through a network — called intermodal shipping — that links ves- 
sels, port terminals, and trucks and trains. To receive container ships, a port must have 
a deep enough channel to accommodate large vessels and enough berths where those 
ships can tie up. In addition, to manage the containers, a port must have: 

■ Special equipment for loading and unloading containers to and from ships. 


4. Department of Transportation, Frei^t Facts and Figures 2005 (November 2005), Figure 2-8 

(available atwww.ops.fhwa.dot.gov/freight/freight_analysis/nat_freight_stats/docs/05factsfigures/ 
fig2_8.htm). 



Los Angeles Long Beach Seattle Tacoma Oakland Portland 
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Figure 3. 

Monthly Containerized Imports at Los Angeles and 
Long Beach Ports, 2005 

(In 20-foot equivalent units) 



Source: Congressional Budget Office based on information from the Port of Los Angeles and the 
Port of Long Beach. 

Note: Marine containers come in various sizes. To allow for consistency in comparisons, those sizes 
are commonly presented in terms of a standard 20-foot container. For example, one 40-foot 
container would be counted as two 20-foot equivalent units. 

■ On-dock storage space and equipment for moving containers to local terminals (or 
to storage and distribution centers farther inland), and 

■ Intermodal connections for loading containers on trucks or rail cars. 

Assuming that container ships can enter a port and that enough skilled labor exists to 
fully use cranes for loading and unloading, a key botdeneck on traffic often becomes 
dock space. As the stacks of containers on the dock grow, the process of sorting among 
them and of locating and moving individual containers to specific terminals or inter- 
modal connections can quickly bog down. Moreover, when containers make it to the 
point of leaving the port, sufficient truck and rail capacity must be available to carry 
them away. Constraints on rail capacity, for example, contributed to a slowdown in 
the distribution of imports in late 2004.^ 

On the West Coast, options for diverting traffic from one port to another are limited 
by the existence of few natural harbors (mainly San Pedro Bay, San Francisco Bay, and 


5. Congressional Budget Office, Freight Rail Transportation-. A Review of the 2004 Experience (May 
2005), pp. 5-7. 
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Puget Sound). In addition, shippers’ ability to divert container traffic is likely to vary 
depending on the time of year. Seasonal peaks in traffic into Los Angeles and Long 
Beach, for example, occur in the late summer and fall; traffic is lighter in the winter 
and early spring (see Figure 3). 

Two Disruption Scenarios and Estimates of Their 
Cost to the Economy 

At the direction of the Subcommittee, CBO considered two alternative scenarios 
involving disruptions at U.S. ports: 

■ A brief unexpected disruption of container traffic at the ports of Los Angeles and 
Long Beach. CBO assumed that the initial blockage would last one week but that 
the backlog of shipments would require at least one month to clear through other 
West Coast ports, air deliveries, and a reopened Los Angeles and Long Beach. 

■ A lengthy unexpected disruption of container traffic at Los Angeles and Long 
Beach coupled with a brief precautionary halt to container traffic at all U.S. ports. 
CBO assumed that the lengthy disruption would entail the total closure of Los 
Angeles and Long Beach for three years, after which those ports would fully reopen 
for business. During the closure, a share of those ports’ former traffic would be 
diverted to other ports. The brief disruption for all other U.S. ports was assumed 
to last only one week, but the backlog of shipments, combined with the diversion 
of some traffic from Southern California, would require at least three months to 
clear. 

The economic cost of a port closure would depend on its duration and on how ship- 
pers, producers, and consumers adapted to the shutdown. For a brief disruption, the 
cost would depend greatly on how the backlog of ships waiting to enter ports was 
resolved. In 2002, when a labor dispute closed major West Coast ports for 1 1 days, 
almost all ships were able to land within the next month, so the net impact on annual 
trade was minimal. 

A disruption lasting more than a few days would have higher daily costs, because the 
measures taken by shippers and producers would become less effective the longer that 
traffic was disrupted. Inventories would be depleted, and cost-effective options to 
shift cargo to air would be exhausted. As months went by, however, shippers, produc- 
ers, and consumers would adapt in ways that would reduce the daily economic cost of 
a disruption. The capacity of alternative ports would be expanded. Supply chains 
would be reconfigured, though perhaps at a higher cost than before the disruption. 
Producers might turn to domestic sources of supply, and consumers might choose to 
purchase a different mix of goods. Those types of adjustments — and the resilience of 
the economy that they imply — have been evident in the past in response to both nat- 
ural disasters and the terrorist attacks of September 11, 2001 (see Box 1). 
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Box 1. 

The Economic Costs of PreVious U.S. Disasters 


The economic damage that resulted from previous disasters offers some 
insight into die harm that could occur from a disruption of port traffic. In 
the case of the September 1 1 terrorist attacks and recent hurricanes, wide- 
spread losses of life, property, and jobs and disruptions of transportation net- 
works caused significant economic damage to specific areas as well as to indi- 
viduals and businesses. Those disasters also harmed the U.S. economy, but 
the total economic impact was less than had initially been feared. 

Analysis of past disasters suggests that they have nor had a large sustained 
effect on the national economy. For example, an examination of some disas- 
ters in the 1 990s (the Northridge earthquake and Hurricanes Andrew and 
Floyd) concluded that gross state product recovered fully within a single 
quarter.* - 

September 1 1 TerrorLst Attacks j 

According to a report by the Federal Reserve Bank ofNew York, the terrorist 
attacks of September 1 1 , 200 1 .cost New York City an estimated $33 billion 
to $36 billion. That total comprises $7.8 billion in lost earnings of deceased 
workers, $3.6 billion to $6.4 billion in reduced wage and salary income of r 
other workers, and $21.6 billion in costs for property damage and cleanup of 
the site.^ 

Those losses caused productivity to decline for several months locally and 
consumer confidence to drop nationwide. Air travel and consumer spending 
also fell. According to Blue Chip Economic Indicators^ the outlook for the 
growth of real (inflation-adjusted) gross domestic product (GDP) in 2002 
dropped sharply: from 2.7 percent just before the auacks to 1.0 percent the 
following Januaiy^ Real GDP actually grew by 1 .6 percent in 2002, exceed- 
ing that expectation. 


1. Edward ,E. Learner add ChristopHer Thornberg, The Economic Impkct of the Terrorist 

Attackonihe World TrMe Center B^rV/.BeA/i«or (Los Angeles; UCLA Anderson Forecast, 
September 13, 2001), p. 2. : ; 

2. Jason Bram. Jaines Grr, and Carpi Rapaport, “Measuring tlic Effects of the September 

11 Attack bn New York City,* EfffnemnrPoiny AevreK', Federal Reserve Bank of New 
York, vol. 8, no. 2 (November 2002). . .r : : , - 

3. Aspen Publishers, Inc., Blue Chip Economic Indicatorst vol. 27, no. 1 (Januaiy 10, 2002) 
p. 3, and Blue Chip Economic IndicatorSyyoX. 26, no, 9 (September 10, 2001), p, 2, 
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Box 1. 

■Continued 


llumc^uies Katrina and Rita 

Hurricanes Katrina and Rita had an immediate effect on the economic activ- 
ity of the Gulf Goasr region as well as on the nation. Besides costing lives and 
damaging property, the hurricanes. reduced energy pfoduction,; which imme- 
diately drove up energy prices nationwide. Initial estimates of the total loss ot 
phvsiral rapifal arrrihiiraKip rn fhnse storms tanood from .^70 hiliion to 1 HO 

billion,'^ 

1 he effects of Hurricanes Katrina and Rita may have slowed the growth ot 
teal CjDP during the second halt of 2005 by roughh 0 5 ptreenta ;s points ^ 
'The Congressional Budget Office estimates that CiDR growth is likch to bs 
lioostcd by a similat amount in the first half of dUUO is energy produstion 
comes back online and efFons to rebuild local sommumiies siimuhte the 

GDP Versus Standard of Living 

Gross domestic product is a measure of economic output, not standards of 
living Disasters often produce little or no long-term change in GDP, al- 
though they may drastically reduce the standani ol living of people affected 
by them. Increased economic activity after a disaster helps to rcstoic previous 
living stand trds Rebuilding boosts GDP but by itself may not leave people as 
well off as tlicy were before the disaster. 


4 Statcmc.at'of Douglas Hplo-Eakm, Director, Oingrrssiorul Budget Odicc, “Maciocco 

ii at ll’ud^etaic Mi>ct,i I Hum inrstain i iiiJ 1- i le I'ti li • 
tnictee on the Budget. October €, 2003, p 3 

r IIJC liHuI bu ' -I ( Hlio- Of 

2016 (January 2006). Box 2-1 


The estimates provided in this report are for a disruption of container trade caused by 
a shutdown of U.S. ports. The economic cost would be much the same from a shut- 
down of one or more foreign ports if the closure affected comparable trade flows. In 
the case of trans-Pacific trade, however, businesses that ship goods from Asia to the 
United States have more alternatives available to them than do the recipients of those 
goods in the United States. Thus, comparable disruptions of ports in Asia would have 
smaller effects on the United States. (Appendix B discusses a disruption of container 
shipments from the port of Hong Kong and options to reroute trade in that region.) 
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CBO’s analysis focuses on the impact of lost trade opportunities. As such, it does not 
estimate the cost of other losses that might occur at the same time, such as the value of 
lives that could be lost in a terrorist attack on a port, the cost of replacing lost capital 
and equipment, or the additional costs of security changes that might be made in 
response to an attack. 

A One-Week Shutdown of the Ports of los Angeles and long Beach 

Previous studies of port closures and a simulation of the Subcommittee’s short-term 
scenario shed light on the economic cost of the loss of container trade that would 
result from a weeklong port shutdown. Although about $500 million worth of con- 
tainerized imports flowed daily into the ports of Los Angeles and Long Beach in 
2004, closure of those ports for one week could cost the U.S. economy somewhere in 
the range of $65 million to $150 million per day. The lower end of that range comes 
from an estimate of how much shippers are willing to pay to avoid delays and from an 
analysis by the economic forecasting firm DRI-WEFA (now Global Insight) of the 
cost of a hypothetical shutdown of all West Coast ports. The high end of the range 
comes from a simulation specified by CBO and estimated by Inforum using its LIFT 
(Long-Term Interindustry Forecasting Tool) model. 

TTie LIFT Simulation. CBO contracted with Inforum, a nonprofit economic consult- 
ing group affiliated with the University of Maryland, to simulate the Subcommittee’s 
scenarios using Inforum’s LIFT model of the national economy and assumptions sup- 
plied by CBO about the disruptions. LIFT can examine the macroeconomic effects 
over time of industry-specific disruptions, such as a loss of imports or exports. The 
assumptions supplied by CBO specified reductions in U.S. imports of certain goods, 
consistent with the amounts that had been arriving at Los Angeles and Long Beach. 
Those amounts were net of assumed diversions of some containerized imports to 
other ports (including ones in Canada and Mexico) and to other modes of transporta- 
tion (including some transshipment to bulk cargo and air freight). The LIFT model 
and the simulation assumptions are described in greater detail in Appendix A. 

The results of the LIFT model simulation indicate that a one-week shutdown of con- 
tainer traffic through Los Angeles and Long Beach would have a small and temporary 
impact on the national economy. For an average week, it would reduce GDP by $ 1 50 
million per day, at most. That reduction would be temporary; once the shutdown was 
resolved and the delayed imports arrived and were processed, GDP would return to 
where it would otherwise have been. 

If businesses cut employment in line with their loss of output, job losses for the week 
could be quite large, because the port shutdown would affect low-wage industries 
with relatively high numbers of employees more than high- wage industries with fewer 
employees. However, in a brief shutdown, many businesses would probably continue 
to pay idled workers until conditions returned to normal. 
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Those estimates most likely overstate the actual reductions in production and employ- 
ment because they do not account for the increase in imports that would occur in the 
month after the shutdown as the backlog was cleared. Moreover, the simulation 
assumes that businesses do not reduce their inventories to maintain production as 
much as they probably would for a shutdown that lasted only a week. 

Estimates of the Economic Cost of the 2002 Port Closure. Major West Coast ports 
were closed by a labor dispute from September 29 to October 9, 2002. A number of 
studies have produced estimates (both prospectively and after the fact) of the eco- 
nomic costs of such a shutdown. 

A DRI-WEFA study of a closure of West Coast ports provides the basis for an esti- 
mate of roughly $75 million per day in costs to the economy from a seven-day shut- 
down of container traffic through the ports of Los Angeles and Long Beach.^ That 
study’s approach to estimating the cost of a disruption is in many ways similar to that 
of the LIFT simulations. To evaluate the Subcommittee’s scenario for a one-week dis- 
ruption, CBO adjusted the DRI-WEFA estimate to account for growth in the volume 
and value of container traffic since 2002 and the characteristics of the scenario. The 
DRI-WEFA estimate was for a shutdown in July, an average month for container traf- 
fic (see Figure 3). The cost would be larger in an above-average (fall) month and lower 
in a below-average (winter) month. The scenario considered in this analysis envisions 
an unanticipated shutdown, but DRI-WEFA assumed that shippers would anticipate 
a closure and take actions to reduce its costs. For that reason, the adjusted DRI» 
WEFA estimate may understate the cost of the short-term disruption evaluated in this 
analysis. 

Another study estimated a cost of $1.9 billion per day for a 10-day closure of West 
Coast ports in 2000. However, in CBO’s view, that estimate overstates the likely cost 
of the 2002 shutdown because of the limited nature of the impact-study approach 
used to produce the estimate (see Box 2 for more details). 

Estimates Based on Shippers’ Willingness to Pay to Avoid Delays. A 2001 study ana- 
lyzed U.S. import data on a product-by-product basis for the mode of transport that 
shippers used (sea or air), the required transit time for a product by sea (air transit 
time was assumed to be one day), and the extra expense required for air shipment ver- 
sus slower ocean shipment.^ On the basis of that analysis, the study estimated that 
each day saved in shipping was worth, to an importer, 0.8 percent of the value of the 
goods being shipped. The converse is that each day of delay resulting from a port clo- 
sure would cost the importer 0.8 percent of the value of the goods being shipped. 


6. DRI-WEFA. T/re National Economic Impact of a West Coast Port Shutdown (prepared for the 
Department of Labor, Office of the Assistant Secretary for Policy, May 29, 2002). 

7. David Hummels, Time as a Trade Barrier (working paper, Purdue University, July 200 1 ) , available 
atwww.mgmt.purdue.edu/faculty/hummelsd/rcscarch/time3b.pdf. 
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Box 2. 

Differences Between an Impact Study and an 
Interindustry Study 


Impact studies, such as those performed to assess the impact of port shutdowns 
or slowdowns, tend to estimate much Itirger ecoriomic effects from apprtolosure 
than do studies that use an interindustiy»approach. As.one critic of them notes, 
port;impajet studies.'‘typically assume fixed technology, industrial struGturei and j 
detpand,” whereas interindustry studies do not. * In addition, impact studies may 
include losses in business revenues that do not reflect net losses to U.S. income 


A'Wid^y-cited 2001 impact study concluded that a 10-day shutdown.pf-West 
Co^t ports would cost the economy $1.9 billion per day.^ The ports aiM related 
transportation links would absorb about 4 'percent of that total cost, and import 
ers, exporters, and supporting industries would absorb the test. Howevet the . 
estimate of the economic impact to importers includes the amount they pay to 
foicign sinipliet', Ic. iliux I'upmis, which would lic a ic- i.> the foreign suppliets 
but not a net loss to U.S. businesses. The study assumes that the ratio of direct 
and indirect business revenues from containerized cargo activity at West -Coast . 
port? tp direct and indirect wages and salaiies^ftom' that activity is S.2. In 2000, 
theliatio of gross domestic producrfGDP) — a better measure of-dofheS!ic.activ- 
i^thdn business revenues o n 

estimate of^^l 9 billion per i 
impact of Such a shutdov 

Even that estimate assunr 
an adverse supply shock 
example, consider- the ca 
equipment is anlmporta 
thewalueofpew cdnstrui 
"ingand wicii^-^uipmcr 
-LongjPeadrpccounts for 
■technology, industrial str 


lat the economy adjusts much less in response to 
an interindustry model such as LIFT assumes. For 
electric lighting and wiring equipment. Such 
put to construction, accounting for 1 .6 percent of 
in 1998. The roughly $25 million of electtlcJight- 
ported daily .through the ports of Los Angeles-and 
jt 10 percent of U.S. demand for those items. If 
te,^UTdidet»and were fixed — as in an impact ' 
ins-could have a sttcre imp.ici on constiucUon. 
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Box 2. 

Continued 


According to the interindustry study conducted by the Congressional Budget 
OiTice, howevei, the economy would adjust to such a loss in sescral way,. 


^ CM) ] ('It would simpls iiirii 
u C'jIU^ would ndiue iht di.i.linc 
equij'iiKi I in i one wci k. shuuios 


■ US producersof such equipment would make up for some ol the sliQt 
Results from the 1 IF 1' model — in whieli producers r.. spond to tlic high 
prices that domestic goods would commind ssith less com,s^iiuon Iroin 
imports — surest that manufacttiteis ssould men ts^ ,sio 1 ntu hv $8 
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That number can be used to estimate the cost of a one-week closure of the Los Ange- 
les and Long Beach ports. The value of containerized imports entering through those 
ports is estimated to total almost $210 billion in 2006. If the backlog of shipments 
from a closure took three additional weeks to clear, then four weeks of cargo would be 
delayed overall — the week of cargo during the shutdown and the three following 
weeks of cargo, which would be delayed by the need for the ports to take care of the 
backlog. The average delay at the beginning of the three-week clearing period (includ- 
ing cargo that would have arrived on the first day of the disruption) would be seven 
days, and the average delay at the end would be zero. Therefore, the average number 
of days of delay for the four weeks of cargo would be 3.5 days. Hence, the total cost of 
the delay would be about $450 million for an average week, or $65 million per day of 
closure. 

A Three-Year Shutdown of Container Traffic at the Los Angeles and 
Long Beach Porte 

If the ports of Los Angeles and Long Beach were closed for three years, losses of both 
GDP and imports would be much larger — and would not be recouped after the shut- 
down. The pattern of losses would vary over time. The market for port services would 
be tightest during the first year of the disruption. Before shippers and their customers 
had time to fully adjust to the closure, the reliance on available ports (and the willing- 
ness to pay for port services) would be great. Extraordinary adjustments and large cost 
increases would occur. Imported goods with the lowest value would be likely to stay 
behind, requiting the greatest response from U.S. producers of substitute goods. Some 
of the highest-value items would be redirected through East and Gulf Coast ports and 
to ait transport, raising shipping times and costs. All of those adjustments would be 
cosdy, so consumers and businesses would have to pay more for imports and for goods 
produced using imports. 

Those cost increases would spur another set of adjustments, as consumers and busi- 
nesses shifted their demand (to some extent) away from goods whose prices had risen 
the most and toward goods whose price increases had been more moderate. Consum- 
ers would curtail their overall purchases because rising prices would reduce their real 
income. Companies that relied on imports would look for domestic substitutes, 
whose production would then increase. Moreover, businesses would alter their invest- 
ment plans to reflect both the change in demand for their products and the higher 
cost of their inputs. 

"With time, the new investments in facilities and intermodal connections with truck- 
ing and rail at alternative ports, plus the full reopening of the Los Amgeles and Long 
Beach ports, would allow mote imports to enter the United States at lower costs. 
GDP would almost completely rebound to where it would have been without the port 
disruption, and national employment would rebound completely. Activity levels at 
various ports could be somewhat different, however, as could business practices. The 
Los Angeles and Long Beach ports could permanently lose some business to other 
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ports that had added capacity. Businesses might decide to carry more inventory to 
guard against future disruptions in imports. 

Diversion Assumptions in the Simulation. To represent shippers’ and customers’ 
response to the closure of a port and the likely increases in containerized imports at 
other ports, CBO assumed that only part of the growing container traffic that nor- 
mally would have been flowing to Los Angeles and Long Beach (baseline imports) 
would not enter the United States. Specifically, CBO assumed that: 

■ In the first year, 35 percent of the baseline imports would arrive elsewhere in the 
country; 

■ By the second year, construction of additional port and air-freight capacity would 
boost that figure to 55 percent: and 

■ By the third year, 70 percent of that baseline traffic would enter the United States. 

Those assumptions are consistent with how much additional traffic the nations 
remaining ports might be able to handle, given the likely additions to their capacity 
and other adjustments. Among the changes that would help to limit import losses, 
CBO assumed that 5 percent of baseline containerized imports would be diverted, in 
some combination, to ports in Canada and Mexico (for subsequent import by rail and 
truck) or would travel instead as bulk cargo or air freight. Even so, the nation’s other 
container ports would have to increase their total intake of containers by about 25 
percent over baseline levels in the first year, by 35 percent by the second year, and by 
50 percent by the third year. In the first year of the scenario, the one-week national 
disruption combined with the lengthy closure of Los Angeles and Long Beach would 
mean that other U.S. ports would need at least three months to clear the backlog from 
that one week. The backlog also contributes to the especially large loss of imports in 
that first year. 

Exports would also be disrupted by a closure of the Los Angeles and Long Beach 
ports, although the principal economic effects would result from the disruption of 
imports. Containerized exports at those two ports are so small ($32 billion in 2004) 
relative to containerized imports ($182 billion) that constraints on the capacity to 
move them to other ports and load them on ships are unlikely to be a problem. Thus, 
CBO assumes that all of those exports could be diverted to other ports. 

The cost of transporting those export goods to alternative ports would most likely 
be greater than the cost of shipping them to Los Angeles and Long Beach. The cost 
increase would be small, however, because many of the affected commodities are 
already being transported to the West Coast from other parts of the country. 

Simulation Results. In the simulation, the three-year shutdown reduces real GDP by 
between 0.35 percent and 0.55 percent, or $45 billion to $70 billion, per year. That 
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translates into daily costs ranging from $125 million to $200 million. Outlays by 
consumers and businesses fall by substantially more than that, however, because they 
include less spending on both imported and domestically produced goods, whereas 
the decline in real GDP reflects only reductions in domestic production. 

Inflation — as measured by consumer prices — is about 2 percentage points higher in 
the first year of the simulation than it would be otherwise, little changed in the second 
year, and lower thereafter, eventually bringing the level of consumer prices back to 
where it would have been without the disruption. (Thus, for example, if inflation 
would have been a steady 2 percent without the port closure, it would rise to 4 per- 
cent in the first year of the shutdown, fall back to 2 percent in the second year, and 
then decline further in the following two years.) Initially, the increase is driven by the 
constraint on imports. The LIFT model assumes that the effects of that constraint arc 
reflected only slowly in final prices; thus, it may understate the impact on inflation in 
the first year. However, the slow response of final prices is consistent with recent expe- 
rience, when core consumer prices did not change significandy in response to the 
shock of higher energy prices. Inflation declines in the third and fourth years of the 
simulation (despite the delayed impact of the first years import shortage) mainly 
because of the adjustments that are assumed to be made — especially the easing of the 
shortage through increases in imports at other ports. 

An additional 2 percent jump in prices would call for a decision by the Federal 
Reserve Board about whether to tighten monetary policy to constrain inflation. The 
usual rules of thumb for monetary policy suggest that interest rates would rise. How- 
ever, in the simulation, interest races actually fall slightly in nominal terms, which 
implies a large reduction in real interest rates and an extremely accommodative mone- 
tary policy. Because the increase in inflation would be expected to be temporary, the 
Federal Reserve might well decide that an accommodative policy was appropriate to 
minimize losses to GDP and income. If, instead, the Federal Reserve acted more 
aggressively to suppress the additional inflation, the first-year increase might not be 
affected much (because of inflation’s slow response to monetary policy), but the 
decline over the next two years would be greater. However, the reduction in real GDP 
during the three-year shutdown would probably also be larger. 

The employment level would be about 1 million jobs lower, on average, oyer the 
three-year period than it would be otherwise, according to the simulation. That 
reduction is large given the reduction in GDP because the jobs that would be lost on 
account of the closure have, on average, lower pay and productivity and fewer weekly 
hours than the national averages. However, given uncertainty about the composition 
of the displaced imports and the response of individual industries to such a disrup- 
tion, the decline in employment is highly uncertain. In any event, that decline — 
which equals roughly six months’ worth of employment growth- — ^would not be per- 
manent. Employment would rebound as the economy recovered from the disruption. 
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A loss in GDP would persist after the three-year shutdown, the simulation indicates, 
though at a much lower level (less than 0.1 percent of GDP in the succeeding two 
years). That result occurs in part because the decline in investment in the first three 
years is not fully made up, leaving the economy with a slightly smaller productive 
capacity. 

Sources of Uncertainty. Those simulation results are subject to a great deal of uncer- 
tainty, which stems from various sources: 

■ The ability of importers to find alternative ways to bring products into the United 
States — through other ports, by air, or even via Canada and Mexico-— is unclear. 

A fuller understanding of the potential for diverting traffic would require a port- 
by-port analysis of the present spare capacity (including the capacity of intermodal 
links and of tail and trucking), current plans for expanding capacity, and likely 
growth in container traffic. 

■ CBO has no specific knowledge about which industries or companies use just-in- 
time inventory management and thus could be disproportionately upset by disrup- 
tions to imports. Ignoring just-in-time inventory management might, by itself, 
lead to understating the effects of import disruption. However, CBO has also made 
no specific assumptions about the ability of importers with high-value goods — 
such as those destined for just-in-time manufacturers — to get to the head of the 
line. If high-value imports are less affected and the imports that cannot enter 
through alternative ports are largely of low value, the simulations may overstate the 
costs of a port closure. (For the unit values of major imports to Los Angeles and 
Long Beach, see Table 5.) 

■ The outcome for GDP will depend in part on the speed with which increases in 
import prices ate reflected in the prices of final goods and on the Federal Reserves 
response, both of which are uncertain. 
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Table 5. 


Unit Value of the Top 20 Containerized Imports at 
Los Angeles and Long Beach Ports, 2004 


HS# 

Category of Import 

Value 

(Billions of 
dollars) 

Weight 
(Thousands 
of short 
tons) 

Unit Value 
(Thousands 
of dollars 
per ton) 

84 

Machinery, Boilers, Reactors, Parts 

38.0 

698.6 

54.3 

85 

Electric Machinery, Sound and Television 
Equipment, Parts 

31.7 

677.0 

46.8 

87 

Vehicles and Parts, Except Railway or 
Tramway 

12.1 

337.4 

35.8 

62 

Apparel Articles and Accessories, 

Not Knit or Crochet 

9.9 

132.4 

74.6 

95 

Toys, Games, and Sports Equipment and 
Parts 

9.4 

377.1 

25.0 

94 

Furniture, Bedding, Lamps, Etc. 

9.3 

739.8 

12.6 

61 

Apparel Articles and Accessories, 

Knit or Crochet 

9.0 

132.1 

68.4 

64 

Footwear 

7.8 

181.4 

43.0 

39 

Plastics and Articles Thereof 

5.2 

409.0 

12.8 

73 

Articles of Iron or Steel 

4.4 

467.0 

9.4 

42 

Leather Articles, Saddlery, Handbags 

3.8 

117.2 

32.1 

90 

Optic, Photographic, and Medical 
Instruments 

3.6 

41.8 

86.2 

40 

Rubber and Articles Thereof 

3.5 

207.1 

16.7 

63 

Textile Articles, Needlecraft, Worn Textile 
Articles 

2.6 

97.9 

26.3 

03 

Fish, Crustaceans 

2.1 

86.0 

24.5 

44 

Wood and Wood Articles 

1.6 

210.0 

7.8 

83 

Miscellaneous Articles of Base Metal 

1.6 

91.6 

17.5 

82 

Tools, Cutlery, Etc. 

1.6 

61.4 

25.3 

48 

Paper and Paperboard 

1.4 

162.7 

8.9 

72 

Iron and Steel 

1.3 

461.6 

2.8 


Total, Top 20 Containerized Imports 

1S9.9 

5,689.1 

n.a. 

All Containerized Imports 

182.3 

7,465.2 

n.a. 


Source: Congressional Budget Office based on information from the U.S. Maritime Administration. 
Note: HS = Harmonized Commodity Description and Coding System; n.a. = not applicable. 
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Appendix A: 

How CBO Estimated the Macroeconomic 
Effects of a Port Shutdown 

estimate the impact of a disruption to containerized traffic, the Congressional 
Budget Office (CBO) contracted with Inforum, a nonprofit economic consulting 
group affiliated with the University of Maryland, to use its LIFT model. LIFT is an 
interindustry model with full “bottom-up” (commodity-by-commodity) accounting 
that can be used to examine the macroeconomic effects of industry-specific disrup- 
tions to imports. In the model, disruptions to imports of intermediate goods — mod- 
eled as increases in the prices of those goods — result in lost domestic production of 
items that use the goods as inputs. Domestic competitors of foreign suppliers increase 
production, offsetting some of the reduction in gross domestic product (GDP). Dis- 
ruptions to imports of final goods result in lower consumption and investment but 
little net change in GDP. 

To estimate the types and values of trade that would be affected by a disruption, 
CBO s analysis uses 2004 data from the federal government on imports arriving at 
individual ports by container and arriving nationwide by all modes of transporta- 
tion — air freight, tankers, containers, bulk cargo, and rail.^ Imported commodities 
are categorized according to the Harmonized Commodity Description and Coding 
System (HS). The data on individual port traffic are available at the 6-digit HS level 
of detail. Additional data on national imports arriving by all modes are available at the 
10-digit HS level. Inforum converts those HS data to Standard Industrial Classifica- 
tion (SIC) codes for interface with the LIFT model. 

CBO’s analysis of the port-closure scenarios is built on the assumption that imports of 
specific commodities would decline by the amounts that would have been expected to 
arrive in Los Angeles and Long Beach. The reductions are net of imports assumed to 
be diverted to other ports (including some in Canada and Mexico) or arriving by 
other modes of transportation (including some transshipment to bulk cargo and air 
freight).^ One key factor in deciding how much traffic could be diverted to unaffected 
ports is the reasonableness of the resulting increase in traffic at those ports. 

1. Data on trade in goods, by commodity, were provided to CBO by the Foreign Trade Division of 
the Census Bureau and by the U.S. Maritime Administration. 

2. CBO assumed that net containerized imports at U.S. ports (including Los Angeles and Long 
Beach) would have grown by 7.5 percent annually in 2006 through 2008 in the absence of a 
shutdown. 
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In a three-year shutdown, the amount of diversion is assumed to grow each year, con- 
sistent with the construction of new capacity at other ports and greater use of alterna- 
tive modes of transportation. Specifically, CBO assumed that: 

■ In the first year, 35 percent of the baseline container shipments to the Los Angeles 
and Long Beach ports would arrive elsewhere in the United States; 

■ By the second year, that figure would rise to 55 percent with the construction of 
additional port and air-freight capacity; and 

■ By the third year, 70 percent of that baseline traffic would enter the country. 

To implement the import reductions in the simulations, Inforum raised import prices 
to the level requited to reduce imports of a commodity by the amount assumed in the 
disruption scenario. That level may not be the price paid by importers, because non- 
price rationing, or shortages, might occur during the disruption. Rather, those higher 
prices represent the “shadow price” of imports — the true cost of imports to their users. 
Higher shadow prices encourage U.S. consumers and businesses to substitute other 
goods for scarce imports and encourage U.S. producers to boost output of those 
items. 

Since the shadow price can differ substantially from the actual price received by for- 
eign suppliers, the rise in import prices overstates the total amount that U.S. custom- 
ers pay to foreign suppliers in the simulations. CBO assumed that only 25 percent of 
the rise in import prices represents a genuine increase in those prices. The rest is recy- 
cled back to the United States through an increase in U.S. income from foreign assets. 
(Part of the rise in shadow prices can be thought of as an increase in the income of for- 
eign subsidiaries of U.S. firms.) 
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Appendix B: 

Disruption of Container 
Shipments from Hong Kong 

^^Ithough this report focuses on the consequences of disruptions to U.S. port activ- 
ity, events that forced the closure of major foreign ports would also be of concern to 
the United States. The impact on U.S. consumption or production would depend on 
the value of the goods that were not delivered to the United States, regardless of where 
the supply chain was interrupted. 

Some people have expressed specific concern about the effects of a closure of Hong 
Kong, the largest container port in the world (see Figure B-1). However, the opportu- 
nities to divert traffic around Hong Kong appear to be substantial, which would 
diminish the impact of a shutdown of that port. 

Hong Kong (including the cities of Hong Kong and Kowloon) is the biggest single 
source of container shipments to the United States. In 2004, $43.4 billion in contain- 
erized imports arrived in the United States from Hong Kong. They accounted for 
about 10 percent of all containerized imports to the United States and about 3 per- 
cent of total U.S. imports of goods. 

Those figures overstate the importance of Hong Kong as a source of U.S. imports, 
however. Hong Kong is a major location for transshipment — nearly 90 percent of the 
containerized goods leaving that port originated elsewhere (see Table B-1). Container- 
ized goods and bulk cargoes arrive in Hong Kong from other ports in Asia, generally 
on relatively small vessels, and by land from elsewhere in China. Those shipments are 
consolidated and loaded onto very large container ships for the journey to North 
America and elsewhere. 

Any closure of Hong Kong would probably force other ports in the region to take on 
more of the task of consolidating shipments. In addition, many container shipments 
to the United States and other destinations would most likely forgo transshipment 
altogether, traveling on smaller vessels than would otherwise be the case. 

Thirteen of the world’s top 20 ports for container shipments are located in Asia; thus, 
the opportunities for other regional ports to compensate for a closure of Hong Kong 
are significant. Moreover, those ports are already competing aggressively with Hong 
Kong for additional business. All of them have rapidly expanded dte capacity to han- 
dle containers in recent years. Judging by 2005 traffic levels, if all Hong Kong con- 
tainer traffic was diverted to the closest top-20 ports (in Singapore, China, South 
Korea, Taiwan, and Japan), shipments from those ports would increase by 25 percent. 
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Figure B-1 . 

Containerized Imports and Exports from the World’s 
20 Largest Ports, 2004 

(Millions of 20-foot equivalent units) 

Hong Kong 
Singapore 
Shanghai 
Shenzhen, China 
Busan, South Korea 
Kaohsiung, Taiwan 
Rotterdam 
Los Angeles 
Hamburg 
Dubai 
Antwerp 
Long Beach 
Port Klang, Malaysia 
Qingdao, China 
New York/New Jersey 
T. Pelepas, Malaysia 
Ningbo, China 
Tianjin, China 
Laem Chabang, Thailand 
Tokyo 

0 5 10 15 20 25 

Source: Congressional Budget Office using data from Bloomberg.com, "Hong Kong Trails Singapore 
in 2005 Container Volume" (January 16, 2006), available at www.bloomberg.com/apps/ 
newsVpid = lOOOOOBO&refer = asia&sid = aPIMOvYUVhbQ#. 

Note; Marine containers come in various sizes. To allow for consistency in comparisons, those sizes 
are commonly presented in terms of a standard 20-foot container. For example, one 40-foot 
container would be counted as two 20-foot equivalent units. 

For those reasons, a closure of Hong Kong could raise the cost of shipping goods to 
the United States, but it would be unlikely to curtail shipments significantly. The cost 
increase would be lower if additional diversion occurred to smaller ports in Asia. If an 
increased percentage of available container space was used for goods with the highest 
value — as would be likely — the economic impact on the United States would be lower 
still. 
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Tabte B-1. 

Top 20 Containerized Imports to the United States, by Value, That 
Passed Tlirough or Originated in Hong Kong, 2004 


(Billions of dollars) 


HS# Category of Import 

Total 

Containerized 
Imports from 
Hong Kong 

Total 

Originating 
in Hong 
Kong 

Total 

Transshiped 
from Hong 
Kong 

Percentage 

Transshiped 

85 

Electric Machinery, Sound and Television 
Equipment, Parts 

8.5 

0.7 

7.9 

92.3 

95 

Toys, Games, and Sports Equipment and Parts 

6.3 

0.2 

6.1 

96.9 

84 

Machinery, Boilers, Reactors, Parts 

3.9 

0.2 

3.7 

94.7 

61 

Apparel Articles and Accessories, Knit or Crochet 

3.9 

1.3 

2.6 

65.8 

64 

Footwear 

3.8 

0.1 

3.7 

97.9 

62 

Apparel Articles and Accessories, Not Knit or 
Crochet 

3.4 

1.4 

2.0 

57.8 

94 

Furniture. Bedding. Lamps, Etc. 

2.2 

0.1 

2.1 

93.8 

42 

Leather Articles. Saddlery, Handbags 

2.1 

0.1 

2.0 

95.1 

39 

Plastics and Articles Thereof 

1.4 

0.2 

1.2 

86.6 

49 

Printed Books, Newspapers, Etc. 

0.8 

0.2 

0.6 

73.0 

90 

Optic, Photographic, and Medical Instruments 

0.7 

* 

0.7 

93.3 

73 

Articles of Iron or Steel 

0.5 

0.1 

0.5 

89.7 

67 

Prepared Feathers, Down, Etc. 

0.5 

* 

0.5 

96.7 

83 

Miscellaneous Articles of Base Metal 

0.5 

* 

0.5 

91.5 

48 

Paper and Paperboard 

0.5 

0.1 

0.4 

88.3 

91 

Clocks and Watches and Parts 

0.4 

* 

0.4 

95.1 

63 

Textile Articles, Needlecraft, Worn Textile 

Articles 

0.4 

* 

0.4 

93.1 

96 

Miscellaneous Manufactured Articles 

0.3 

* 

0.3 

89.1 

87 

Vehicles and Parts, Except Railway or Tramway 

0.3 

* 

0.3 

86.4 

82 

Tools. Cutlery, Etc. 

03 

★ 

0.2 

92.7 


Total, Top 20 Containerized Imparts 

40.8 

4.9 

35.9 

88.0 

Ail Containerized imports 

43.4 

5.3 

38.1 

87.8 


Source: Congressional Budget Office based on data from the U.S. Maritime Administration. 

Note: HS = Harmonized Commodity Description and Coding System; * = less than $50 million. 
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CARGO CONTAINER INSPECTIONS 

Preliminary Observations on the Status of 
Efforts to improve the Automated 
Targeting System 


What GAO Found 

CBP has not yet put key controls in place to provide reasonable assurance 
that ATS is effective at targeting oceangoing cargo containers with the 
highest risk of contsuning smuggled weapons of mass destruction. To 
provide assurance that ATS targets the highest-risk cargo containers as 
intended, CBP is (1) working to develop and implement performance 
measures related to the targeting of cargo containers, (2) planning to 
compare the results of its random inspections with its ATS inspection 
results, (3) working to develop and implement a testing and simulation 
environment, and (4) addressing recommendations contained in a 2005 peer 
review of ATS. CBP expects to begin using performance measures in June 
2006 and enter the final phase of software development for its testing and 
simulation environment at the same time. However, to date, none of these 
four initiatives has been fully implemented. Thus, CBP does not yet have key 
internal controls in place to be reasonably confident that ATS is providing 
the best information to allociU^ resources for targeting and inspecting 
containers that are the highest risk and not overlook inspecting containers 
that pose a threat to the nation. 

CBP does not yet have a comprehensive, integrated system in place to 
analyze security inspection results and incorporate them into ATS. CBP 
currently a«^justs ATS based on intelligence information it receives and has 
initiated a process to track suggestions submitted by CBP targeting officers 
at the se£45orts for modifying ATS. However, CBP has not yet implemented 
plans to refine ATS based on findings from routine security inspections. 
Without a more comprehensive feedback system. CBP is limited in refining 
ATS, a fact that could hinder the overall effectiveness of the targeting 
strategy. 

CBP has taken steps to improve implementation of the targeting strategy at 
the seaports. It has implemented a testing and certification process for its 
officers who complete the Sea Cargo Targeting Course that should provide 
better assurance of effective targeting practices. CBP has also made a good 
faith effort to address longshoremen’s safety concerns regarding radiation 
emitted by nonintrusive inspection equipment by taking actions such as 
working with longshoremen’s unions and other maritime organization to 
develop public radiation tests on the nonintrusive inspection equipment. 
Nevertheless, CBP has not been able to persuade one longshoremen’s union 
to permit changes in the procedure for staging containers to increase 
inspection efficiency at some West Coast seaports where the union’s 
members work. 


.United States Government Accountability Office 
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Mr. ChaiiTTkan and Members of the Subcoroinittee; 

I appreciate tiie opportunity to comment on our ongoing work on the U.S. 
Customs and Border Protection’s (CBP) Automated Targeting System 
(ATS) — a computerized model that CBP officers use as a decision support 
tool to help them target oceangoing cargo containers for inspection.^ 

In the aftermath of the terrorist attacks of September 11, 2001, there is 
heightened concern that terrorists will attempt to smuggle a weapon of 
mass destruction (e.g., a nuclear, biological, or radiological explosive 
device) into the United States using one of the 11 million cargo containers 
that arrive at our nation’s se^orts. Because of the large volume of 
imported containers, CBP maintains that it is unable to physically inspect 
all oceangoing containers without disrupting the flow of commerce. Thus, 
CBP uses a multilayered strategy for addressing the threat posed by the 
movement of oceangoing containers, of which ATS is a key component.^ 
CBP uses ATS to review documentation and assign a risk score for all 
containers destined for U.S. ports. CBP officers located at domestic ports 
or at 1 of the 40 foreign ports that participate in the Container Security 
Initiative (CSI) then use these scores to help them make decisions on the 
extent of additional documentary review and possible physical inspection 
that will be conducted at the seaport. 

We previously reported in February 2004 on the challenges CBP faced in 
targeting oceangoing cargo containers for inspection'’ and testified before 
this Subcommittee in March 2004 about the findings in that report. * The 


‘a model is a physical, mathematical, or otherwise logical representation of a system, 
entity, phenomenon, or process. 

*In addition to ATS, CBPs multilayered strategy includes the (1) Compliance Measurement 
Progrm, which randomly selects additional containers to be p^sicaUy examined; (2) the 
Container Security IrUtiaUve, whereby CBP places staff at foreign seaports to work with 
foreign counterparts to inspect high-risk containers before they are shipped to the United 
States; and (3) Ute Customs-Trade Partnership Against Terrorism which is a cooperative 
program between CBP and members of the international trade community in which private 
companies agree to improve the security of their supply chains. A supply chain consists of 
all stages involved in fulfilling a cxistomer request, including stages conducted by 
manufacturers, suppliers, tran^orters, retailers, and customers. 

^GAO, Homeland Security: Challenges Remain in the Targeting of Oceangoing Cargo 
Containers for Inspection, GAO-04-352NI (Washington, D.C.: Feb. 20, 2004). 

*GAO, Homeland Security: Summary of Challenges Faced in Targeting Oceangoing 
Cargo Containers for Inspection, GAO-044)57T, (Washington, D.C.: Mar. 31, 2004). 
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report and testimony outlined recommendations aimed at (1) 
incorporating recognized modeling practices into its targeting strategy, 
such as conducting simulated events and initiating an external peer 
review,® (2) periodically adjusting the targeting strategy to respond to 
findings that occur during the course of its operation, and (3) improving 
implementation of the targeting strategy at domestic seaports. This 
subcommittee and other congressional requesters asked that we ascertain 
whether CBP had implemented the recommendations we made to Improve 
the targeting strategy. Our work, in response to this request, has been 
under way since last October, and we expect to complete the work and 
provide this subcommittee and our other requesters with a report on the 
final results later this year, hi this statement, I will discuss our preliminary 
observations on the status of these recommendations as part of the 
following questions: 

• What controls does CBP have in place to provide reasonable assurance 
that ATS is effective at targeting oceangoing cargo containers with the 
highest risk of smuggled weapons of mass destruction? 

• How does CBP systematically analyze security inspection results and 
incorporate them into ATS? 

• What steps has CBP taken to better implement the rest of its targeting 
strategy at the seaports? 

To address these questions, we interviewed CBP officials in headquarters 
and visited six seaports: Baltimore, Charleston, Los Angeies-Long Beach, 
Miami, New York-New Jersey, and Savannah. Because we did not select a 
random sample of ports to visit, the results from these visits cannot be 
generalized to ports nationwide. We also met with CBP’s contractor 
responsible for conducting CBP’s peer review of ATS and longshoremen’s 
union representatives. We reviewed CBP’s policies and procedures for 
targeting and inspecting shipments, and its documentation on intelligence 
gathering and dissemination, targeting strategies, random inspections, 
training, and radiation safety as well as its peer review report. We also 
examined information on officers trained and certified in CBP’s Sea Cargo 
Targeting Training course. We did not independently validate the 
reliability of CBP’s targeting results or test the effectiveness of ATS. We 
conducted our work in response to this request from October 2005 
through March 2006 in accordance with generally accepted government 


°Elxtemal peer review is a process that includes an assessment of the model by 
independent and qu^ified external peers. 
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auditing standards. Appendix I contains more detmled information on our 
scope and methodology. 


Summary 


CBP has not yet put key controls in place to provide reasonable assurance 
that ATS is effective at targeting oceangoing cargo containers with the 
highest risk of containing smuggled weapons of mass destruction.® To 
provide assurance that ATS targets the highest-risk cargo containers as 
intended, CBP is (1) working to develop and implement performance 
measures related to the targeting of cargo containers, (2) planning to 
compare the results of its random inspections with its ATS inspection 
results, (3) working to develop and implement a testing and simulation 
environment, and (4) addressing recommendations contained in a 2005 
peer review of ATS. CBP ej^ects to begin using performance measures in 
June 2006 and enter the final phase of software development for its testing 
and simulation environment at the same time. However, to date, none of 
these four initiatives has been fully implemented. Thus, CBP does not yet 
have key internal controls in place to be reasonably confident that ATS is 
providing the best information to allocate resources for targeting and 
inspecting containers that are the highest risk and not overlook inspecting 
containers that pose a threat to the nation. ^ 

CBP does not yet have a comprehensive, integrated system in place to 
analyze security inspection results and incorporate them into ATS. An 
integrated system would allow any of the various systems that GBP uses to 
manage cargo in:^ection data to communicate with one another for the 
purpose of analyzing combined data. CBP currently adjusts ATS based on 
intelligence information it receives and has initiated a process to track 
suggestions submitted by CBP targeting officers at the seaports for 
modifying ATS. However, CBP has not yet implemented plans to refine 
ATS based on findings from routine security inspections. Without a more 
comprehensive feedback system, CBP is limited in refining ATS, a fact that 
could hinder the overall effectiveness of the targeting strategy. 


®For purposes of this statement, when we state that CBP uses ATS to target oceangoing 
cargo containers to identify weapons of mass destruction, we are also including the 
different components that could be used to create a weapon of mass destruction, 

Internal control is an integral component of an organization’s management that provides 
reasonable assurance that the following objectives are achieved: (1) effectiveness and 
efficiency of operations, (2) reliability of ffnanci 2 d reporting, and (3) compliance with 
applicable laws and regulations. 


Pages 


GAO-06-591T 




413 


CBP has taken steps to improve implementation of the targeting strategy 
at the seaports. It has implemented a testing and certification process for 
its officers who complete the Sea Cargo Targeting Course that should 
provide better assurance of effective targeting practices. CBP has also 
made a good faith effort to address longshoremen’s safety concerns 
regarding radiation emitted by nonintrusive inspection equipment by 
taking actions such as working with longshoremen’s unions and other 
maritime orgmiization to develop public radiation tests on the nonintrusive 
inspection equipment.® Nevertheless, CBP has not been able to persuade 
one longshoremen’s union to permit changes in the procedure for staging 
containers to increase inspection efficiency at some West Coast seaports 
where the union’s members work. 


Background 


Oceangoing cargo containers have an important role in the movement of 
cargo between global trading partners. Approximately 90 percent of the 
world’s trade is transported in cargo containers. In the United States 
almost half of incoming trade (by value) arrives by containers aboard 
ships. If terrorists smuggled a weapon of mass destruction into the nation 
using a cargo container and detonated such a weapon at a seaport, the 
incident could cause widespread death and damage to the immediate area, 
perhaps shut down seaports nationwide, cost the U.S. economy billions of 
dollars, and seriously hamper international trade. 

The Department of Homeland Security and CBP are responsible for 
addressing the ffireat posed by terrorist smuggling of weapons in 
oceangoing containers. To carry out this responsibility, CBP uses a layered 
security strategy. One key element of this strategy is ATS. CBP uses ATS 
to review documentation, including electronic manifest information 
submitted by the ocean carriers on all arriving shipments, to help identify 
containers for additional inspection.® CBP requires the carriers to submit 
manifest information 24 hours prior to a United States-bound sea 
container being loaded onto a vessel in a foreign port. ATS is a complex 
mathematical model that uses weighted rules that assign a risk score to 
each arriving shipment in a container based on manifest information. As 
previously discussed, CBP officers use these scores to help them make 


^Nonintrusive inspection equipment uses technology to help determine the contents of a 
container without opening it 

Cargo manifests are prepared by the ocean carrier to describe the contents of a cont^er. 
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decisions on the extent of documentary review or physical inspection to 
be conducted. 

ATS is an important part of other layers in the security strategy. Under its 
CSI program, GBP places staff at designated foreign seaports to work with 
foreign counterparts to identify and inspect high-risk containers for 
weapons of mass destruction before they are shipped to the United States. 
At these foreign seaports, CBP officials use ATS to help target shipments 
for inspection by foreign customs officials prior to departing for the 
United States. Approximately 73 percent of cargo container destined for 
the United States originate in or go through CSI ports. 

ATO is also an important factor in the Customs-Trade Partnership Against 
Terrorism (C-TPAT) program. C-TPAT is a cooperative program linking 
CBP and members of the international trade community in which private 
companies agree to improve the security of their supply chains in return 
for a reduced likelihood that their containers will be inspected. 
Specifically, C-TPAT members receive a range of benefits, some of which 
could change the ATS risk characterization of their shipments, thereby 
reducing the probability of extensive documentary and physical 
inspection. 


CBP Currently Does 
Not Have Reasonable 
Assurance That ATS 
Is Effective 


CBP does not yet have key controls in place to provide reasonable 
assurance that ATS is effective at targeting oceangoing cargo containers 
with the highest risk of containing smuggled weapons of mass destruction. 
To address this shortcoming, CBP is (1) developing and implementing 
performance metrics to measure the effectives of ATS, (2) planning to 
compare the results of randomly conducted inspections with the results of 
its ATS inspections, (3) developing and implementing a simulation and 
testing environment, and (4) addressing recommendations contained in a 
2005 peer review. To date, none of these control activities have been fully 
completed or implemented. “ Thus, CBP does not yet have key internal 
controls in place to be reasonably certain that ATS is providing the best 
available information to allocate resources for targeting and inspecting 


“The Comptroller General’s internal contxol standards state that internal control activities 
help ensure that management’s directives are carried out Further, they state that the 
control activities should be effective and efficient in accomplishing the agency’s control 
objectives. GAO, Standards for Intemai Control in (he Federal Government, GAO/AIMD- 
00-21.3.1, p. 11 (Washington, D.C.: November 1999). 
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containers that are the higiiest risk and thus not overlook injecting 
containers that pose a high threat to the nation. 


CBP Does Not Yet Have 
Performance Measures to 
Gauge the Effectiveness of 
ATS in Targeting Cargo 
Containers, But is Working 
to Develop Them 


GBP does not yet have performance measures in place to help it determine 
the effectiveness of ATS at targeting oceangoing cargo containers with the 
high^t risk of smuggled we^ons of mass destruction. The Comptroller 
General’s internal control standards include the establishment and review 
of performance measures as one example of a control activity to help an 
entity ensure it is achieving effective results. “ In July 2005, CBP 
contracted with a consulting firm to develop such performance metrics. 
CBP officials and personnel from this consulting firm told us that the 
firm’s personnel analyzed shipment information in ATS over a 2-year 
period to obtain additional insights into ATS’s performance and to 
determine whether ATS is more effective at targeting cargo containers for 
terrorism related risk than a random sampling inspection approach. CBP 
officials told us that the consulting firm’s personnel prepared a draft of the 
results of their analyses and that, as of March 21, 2006, CBP officials are 
reviewing these analyses. They also said that the consulting firm’s 
pereonnel are documenting the methodology for their analyses and related 
performance measures that CBP can use in the future. CBP officials 
expect to receive this methodology and the performance measures in April 
2006, and told us that they expect to begin using the measures in June 
2006. CBP officials also told us that they initially planned to have 
performance measures developed by August 31, 2005, but that this process 
has taken longer than expected because of delays in (1) obtaining security 
clearances for the consulting firm’s persormel, (2) obtaining workspace for 
the firm’s staff, and (3) arrmiging for the appropriate levels of access to 
CBP’s information systems. 


CBP Is Not Yet Using the 
Results Of Random 
Inspections to Assess ATS 
Effectiveness 


Currently, CBP is not using the results of its random sampling program to 
assess the effectiveness of ATS. As part of its Compliance Measurement 
Program, CBP plans to randomly select 30,000 shipments based on entry 
information submitted by the trade community and examine those 


“See GAO/AIMD-0O51.3.1, pps. 11 and 14. 
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shipments to ensure compliance with supply chain security during fiscal 
year2006.'^ 

At this time, CBP is unable to compare the examination results from its 
random sampling program with its ATS inspection results, as we 
recommended in our 2004, report because CBP does not yet have 
integrated, comprehensive system in place to compare multiple sets of 
data— like results of random inspections with results of routine ATS 
inspections that were triggered by ATS scores and other operational 
circumstances. Such a comparison would allow exmnination of if and why 
the outcomes of ATS’s weighted rule sets are not consistent with the 
expected outcomes possible in the universe of cargo containers, based on 
sample projections. Furthermore, the Comptroller General’s standards for 
internal control state that information should be recorded and 
communicated to management and others within the entity who need it in 
a form that enables them to carry out their responsibilities.^® 


Currently, CBP does not conduct simulated events (e.g., covert tests and 
computer-generated simulations) — a key control activity — to test and 
validate the effectiveness of ATS in targeting oceangoing cargo containers 
with the highest risk of containing smuggled weapons of mass destruction 
and has not yet implemented a dedicated simulation and testing 
environment. Without testing and validation, CBP lacks a vital mechanism 
for evaluating ATS’s ability to Identify high-risk containers. 

In July 2005, CBP contracted with a consulting firm to obtain assistance In 
the development of a computer-generated simulation and testing 
environment. CBP officials report that they have the simulation 
environment infi-astructure in place and have processed mock manifest 
data to simulate cargo linked to terrorism in the new environment. CBP is 
currently reviewing the results of this test. Further, CBP officials told us 
that the consulting firm is continuing to work with CBP to develop system 
requirements so that officers can effectively use the simulation 
environment. CBP expects to receive the consulting firm’s final input for 
the simulation and testing environment by June 2006. CBP officials said 


'^ntiy infonnation is documentation to declare items arriving in the United States. Entry 
information allows CBP to determine what is included in a shipment. Entry information 
provides more detml on a container's contents than manifest infonnation. 

‘®See GAO/AIMD-00-21.3.1, p. 18. 
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that they cannot estimate when this simulation and testing environment 
will be fully opersdional until CBP receives the consulting firm’s final 
product As with the development of performance measures, CBP officials 
also told us that this proems has taken longer thcin expected because of 
delays in (1) obtaining security clearances for the consulting firm’s 
personnel, (2) obtaining worispace for the firm’s staff, and (3) arranging 
for the ^propriate levels of access to CBP’s information systems. 

As we reported in 2004, terrorism experts suggested that testing ATS by 
covertly simulating a realistic event using probable methods of attack 
would give CBP an opportunity to extunine how ATS would perform in an 
actual terrorist situation.” CBP officials told us that although they are 
considering implementing this kind of practice, they do not currently have 
a program in place to conduct such tests. The Director of CBP’s 
Management Inspections and Integrity Assurance office told us that in 
mid-April 2006, his office will be presenting a proposal to the Acting 
Commissioner and other senior management to request initiation of a 
program to conduct testing of the CSI program that will include testing 
ATS to help ensure that it is appropriately targeting the highest-risk cargo 
in the CSI program. 


CBP Is Working to Address in response to our 2004 recommendation that CBP initiate an external 
Peer Review review of ATS, CBP contracted with a consulting firm to evaluate 

ReCOininendations CBP’s targeting methodology ^d recommend improvements.*''’ 

Specifically, the contractor identified strengths of the CBP targeting 
methodology and compared ATS with other targeting methodologies. 
However, the peer review did not evaluate the overall effectiveness of ATS 
because CBP did not have the systems in place to allow the contractor to 
do so. 

The contractor’s final report, issued in April 2006, identified many 
strengths in the ATS targeting methodology, such as a very capable and 
highly dedicated team and the application of a layered approach to 
targeting. It also made several recommendations to improve the targeting 
methodology that included control activities, such as (1) the development 
of performance measures, (2) the development of a simulation and testing 
environment, (3) the development and implementation of a structured 


‘^See GAO-04-352NI. 
‘^“See GAa04-?52NI. 
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plan for continual rules enhancement, and (4) an evaluation and 
determination of the elTectiveness of the ATS targeting rules, several of 
which reinforced the recommendations we made in our 2004 report.^ 


CBP issued a detailed plan, which projected delivery dates, for responding 
to the recommendations made in the contractor’s final report. However, 
about half of these dates have not been met. For example, CBP projected 
that it would have its testing and simulation environment in place by 
September 30, 2006. Although CBP has been working on this effort, the 
environment has not yet been implemented. As previously discussed, CBP 
officials said that they cannot provide a current estimate of when this 
simulation and testing environment will be fully operational. 


Although CBP Strives 
to Refine ATS for 
InteUigence 
Information and 
Officer Feedback, It Is 
Not Yet Positioned to 
Use Inspection 
Results 


CBP strives to refine ATS to include intelligence information it acquires 
and feedback it receives from its targeting officers at the seaports, but it is 
not able to ^stematically adjust ATS for inspection results. CBP does not 
have a comprehensive, integrated system in place to report details on 
security inspections nationwide that will allow management to analyze 
those inspections and refine ATS. CBP officials said that they are 
developing a system that will allow them to do so but did not know when 
it will be fully operational. CBP officials cautioned that because an 
inspection does not identify any contraband or a weapon of mass 
destruction or its components, it may not necessarily indicate that a 
particular rule is not operating as intended. They noted that terrorist 
incidents may happen infrequently, and the rule therefore might operate 
only when weapons, materials, or other dangerous contraband is actually 
shipped. However, without analyzing and using security inspection results 
to a^ust ATS, CBP is limited in refining ATS, a fact that could hinder the 
effectiveness of CBP’s overall targeting strategy. 


CBP A^usts ATS for 
Targeting Cargo 
Containers for Inspection 
Based on Intelligence 


CBP a4justs ATS’s rules and weights for targeting cargo containers for 
inspection in response to intelligence received on an ongoing basis. CBP's 
Office of Intelligence (OINT) is responsible for acquiring, reviewing, 
analyzing, and disseminating intelligence. OINT officials told us they 
receive information from the intelligence community, which includes 
federal agencies such as the Central Intelligence Agency and the Federal 


‘“See GAO-04-352NI. 
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Bureau of Investigation." According to OINT officials, OINT disseminates 
information to GBP’s office at the seaports to, mnong other things, 
support these offices’ targeting efforts related to cargo container. For 
example, the targeting officers may use information provided by OINT to 
search ATS for information about shipments and containers. OINT 
officials said they also disseminate information to GBP’s senior 
management to inform them about risks associated with cargo containers. 
GBP uses intelligence information to refine its targeting of cargo 
containers for inspection by incorporating the intelligence information 
into ATS to readily identify cont^ers whose manifest information may 
match or be similar to data contained in the intelligence information. 

GBP documentation and our observations showed that GBP headquarters 
personnel incorporate intelligence information into ATS by adjusting 
ATS’s existing rules and weights and creating new rules and weights that 
result in a higher risk score being assigned to a container whose manifest 
information may match or be similar to data contained in the intelligence 
information. GBP officers can also conduct queries or create lookouts in 
ATS that will search all manifest data in the system to identify those 
containers whose manifest information may match or be similar to data 
contained in the intelligence information.'® Once ATS identifies these 
containers, GBP officers are to then designate these containers for 
inspection. When GBP receives credible intelligence information that 
requires immediate action, CBP officials also report that they can initiate a 
special operation to address specific concerns identified in the intelligence 
data. CBP officials at the six seaports we visited reported that they 
sometimes receive inteDigence information from local sources such as 
state and local law enforcement. Officials at five of these seaports 
reported that they will use such information to help them make decisions 
regarding targeting efforts. Additionally, officials at five of the six seaports 
we visited said that if the information they receive has national 


"The intelligence communiQ' Is a federation of executive branch agencies and 
organizations tluit work separ^ly and together to conduct intelligence activities necessary 
for the conduct of forei^ relations and the protection of the national security of the United 
States. 

‘®A queiy is a search an individual officer creates to seek information from ATS about 
shipments and containers based on specific criteria to assist in the officer’s targeting 
decisions. A lookout is a query that CBP headquarters or officers at the se^orts can create 
that will notify all officers making targeting decisions when a shipment’s manifest data are 
similar to or match the search criteria. 
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implications, they will notify GBP headquarters personnel, who will make 
a determination regarding potential adjustments to ATS. 


CBP Targeting Officers at 
the Seaports Have 
Provided Few Suggestions 
for Adjusting ATS 


In the late sununer of 2005, CBP headquarters initiated a process to 
formally track its targeting officers’ suggestions to enhmce ATS for 
targeting cargo containers for inspection. Targeting officers at all six 
seaports we have visited are aware of the process for providing 
suggestions to CBP headquarters- According to documentation maintained 
by headquarters, CBP officers at the seaports have provided few 
suggestions to date. 


CBP headquarters officials said that although they have received few 
suggestions for modifying ATS, they do not believe this is an indication of 
ATS’s effectiveness. These officials sWted that overall the feedback they 
have received from CBP targeting officers at the seaports related to the 
operation and usefulness of ATS has been positive. 


We reviewed the report CBP uses to track these suggestions and found 
that since it was established, CBP headquarters has received 20 
suggestions for enhancing the ATS component responsible for targeting 
oceangoing cargo containers for inspection. Some of these suggestions 
relate to modifying ATS’s rules, while others focused on other aspects of 
ATS such as enhancing the organization and presentation of ATS screens 
by changing the size of an icon and the fonts or text used. 


CBP Is Not Using 
Inspection Results to 
Systematically Adjust ATS, 
but It Is Developing a 
System to Allow it to Do 
So 


CBP is not using inspection results to systematically adjust ATS for 
targeting cargo containers for inspection because CBP does not yet have a 
comprehensive, integrated system in place that can report sufficient 
details for analyzing inspection results. CBP officials said that although 
they can analyze inspection results on a case-by-case basis to identify 
opportunities to refine ATS, such as when an inspection results in a 
seizure of some type of contraband, they currentfy do not have a reporting 
mechanism in place that will allow them to view inspection results 
nationwide to identify patterns for systematically adjusting ATS. CBP is 
developing the Cargo Enforcement Reporting Tracking System (CERTS) 
to document, among other things, all cargo examinations so that 
documentation substantiating the examinations will be available for 
analysis by management to adjust ATS. CBP officials said they will begin 
testing CER'TS in the spring of 2006. CBP officials told us that once testing 
of CERTS is complete, they will be in a better position to estimate when 
CERTS can be fully implemented. 
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CBP officials cautioned that because an inspection does not identify any 
contraband or a weapon of mass destruction or its components, it may not 
necessarily indicate that a particular rule is not operating as intended. 

They noted th^ terrorist incidents may happen infrequently and the rale 
therefore might operate only when weapons, materials, or other dangerous 
contraband is actually shipped. However, without using inspection results 
to acyust ATS, CBP may not be targeting and inspecting containers with 
the highest risk of containing smuggled weapons of mass destruction. 


CBP Has Taken Steps 
to Better Implement 
the Targeting Strategy 
at the Seaports 


CBP has implemented a testing and certification process for its officers 
who complete the Sea Cargo Targeting Course that should provide better 
assurance of effective targeting practices. CBP has also made a good faith 
effort to address longshoremen’s safety concerns regarding radiation 
emitted by nonintrusive inspection equipment. Nevertheless, it has not 
been able to persuade one longshoremen’s union to permit changes in the 
procedure for staging containers to increase inspection efficiency. 


CPB Has Implemented a 
Testing and Certification 
Process for Officers Who 
Target Cargo Containers 
for Inspection 


In our 2004 report, we recommended that CBP establish a testing and 
certification process for CBP staff who complete the national targeting 
training to provide reasonable assurance that they have sufficient 
expertise to perform targeting work. CBP has implemented such a 
testing and certification process. 

CBP conducted two evaluations that assessed its targeting training 
program — a job performance assessment and a job task analysis. With the 
results of these evaluations, CBP concluded that a certification component 
should be added to the training program and the Sea Cargo Targeting 
Training course content should remain unchanged. CBP officials then 
updated the course materials to encompass the inclusion of the 
certification component. In October 2004, CBP began certifying officers 
who successfully completed the Sea Cargo Targeting Training course. 
Since the establishment of the testing and certification component for the 
Sea Cargo Targeting Training course, CBP data indicate that it has trained 


’®SeeGAO-04-352NI. 


Page 12 


GAO-06-591T 


422 


and certified 278 of its officers responsible for targeting cargo as of March 
24, 2006 “ 

While CBP has conducted a job performance assessment prior to the 
incorporation of a certification program for Sea Cargo Targeting Training, 
it has not yet formally assessed the impact that revised training md 
certification has had on officers’ targeting of oceangoing cargo containers. 
However, a CBP official said that CBP has recently initiated planning 
efforts to begin such an evaluation and expects to complete the evaluation 
in May 2006. Nevertheless, supervisory officers from five of the six CBP 
offices at the seaports we visited said that the mandatory training and 
certification program has been beneficial. These supervisory officers told 
us that the training and certification improves the confidence of targeters, 
provides the ability for officers to improve their targeting productivity, and 
provide an opportunity for officers to gain a broader perspective into the 
targeting environment by examining passenger and outbound targeting. 


In our 2004 report,*' we discussed concerns that longshoremen had 
regarding the safety of driving cargo contmners ffirough the gamma ray 
imaging system, one type of nonintrusive inspection equipment used to 
examine contmners to detect potential contraband or weapons of mass 
destruction. Because this equipment emits radiation as it takes images of 
the inside of cargo containers, some longshoremen e3q)ressed concerns 
about the health effects of this radiation. As a result of these safety 
concerns, the longshoremen’s union representing West Coast 
longshoremen established a policy that prevents its members from driving 
containers through the gamma ray imaging system. In response, CBP 
altered ite procedures at ports affected by this policy. For example, at 
some West Coast ports, CBP allows longshoremen to stage cargo 
containers away from the dock, in rows at port terminals, so that CBP 
officers can then drive the gamma ray imaging system over a group of 
containers. 


^‘’A CBP official esOmated that CBP has approximately 300 officers responsible for 
targeting oceangoing cargo containera. However, CBP is currently surveying its offices to 
determine a more precise estimate and will have this information available within the next 
month. 

“'See GACMM.362NI. 
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However, this procedure cmi be space-intensive and time-consuming 
compared to the procedure utilized at East and Gulf Coast ports, whereby 
the gamma lay imaging system machinery is operated by a CBP officer and 
parked in place while longshoremen drive the cargo containers through 
the machinery “ At other West Coast ports, the longshoremen get out of 
the trucks after transporting the cargo containers so that CBP officials can 
drive tiie gamma ray imaging system cargo over the container. This is also 
time-consuming compared to the procedure utilized at the East and Gulf 
Coast ports. 

In response to our recommendation that CBP work with longshoremen to 
address their safety concerns, CBP engaged in two efforts: (1) establishing 
CBP’s radiation threshold in accordance with the Nuclear Regulatory 
Commission’s (NRC) federal guidelines for public radiation ejqiosure and 
advertising this threshold to longshoremen through the unions, and (2) 
working with longshoremen’s unions and other maritime organizations to 
develop public radiation tests on nonintrusive inspection equipment. 
Officials from the West Coast union that prohibits its members from 
driving through the gamma ray imaging system told us that the union is 
satisfied with CBP efforts to operate the gamma ray imaging system in an 
altemzitive format, to comply with the union’s policy of receiving no 
amount of mmi-made radiation. Despite CBP efforts to assure this union 
that the amount of radiation emitted by the gamma ray imaging system is 
within safe levels, a union representative told us that CBP will not 
convince the union to change its policy unless it eliminates radiation 
emission from inspection equipment. 


In closing, ATS is an integral part of CBP’s layered security strategy. A 
well-functioning ATS is crucial to the effective screening of cargo 
containers at domestic and CSI foreign ports, as well as cargo shipped by 
the trade community participating in C-TPAT. While CBP is workhig to 
make improvements to ATS, our ongoing work indicates that it is not yet 
in a position to gauge the effectiveness of ATS. We are continuing to 
review CBP’s plcuis and actions to improve ATS and will report to this 
subcommittee and the other requesters later this year. 


GAO-04-352Nf. 
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Appendix I: Scope and Methodology 


To address each of our objectives, we met with U.S. Customs and Border 
Protection (CBP) officials in headquarters and six seaports including, 
Baltimore, Charleston, Los Angeles-Long Beach, Miami, New York- 
Newark, and Savannah. These seaports were selected based on the 
number of cargo containers arriving at the seaport and their geographic 
dispersion as reported by the U.S. Department of Transportation. At these 
locations, we also observed targeting and inspection operations. Because 
we did not select a random, probability sample of ports to visit, the results 
from these visits cannot be generalized to ports nationwide. We also spoke 
with GBP’s contractor responsible for conducting CBP’s peer review and 
lon^horemen’s union representatives. 

To evaluate how CBP provides assurance that the Automated Targeting 
System (ATS) targets the highest-risk oceangoing cargo containers for 
inspection, we reviewed CBP documentation and prior GAO work on 
performance measures. Additionally, we reviewed CBP’s peer review 
report. To gain an understanding of CBP’s random sampling program, we 
met with CBP officials responsible for this program and reviewed and 
analyzed CBP documentation, including procedures for examining the 
randomly selected shipments and documenting the results of the 
inspections completed for those shipments. We did not independently 
validate the reliability of CBP’s targeting results. 

To assess how CBP adjusts ATS to respond to findings that occur during 
the course of its operational activities, we met with CBP officials 
responsible for gathering and disseminating intelligence and for 
incorporating intelligence into CBP’s targeting operations. Further, we 
reviewed CBP policies and procedures on intelligence gathering and 
disseminating as well as intelligence received and resulting changes to 
ATS rules and weights. We did not assess the quality of intelligence 
received or the appropriateness of adjusted rules and weights. To 
determine how targeting officers’ feedback and inspection results are used 
to adjust ATS rules and weights, we met with CBP officials responsible for 
collecting and maintaining data on suggestions provided by targeting 
officers and reviewed CBP data on the suggestions received over a 7 
month period. Regarding inspection results, we reviewed CBP’s policies 
and procedures for documenting inspection results. Additionally, we 
reviewed CBP’s manuals Identifying the specific details of an inspection 
completed and observed officers entering inspection results into the ATS 
findings module during our site visits. Further, during these visits, we 
discussed how CBP offices at the seaports may use inspection results to 
enhance their targeting efforts. Last, we met with CBP officials and 
reviewed CBP documentation on its current and planned findings module. 
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To determine the status of recommendations from GAO’s February 2004 
report to (1) establish a testing and certification process for CBP staff who 
complete the national targeting training to provide assurance that they 
have sufficient ejcpertise to perform targeting work and (2) work with 
longshoremen’s unions to address fully their safety concerns so that the 
noninstrusive infection equipment can be used to conduct inspections 
efficiently and safely, we reviewed and analyzed data on the number of 
officers trained and certified in sea cargo targeting. We also reviewed 
GBP’s Sea Cargo Training Manual as well as CBP evaluations assessing the 
quality of its Sea Cargo Training course. We did not assess the quality of 
this training. Regarding longshoremen's union concerns, we reviewed 
scientific literature related to radiation safety and the Nuclear Regulatory 
Commission guidelines on radiation levels. We also spoke with 
longshoremen’s representatives to discuss whether CBP had addressed 
their concerns since we issued our 2004 report. Last, we also met with 
CBP’s Radiation Safely Officer to gain a further understanding of the 
potential risks associated with CBP’s inspection equipment and actions he 
took to address longshoremen’s concerns. We did not assess the 
appropriateness of radiation safety levels used by CBP. 

We conducted our work from October 2005 through March 2006 in 
accordance with generally accepted government auditing standards. 
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On behalf of the Retail Industry Leaders Association (RILA), we welcome the opportunity 
to submit written comments for the record for this important hearing on securing the global supply 
chain. 

The Retail Industry Leaders Association (RILA) is a trade association of the largest and 
fastest growing companies in the retail industry. Its member companies include more than 400 
retailers, product manufacturers, and service suppliers, which together account for more than $1.4 
trillion in annual sales. RILA members operate more than 100,000 stores, manufacturing facilities 
and distribution centers, have facilities in all 50 states, and provide millions of jobs domestically 
and worldwide. 

RILA members share the common goal of all Americans of making the global supply chain 
safe and ensuring that the movement of cargo through the global supply chain is as secure as 
possible. As the largest users in the global maritime supply chain, we have an enormous stake in 
cargo security and are committed to helping the government further enhance security throughout 
the system. While a great deal has been accomplished to improve supply chain security since the 
tragic events of September 1 1, 2001, the government and private sector stakeholders must continue 
to work together to improve security. 

We strongly believe that security legislation, regulations, and public-private partnerships 
can achieve the dual objectives of enhancing security while continuing to facilitate legitimate 
global commerce. We urge Congress to avoid “feel good” measures that have a very limited 
effect on enhancing security but that actually further impede the flow of legitimate commerce 
and create a false sense of security, A primary goal of those who would disrupt the supply chain 
is to damage the U.S. economy by any means possible. If commerce is disrupted in a way that 
damages the ability of Americans to hold well-paying jobs, provide for their families, and 
generate economic growth that helps the entire world, then Ae terrorists have achieved a key 
goal. 

Supply chain security is a global issue that cannot be addressed unilaterally. The most 
effective supply chain security measures are those that push our borders out, assessing 
vulnerabilities and identifying threats to cargo shipments before they reach U.S. ports. Effective 
cargo security requires a multi-layered, unified approach that must be international in scope. 

While recent policy debates have focused on who owns assets in the supply chain system, 
nobody should dispute that it is better to detect or disarm weapons or contraband thousands of 
miles from our shores than after their arrival in the U.S. 

RILA and its members have played a critical leadership role in shaping supply chain 
security efforts. From requiring new security language in contracts with their business partners 
to testing new technologies and ways to identify container tampering, it is private sector 
stakeholders that have been the iimovators in securing their supply chains to protect their 
employees, customers and businesses. Congress should allow the private sector, working closely 
with the Department of Homeland Security and other government and non-government interests, 
to continue to test and deploy the systems and technologies that prove most effective. No one 
has a greater interest in security than the private sector companies who depend on a secure and 
efficient supply chain for the safety of their employees and customers and efficient operations of 
their businesses. 
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Current Initiatives 

As members of the committee are aware, a number of regulations and initiatives have 
already been undertaken to protect the U.S. from a terrorist attack affecting the supply chain, but 
we must continue to identify and address vulnerabilities. RILA members have supported a 
number of important initiatives, such as the Customs-Trade Partnership Against Terrorism (C- 
TPAT), the Container Security Initiative (CSI), the 24-Hour Rule, the Bioterrorism Act, the 
Maritime Transportation Security Act (MTSA) and the International Ship and Port Facility 
Security Code (ISPS). Each of these regulations and initiatives address different aspects of 
supply chain security. The Committee’s investigation and that of the Government 
Accountability Office will help the Department of Homeland Security, U.S. Customs and Border 
Protection and U.S. Coast Guard and other agencies continue to improve these programs. 

There is still a great deal of work that needs to be done on supply chain security. RILA 
believes that there are several issues that Congress should consider as it moves forward with 
initiatives to secure the global supply chain. 

Continuing Areas of Work 
Container Screening 

RILA supports 100% screening of containers, but a policy requiring 100% physical 
inspection of containers is neither effective as a deterrent nor feasible operationally as a security 
enhancement measure. Rather than enhancing security, setting an arbitrary number of physical 
inspections of containers would result in commerce grinding to a halt, in effect creating much of 
the same harm to the nation’s and the world’s economy that a terrorist incident would cause. 
Inspections are most effective when focused on areas of risk. U.S. Customs and Border 
Protection (CBP) should continue to focus on identifying high-risk cargo and physically 
inspecting 100% of the cargo that is deemed high risk by the National Targeting Center. 

CBP receives detailed information about every single container coming into the U.S. 
prior to that container being loaded at a foreign port and has developed elaborate mechanisms to 
utilize intelligence and other risk factors to differentiate the true “needle in the haystack” from 
the overwhelming percentage of cargo containers that present no security risk. Again, setting 
arbitrary and mandatory percentages of cargo that must be physically inspected will do nothing 
to enhance security and would be contrary to the mission of the effective risk management 
system DHS already has in place. 

RILA is committed to improving cargo container screening by identifying additional 
cargo data that can help with the identification of high-risk cargo. The Department of Homeland 
Security should work with cargo owners and others who own supply chain information to 
determine what data elements are needed for security risk assessment, who has the information, 
when the information can be submitted, how it will be used and, most importantly, how it will be 
protected. 

However, even as DHS works to improve its risk assessment efforts, RILA supports 
efforts to ensure that we have a “zero tolerance” policy for nuclear and radiological material 
entering our country. While it is preferable to have that screening done overseas as occurs at CSI 
ports covering the great majority of cargo bound for the U.S., so long as we allow smaller ports 
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to ship to the U.S., we will need a robust detection regime at our domestic ports as well. Thus it 
should be the highest priority for CBP and DHS to ensure that those ports participating in the 
Container Security Initiative have the best technology available to detect radiation and that 
domestic ports achieve universal nuclear and radiological detection capability. Recent 
Government Accountability Office (GAO) reports have identified weaknesses in both aspects of 
the nuclear and radiological detection regime, and RILA supports the work of the Domestic 
Nuclear Detection Office to build this most critical layer of our defenses. 

In addition to the deployment of the Radiation Portal Monitors at U.S. ports, RILA also 
encourages DHS and CBP to consider other models to help conduct container screening 
overseas. One such model, which has received a great deal of attention, is the Integrated 
Container Inspection System (ICIS), which is currently being tested at two terminals in Hong 
Kong. While we, along with CBP, believe that this model fits with the multi-layered approach, 
there are still many questions and operations issues that need to be discussed and worked out 
before such a system is implemented. We strongly urge DHS and CBP to continue to work with 
the private sector on ICIS and other models to successfully address the operational issues. 

The recent GAO report also underscores the need to keep in mind that technology is only 
one part of the overall solution. Members of Congress must remember that there is no 
technological “silver bullet” for supply chain security. RILA encourages appropriate testing of 
all proposed technology solutions to determine which have the greatest reliability before being 
adopted by the government and industry. Security must be built into the global supply chain 
from origin to delivery, leveraging the best of current and emerging technologies. It is important 
that promising technologies be developed by dedicating adequate funds to R & D. At the same 
time, we must be wary of adopting technological solutions that merely create a false sense of 
security - too much is at stake to put our trust behind cosmetic, “feel good” security measures. 
Rushing unproven and/or faulty technology into supply chain security without thorough 
implementation testing solely for the sake of doing something about security will undermine 
progress made to date, contribute to a false sense of security and in the end, prove to be a costly 
ineffective security measure. 

Successful security will require a continuation of the multilayered approach that DHS has 
been following. Congress should outline policies and goals and let DHS find the smartest and 
most effective way to meet those goals. DHS must retain the flexibility to consider a variety of 
new technologies rather than being forced into deploying improven “gadgets”. Before any 
technology can be mandated, DHS must ensure the technology’s functionality and application as 
well as work with the trade community to determine the best methods to deploy them in order to 
achieve maximum results. 

TWIC 

In keeping with increasing security at U.S. ports, RILA also endorses prompt 
implementation of the Transportation Workers Identification Credential (TWIC), a standardized 
ID containing biometric information that vets the identity and background of the cardholder. All 
individuals with access to cargo and secure areas of our nation’s ports would carry the TWIC, 
and its potential for use extends to workers throughout our nation’s critical infrastructure 
systems. 
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Continuity Planning 

RILA members also believe that more attention needs to be paid to continuity planning 
and restoration of trade. In the event of an incident of national significance at a port caused by 
terrorism or natural disaster, there needs to be a well-coordinated response not only between 
federal government agencies, but also those at the state and local levels to ensure that commerce 
continues to move throughout the supply chain. Should an incident occur, everyone must be on 
the same page as to how to respond. In addition. Congress and the Administration need to 
ensure that the various agencies involved in homeland security do not duplicate ongoing efforts. 

For example, if an incident were to occur in the Port of Los Angeles, that port as well as 
the Port of Long Beach might have to be shut down during the incident investigation and 
response. What would happen to other ports on the West Coast? Would Seattle/Tacoma remain 
open? Would incoming cargo be able to be diverted to other ports? While individual ports have 
worked on contingency plans for their own facilities, have there been discussions among ports 
geographically located near each other as to how they would work together? Will all maritime 
vessels be required to stop where they are or will vessels at non-incident ports be allowed to 
continue to move? 

It is not clear to the business community at this time as to who will be making these 
critical decisions. This vital information is needed by the trade community to plan appropriately. 
While certain details cannot be shared because of security concerns, RILA believes that a central 
communication point or channel must be established so that communications can be streamlined. 
DHS has begun to work on this with the release of the Maritime Incident Response Plan, which 
is one of the supporting elements to the National Strategy on Maritime Security, but more work 
needs to be done. One needs only to look at the experience of Hurricane Katrina to understand 
the need to have a well-coordinated response that ensures commerce will continue to flow 
through our nations’ ports in the wake of an incident. 

Likewise, each country has an interest in ensuring that the global supply chain is kept 
safe. A major terrorist incident in the U.S. will not impact just one port or one city or even one 
country. The impact will be felt around the globe. Careful planning and cooperation among 
governments is important, and government’s active collaboration with the private sector is 
extremely critical. Supply chain security is simply too complicated for the public sector to act 
effectively without partnering with private industry. 

Conclusion 

We thank the Senate Permanent Subcommittee on Investigations for the opportunity to 
submit written testimony for the record. We applaud the subcommittee’s reports and heatings on 
supply chain security and congratulate Chairman Coleman, Ranking Member Levin, Full 
Committee Chairwoman Collins, Full Committee Ranking Member Lieberman and their staffs 
for focusing attention on these key issues. RILA strongly believes that government, industry and 
other stakeholders need to maintain an ongoing, robust dialogue on how best to strengthen port 
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and supply chain security, rather than allowing the debate to intensify and recede as dictated by 
external factors. 

RILA and its members stand ready to continue to work with both Congress and the 
Administration on improving the security of U.S. ports and the global supply chain. If you have 
any questions, please contact Jonathan Gold, Vice President Global Supply Chain Policy, or Paul 
T. Kelly, Senior Vice President, Federal and State Government Affairs. 

# # # 
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Department of Energy 

National Nuclear Security Administration 
Washington, DC 20585 


April 24, 2006 

OFFICE OF THE ADMINISTRATOR 


The Honorable Norm Coleman 
Chairman 

Permanent Subcommittee on Investigations 
Committee on Homeland Security and 
Governmental Affairs 
United States Senate 
Washington, D.C. 20510 

Dear Mr, Chairman: 

In accordance with section 720 of Title 31, United States Code, I am writing to 
provide my Management Decision on the Government Accountability Office 
(GAO) report GAO-06-31 1, COMBATING NUCLEAR SMUGGLING: 
Corruption, Maintenance, and Coordination Problems Challenge U.S. Efforts to 
Provide Radiation Detection Equipment to Other Countries. The GAO was 
requested by the Senate Homeland Security and Governmental Affairs 
Committee, Permanent Subcommittee on Investigations to examine the (1) 
progress U.S. programs have made in providing radiation detection equipment to 
foreign governments, including the current and expected costs of these programs; 
(2) challenges U.S. programs face in this elfort; and (3) steps being taken to 
coordinate U.S. efforts to combat nuclear smuggling in other countries. 

GAO’s review found that U.S. efforts to install and effectively operate radiation 
detection equipment in other countries face a number of challenges including: 
corruption of some foreign border security officials, technical limitations of some 
radiation detection equipment, inadequate maintenance of some equipment, and 
the lack of supporting infrastructure at some border sites. 

NNSA generally agrees with the report and the recommendations. The main 
issues raised in the report - combating corruption and upgrading older equipment 
- are long-time priorities for the Second Line of Defense Program. The Second 
Line of Defense Program is structured to fully address each of these issues. 

Enclosed is my Management Decision to the recommendations contained in 
GAO’s report. 


Permanent Subcommittee on Investigations 
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An original letter was sent to the Ranking Minority Member. 

If you have any further questions, please contact me or C. Anson Franklin, 
Director, Office of Congressional, Intergovernmental and Public Affairs, at 
202 - 586 - 8343 . 


Sincerely, 



Administrator 

Enclosure 
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NNSA’s MANAGEMENT DECISION 
GAO Report, GAO-06-311, Issued 3/14/2006 

COMBATING NUCLEAR SMUGGLING: Corruption, Maintenance, 
and Coordination Problems Challenge U.S. Efforts to Provide Radiation 
Detection Equipment to Other Countries 

To strengthen program management and effectiveness, we recommend that the 
Secretary of Energy, working with the Administrator of the National Nuclear 
Security Administration, take the following two actions: 

Recommendation 1 

Integrate projected spending on specific anticorruption measures into the 
long-term cost estimates for the Second Line of Defense-Core program. 

Management Decision 

Concur 

NNSA has accomplished a significant portion of this work. We will factor 
cost estimates for centralized commimications systems and personnel 
reliability programs. Since this is an ongoing effort, we believe that NNSA 
has met the intent of the recommendation. 

Recommendation 2 

Upgrade less sophisticated portal monitors previously installed by other U.S. 
agencies where DOE has determined this to be appropriate as soon as possible and 
include funding to accomplish this in DOE’s planning and budgeting process. 

Management Decision 

Concur 

NNSA’s plans and programs to upgrade these monitors in full-site 
installations as part of a country-wide program are captured within NNSA’s 
Planning, Programming, Budgeting and Evaluation process. As such, the 
funding has been requested to accelerate this process. NNSA believes that we 
are responsive to the recommendation and have met its intent. 
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Inspectors: Security lags when traffic jams 

SPECIAL REPORT: Bridge operator pushes to keep border travel moving. 
Government officials deny cutting corners. 

BY TAMARA AUDI 

FREE PRESS STAFF WRITER 

March 29, 2006 

On a weekend night earlier this month, 12 big rigs from Detroit were 
lined up on the Canadian side of the Ambassador Bridge, waiting to be 
searched by inspectors who were on the lookout for a produce truck 
thought to be carrying drugs. 

But before the Canadians could scan the trucks, their supervisor 
received a call from the U.S. company that owns the bridge. The 
trucks were snarling traffic. And the bridge's owner wanted traffic 
cleared quickly, an inspector working that night said. 


What happened next, according to customs inspectors and security experts, is what routinely 
happens on the U.S.-Canadian border when security clashes with commerce: Commerce wins. 

"We stopped the inspection," a Canadian inspector said, and let the trucks pass. 

Despite fears of terrorism and other security concerns at U.S. ports and border crossings since 
Sept. 11, 2001, U.S, and Canadian inspectors on the Ambassador Bridge and elsewhere say they 
are routinely told by supervisors to wave vehicles through checkpoints without scrutiny to satisfy 
commercial interests. 

Though government officials in the United States and Canada deny safety is compromised, 
inspectors say security lapses are a partieular problem at the Ambassador Bridge - the busiest 
northern border crossing, and one of only two along the U.S.-Canadian border that are privately 
owned. 

In one practice known as lane flushing, inspectors at the bridge — owned by the Detroit 
International Bridge Co. - say supervisors force them to wave through long lines of cars and 
trucks to ease congestion, without asking even cursory questions of drivers or passengers. 

"When the traffic backs up to a certain point, you know the call is going to come" from the 
bridge company, one bridge inspector told the Free Press. "Then management jumps like 
lapdogs." 

Robert Perez, port director of Detroit for U.S. Customs and Border Protection, an agency of the 
Department of Homeland Security, denied lane flushing takes place. Perez said his office tries to 
cooperate with bridge and tuimel operators, and that inspectors might view that cooperation as 
caving in to commercial interests. 

I Permanent Subcommittee on Investigations I 

EXHIBIT #14 I 



Traffic crosses the Ambassador 
Bridge earlier this month. Amid 
heightened terror concerns, about 
9.4 million vehicles crossed the 
bridge in 2005, bridge officials 
said. (Kathleen Galligan/Detroit 
Free Press) 
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"The people in the community, both in Detroit and Windsor, should feel good about the fact that 
their border crossings are safer than ever before," Perez said. 

The Free Press interviewed more than a dozen inspectors, former inspectors. Homeland Security 
officials, customs supervisors, politicians and border security experts — including six inspectors 
assigned to the Detroit-Windsor border. All but one of the inspectors - a Canadian union leader - 
- spoke on condition of anonymity, noting agency restrictions on media interviews and saying 
they feared job reprisals if named. 

The allegations come as U.S. border security has faced its closest scrutiny since the 2001 terrorist 
attacks. 

Congressional opposition recently scuttled a plan to have a Dubai-owned firm manage six U.S. 
ports. And Tuesday, as Congress debated tougher border security as part of an immigration 
package, a Senate subcommittee was investigating how undercover agents drove into the United 
States from Canada and Mexico with nuclear material. 

Technology touted 

U.S. and Canadian customs officials, and representatives from the bridge company — owned by 
trucking magnate Manuel (Matty) Moroun — insist security is never compromised for commerce 
and say, in fact, the reverse is true; Better technology, improved facilities and better cooperation 
between business and government make the border more secure and efficient. 

Perez noted that the bridge and Detroit-Windsor Tutmel now feature high-tech surveillance - 
invisible to travelers — such as radiation detectors and electronic prescreening programs. And 
customs agents in Detroit seized more than 5,000 pounds of drugs last year, an eightfold increase 
over the previous year, he said. 

Dan Stamper, president of the bridge company, said it has spent millions to expand facilities 
since 9/11 and would never ask inspectors to "give up any of their security initiatives to move 
traffic faster." 

Bridge inspectors concede that, even under the best of circumstances, they could not folly inspect 
every vehicle entering the United States without crippling trade. Thus, they say, it is not unusual 
for drivers to pass inspection with only a few questions asked. 

What they object to, they say, are orders from supervisors to wave through long lines of cars and 
tracks with no questioning at all. Sometimes, inspectors say, they have been told to stop 
inspecting a particular vehicle to open more booths when traffic backs up. 

"They call and say, 'You're holding us up too much.' And they always win that argument," said 
Charles Showalter, national president of one of the two unions representing U.S. Customs and 
Border Protection officers. He said when inspectors or the union object, Homeland Security 
officials "call it 'acceptable risk.' It's 'Hurry up, hurry up, hurry up, hurry up.' Nobody wants to 
slow down commerce." 

Bridge inspectors say this can happen once a week or more at the Ambassador Bridge — one of 
two privately owned crossings on the U.S.-Canadian border. The other is a bridge in International 
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Falls, Minn. However, they also say that inspectors are also pressured to speed traffic at 
government-owned crossings that are run by private companies. 

The Detroit- Windsor Tunnel, for example, is run by a private company but owned by the City of 
Detroit on one side and Windsor on the other. Toll profits are shared with the cities. 

Tolls collected at the Ambassador Bridge go to the bridge company, owned by Moroun of Grosse 
Pointe Shores, 

Keeping the wait down 

Since 9/1 1, traffic has declined about 30% at Detroit's border crossings. 

To counter memories of long delays in the months after Sept. 1 1, the Detroit- Windsor Tunnel 
tries to keep waits under 20 minutes. Both the tunnel and bridge post wait times on their Web 
sites. During rush hour on an evening this week, bridge travel to and from Canada was under 15 
minutes. The tunnel wait was under 6 minutes. 

Neal Belitsky, executive vice president of the Detroit & Canada Tunnel Corp., which operates 
the tunnel, said he considers a 20-minute wait as "the outer limits for acceptability” for the 
roughly 29,000 vehicles that pass through daily. 

"When we see traffic getting to that threshold, we will start calling customs and saying we need 
more lanes," he said. "That's a standard part of the business and we all do it." 

He added there are times when customs denies his request and he backs off, 

Danny Yen, spokesman for the Canadian Border Services Agency in Windsor, said, "We've had 
our challenges" with the bridge company, but "we never compromise security for trade. It's a 
balance," 

Haste makes risk, some say 

But inspectors say the rush to speed traffic has spawned practices — such as lane flushing — that 
put security at risk. 

"Lane flushing happens all over the place, at every crossing," Showalter said. "The traffic backs 
up. The supervisor gets a call" from private border businesses. "They run an officer with a canine 
through the line of cars, and the officers on the primary inspection lanes are told not to ask 
questions." 

About 9.4 million vehicles crossed the Ambassador in 2005, according to bridge officials. 
Collectively, the bridge, tunnel and a commercial train tunnel account for nearly a quarter of all 
U.S. trade with Canada, the bulk of it by trucks crossing the bridge. When trade is delayed at the 
border, Michigan's automobile-reliant economy suffers most, a recent Ontario Chamber of 
Commerce study shows. Automakers use a "just-in-time" delivery system that depends on parts 
crossing promptly. A delay of even a few hours can cost millions. 
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A difficult balance 

Perez, the Detroit port director, said changes intended to balance trade and security issues mean 
that some vehicles don't have to be checked as frequently. The government's so-called trusted 
traveler programs, for instance, allow prescreened businesses to cross faster and with fewer 
inspections, though critics say terrorists could exploit such efforts. 

Colleen Kelley, president of the National Treasury Employees Union, a union representing 
150,000 federal workers, including inspectors, said that pressure to speed trade means 
"something's got to give." What usually gives, she said, is thorough inspection work. 

"The balance of trade and security became a battle that we really lost to trade years ago," said 
Joseph King, a professor and terrorism expert at John Jay College of Criminal Justice in New 
York who worked for U.S. Customs for 37 years. "Customs has become an honor system where 
the industry controls it, and periodically the government comes in and monitors." 

And yet, ask Moroun - whose company gets a reported $60 million annually in bridge revenue 
and spent $645,000 on lobbying and consulting over the past nine years - about inspectors and 
he says, "They're very independent." 

On the other side of the river, Marie-Claire Coupal, a Canadian customs inspector and local 
union leader, said she doesn't feel very independent lately. Of Moroun, she says, "He calls the 
shots around here." 

The bridge company's Stamper responds that his firm has a duty to keep trade moving. And he 
notes that a recent study rated the Ambassador’s travel times "clearly superior" to six other 
crossings. 

Sept. 1 1, Stamper said, was a wake-up call for him, too. After the attacks, heightened security led 
to 14-hour bridge delays. Choking the economy was, after all, a major goal of the terrorists, he 
said. 

So the main threat Stamper sees is not a dirty bomb, or suicide bombers. "Our biggest threat is 
our own government's reaction to the border." 

### 
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Department of Homeland Securi^ 
Washington, DC 20528 

Homeland 

Security 

Preface 

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established by 
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General 
Act of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our 
DHS oversight responsibility to promote economy, effectiveness, and efficiency within the 
department. 

This report presents a public summary of our limited official use report assessing the Bureau of 
Customs and Border Protection’s process for screening trucks carrying Canadian municipal solid 
waste. It is based on interviews with employees and officials of relevant agencies and institutions, 
direct observations, and a review of applicable documents. 

The recommendation contained in this report has been developed according to the best knowledge 
available to our office, and has been discussed in draft with those responsible for implementation. It 
is our hope that this report will result in mote effective, efficient, and economical operations. We 
express our appreciation to all of those who contributed to the preparation of this report. 

Richard L. Skinner 
Inspector General 
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UNCLASSIFffiD SUMMARY 

The greater Toronto, Canada area has been shipping municipal solid waste 
(MSW) to Michigan landfills for disposal since 1998. During calendar year 
2004, Michigan landfills received approximately 100,000 truckloads of 
Canadian MSW, an 8 percent increase over calendar year 2003. Another 
10,000 shipments of MSW enter the U.S. through 9 other ports of entry (POE) 
that accept Canadian and Mexican MSW. Over the past two years, trucks 
carrying Canadian MSW were found to contain medical waste, illegal drugs, 
and illegal currency. At the request of Senators Levin and Stabenow and 
Representative Dingell, our office reviewed the effectiveness of the Bureau of 
Customs and Border Protection’s (CBP) screening of trucks carrying 
Canadian MSW. 

CBP has the authority' to search all persons, baggage, and merchandise 
arriving in the U.S. to detect and seize smuggled instmments of terror, and 
other contraband, such as illegal drugs. CBP carries out its responsibility by 
using screening equipment and physical inspections. For example, every 
passenger vehicle and truck entering the U.S. at the Detroit and Port Huron 
POE pass through a radiation portal monitor (RPM), and selected trucks 
receive a Vehicle and Cargo Inspection System (VACIS)^ screening. 

Our audit work was conducted at CBP Headquarters in Washington, DC, and 
at the ports of Detroit and Port Huron, Michigan. We evaluated CBP entry 
and screening procedures and observed CBP personnel implementing those 
procedures at Michigan landfills and at the ports of Detroit and Port Huron. 
We also gathered and analyzed information regarding techniques for 
screening MSW from other northern and southern border ports. In addition, 
we made site visits to three MSW transfer stations in the greater Toronto area. 

Improvements are needed in the inspection process. For example, the ports 
vary in how they select and inspect cargo and conduct their VACIS 
examinations. In addition, there is no Centralized Examination Station in 
Michigan. 

We are recommending that the Commissioner of CBP conduct a risk analysis 
and develop minimum requirements for selecting and inspecting trucks 
carrying Canadian MSW. 


19 use § 1467; 19 CFR § 162.6. 

A VACIS machine uses gamma rays to produce a visual presentation of a truck’s contents. The image is similar to an 
x-ray. 
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Office of Inspeclor General 

U^. Department of Homeland Security 

Washington, DC 20528 

Homeland 

Security- 


Preface 

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established by 
the Homeland Security Act of 2002 {Public Law 107-296) by amendment to the Inspector General 
Act of 1978. This is one of a series of audit, inspection, and special reports prepared by our office as 
part of our DHS oversight responsibilities to promote economy, efficiency, and effectiveness within 
the department. 

This review was conducted at the request of Senators Carl Levin, Debbie Stabenow and 
Representative John D. Dingell of Michigan. We assessed the Bureau of Customs and Border 
Protection’s process for screening and inspecting trucks carrying Canadian municipal solid waste 
into the United States. It is based on interviews with employees and officials of relevant agencies 
and institutions, direct observations, and a review of applicable documents. 

The recommendations herein have been developed to the best knowledge available to our office, and 
have been discussed in draft with those responsible for implementation. It is our hope that this 
report will result in more effective, efficient, and econoimcal operations. We express our 
appreciation to all of those who contributed to the preparation of this report. 


Richard L. Skinner 
Inspector General 



446 


FOR OFFICIAL USE ONLY 

Table of Contents 


Executive Summary 1 

Background .;..... 2 

Results of Audit 5 

Vulnerabilities in Screening Equipment and Physical Inspections , 5 

Recommendations 10 

Management Comments and OIG Analysis 10 

Appendices 

Appendix A: Objective, Scope, and Methodology 12 

Appendix B; Request from Representative Dingell, Senator Stabenow, and Senator Levin ....13 

Appendix C: Management Response to Draft Report 15 

Appendix D: Major Contributors to Report 17 

Appendix E: Report Distribution 1 8 

Abbreviations 

ATS Automated Targeting System 

CBP Bureau of Customs and Border Protection 

CES Centralized Examination Station 

GAO Government Accountability Office 

MSW Municipal Solid Waste 

OIG Office of Inspector General 

POE Ports of Entry 

PRD Personal Radiation Device 

RIID Radiation Isotope Identifier Device 

RPM Radiation Portal Monitor 

VACIS Vehicle and Cargo Inspection System 

WMD Weapons of Mass Destruction 


FOR OFFICIAL USE ONLY 



447 


OIG 

Department of Homeland Security 
Office of Inspector General 

FOR OFFICIAL USE ONLY 


Audit 

Report 


Executive Summary 

The greater Toronto, Canada area has been shipping municipal solid 
waste (MSW) to Michigan landfills for disposal since 1998. During 
calendar year 2004, Michigan landfills received approximately 100,000 
truckloads of Canadian MSW, an 8% increase over calendar year 2003. 
Another 10,000 shipments of MSW enter the U.S. through 9 other ports 
of entry (POE) that accept Canadian and Mexican MSW. Over the past 
two years, trucks carrying Canadian MSW were found to contain 
medical waste, illegal drugs, and illegal currency. At the request of 
Senators Levin and Stabenow and Representative Dingell, our office 
reviewed the effectiveness of the Bureau of Customs and Border 
Protection’s (CBP) screening of bucks carrying Canadian MSW.' 

Our audit work was conducted at CBP Headquarters in Washington, DC, 
and at the ports of Detroit and Port Huron, Michigan. We evaluated 
CBP entry and screening procedures and observed CBP personnel ^ 
implementing those procedures at Michigan landfills and at the ports of 
Detroit and Port Huron. We also gathered and analyzed information 
regarding techniques for screening MSW from other northern and 
southern border ports. In addition, we made site visits to' three MS W 
transfer stations in the greater Toronto area. The audit objective, scope, 
and methodology are discussed in more detail in Appendix A of this 
report. 

CBP has the authority^ to search all persons, baggage, and merchandise 
arriving in the U.S. to detect and seize smuggled instruments of terror, 
and other conbaband, such as illegal drugs. CBP carries out its 
responsibility by using screening equipment and physical inspections. 
For example, every passenger vehicle and truck entering the U.S. at the 
Deboit and Port Huron POE pass through a radiation portal monitor 
(RPM) and selected trucks receive a Vehicle and Cargo Inspection 


' The request letter is included as Appendix B. 
^ 19 use § 1467; 19 CFR § 162.6. 
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System (VACIS)^ screening. During special operation days, the contents 
of selected trucks are physically inspected. However, because of the 
limitations of the screening equipment, '* the large number of MSW 
trucks crossing POE, the limited resources available for conducting time- 
intensive inspections of MSW, and the difficulty in conducting physical 
inspections of MSW, the likelihood of finding prohibited items is 
minimal. 

We are recommending that the Commissioner of CBP conduct a risk 
analysis and develop procedures and minimum requirements for 
selecting and inspecting trucks carrying Canadian MSW. 


Background 

According to Title 19 Code of Federal Regulations, Section 162.6, all 
persons, baggage, and merchandise arriving in the customs territory of 
the U.S. from places outside thereof are liable to inspection and search 
by a customs officer. 

Over 99% of Canadian MSW coming into Michigan flows through two 
major POE, the Blue Water Bridge in Port Huron and the Ambassador 
Bridge in Detroit. During calendar year 2004, these POE accepted 
approximately 100,000 shipments of MSW for Michigan landfills, an 
increase from approximately 92,600 during calendar year 2003. 'The 
majority of the shipments are from the greater Toronto area. MSW from 
other areas of Canada and Mexico enter the U.S. throng an additional 
nine POE that processed approximately 10,000 trucks in calendar year 
2004. 


^ A VACIS machine uses gamma rays to produce a visual presentation of a truck’s contents. The image is similar 
to an x-ray, 

We have reported on the limitations of RPM and VACIS equipment in DHS OIG report number OIG-04-040, 
September 2004. 
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Table 1 shows the number of MSW trucks entering the U.S. during 
calendar year 2004. 


Tablet ■ ■ 

MSW Truck Entering U.S. I 
Calendar Year 2004 

’orts 1 

Ports 

Number of 
Shipments 

Percentage 

Port Huron, Michigan 


82.1 

Detroit, Michigan 


8.4 

Buffalo, New York 

7,580 

6.9 

Sumas, Washington 

2,252 

2.1 

Sault Ste. Marie, 
Michigan 

. 5S4 

0.5 

San Luis, Arizona 

38 

0 

Other Ports 

19 

0 


In Toronto, the MSW is unloaded from garbage trucks and reloaded onto 
larger long-distance tractor-trailers for shipment to Michigan landfills. 

At some of the transfer stations, the loaded trucks are driven through an 
RPM prior to departure to the U.S. 

CBP Inspections 

At the Detroit and Port Huron POE, every passenger vehicle and truck 
must pass through an RPM. An RPM is a non-intrusive tool that screens 
vehicles for nuclear and radiological materials. 
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Picture 1 shows an MSW truck passing through a RPM. 

Picture 1 



Truck going through a Radiation Portal Monitor 


If an RPM or a Personal Radiation Detector (PRD)’ alerts to the presence 
of radiation, the MSW truck receives a second screening using a 
different RPM. If the second RPM also alarms, the truck undergoes 
secondary examination. The secondary examination would involve CBP 
ofdcers using a Radiation Isotope Identifier Device (RIID) to identify the 
source of the radiation (specific isotope). The truck may also undergo a 
VACIS examination. The secondary examination generally involves a 
physical examination of the vehicle. CBP does not have the capability to 
unload and inspect the contents of a MSW truck at the POE. Once the 
source of the specific radiation is determined, the vehicle will be released 
into the U.S., or processed for immediate return to Canada.’ If a 
violation has occurred, a penalty might be issued. In September 2004 we 
reported on the limitations of RPM, VACIS, PRD, and RIID equipment 
in report number OIG-04-040. 


’ The PRD is a small, self-contained personal safety device used for detecting radiation. 

’ Radiation can be present in many commonly used materials such as cat litter and clay tiles. 
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Special Operations 

In July 2003, CBP initiated special operation days called “Dump in 
Detroit” and “Screen Waste in Port Huron” to detemiine if trucks 
hauling MSW into the U.S. are in compliance with import laws and 
regulations. During the special operations, trucks are selected after they 
have gone through the RPM. All trucks entering the U.S. at the ports of 
Detroit and Port Huron drive through an RPM. Trucks cannot be 
selected for special operations until they have gone through the RPM. 
The truck driver’s entry documents are also reviewed to see if the driver 
has any outstanding warrants or legal issues in the U.S. or Canada. After 
the documents are confirmed, the truck is escorted to a landfill for a 
more thorough examination of its contents. Before the trucks are 
escorted to the landfill, a canine, if available, will be used to inspect the 
trucks. Since the special operations began, 629 trucks have been 
inspected, including 552 at the port of Detroit and 77 at Port Huron. 

Results of Audit 

Vulnerabilities in Screening Equipment and Physical 
Inspections 

CBP does not have an effective method to screen and inspect the-350’ 
truckloads of MSW that enter the U.S. daily through the Detroit and Port 
Huron POE. The effectiveness of RPMs and other equipment used to 
test for the presence of radiation is limited. VACIS visual presentations 
caiuiot easily distinguish drugs, weapons, or other contraband in MSW. 
In addition, physical inspections are of limited value because it is 
difficult to thoroughly inspect compacted MSW to identify illegal cargo, 
and relatively few inspections are performed because they are labor 
intensive. Further, physical inspections of the cab and the tractor are not 
routinely performed. 

RPM and VACIS Examinations 


The effectiveness of RPM and VACIS examinations is limited. In a 
September 2004 classified report, we identified needed improvements in 
the application of RPM technology. In addition, the effectiveness of the 
VACIS imaging system is limited by the nature of MSW. Because 
MSW is dense when compacted for transportation and is not a 
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homogenous product, it can be difficult for the officers to identify 
anomalies in the visual representation. Other commodities present a 
clearer and more uniform image. However, the imaging system has been 
useful in detecting some illegal drug smuggling. In one instance, an 
anomaly in the visual representation was found to be 1 ,900 pounds of 
marijuana packed in sports equipment bags. The bags were found in the 
back of a MSW truck. 

The VACIS imaging equipment also has mechanical limitations. At the 
ports we visited, the truck housing the equipment and the VACIS 
equipment itself were often out of service due to mechanical problems. 
The VACIS truck must be driven to a contractor or wait for a technician 
for repairs. Also, the equipment is often inoperable in inclement weather 
(electrical, wind, and snow storms). 

CBP Inspections of MSW 

Very few trucks received inspections other than an RPM. All MSW 
inspections during calendar year 2004 took place under special operation 
days called “Dump in Detroit” and “Screen Waste in Port Huron.” 
Although the Detroit and Port Huron POE accept 99% of MSW entering 
Michigan and over 90% of all MSW entering the U.S., the contents of 
less than 2/10 of 1% of MSW trucks.are selected for physical 
inspections. 

During calendar year 2004, 77 of the 90,174 MSW trucks that came 
through Port Huron were selected for landfill inspections. At the port of 
Detroit, 1 00 of 9,250 MSW tmcks were selected for inspection. 
However, all inspections at Detroit occurred during July through 
December; no inspections were performed during January to June. CBP 
personnel told us they did not perform any landfill examinations during 
the latter period because officers were assigned to higher risk priorities. 
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Table 2 shows the number of landfill examinations performed by month 
during 2004 for the Port Huron and Detroit POE. 

Table 2 

Landfill Exams for Calendar Year 2004 


Number of 
10 Landfill Exams 


Jan. Feb. Mar. Apr. May Jun.. Jut Aug.Sep. Oct Nov. Dec. 

g Detroit Ml 
^ Port Huron, Ml 


Poor weather conditions, difficulty getting into landfills, distances to the 
landfills, the length of time required to escort MSW tnicks to a landfill 
and conduct an inspection, limit the number of landfill exams conducted 
by CBP. The Michigan landfills are located fitom 25 to 90 miles fi’om 
the POE. Three officers and a supervisor conduct landfill examinations 
either on overtime or on regular hours, with their normal work 
assignments performed on an overtime basis. CBP officers typically 
select no more than five trucks to accompany to the landfill, observe the 
unloading, and examine the contents. The officers then return to the 
POE. The process from selection to release of the trucks after the 
examination, can take fium 3 to 6 hours. 

Physical examinations at landfills are difficult to perform because of 
unhealthy and dangerous environmental conditions. The presence of 
blood, medical waste, syringes, and the commingling of household 
chemical products, can cause skin irritation, respiratory problems, and 
diseases, such as hepatitis. Officers are also exposed to bird droppings 
fi:om the multitude of birds that fly above the landfills. 
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Picture 2 



CBP Officers at a Michigan landfiil unloading a MSW truck 


In addition, the MSW is generally so tightly compacted when a truck is 
loaded, that it is hard to identify specific items, as they are unloaded at 
the landfill. There have been fires inside these trucks caused by 
spontaneous combustion in the tightly compacted MSW. 

Further, the landfill surfaces are unstable and slippery during rain, snow, 
and ice. Officers can be injured climbing through the waste or by other 
commercial trucks unloading garbage in the same area. Poor weather 
conditions can also limit the number of landfill exams because of the 
conditions of the roads and the distances to the landfills. 

CBP officials consider inspection activities to be a local decision based 
on a port officials’ assessment of risk, available resources, and workload. 
CBP officials at the ports of Detroit and Port Huron told us they use local 
intelligence, officer judgment, random sampling, and targeting scores 
from CBP’s Automated Targeting System (ATS) to select tracks 
carrying MSW for further examination. CBP officials said they have not 
conducted a comprehensive assessment of risks facing the northern 
border. 
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Centralized Examination Station 

Centralized Examination Stations (CES) are facilities located near POE 
that provide the buildings and equipment needed to unload trucks, 
examine their cargo, and reload. There are no CES near the Detroit or 
Port Huron POE. Physical examinations are limited to a peek in the back 
of truck (if the door is opened too much, it cannot be closed again) or a 
view of the top of an open-top truck covered by a rollback tarp. 

CBP solicited bids for a contractor to provide a preexisting facility or to 
construct and operate a CES for MSW near the Detroit and Port Huron 
POE. CBP planned to have contractors operate the facility, including 
unloading and re-loading the MSW tracks and inspecting the contents. 
The cost of the examinations, under CBP’s plan, would be charged to the 
importer/exporter or importerVexporter’s agent. CBP officers would be 
present at the CES to oversee the operation. 

CBP received one proposal in response to its request. The proposal was 
for a CES facility 80 miles fix)m the POE. CBP determined that this was 
too far from the POE. CBP officials believe a CES would allow CBP to 
conduct more inspections in a safer environment and reduce the cost of 
inspections. However, according to CBP officials, there appears to be no 
interest from the private sector in establishing a CES facility closer to; the 
ports, and as a result, CBP is no longer pursuing the CES. 

Operating Procedures 

CBP relies on local POE officials to decide when to select and inspect 
MSW trucks. CBP’s procedures for special operation days, for example, 
do not specify how frequently special operation days should occur or 
how many trucks should undergo inspection during these operations. 
Lacking nationwide procedures, local port officials drafted local 
procedures for screening MSW. This resulted in inconsistent inspections 
by the CBP officers at the various POE. For example, Port Huron’s 
“Screen Waste” procedures instruct the officers to release the trucks 
selected for inspections if a bottleneck develops at the bridge, while 
Detroit’s “Dump” procedures do not mention release because of 
bottlenecks. 
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In addition, Detroit and Port Huron do not conduct VACIS exams in the 
same way. Detroit images the entire truck after the driver exits. Port 
Huron starts to image behind the driver; the driver remains in the cab to 
drive the track throng the imaging process. Consequently, if there 
were contraband in the cab, the imaging process would not detect it. 


Recommendations 

We recommend that the Commissioner of CBP conduct a risk analysis 
and develop procedures and minimum requirements for selecting and 
inspecting trucks carrying MSW. The procedures should require 
inspections throughout the year and physical inspections should not be 
limited to special operations days. 

Management Comments and OIG Analysis 

We obtained written comments on a draft of this report from CBP. We 
have included a copy of the comments in their entirety as Appendix C. 
CBP agreed with the recommendations. Below is a summary of CBP’s 
response to the recommendations and our assessment of the response. 

CBP concurred with the recommendation and proposed a three part 
action plan: 

The Office of Field Operations (OFO) will request that the Office of 
Strategic Trade perform a risk analysis of trucks carrying municipal solid 
waste into the United States. 

OFO will review the risk analysis and develop procedures and 
requirements for selecting and inspecting trucks carrying Canadian 
mtmicipal solid waste. 

OFO wdll implement the new selection criteria and inspection 
procedures. 
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GBP’s proposed corrective action, when fully implemented, will satisfy 
the recommendation. We requested a copy of the risk analysis and a 
copy of the selection criteria and inspection procedures. 
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Objective, Scope, and Methodology 

The objective of this audit was to determine the effectiveness of the 
technologies and methodologies used by CBP to screen MSW . Specifically, 
we determined whether there were vulnerabilities in the technologies and 
methodologies that CBP used to screen trucks and drivers hauling MSW from 
Canada, and whether CBP personnel had established consistent, 
comprehensive, and clear methodologies for screening MSW. The audit 
scope covered the period January 2003 through March 2005. 

We interviewed CBP Headquarters and port personnel responsible for the 
program. We reviewed regulations, directives, and other guidance related to 
the screening and examination of MSW. We reviewed MSW entfies and 
analyzed data files received from port personnel. 

We conducted our audit work at CBP Headquarters and at the ports of Detroit 
and Port Huron, Michigan, where we observed the processing and screening 
of MSW. We selected the ports of Detroit and Port Huron because they have 
the largest volume of MSW entries nationwide. We also visited two Michigan 
landfills and observed how MSW is .examined. We visited three MSW 
transfer stations in the greater Toronto area where MSW is unloaded from 
collection vehicles and briefly held while it is reloaded onto larger long- 
distance transport vehicles for shipment to landfills or other treatment or 
disposal facilities. We also gathered and analyzed information regarding 
techniques for screening MSW from other northern and southern border ports. 

We conducted our audit between June 2004 and March 2005 under the 
authority of the Inspector Genaral Act of 1978, as amended, and according to 
generally accepted government auditing standards. 
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U5. Department of Homeland Security 
V^Wngton. DC 20229 

U.S. Customs and 
Border Protection 


December 20, 2005 


MEMORANDUM FOR RICHARD L SKINNER 
INSPECTOR GENERAL 
DEPARTMENT OF HOMELAND SECURITY 


FROM; 


Acting Director 'M. d 
Office of Policy and Planning 


SUBJECT: Response to the Office of Inspector General’s Draft Report 

on the Screening of Trucks Carrying Canadian Municapa! 
Solid Waste 


Thank you ter providing us with a copy of your draft report entftled 'Audit of 
Screening of Trucks Carrying Canadian Municipal Solid Waste’ and the opportunity 
to discuss the Issues In this report. The U.S. Customs and Border Protection (CBP) 
appreciated the opportunity to work with the auditors In constructing a balanced and 
accurate document. CBP agrees with the overall substance and findings of the 
report. 


The Office of Inspector General (OIG) recorrvnends ftiat CBP conduct a risk analysts 
and develop procedures and minimum r^uirementsTor selecting and InspecUng 
trucks carrying MSW., The procedures s^uld require Inspections throughout the 
year and physical inspections should not be limited to special operations days. 

CBP concurs with the recommendations and proposes a three part action plan: 

• Risk analysis performed by the Office of Strategic Trade - The Office of 
Field Operations (OFO) will request that the Office of Strategic Trade perform 
a risk analysis of trucks carrying municipal solid waste Into Ihe United States. 
The analysis wit! be focused on providing statistically valid examination rates 
for each type of examination performed. This analysis will be requested within 
1 20 days. The tentative delivery date Is May 1 , 2006. 

• Development of procedures by OFO — OFO will review the risk analysis and 
develop procedures and requirements for selecting and inspecting trucks 
carrying Canadian municipal solid waste. The tentative delivery date for this is 
June 1, 2000. 
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• Implementation of procedures by the OFO — OFO vwll impiement the new 
selection criteria and Inspection procedures. Full implementation should be 
completed by August 1 , 2006. 

CBP has determined that the Information in the audit does warrant protection and we 
are designating Uie document as "For Official Use Only (FOUO).* Classification of 
the report as FOUO is clearly justified because of ffie sensitive nature of the 
information contained ffierein. The entire report should be FOUO because it 
discusses targeting and exam methodology. Please consider CBP’s concerns prior 
to relea^ng information that has been determined to be sensitive. 

If you have any questions regarding this response, please contact me or have a 
member of your staff contact Ms. Lynn at (202) 344-2953. 
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Major Contributors To This Report 

Roberta N. Rickey, Field Office Director 
Robert Davis, Audit Manager 
Elizabeth Haskett, Auditor-in-Charge 
Robert Long, Auditor 
Mee Lun Williams, Auditor 
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Report Distribution 

Department of Homeland Security 

Secretary 
Deputy Secretary 
Chief of Staff 
General Counsel 
Executive Secretariat 

Acting Commissioner, Customs and Border Protection 

Assistant Commissioner for Field Operations 

Assistant Secretary, Public Affairs 

Assistant Secretary, Policy 

Assistant Secretary, Legislative Affairs 

CBP Audit Liaison 

DHS OIG Liaison 


Office of Management and Budget 

Chief, Homeland Security Branch 
DHS OIG Budget Examiner 

Congress 

Congressional Oversight and Appropriations Committees, as appropriate 
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G AO 

Accountability ' liHegrity * ReUabliity 

United States Government Accountability Office 
Washington, DC 20548 


May 4, 2006 

Senator Norm Coleman, Chairman 

Senator Carl Levin, Ranking Minority Member 

Permanent Subcommittee on Investigations 

Committee on Homeland Security and Governmental Affairs 

United States Senate 


Dear Mr. Chairman and Senator Levin: 

In your April 19, 2006 letter to the Comptroller General, you provided a supplemental 
question for the record from Senator Akaka. You wrote; 

“In your statement you noted that corruption is a pervasive problem within certain 
foreign border security organizations, and that such corruption could compromise 
the effectiveness of U.S.-funded radiation detection equipment. 

Do you have any indication that these detection technologies, including the smaller 
highly portable hand-held devices, have fallen into the wrong hands and are now 
being used to measure the effectiveness of shielding a nuclear or radiological device 
before a terrorist even attempts a border crossing?” 

During the course of our review, we did not find any indication of U.S.-funded 
equipment falling into “the wrong hands.” However, as we note in our report, we did 
find that the Department of State, in its role as lead interagency coordinator, has not 
maintained accurate information on the operational status and location of all 
radiation detection equipment provided by U.S. programs. While DOE, DOD, and 
State each maintain lists of radiation detection equipment provided to foreign 
governments by their programs, they do not regularly share such information, and 
there is no comprehensive list of all equipment provided by U.S. programs. Without 
such a coordinated master list, program managers at DOE, DOD, and State caimot 
accurately assess if equipment is operational and being used as intended; determine 
the equipment needs of countries where they plan to provide assistance; or detect 
whether an agency has unknowingly supplied duplicative equipment to the same 
country or site. We recommended that the Department of State account for all U.S.- 
funded radiation detection equipment provided to foreign governments, especially 
handheld equipment, by creating, maintaining, and sharing among all agencies a 
comprehensive list of such assistance. State agreed with our recommendation and is 
taking steps to implement it. 
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While the lack of accountability over some U.S.-funded radiation detection 
equipment, especially hand-held equipment, is troubling, we did not find any evidence 
of such equipment falling into the wrong hands or being used to measure the 
effectiveness of shielding a nuclear or radiological device before a terrorist even 
attempts a border crossing. 


Sincerely yours, 



^ne Aloise 

Director, Natural Resources and Environment 
U.S. Government Accountability Office 
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RESPONSES TO SUPPLEMENTAL QUESTION FOR THE RECORD 
SUBMITTED BY 
SENATOR CARL LEVIN 
to 

THE HONORABLE MICHAEL P. JACKSON 

Deputy Secretary 
Department of Homeland Security 

PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
HEARING ON 

NEUTRALIZING THE NUCLEAR AND RADIOLOGICAL THREAT: 
SECURING THE GLOBAL SUPPLY CHAIN 
March 30, 2006 


1. The Subcommittee report found that 18% of containers identified by CBP as high risk at 
CSI ports are not inspected overseas. For example, The Subcommittee report noted that 
in the port of Tokyo, from February 2005 to February 2006, 477 exams of high risk 
containers were requested by CSI personnel and 430 exams were conducted by Tokyo 
officials. Therefore, 10% of the high risk containers requested by CSI personnel were not 
examined at the Tokyo port. 

a. At the hearing, I asked you why all containers identiBed as high risk are not inspected 
overseas at CSI ports. You responded that you would provide a more complete answer 
at a later date to the Subcommittee. Please explain why ail containers identified as high 
risk are not inspected at CSI ports. 

Response : All containers identified as high-risk by the Customs and Border Protection’ s 
(CBP) Automated Targeting System (ATS) are targeted by the Container Security 
Initiative (CSI). Those that, after research and analysis, are found to still pose a risk for 
terrorism are forwarded for examination. This research and analysis identifies shipments 
that have been entered incorrectly, which we call “manifest discrepancies” and shipments 
that have been incorrectly identified due to system errors, which we label “misfires.” 
Additionally, some shipments identified as high-risk by ATS, such as those in the above 
example of Japan, are not subsequently examined as a result of specific information 
provided by the host government. This information detailed background and data 
regarding the shipment’s shipper, exporter, and importer, and in many cases, mitigates 
the risk with the shipment. In cases where the information does not mitigate the risk, and 
the shipment was not examined by the host government, the CSI team will place on hold 
for a "Domestic Exam" on the shipment which will be conducted by CBP at this first 
U.S. domestic port of unlading. 


Permanent Subcommittee on Investigations 

EXHIBIT #19 
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b. At the hearing, I asked how CBP tracks which high risk containers that are not 
inspected in a foreign country are inspected in the U.S. You stated that “I’m assuming 
we could show you the CBP audit trail on these issues.” Please provide the 
Subcommittee with the “audit trail” that demonstrates that all containers identified by 
CBP as high risk are inspected either overseas or in the U.S. 

Response : An "audit trail" regarding high-risk cargo not inspected in a foreign country 
and requiring an inspection overseas is maintained in the ATS through transaction status 
switches generated by CBP officers. These statuses are generated when CBP officers 
mark shipments for review, mark shipments for hold, input hold comments, and input 
findings. The user IDs and date and time stamps are recorded against these actions. A 
"domestic exam requested" is a transaction status with a "CSI - for Domestic Exam" as 
a hold type. CBP officers operating overseas at CSI ports set this hold type when they 
identify a high-risk container for domestic exam that may not have been examined at the 
foreign port. This switch is used by ATS to present domestic CBP officers with this 
shipment transaction workload. CBP officers at U.S. ports use ATS to identify these 
shipments and place domestic holds on those shipments for domestic examination. 
Please see the attached screen shots of the A TS system for an illustration of this process. 


2. On March 30, 2006, the GAO released a report, “Cargo Container Inspections: 
Preliminary Observations on the Status of Efforts to Improve the Automated Targeting 
System.” The GAO report found that “CBP has not yet put key controls in place to provide 
reasonable assurance that ATS is effective at targeting oceangoing cargo containers with 
the highest risk of containing smuggled weapons of mass destruction.” Please comment on 
the GAO’s findings. 


Response : CBP is making progress on each of the key internal controls identified by 

GAO. Specifically: 

(1) CBP has developed and implemented performance measures related to the targeting 
of cargo containers, CBP has developed and is currently evaluating and refining a 
formal methodology in which the performance of ATS rules targeting cargo 
shipments can be assessed. 

(2) CBP has begun to compare the results of its random inspections with its ATS 
inspection results. CBP is reviewing significant seizure results and critical, positive 
exam results to validate or adjust targeting rules as appropriate on a case-by-case 
basis. Also, CBP is reviewing certain Compliance Measurement positive findings 
and recommending appropriate to ATS rule adjustments, specifically focusing on 
significant findings (i.e., restricted/prohibited and narcotics). 
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(3) CBP is working to develop and implement a testing and simulation environment. 
CBP has established the infrastracture for a simulation environment and is currently 
programming the system interfaces. This environment will facilitate research and 
development of new targeting methodologies, and improve testing and evaluation of 
current rule performance. 

(4) CBP is addressing recommendations contained in a 2005 peer review of ATS. 

3. At the hearing, I referenced a March 29"" Detroit Free Press article (attached), Security 
Lags When Traffic Jams, which described a practice the article called “flushing,” whereby 
CBP inspectors, at the instigation of their supervisors, allow trucks and ears to move 
immediately over the Ambassador Bridge, without being inspected, in order to move the 
bridge traffic quickly. Please comment on this article and whether or not “flushing” occurs 
at the Ambassador Bridge or other major border crossings in the country. 

Response : CBP does not currently have, nor has CBP had in the past, a policy or 
practice known as “traffic flushing.” It is the priority mission of CBP to prevent 
terrorists and terrorist weapons from entering the United States, while also facilitating 
the flow of legitimate trade and travel. As part of their duties, CBP officers inspect all 
persons applying for entry to the U.S. to determine identity, citizenship, and right to enter 
or pass through the United States. CBP believes the statements in the article in the 
"Detroit Free Press" about CBP employees engaging in "traffic flushing" are inaccurate. 

# 
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Inspectors: Security lags when traffic jams 

SPECIAL REPORT; Bridge operator pushes to keep border travel moving. Government 
officials deny cutting corners. 

BY TAMARA AUDI 

FREE Pf^SS STAFF WRITER 

March 29, 2006 

bn a weekend night earlier this month, 12 big rigs from Detroit were lined up on the 
Canadian side of the Ambassador Bridge, waiting to be searched by inspectors who 
were on the lookout for a produce truck thought to be carrying drugs. 

But before the Canadians could scan the trucks, their supervisor received a call from 
the U.S. company that owns the bridge. The trucks were snarling traffic. And the 
bridge's owner wanted traffic cleared quickly, an inspector working that night said. 

What happened next, according to customs inspectors and security experts, is what 
routinely happens on the U.S.-Canadian border when security clashes with commerce: 

Commerce wins. 

"We stopped the inspection," a Canadian inspector said, and let the trucks pass. 

Despite fears of terrorism and other security concerns at U.S. ports and border 
crossings since Sept. 1 1, 2001, U.S. and Canadian inspectors on the Ambassador Bridge and elsewhere say fliey 
are routinely told by supervisors to wave vehicles through checkpoints without scrutiny to satisfy commercial 
interests. 

Though government officials in the United States and Canada deny safety is compromised, inspectors say 
security lapses are a particular problem at the Ambassador Bridge — the busiest northern border crossing, and on 
of only two along the U.S.-Canadian border that are privately owned. 



Traffic crosses the 
Ambassadw Bridge earlier 
this month. Amid heightened 
terror concerns, about 9.4 
million vehicles crossed the 
bridge in 2005, bridge 
officials said. (KATHLEEN 
GALLIGAN/Delroit Free 
Press) 
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In one practice known as lane flushing, inspectors at flie bridge — owned by the Detroit International Bridge Co. 
- say supervisors force them to wave through long lines of care and trucks to ease congestion, without asking 
even cursory questions of drivers or passengers. 

"When the traffic backs up to a certain point, you know the call is going to come" from the bridge company, one 
bridge inspector told the Free Press. "Tlien management jtanps like lapdogs." 

Robert Perez, port director of Detroit for U.S. Customs and Border Protection, an agency of the Department of 
Homeland Security, denied lane flushing takes place. Perez said his office tries to cooperate with bridge and 
tunnel operators, and that inspectors might view that cooperation as caving in to commercial interests. 

"The people in the community, both in Detroit and Windsor, should feel good about the fact that their border 
crossings are safer than ever before," Perez said. 

The Free Press interviewed more than a dozen inqiectors, former ins|:^ctors, Homeland Security officials, 
customs supervisors, politicians and border security experts -- including six inspectors assigned to the Detroit- 
Windsor border. All but one of the inspectors — a Can^ian union leader -- spoke on condition of anonymity, 
noting agency restrictions on media interviews and saying they feared job reprisals if named. 

The allegations come as U.S. border security has faced its closest scrutiny since the 2001 terrorist attacks. 

Congressional opposition recently scuttled a plan to have a Dubai-owned firm manage six U.S. ports. And 
Tuesday, as Congress debated tougher border security as part of an immigration package, a Senate subcommittee 
was investigating how undercover agents drove into the United States from Canada and Mexico with nuclear 
material. 

Technology touted 

U.S. and Canadian customs officials, and representatives from the bridge company — owned by trucking magnat 
Manuel (Matty) Moroun ~ insist security is never compromised for commerce and say, in fact, the reverse is 
true: Better technology, improved facilities and better cooperation between business and government make the 
border more secure and efficient. 

Perez noted that the bridge and Detroit- Windsor Tunnel now feature high-tech surveillance — invisible to 
travelera -- such as radiation detectors and electronic prescreening programs. And customs agents in Detroit 
seized more than 5,000 pounds of drugs last year, an eightfold increase over the previous year, he said. 

Dan Stamper, president of the bridge company, said it has spent millions to expand facilities since 9/1 1 and 
would never ask inspectors to "give up any of their security initiatives to move traffic faster." 

Bridge inspectors concede that, even under the best of circxunstances, they could not fully inspect every vehicle 
entering the United States without crippling trade. Thus, they say, it is not unusual for drivers to pass inspection 
with only a few questions asked. 

What they object to, they say, are orders from supervisors to wave through long lines of cars and trucks with no 
questioning at all. Sometimes, inspectors say, they have been told to stop inspecting a particular vehicle to open 
more booths when traffic backs up. 

"They call and say, 'You're holding us up too much.' And they always win that argument," said Charles 
Showalter, national president of one of the two unions representing U.S. Customs and Border Protection officers 
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:iQ said when inspectors or the union object. Homeland Security officials "call it 'acceptable risk.’ It's 'Hurry up, 
luny up, hurry up, hurry up.' Nobody wants to slow down commerce." 

Bridge inspectors say this can happen once a week or more at the Ambassador Bridge -- one of two privately 
3wned crossings on the U.S.-Canadian border. The other is a bridge in International Falls, Minn. However, they 
also say that inspectors are also pressured to speed traffic at government-owned crossings that are run by private 
companies. 

The Detroit-Windsor Tunnel, for example, is run by a private company but owned by the City of Detroit on one 
side and Windsor on the other. Toll profits are shared with the cities. 

Tolls collected at the Ambassador Bridge go to the bridge company, owned by Moroun of Grosse Pointe Shores. 
Keeping the wait down 

Since 9/11, traffic has declined about 30% at Etetroit's border crossings. 

To counter memories of long delays in the months after Sept. 1 1, the Detroit-Windsor Tunnel tries to keep waits 
under 20 minutes. Both the tunnel and bridge post wait times on their Web sites. During rush hour on an evening 
this week, bridge travel to and from Canada was under 1 5 minutes. The tunnel wait was under 6 minutes. 

Neal Belitsky, executive vice president of the Detroit & Canada Tunnel Corp., which operates the tunnel, said he 
considers a 20-minute wait as "the outer limits for acceptability” for the roughly 29,000 vehicles that pass 
through daily. 

"When we see traffic getting to that threshold, we will start calling customs and saying we need more lanes," he 
said. "That's a standard part of the business and we all do it." 

He added there are times when customs denies his request and he backs off. 

Danny Yen, spokesman for the Canadian Border Services Agency in Windsor, said, "We've had our challenges" 
with Ae bridge company, but "we never compromise security for trade. It's a balance." 

Haste makes risk, some say 

But inspectors say the rush to speed traffic has spawned practices — such as lane flushing — that put security at 
risk. 

"Lane flushing happens ail over the place, at every crossing," Showalter said, "The traffic backs up. The 
supervisor gets a call" from private border businesses. "They run an officer with a canine through the line of can 
and the officers on the primary inspection lanes are told not to ask questions." 

About 9.4 million vehicles crossed the Ambassador in 2005, according to bridge officials. Collectively, the 
bridge, tunnel and a commercial train tunnel account for nearly a quarter of all U.S. trade with Canada, the bulk 
of it by trucks crossing the bridge. When trade is delayed at the border, Michigan's automobile-reliant economy 
suffers most, a recent Ontario Chamber of Commerce study shows. Automakers use a "just-in-time" delivery 
system that depends on parts crossing promptly. A delay of even a few hours can cost millions. 
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Perez, the Detroit port director, said changes intended to balance trade and security issues mean that some 
vehicles don't have to be checked as frequently. The government’s so-called trusted traveler programs, for 
instance, allow prescreened businesses to cross faster and widi fewer inspections, though critics say terrorists 
could exploit such efforts. 

Colleen Kelley, president of the National Treasury Employees Union, a union representing 150,000 federal 
workers, including inspectors, said that pressure to speed trade means "something's got to give." What usually 
gives, she said, is thorough inspection work. 

"The balance of trade and security became a battle that we really lost to trade years ago," said Joseph King, a 
professor and terrorism expert at John Jay College of Criminal Justice in New York who worked for U.S. 
Customs for 37 years. "Customs has become an honor system where the industry controls it, and periodically the 
government comes in and monitors." 

And yet, ask Moroun — whose company gets a reported $60 million annually in bridge revenue and spent 
$645,000 on lobbying and consulting over the past nine years -- about inspectors and he says, "They're very 
independent." 

On the other side of the river, Marie-Claire Coupal, a Canadian customs inspector and local union leader, said 
she doesn't feel very independent lately. Of Moroun, she says, "He calls the shots around here." 

The bridge company's Stamper responds that his firm has a duty to keep trade moving. And he notes that a recen 
study rated the Ambassador's travel times "clearly superior" to six other crossings. 

Sept. 1 1 , Stamper said, was a wake-up call for him, too. After the attacks, heightened security led to 14-hour 
bridge delays. Choking the economy was, after all, a major goal of the terrorists, he said. 

So the main threat Stamper sees is not a dirty bomb, or suicide bombers. "Our biggest threat is our own 
government's reaction to the border." 
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1. In your testimony, you discussed the Department of Energy’s Megaports initiative to 
improve our abiiity to detect nuciear and radiological threats overseas. Both the Domestic 
Nuclear Detection Office (DNDO) within the Department of Homeland Security and the 
National Nuclear Security Administration (NNSA) are charged with acquiring and 
deploying radiation detection equipment. 

Can you tell how the DNDO works to complement, and not duplicate. Megaport and other 
Department of Energy initiatives and activities? 

Response : The question describes DNDO as "deploying" radiation systems. More 
accurately, DNDO supports the deployment of the systems by the operational DHS 
offices, such as CBP. 

The DNDO has the primary responsibility within DHS to integrate efforts across the 
Department to combat the threat of nuclear attack. This allocation of responsibilities is 
succinctly summarized as “centralized planning with decentralized execution.” Through 
this management construct, the DNDO does not change any current roles, 
responsibilities, and functions of any Federal partner or infringe on the statutory 
responsibilities of partner agencies. 

Additionally, the DNDO is the lead Departmental representative for all interagency 
activities to coordinate the U.S. Government nuclear defense posture. As such, the 
DNDO works in close partnership with the Department of Energy (DOE) and its 
Megaports program to bolster, not duplicate, activities. For example, personnel from 
DOE serve as full-time detailees at DNDO, and are working on several activities, 
including the development of the domestic and global nuclear detection architecture and 
the creation of revolutionary radiation detection technologies. In addition, the DOE is 
a member of the Interagency Coordination Council (ICC) that serves as the DNDO’s 
primary means to coordinate nuclear detection concepts and initiatives across the 
interagency. 
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At a strategic level, the DOE programs have been incorporated into the development of 
the global detection architecture. As the architecture evolves, the DNDO will put 
forward options and recommendations to the interagency community that improve our 
ability to detect radiological or nuclear threats. This includes working with Megaports 
at a programmatic level to close identified gaps in our layered defense. 

Regarding technology development and acquisition, DOE NNSA and the DNDO are 
responsible for similar technologies that are utilized for complementary but different 
missions. NNSA responsibility includes research and development for international 
nonproliferation efforts, including intelligence gathering. The DNDO is responsible for 
protecting the U.S. through development of the global nuclear detection architecture to 
prevent radiological and nuclear materials from entering or transiting the country illicitly. 

Some examples of collaboration include DHS and DOE joint participation in the 
interagency Domestic Nuclear Defense Research and Development (DNDR&D) 
Working Group, which is charged with creating an integral research and development 
roadmap addressing the entire domestic nuclear defense system, In addition, the 
planning process for the DNDO FY 2006 transformational research and development 
program included active participation from the DOE Nonproliferation and Verification 
Research and Development Program. Similarly, the DNDO supported the NNSA in 
reviewing foundational science proposals for advanced detectors and materials. 


2. I’ve been contacted by the National Treasury Employees Union (NTEU) because of their 
concern over a decrease in staffing levels within the Customs and Border Protection (CBP). 
More troubiing, the President’s Budget for fiscal year 2007 requests an increase of only $32 
million and 21 full-time employees for all CBP operations at ports of entry. This stands 
in Contrast with other human capital initiatives within the Department, including a $41.7 
million or 133 percent increase for funding MaxHR, the new personnel system at DHS. I 
question the Department’s commitment to address these critical staffing problems within 
CBP. 

Can you tell me how CBP plans to address these staffing problems? Without a sufficient 
number of trained inspectors, how can we expect our borders to be protected? 

Response : CBP believes that it is adequately addressing staffing needs. For example, 
in addition to the increases you mention in Policy, Planning and Analysis for Border 
Security, Trade and Travel Facilitation at ports of entry, the FY 2007 President’s budget 
proposal for CBP includes staffing and resource increases of 1 66 positions (83 FTE) and 
$18.8 million to enhance our ability to detect illicit radiological materials concealed 
within shipments, conveyances or containerized cargo entering the United States, and to 
support the physical expansion of the National Targeting Center (NTC) in support of 
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intemational passenger and cargo targeting operations. Details of these requested 
enhancements are as follows: 

PPA: Inspection and Detection Technology tl06 positions (53 FTE) and $12 million) 
The additional staff will support the deployment ofweaponsofmass destruction (WMD) 
detection systems deployed through DNDO’s WMD procurement program and ensure 
CBP will have dedicated persoimel to resolve alarms from Radiation Portal Monitors 
(RPMs) and to conduct radiological examinations at our Nation’s busiest seaports. These 
additional staff will ensure enough dedicated CBP personnel to conduct sufficient levels 
of WMD inspections at our Nation’s seaports of entry and will be deployed to our 22 
biggest seaports of entry. These top 22 seaports handle approximately 98% of the sea 
containers arriving in the United States. 

PPA: National Targeting Center 160 positions GO FTEl and S6.8 million) 

The NTC directly supports all field enforcement activities related to the core anti-terror 
mission. Utilizing sophisticated targeting methodology, NTC staff analyze, screen, and 
target for intensive anti -terrorism inspection all passengers and cargo before arrival in the 
United States. Established in 2001 by CBP as the centralized location to manage 
national, tactical and strategic targeting, the NTC enables ports to focus more on 
continuous inspection operations while the NTC performs the necessary extended 
research and coordination. The additional positions requested in FY 2008 will support 
the expansion of the NTC to two sites in support of international passenger and cargo 
targeting operations in order to expand the NTC’s overall anti-terrorism targeting, 
research and field support operations. 

Currently, CBP determines the appropriate level of staff at our Ports of Entry (POE) by 
analyzing such criteria as : volume, processing times, facility constraints and expansions, 
number ofterminals/lanes, threat and risk factors and overtime usage. CBP also solicits 
quarterly resource submissions from each Field Office to ensure that the proper staffing 
levels are allocated to where they are most needed. These quarterly submissions, 
combined with national and local initiatives and our current financial plan, are the current 
driving factors in the allocation of personnel. 

In addition, CBP Office of Field Operations is taking proactive steps to ensure that 
staffing remains sufficient to meet mission critical needs, by developing an optimal 
staffing allocation model for CBP officers and Agriculture Specialists at POEs. This 
model will address staffing needs and adjust to changes in workload, processing time, 
complexity and threat levels. The primary output of the model will show a recommended 
level of staffing of CBP officers and Agriculture Specialists for each POE. The main 
methodology employed by the model is to calculate an expected level of workload based 
upon key workload elements and an associated required level of staffing to handle the 
workload at each location. 
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3. Governor Thomas Kane testified that: “We are disappointed to hear, for example, that the 
FBI is not further along on preventing weapons of mass destruction.” 

Please describe how specifically the Department of Homeland Security works with the FBI 
to complement FBI efforts and initiatives designed to reduce nuclear and radiological 
threats to the nation? 

Response : The Domestic Nuclear Detection Office (DNDO), as the lead component 
within the Department of Homeland Security (DHS) for reducing nuclear and 
radiological threats to the Nation, works hand-in-hand with the FBI to complete its 
mission. The DNDO operating paradigm is one of “centralized plaiming with 
decentralized execution” — development of the global nuclear detection architecture 
occurs within the DNDO, but the FBI is specified as a primary law enforcement agency 
in the USG for response in many radiological and nuclear threat scenarios. On a more 
tactical level, the FBI provides full-time detailees to the DNDO, filling multiple roles in 
the DNDO including the Assistant Director for Operations Support and staff roles in the 
Office of Operations Support and the Office of Assessments. These daily interfaces 
ensure that the DNDO and FBI maintain continuous lines of communication and 
common awareness. 

The Homeland Secmity Operations Center (HSOC) is the primary national-level hub for 
domestic situational awareness, common operating picture, communications, information 
fusion, and operations coordination pertaining to the prevention of terrorist attacks and 
domestic incident management. The HSOC is a standing 24/7 multi-agency organization 
fusing law enforcement, national intelligence, emergency response, and private sector 
reporting. 

The below listed HSOC desks officers collect, share and coordinate nuclear and 
radiological threat information on a routine basis: 

FBI (Federal Bureau of Investigation) 

DNDO (Domestic Nuclear Detection Office) 

DOE (Depart of Energy) 

DOD (Dept of Defense) 

CBP (Customs and Border Protection) 

USCG (U. S. Coast Guard) 

The HSOC coordinates closely with the FBI Counter Terrorism Watch. There is an FBI 
desk in the HSOC Watch and the HSOC has a desk in the FBI Counter Terrorism Watch 
Center, Connectivity is crucial to the effectiveness of the liaison roles for all issues 
including the reduction of nuclear and radiological threats. The FBI HSOC desk officers 
have full access to their Automated Case System (ACS), email, as well as to the 
Guardian System, The latter system has been shared with other HSOC desk officers for 
anti-terrorism purposes to include attacks by nuclear and radiological threats. Whenever 
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the HSOC receives threats or suspicious activity reporting, especially Patriot Reports 
(reports from the public) which may be unique, the HSOC Senior Watch Officer ensures 
that the information is quickly disseminated to the FBI’ s Counter T errorism W atch which 
sits at the National Counter Terrorism Center (NCTC). When there appears to be a 
nuclear or radiological threat, the HSOC coordinates information directly with the 
Weapons of Mass Destruction (WMD) Ops Unit of the WMD Section at FBI HQ. The 
WMD OPS Unit also maintains a 24/7 capability to coordinate a threat assessment 
procedure, using both in-house FBI and interagency subject matter experts, as 
appropriate, to ascertain the credibility of the threat. The nuclear or radiological threat 
information is also shared/coordinated with other agencies to include those listed above. 

In addition, the DHS U. S. Immigration and Customs Enforcement (ICE) coordinates with 
the FBI in efforts and initiatives focused on the reduction of nuclear and radiological 
threats to the homeland. ICE and the FBI, along with other agencies such as Commerce, 
DoD, and State, complement each other’s efforts in protecting the United States by 
preventing the illegal export of weapons of mass destruction technology from the U.S. 
Technologies illegally exported from the United States could be used to further foreign 
illicit state programs or terrorists’ efforts to gain WMD capabilities. ICE has the 
broadest investigative authority to enforce United States exportation laws and export 
licensing requirements. These include authorities pertaining to dual-use technologies, 
U.S. Munitions List components, sanctions violations and related regulations. ICE and 
the FBI routinely coordinate on investigative matters to allow for the most 
comprehensive prosecution possible. 

# 
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Q. The GAO has described their Red Team exercise by which they successfully smuggled 
radiological material utilizing faisified documentation. What measures can Customs and 
Border Protection take to enhance the effectiveness of portal detection equipment and to 
uncover falsified documentation? 

Responses: As discussed in the hearing, the portal detection equipment functioned properly 
and the Officers followed established procedures. The outstanding issue, however, was that 
our Officers did not authenticate the legitimacy of the Nuclear Regulatory Commission 
(NRC) licensee/shipper information that the Investigators presented. U.S. Customs and 
Border Protection (CBP) has an established set of policy and procedures to address the issue 
raised by the Government Accountability Office. The following chronology describes events 
that led CBP - in conjunction with the NRC t. to establish procedures for the verification of 
NRC licensee/shipper information. 

Oh March 30, 2006, Customs and Border Protection and NRC managers met to discuss how 
to determine the legitimacy of NRC licensee/shipper information. Discussions centered on 
NRC/CBP roles and responsibihties, available licensee/shipper databases, and tentative 
solutions. The meeting concluded with scheduling a follow-up meeting. 

On April 5, 2006, CBP issued an internal memorandum that directed all Field Officers to 
contact CBP’s Laboratories and Scientific Services (LSS) Scientists whenever they required 
assistance in resolving the authenticity of NRC licensee/shipper information associated with 
the importation of industrial isotopes. As part ofthe process ofresolving the legitimacy of 
NRC licensee/ shipper information, LSS Scientists would act as the liaison with the NRC via 
a twenty-four hour hotline. 

CBP and NRC managers reconvened on April 7, 2006, to discuss: the April 5 memorandum; 
the sharing of NRC licensee/shipper database information with CBP; CBP/NRC 
communication protocols; best/worse-case scenarios; and procedures for authenticating the 
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legitimacy of NRC licensees/shippers information. The meeting resulted in an agreement 
for the NRC to provide CBP LSS with NRC licensee/shipper databases, thereby enabling 
LSS to confirm discrepancies associated with licensee/shipper information. A process was 
also established in which LSS could verify discrepancies with the NRC via a twenty-four 
hour hotline. 

On April 20, 2006, CBP LSS Scientists received the NRC databases and the NRC provided 
training on the use of the databases. 

On April 27, 2006, CBP issued an internal memorandum reiterating the April 5, 2006 
guidance, designating LSS as CBP’s technical clearinghouse responsible for verifying NRC 
licensee/shipper information. The memo further delineated specific procedures to process 
and verify NRC licensee/shipper information and provided for instructions on processing 
travelers/passengers carrying industrial isotopes to be included. 

Further meetings will be scheduled in the near future to follow-up on the adequacy of the 
established policy, agreements and procedures. 

# 



489 


RESPONSES TO SUPPLEMENTAL QUESTION FOR THE RECORD 
SUBMITTED BY 
SENATOR CARL LEVIN 

for 

VAYL OXFORD 

Director, Domestic Nuclear Detection Office 
Department of Homeland Security 

PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
HEARING ON 

NEUTRALIZING THE NUCLEAR AND RADIOLOGICAL THREAT: 
SECURING THE GLOBAL SUPPLY CHAIN 
March 28, 2006 


Coordination between Megaports and Container Security Initiative 

1. Please explain what role the Department of Homeland Security has in coordinating the 
Department of Energy Megaports program and the Customs and Border Protection 
Container Security Initiative? 

Response : The DNDO has the primary responsibility within DHS to integrate efforts across 
the Department to combat the threat of nuclear attack. Additionally, the DNDO is the lead 
Departmental representative for all interagency activities to coordinate the U.S. 
Government ’ s capability to detect and report unauthorized attempts to import, possess, store, 
develop, or transport nuclear or radiological material for use against the Nation, As such, 
the DNDO works in close partnership with the DOE Megaports and the CBP Container 
Security Initiative (CSI) programs. 

At a strategic level, the efforts of Megaports and CSI are being included in the development 
of the global detection architecture. As the architecture evolves, the DNDO will work with 
Megaports and CSI to develop and implement options and recommendations to the 
interagency community that improve our ability to detect radiological or nuclear threats. 

For example, the DNDO works with DOE and CBP to encourage the use of advanced 
detection technologies at foreign ports. Some of these technologies are currently being 
created and tested through DNDO research, development, test, and evaluation programs. 
Furthermore, the DNDO has proposed the need for much more consistent and stringent 
information sharing requirements if U.S. funds are to continue to be used to deploy systems 
overseas. DNDO, through its Joint Analysis Center, will work with partners, like DOE and 
CBP, to secure agreements for more timely and imiform information sharing. 
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Global Architecture 

2. What is the global architecture that the Department of Homeland Security plans to 
establish for international border security and how will this be coordinated with the State 
Department, which has the lead responsibility in coordinating efforts to prevent nuclear 
smuggling overseas? 

Response : The DNDO has been tasked to develop the global nuclear detection architecture, 
but it alone will not be responsible for its implementation. That task will fall to other 
agencies, such as the Department of Energy and Customs and Border Protection, pursuant 
to current implementation agreements. Based on initial architecture analyses, DNDO has 
recommended that the following next steps should be considered: expand radiation screening 
opportunities within US international radiation detection security programs, upgrade 
deployed detectors and advise host countries on new response protocols and techniques, 
pursue greater integration of radiological and nuclear detection concepts into supply chain 
security initiatives, and secure agreements with host countries of all US deployed systems 
to provide greater access to detection information . Furthermore, the DNDO strongly 
recommends that the USG continue diplomatic efforts to develop country-specific strategies 
to reduce the risk of nuclear terrorism. These recommendations were briefed to, and agreed 
upon by, most interagency partners, including the State Department, as well as the White 
House (including the National Security Council). 

Because the DNDO will not have implementation responsibilities for most of these 
initiatives, considerable effort has been made to involve interagency partners like the DOS 
in the development of proposed initiatives. The DNDO’s responsibilities are succinctly 
summarized as “centralized planning with decentralized execution.” Through this 
management construct, the DNDO does not change any current roles, responsibilities, and 
functions of any Federal partner or infiinge on the statutory responsibilities of partner 
agencies. For example, the DNDO, in cooperation with the DOS, will develop 
methodologies and agreements with international allies in order to improve and expand the 
ability to conduct systems assessments against the outer layers of the global nuclear detection 
architecture. 

Overall, the DOS has a key role in supporting the international activities of the global nuclear 
detection architecture. The DOS is a member ofthe Interagency Coordination Council (ICC) 
that serves as the DNDO’s primary means to coordinate nuclear detection concepts and 
initiatives across the interagency. 
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3. The GAO report, Combating Nuclear Smuggling: Corruption, Maintenance, and 
Coordination Problems Challenge U.S. Efforts to Provide Radiation Detection Equipment to 
Other Countries, recommends that the National Security Advisory, acting through the 
National Security Council Staff issue a plan “guiding the implementation and coordination 
of threat reduction and nonproliferation programs addressing border security.” How 
does the Global Architecture fit within this recommendation? 

Response : The DNDO analysis of the baseline global nuclear detection architecture would 
complement GAO recommendations to create a national plan to address overseas border 
security. The global architecture identifies enhancements for the security posture of foreign 
borders and authorized ports of entry, and has produced an initial set of recommendations 
that could inform broader USG-related security programs at the source and foreign border 
security plans. For example, the DNDO strongly recommends integration ofradiological and 
nuclear detection concepts into global supply chajn security initiatives. 

The DNDO understands that coordination with relevant initiatives addressing vulnerabilities 
overseas (e.g. Second Line of Defense) is essential. Therefore, participating in joint- 
planning activities across the interagency is beneficial to and consistent with the process by 
which DNDO hopes to develop a global nuclear detection architecture. 


Joint Center for Global Connectivity 

4. What is the Joint Center for Global Connectivity, what does it collect and how does it or 
will it improve the ability to prevent nuclear smuggling? 

Response: The Joint Center for Global Connectivity has been recently renamed the Joint 
Analysis Center (JAC) to reflect not only the information sharing aspects of its iriissipn, but 
the contributions it provides as an analytical component of the DNDO. 

The JAC will provide near real-time situational awareness of the global nuclear detection 
architecture, facilitate adjudication of nuclear detection events, and coordinate technical 
support to Federal, State, and local (F/S/L) authorities. In addition, the JAC fuses detection 
information and information generated by the intelligence and counterterrorism communities 
to provide a better-informed decision making environment, enabling more effective alarm 
resolution, trend analysis, and threat awareness. It is staffed by experts from the DNDO, 
DoD, DOE, FBI, USCG, CBP, and NRC. 

By monitoring the USG global nuclear detection system, the JAC provides 24/7 response for 
domestic radiological alarm resolution, including acting as a conduit from local authorities 
to national assets that can provide definitive spectrum analysis. Once fully operational, the 
JAC will coordinate domestic technical detection adjudication across the USG and facilitate 
communication between State and local agencies and Federal assets, enabling DNDO to 



492 


- 4 - 

expedite domestic alarm resolution. However, the JAC will not duplicate the efforts of 
CBP’s Laboratories and Scientific Services (LSS), but rather work directly with them for 
secondary alarm resolution. 

A key component of the JAC is the Nuclear Assessment Program (NAP). The NAP is an 
ongoing weapons-lab based analysis program that assesses and reports on illicit trafficking 
of nuclear material, as well as nuclear threat communications. This capability provides the 
operator community, as well as decision makers, with more information about what they may 
or have encountered, enabling the F/S/L law enforcement, as well as other authorities, to 
better respond to nuclear related issues and incidents — improving the Nation’s ability to 
prevent nuclear smuggling. Using its technical, operational, and behavioral analysis 
capability of such events, it provides rapid, written assessments to support DHS, other 
members of law enforcement and the intelligence communities. 

# 
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Q. Are the nuclear detection systems used at foreign ports the same systems used in the U.S.? 

Response: US-funded overseas deployments under the Department of Energy Second Line 
of Defense / Megaports program, as well as other federal agencies security programs 
deploying radiation detection technology, utilize radiation portal monitors (RPMs). The 
currently fielded (US-funded) systems are technologically similar to those used at U.S. ports 
of entry, though equipment is provided by different vendors. 

§ 



494 


RESPONSES TO SUPPLEMENTAL QUESTION FOR THE RECORD 
Submitted By 

SENATOR CARL LEVIN 

to 

DAVID G. HUIZENGA 

Deputy Assistant Secretary 
National Nuclear Security Administration 

PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
HEARING ON 

NEUTRALIZING THE NUCLEAR AND RADIOLOGICAL THREAT: 
SECURING THE GLOBAL SUPPLY CHAIN 
March 28, 2006 


Coordination Behveen Megau or ts and Container Security Initiative 

1. Could you briefly describe the mission of the Megaports program, how it is coordinated 
with the Container Security Initiative, and the role of the Department of Homeland 
Security in coordinating the hvo programs? 

Response : The Megaports Initiative is an international nuclear security program under 
which DOE/NNSA cooperates with its foreign partners to enhance their capability to deter 
and detect illicit trafficking in special nuclear and other radioactive materials in the 
international maritime system. Under the Megaports program NNSA provides radiation 
detection systems, training in use of the systems, and technical and sustainability support to 
appropriate host nation law enforcement officials. Once installation, training, and system 
evaluation is complete, ownership of the equipment and responsibility for its operation 
transfers to the host government. The host government is obligated to provide all data 
associated with detections or seizures made as a result of the use of NNSA supplied 
equipment to the U.S. government. 

As evidenced by the Memorandum of Understanding we signed with Department of 
Homeland Security’s (DHS) Customs and Border Protection Bureau in April 2005, we are 
committed to maintaining a strong, effective partnership with the Container Security 
Initiative (CSI) program. We routinely and closely coordinate on the planning and 
implementation of the Megaports Initiative and the Container Security Initiative (CSI). The 
Megaports hiitiative serves to enhance CSI targeting and scaiming activities at foreign 
seaports by providing an additional scarming tool to detect nuclear and other radioactive 
materials in cargo containers prior to being loaded on vessels bound for the US. The broad 
extent of coordination between CSI and the Megaports Initiative is demonstrated by the 20 
joint outreach missions and port assessments we have undertaken, the two joint agreements 
we have already signed with host governments, and our efforts to identify additional 
opportunities to jointly implement both programs. Finally, for the ports where CSI persoimel 
are present, NNSA is developing procedures host country officials whereby CSI is directly 
notified of all alarms on containers bound for the U.S. 
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2. Have you identified any additional steps that could be taken to improve coordination 
between the two programs, Megaports and the Container Security Initiative? 

Response : While we have a robust partnership in place, we are constantly looking for 
opportunities to leverage the strengths of each program. For example, we have recently 
signed joint agreements with Oman and Honduras (i.e., among CSI and the Megaports 
Initiative and foreign governments). We are pursuing additional joint agreements with host 
governments and hope to complete several such agreements over the next few months. 


3. It has been suggested that Mcgaports and Container Security Initiative be combined, could 
please address the pros and cons of this suggestion? 

Response : While some may argue that consolidating the two programs within one 
department will result in a more cohesive international port security policy, we believe this 
vision is already a reality through the extraordinary collaboration and coordination that 
NNSA and CBP have instituted between the Megaports program and CSI. The best way to 
accelerate overseas scanning of cargo containers is to continue to draw on the technical 
strengths in radiation detection at DOE/NNSA and the Customs experience at DHS and build 
on the already strong ties between these agencies. 

There are a number of drawbacks to merging the programs. First, merging the two programs 
could result in lost opportunities to seize smuggled material or weapons because CSI is 
focused solely on screening U.S. bound containers. Although we are working towards the 
common goal of preventing WMD from entering our country, the Megaports program’s 
mission is broader in that we are focused on detecting efforts to smuggle nuclear material, 
regardless of the destination. 

Second, the Megaports Initiative is an integral component of our larger strategy to prevent 
the diversion of nuclear weapons and material. To reinforce our efforts to enhance the 
security of Russia’s nuclear complex, the Second Line of Defense program deploys radiation 
detection systems at land borders, airports and seaports so as to provide numerous 
opportunities to deny terrorist organizations access to nuclear or other radiological material. 

The National Security Presidential Directive (NSPD) that established the Domestic Nuclear 
Detection Office clearly acknowledged DOE/NNSA’srole as the primary source of expertise 
in dealing with issues related to special nuclear and other radioactive materials. Leaving the 
Megaports program under NNSA will allow us to continue to leverage this expertise and 
build upon our solid record of successfully implementing nuclear security programs and 
managing related construction projects in foreign environments. 

Finally, we are gaining significant momentum with 6 operational ports, implementation 
activities underway in 8 countries, and 6 more agreements are expected to be signed in 2006, 
NNSA has the contractual infrastructure in place and has purchased the radiation detection 
monitors to support these deployments. 
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Global Architecture 

4. The Department of Homeland Security plans to establish a global architecture for 
international border security. Will this giobal architecture impact the Department of 
Energy Megaports or other programs and how, if you know will the architecture be 
coordinated with the State Department, which has the lead responsibility in coordinating 
efforts to prevent nuclear smuggling overseas, and others in the Interagency working 
group? 

Response : In coordination with the Departments of Energy, Defense and State, the DNDO 
is focused on developing the overarching multi-layered strategy to protect the U.S. from an 
act of nuclear terrorism, developing more advanced detection equipment, and examining 
methods to facilitate U.S. receipt of information on potential nuclear threats in near real-time. 
According to the terms of NSPD/HSPD that created this office, the Departments of Energy, 
State and Defense remain responsible for the policy and implementation of their respective 
international border security programs. The Domestic Nuclear Detection Office’s (DNDO) 
responsibility to develop the global architecture for radiation detection does not obviate the 
need for the Department of State’s coordination role. The Department of Energy continues 
to have the responsibility for the international deployment of radiation detection systems and 
will continue to consult with Department of State on its international cooperation programs. 
DOE is a participant in the Nuclear Trafficking Response Group (NTRG), which is chaired 
by Department of State and is responsible for facilitating the coordination of the U.S. 
Government response to all international-origin nuclear detection alarms. 

# 
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RESPONSES TO SUPPLEMENTAL QUESTION FOR THE RECORD 
Submitted By 

SENATOR PETE DOMENICI 

to 

DAVID G. HUIZENGA 

Deputy Assistant Secretary 
National Nuclear Security Administration 

PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
HEARING ON 

NEUTRALIZING THE NUCLEAR AND RADIOLOGICAL THREAT: 
SECURING THE GLOBAL SUPPLY CHAIN 
March 28, 2006 


1. Mr. Huizenga, in your testimony, yon speak of a multi-layered approach to securing and 
detecting nuclear and radiological materials. Please describe the layers and how they are 
designed to work together to detect smuggled nuclear materials? 

Response : By addressing the vulnerabilities at their source, NNSA’s global nonproliferation 
programs form the “first line of defense” against the diversion of nuclear weapons and 
material through the installation of sustainable security systems at vulnerable nuclear 
facilities, the consolidation and return of nuclear material to secure locations, and the down- 
blending of excess nuclear material into forms that cannot be used for weapons. The 
detection systems deployed at high-risk land border crossings, aiiports and seaports under 
the Second Line of Defense (SLD) program provide a backstop to the nuclear site security 
systems, increasing the likelihood that any nuclear materials stolen from protected facilities 
is detected and interdicted. The SLD Megaports Initiative is specifically focused on prevent 
the global maritime shipping network from being used as a conduit for nuclear smuggling. 
As ah integral element of the U.S. maritime security strategy, the Megaports program is 
closely coordinated with the efforts of the Department of Homeland Security’s (DHS) 
Container Security Initiative (CSI) and complements the efforts of DHS’ Customs-Trade 
Partnership Against Terrorism (C-TPAT), the Coast Guard’s International Port Security 
Program (IPSP) and the Department of State’s Proliferation Secmity Initiative (PSI). 

2. Some have argued that we should not place detection equipment in the hands of foreigners 
at international ports. Please describe the measures that are taken to build partnerships 
with foreign governments and port operators and to operate nuclear detection equipment. 

Response : In support of the Megaports Initiative objective to detect, interdict, and deter 
illicit trafficking of special nuclear and other radioactive materials through the global 
maritime shipping network, NNSA enters into agreements with host countries to provide 
them equipment, comprehensive training and sustainability support. Megaports agreements 
dictate that host government officials are responsible for the operation and maintenance of 
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the equipment and adjudicating and responding to all alarms. Our foreign partners are 
further obliged to notify the U.S. Government of all detections and/or seizures of illicit 
nuclear and other radioactive materials. While our agreements are always with host 
countries, the cooperation of terminal operators in foreign ports is also an important factor 
in the successful implementation of the Megaports program. To that end, NNSA engages 
the terminal operators early on in the negotiations with our foreign partners to ensure their 
buy-in and to determine the optimal placement of the detection systems. Additionally, in 
many cases, terminal operators and/or port authority representatives, receive specialized 
training on the Megaports concept of operations in place at the port. It should be noted that 
many of the port terminal operators are leading the charge to promote maximum-seciuity 
standards in their ports since their livelihood depends on safe and secure operations. 

F inally, host government customs o fficials are always directly responsible for alarm response 
under the Megaports Initiative. To address any potential issues of corruption, NNSA has 
instituted multiple layers of oversight associated with operating equipment to prevent 
tampering with the detectors or ignoring alarms. Typically, alarms are simultaneously 
transmitted to at least two locations in the port to provide redundancy and to reduce the 
likelihood that a host government official would ignore or circumvent an alarm. If someone 
in the host country tampers with the detection equipment customs officials get a signal and 
take appropriate action. Additionally, the host country government routinely shares technical 
information with the U.S. on the performance of the systems so that we are able to assess 
whether or not the equipment is being operated properly. 

# 
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RESPONSES TO SUPPLEMENTAL QUESTION FOR THE RECORD 
Submitted By 

SENATOR DANIEL K. AKAKA 

to 

DAVID G. HUIZENGA 

Deputy Assistant Secretary 
National Nuclear Security Administration 

PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
HEARING ON 

NEUTRALIZING THE NUCLEAR AND RADIOLOGICAL THREAT: 
SECURING THE GLOBAL SUPPLY CHAIN 
March 28, 2006 


Q. Since your office and the Domestic Nuclear Detection Office within the Department of 
Homeland Security are charged with acquiring and deploying radiation detection 
equipment, can yon please tell me how you work together to complement, and not 
duplicate, each others efforts? 

Response : As the primary agency responsible for international deployment of radiation 
detection equipment, NNS A works closely with DNDO to shape the global nuclear detection 
architecture. We routinely exchange programmatic and technical information to determine 
how the efforts of the Second Line of Defense program, which includes the Megaports 
Initiative, can enhance the external layer of the Global Architecture. Finally, we also provide 
input on our operational needs to inform DNDO efforts to develop more advanced detection 
equipment. Finally, we are working closely with DNDO procurement officials to potentially 
join DNDO procurement vehicles, and thereby leverage our combined purchasing power to 
reduce overall costs to the taxpayers and accelerate our deployments. 

# 
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RESPONSES TO SUPPLEMENTAL QUESTION FOR THE RECORD 
Submitted By 

SENATOR DANIEL K. AKAKA 

to 

CMDR. STEPHEN E. FLYNN (USCG-Ret.) 

Jeane J. Kirkpatrick Senior Fellow for National Security Studies 
Council on Foreign Relations 

PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
HEARING ON 

NEUTRALIZING THE NUCLEAR AND RADIOLOGICAL THREAT: 
SECURING THE GLOBAL SUPPLY CHAIN 
March 28, 2006 

1. Given the flaws in detection technology, and the sheer number of containers entering 
our ports on a daily basis, you recently remarked that, n the absence of very detailed 
intelligence, inspectors will be able to perform on the most superficial of examination. 
In your opinion, what more could our intelligence community do to support the 
container inspection process? 

Response : Perhaps the most important task the intelligence community should perform 
is to analyze the core assumptions that inform the risk management system that the 
Customs and Border Protection Agency is relying on to target its inspections. To the 
best of my knowledge, CBP targeting system has never been subjected to a dedicated 
comprehensive external review by intelligence and counter-terrorism professionals. 

CBP current targeting system is built on its pre-9/1 1 efforts for combating smuggling 
and ensuring compliance with U.S. laws and regulations. The cornerstone of CBP risk 
assessment framework is to reduce the percentage of containerized shipments that 
warrant physical screening or inspection by identifying nown shippers who have an 
established track record of being engaged in legitimate commercial activity and playing 
by the rules. These known shippers are deemed to pose a low risk. Since 9/11, CBP has 
built on that model by extracting a commitment from shippers to follow the supply chain 
security practices outlined in the Customs-Trade Partnership against Terrorism (C- 
TPAT). As long as there is not specific intelligence to tell inspectors otherwise, 
shipments from C-TPAT companies are viewed as presenting little risk. In other words, 
for CBP, past performance is a predictor of future results. 

The intelligence community should he tasked with assessing whether a risk-matrix 
developed for combating crime is appropriate for assessing the risk associated with 
terrorists exploiting or targeting intermodal containers. My analysis leads me to 
conclude it is not. 

When it comes to warding off criminals, private companies can indeed put in place 
meaningful security safeguards that can deter criminals from exploiting legitimate cargo 
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and conveyances for illicit purposes. This is because good internal controls raise the risk 
over time that criminals that try and penetrate the operations of a legitimate company will 
be caught and their illicit enterprise will be shut down. Organized crime groups want to 
maximize their profits by sustaining ongoing conspiracies. As such they tend to gravitate 
towards the places where the controls are weakest, and law enforcement reach is only 
episodic. 

But a terrorist attack involving a weapon of mass destruction differs in tliree important 
ways from organized criminal activity. First, it is likely to be a one-time operation and 
most private company security measures are not designed to prevent single event 
infractions. Instead, corporate security officers try to detect infractions when they occur, 
and conduct credible investigations after the fact that support imposing sanctions in order 
to foster a culture of compliance within the workplace. This approach tends to work in 
deterring most employees from being drawn into an ongoing criminal enterprise. 
However, it is not up to the task of detecting and preventing a situation where a terrorist 
organization seduces or intimidates an employee with a one-time offer or threat that he or 
she cannot refuse. 

Second, terrorists are likely to find it particularly attractive to target a legitimate 
company with a well-known brand name precisely because they can count on these 
shipments entering the United States with a only a cursory look or no inspection at all. It 
is no secret which companies are viewed by U.S. customs inspectors as rusted shippers. 
Many companies who have enlisted in C-TPAT have advertised their participation in 
press releases or with postings on their website. In public speeches, senior U.S. customs 
officials have singled out several large companies by name as model participants in the 
program. So all a terrorist organization need do is to find a single weak link within a 
rusted shipper complex supply chain, such as a poorly paid truck driver taking a 
container from a remote factory to a loading port. They can then circumvent the 
mechanical door seal and gain access to the container in one of the half-dozen ways well- 
known to experienced smugglers. Since inspectors view past performance as the primary 
indicator of current and future compliance, as long as the paperwork is in order, the 
compromised cargo container almost certainly will be cleared to enter a U.S. port without 
anyone ever looking at it. 

Third, terrorists are likely to be more willing than criminals to exploit the supply chains 
of well-established companies because by doing so, they can count on generating far 
greater economic disruption. This is because once a weapon of mass destruction arrives 
in the United States via a trusted shipper, the risk management system that customs 
authorities are relying on will come under withering scrutiny. In the interim, it will 
become politically impossible to treat cross-border shipments by other tmsted shippers as 
low risk. When every container is assumed to be potentially high risk, everything must 
be examined which translates into putting the intermodal transportation system into 
gridlock. 
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Beyond this external review, the intelligence community simply needs to dedicate more 
resources to establishing an overseas human intelligence presence in seaports and within 
the intermodal transportation system where the risk of penetrating that system by 
criminal and terrorist organizations is greatest. It also needs to bolster its in-house 
analytical capabilities to monitor trends within global transportation and logistics 
networks. There is an appalling lack of understanding within U.S. intelligence circles on 
how these networks work in practice. Given the growing nuclear proliferation risk, this 
lack of analytical capacity is both an important national security issue and a homeland 
security one. 

# # # 
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I. INTRODUCTION 

Since early 2003, the United States Senate Permanent Subcommittee on Investigations 
(PSI or the Subcommittee) has conducted an oversight investigation into U.S. Government 
programs designed to secure the global supply chain. This effort has been thoroughly bipartisan 
and bicameral. The Subcommittee’s efforts have included: document requests and letters from 
the Subcommittee,* numerous meetings with ofiBcials front the U.S. Departments of Homeland 
Security (DHS) and Energy (DOE), staff assessments of ten Container Security Initiative ports,^ 
staff examinations of eight U.S. ports of entry,^ a staff trip to the Nevada detection equipment 
test site, and a staff inspection of the National Targeting Center (NTC), Subcommittee staff has 
also met with officials from Customs and Border Protection (CBP), Immigration and Customs 
Enforcement (ICE), the Domestic Nuclear Detection Office (DNDO), and the National Nuclear 
Security Administration (NNSA). This report details the findings from the Subcommittee’s 
investigation, outlines areas of concern, and makes recommendations for improving and 
enhancing the security of the global supply chain. 

The support and leadership of Homeland Security and Governmental Affairs Committee 
Chairman Susan Collins and Ranking Member Joseph Lieberman has been crucial to PSI’s 
investigation. In addition, Congressman John Dingell, the Ranking Member of the U.S. House 
of Representatives Energy and Commerce Committee, actively participated in this oversight 
investigation."* 

II. EXECUTIVE SUMMARY 

This report provides an unvarnished assessment of the state of global supply chain 
security. The Subcommittee staffs findings are troubling. In short, America’s supply chain 
security remains vulnerable to the proverbial Trojan Horse - America’s enemies could 
compromise the global supply chain to smuggle a Weapon of Mass Destruction (WMD), or even 
terrorists, into this country.’ 

These frightening scenarios are not the work of Hollywood writers. Last year, on two 
separate occasions, dozens of Chinese immigrants were smuggled through the Port of Hong 
Kong into Los Angeles using maritime shipping containers. These incidents, coupled with 
similar episodes abroad, demonstrate the vulnerability of the global supply chain. The 9/1 1 
Commission confirmed these vulnerabilities, stating: “opportunities to do harm are as great, or 
greater, in maritime or surface transportation.” ^ 

Over the course of its three-year investigation. Subcommittee staff has identified 
numerous weaknesses in America’s programs that secure the global supply chain. A brief 
overview of these problems illustrates the challenges confronting these efforts: 

■ In the Container Security Initiative (CSI), a critical program designed to inspect high- 
risk shipping containers before they enter U.S. ports, the Subcommittee found that 
only a de minimus number of such high-risk containers are actually inspected. In fact, 
the vast majority of high-risk containers are simply not inspected overseas. To make 
matters worse, the U.S. Government has not established minimum standards for these 
inspections. 


' See Appendix A, 

^ See Appendix C, 

Appendix D. 

PSI staff would dso be remiss if they did not acknowled^ the insights and efforts of U.S Senate Homeland Security 
and Governmental Affairs Committee Staffers Kathleen KraningH and Jason Yanussi, U.S. House of Representatives Energy and 
Commerce Committee Staffer Chris Knauer, and U.S. House of Rqiresentatives Homeland Security Staffers A1 Thompson and 
Michael Geffroy. 

The term “WMD” refers to a biological, chemical, radiological, or nuclear weapon utilized in such a manner to hann 
or kili large numbers of people. 

^ See Final Report of the National Commission on Terrorist Attacks Upon the United States, p. 391 . 
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■ Under the Customs-Trade Partnemhip Against Terrorism (C-TPAT), the U.S. 
Government grants benefits to private-sector companies that make specific security 
commitments. The Subcommittee found, however, that an overwhelming proportion 
of participating companies receive benefits prior to having their security profile 
validated. Only 27 percent of the participating companies have been subjected to a 
validation. Therefore, 73 percent of companies have not been subjected to any 
legitimate, on-site review to ensure that fiieir security practices pass muster.^ 

• The targeting system employed by the U.S. Government to identify high-risk 
shipping containers entering U.S. Mrts is largely dependent on “the least reliable” 
form of data for targeting purposes. Moreover, the Subcommittee has found that this 
targeting system has never been tested or validated, and may not discern actual, 
realistic risks. 

■ Less than 40 percent of cargo containers entering U.S. ports are screened for nuclear 
or radiologici materials. One part of the problem is that the deployment of radiation 
detection equipment is woefully behind schedule. As of March 2006, the Department 
of Homeland Security has deployed only 30.8 percent of the necessary radiation 
monitors. ^ 

Although these findings are alarming, there are some silver linings. For instance, the 
creation of the Domestic Nuclear Detection Office (DNDO) has already addressed some of the 
problems surrounding the deployment of radiation detectors. DNDO has created a centralized, 
global architecture for the deployment of these radiation detectors, so that the process is no 
longer diffused among several disconnected agencies. DNDO has begun to address the concerns 
of numerous private-sector port operators, which had reservations about the safety and impact of 
radiation monitors upon their operations. DNDO has also facilitated the installation of numerous 
radiation detectors. 

The good news is not limited to DNDO. While the United States currently screens 
approximately 5 percent of all maritime containers,'^ there is a promising pilot project in the Port 
of Hong Kong that demonstrates the potential to screen 100 percent of all shipping containers.'' 
Each container in the Hong Kong port flows through an integrated system featuring an imaging 
machine, a radiation scan, and a system to identify the container.'^ Coupling these technologies 
together allows for the most complete scan of a container currently available. The Hong Kong 
concept or similar technology, which is described in detail in this report, holds great promise and 
could lead to a dramatic improvement in the efficacy of our supply chain security. These 
improvements would help ensure that the threat of Trojan Horse infiltration by terrorists never 
becomes a reality. 

m. THE CHALLENGE AND THREAT 

Maritime trade is one of the foundations of our global economy. Seaports are critical 
gateways for international trade, and shipping containers play a vital role in the movement of 
cargo between global trading partners. Approximately 90 percent of the world’s trade is shipped 
in containers. Effectively securing cargo and ensuring the viability of the global supply chain is 
critical to homeland security and the global economy. 

The standardization of containers changed a rather laborious shipping process into an 
efficient global system. Today, containers serve as portable warehouses for almost every type of 
cargo and Containers are configured with refrigeration technology for frozen goods or hanger 
systems for garments. Maritime commerce, and container shipping in particular, provides a 


’’ Subcommittee staff meeting with CBP on March 20, 2006. 

* See GAO Report-04-352N1, “Homeland Security Challat^es Remain in the Targeting of Oceangoing Cargo 
Containers for Inspection,” Februjuy 2004, p. 26. 

* This data was supplied to the Subcommittee by CBP in March 2006. 

This number refers to either a non-intrusive exam of a physical inspection. 

' ‘ This number refers to a non-intrusive and radiation exam. 

See further discussion of this concept in Section G. It is importimt to note that Subcommittee staff is not endorsing 
this product, rather the concept that has been demonstrated in Hong Kong. 
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highly attractive means of delivering commerce across the world. Unfortunately, the 
characteristics that make containers attractive for delivering goods also make them attractive for 
delivery of weapons, including nuclear and radiological devices. 

The abundant cargo space of the international standard 8-foot by 8-foot container, which 
ranges in length from 20 to 48 feet, affords a perfect vehicle to convey weapons. Such 
containers may house large devices, so that the container itself may be part of the weapon, as 
well as small, concealed devices, intended for receipt and use by an agent in the destination 
country. Thus, nuclear, radiological, and large conventional weaponry could be shipped, as well 
as chemical, biological, or small conventional devices. For example, unaccounted-for, anti- 
aircraft Stinger missiles remaining from the Afgh^-Soviet war could be smuggled into the 
United States via a maritime container. 



Figure 1. As the world's busiest port, Hong Kong 
illustrates the challenges of securing the global supply 
chain. 


Containers may also serve as ideal platforms to transport potential terrorists into the 
United States. Less than a month after the September 1 1th attacks, an incident in Gioia Tauro, 
Italy highlighted the vulnerabilities in the global supply chain. In October 2001, port authority 
officials heard strange noises from a 40-foot shipping container. Inside the container, officials 
found a well-dressed, Egyptian-born Canadian by the name of Amir Farid Rizk. The container 
had been outfitted with a bed and a makeshift toilet. Mr. Rizk was alone in the container, but 
was equipped with a satellite phone, a laptop, false credit cards and security passes for airports in 
Egypt, Thailand, and Canada. Mr. Rizk was charged with terrorism but later released when his 
lawyers argued that he was fleeing religious and legal persecution in Egypt.^^ The discovery of 
Mr. Rizk underscored the vulnerabilities of the global supply chain. 

Two incidents at the Port of Los Angeles/Long Beach (LA/LB) last year demonstrated 
that terrorists could be smuggled into the U.S. in a container. On January 15, 2005, 32 Chinese 
immigrants were arrested as they emerged from a container on board a ship at the Port of Los 
Angeles. The immigrants had been apparently placed inside the container at Shekou, China, and 
were then shipped through the Container Security Initiative (CSI) Port of Hong Kong. The 
container was shipped aboard a carrier owned and operated by a Customs-Trade Partnership 
Against Terrorism (C-TPAT) certified member. Fourteen days later, die immigrants were 
Unloaded from that container at the Port of Los Angeles. A simitar, almost identical, incident 
took place on April 2, 2005, in which 29 Chinese immigrants were found emerging from a 
maritime container that had just arrived in Los Angeles. Once again, the Chinese immigrants 
had been loaded into a container in Shekou and file ship had moved through the CSI Port of 
Hong Kong and proceeded on to Los Angeles.^^ 


The Institute for Counter-Terrorism, “Suicide bombing at Asbdod Port,” March 14, 2004, 
http://www.ictorg.il/spotbght/det.cfm?i{h=972, accessed March 14, 2006. 

Eric Slater, “Human Smuggling Operation Probed,” Los Times, January 17, 2005. 

Greg Krikorian, “Chinese Smuggled into Port Arrested,” Los Angeles Times, April 5, 2005. 
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The disturbing lessons of these incidents are clear: the same maneuver could be used to 
smuggle members of terrorist organizations or a WMD into the United States. According to 
Director of National Intelligence John Negroponte, 

“Attacking the U.S. Homeland, US interests overseas, 
and US allies - in that order - are al-Qa’ida’s top 
operational priorities .... Although an attack using 
conventional explosives continues to be the most 
probable scenario, al-Qa’ida remains interested in 
acquiring chemical, biological, radiological, and 
nuclear materials or weapons to attack the United 
States, U.S. troops, and U.S. interests worldvride.”’* 

Clearly, the threat is real and, given the importance of 
trade to our nation’s economy, it is critical that we 
secure the global supply chain. 

A. The Global Supply Chain 

The multitude of parties and transactions 
involved in the typical container shipping process 
makes it difficult to ensure the integrity of container 
cargo. The parties involved in a typical shipment 
include the exporter, importer, freight forwarder, customs broker, customs inspector, inland 
transportation provider(s) (which may include more than one tmcker or railroad), port operators, 
possibly a feeder ship, and ultimately an ocean carrier. Compounding the number of parties and 
transactions involved, container ships usually carry cargo from hundreds of different companies, 
and a single container often carries cargo for several different customers. As a result, a single 
consolidated container shipment may generate 30 to 40 sets of documents and bills of lading.'’ 

Each transfer of a container in this complex and tiered shipping process constitutes a 
point of vulnerability in the supply chain. Increasing these supply chain vulnerabilities, 
individual shipping containers are typically loaded at a number of different company 
warehouses, and not at the ports of departure. Therefore, ensuring that containers that eventually 
enter the United States are not “stuffed” with illegitimate cargo at overseas factories or 
consolidation centers, or at any other point in transit to the United States, is a critical challenge 
facing our supply chain security. 

Since inspecting cargo on the high seas is practically impossible and inspecting cargo 
upon its arrival at a U.S, port may come too late to prevent a terrorist event, it is imperative that 
cargo is evaluated and secured at its point of origin. The best way to accomplish this is to ensure 
that the cargo infoimation for every container that enters the United States is fully and accurately 
reported to CBP, Therefore, confirmation of the security of each transfer facility and the 
trustworthiness of every company involved in the multi-tiered shipping process is absolutely 
critical. 


Si i( IDK Bombkrs in Com aim;r 

An inckicHl ;t! ihc i’ort of Asiuiotl in israei 
dcnunistrdlcd ihc use of shipping conlitiiicrs to 
hide dangerous IciTorists. In Marcli or2(K)4. two 
Palcslinian suicide honibcrs iiid in a shipping 
conluincr thal had hecn hroughi ihnn (ia/a on 
hoard a Inick and were thus able lo cnier iiie ptirf. 
The iwo suicide homhers killed ien peupie iiiul 
woimdcd 16 oliiers. It is suspeeteil that die suicide 
iHHUbers were iiuending lo blow ihciiiseivcs up 
near Ihc tanks of hazardous chcmicids. A search 
of the shipping container ixwealed live iincspiodcd 
grenades and the remains of several meals in a 
hidden eompariment in Ihe suspee! eontaincr, .Sec 
'itic Insiitute for (.'ounier- 1 emirism. "Suieide 
bombing at Aslulod I’orl." March 14. 2!K)4. 
Iuip://vvvv w.ic{-tng.il.''.spoltiglu.xict.cfm?id-‘)72. 
accessed Marcii 14. 2906. 


IV. U.S. GOVERNMENT EFFORTS TO SECURE THE GLOBAL 
SUPPLY CHAIN 

A. Overview of Initiatives 

The primary federal government programs to secure the global supply chain are: 

■ The Container Security Initiative (CSI); 

■ The Customs-Trade Partnership Against Terrorism (C-TPAT); 

■ The Megaports Initiative; and 

» The Radiation Portal Monitor Project (RPMP). 


See Statement of John D. Negroponte, “Annual Thie^ Assessment of the Director of National Intelligence,” before 
the Senate Select Committee on Intelligence, February 2, 2{K)6. 

’’ The term “bill of lading” refers to a documoit tesued by a canier to a shipper listing and adoiowledging receipt of 
goods for transport, Mid specifying the terms of delivwy. 
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In early 2002, following the attacks of September 11th, the U.S. Customs Service 
launched both the Container Security Initiative and the Customs-Trade Partnership Against 
Terrorism to address the threat of terrorism and the security of the global supply chain.'* CSI 
extends our borders by stationing CBP officers at major international ports to pre-screen 
containers prior to their shipment to the United States. C-TPAT represents a genuine public- 
private partnership because private-sector applicants voluntarily commit to making security 
improvements in their supply chain in exchange for benefits fi'om CBP. 

in addition to these programs, CBP established the Radiation Portal Monitor Project to 
install radiation detection equipment at U.S. Ports of Entry to screen cargo, mail, and vehicles for 
radioactive materials upon arrival in the United States.'^ Another program to screen containers 
for radiation is the National Nuclear Security Administration (NNSA) Megaports Initiative, 
through which radiation detection equipment is provided to foreign governments and installed at 
major international seaports. Containers transiting these ports are screened by radiation 
detection equipment, effectively providing an additional layer of screening prior to the 
containers’ arrival at a U.S, port. Collectively, these programs represent U.S. Government’s 
efforts to secure the global supply chain and have been examined thoroughly in the 
Subcommittee’s oversight investigation. 

Shortly after the inception of CSI and C-TPAT, PSI commenced its oversight of these 
critical programs. During the course of its oversight investigation, the Subcommittee has raised 
significant concerns about the effectiveness of these programs. For instance, on May 26, 2005, 
the Subcommittee held a hearing entitled, “The Container Security Initiative and the Customs- 
Trade Partnership Against Terrorism: Securing the Global Supply Chain or Trojan Horse?” 
That hearing examined the effectiveness of CSI and C-TPAT, and included the release of GAO 
audits concerning these programs. These audits, coupled with the oversight effort of the 
Subcommittee, revealed significant shortcomings: 

• CBP inspects a de minimus number of containers overseas - 0,34 percent. 

• Even worse, only 17.5 percent of high-risk cargo is inspected overseas. 

■ Equipment such as nuclear detection devices and Vehicle and Cargo Inspection 
System (VACIS) machines used overseas for inspections are untested and of 
unknown quality. 

• Substantial benefits, including fewer inspections, are provided to certified C-TPAT 
importers without a thorough review or validation of their supply chain security 
procedures. 

Although many of these problems have been addressed, significant challenges remain, 

B. Container Security Initiative 

The primary purpose of the CSI program is to protect the global supply chain through the 
placement of DHS personnel in foreign ports to target high-risk containers for inspection prior to 
their departure for U.S. ports. As of March 27, 2006, 44 foreign ports are CSI designated.^" CSI 
teams stationed abroad generally consist of CBP officers and an Immigration and Customs 
Enforcement (ICE) agent. 

Under this program, a team of CSI officers is deployed to work with host nation 
counterparts to target high-risk containers.^* CSI was initially implemented at the top 20 ports 
by volume of shipping to the United States.^ CBP has continued to expand this program with 


The U.S. Customs Service was merged into the Department of Homeland Security to form the U.S. Customs and 
Border Protection (CBP) in early 2003. 

The terms “radiation detection equipmenf ’ refes to Radiation Portals Monitors (RPMs), 

See Appendix B. 

The CSI team identifies high-risk shipments through ATS. After further analysis of the shipment, through document 
review and database checks, the CSI team may reque^ die host coimtiy to examine particular shipments. If the host country 
officials decide against an examination of the shipmoit, w an examination is not possible because the container is already laden 
on board the ship, the CSI team will refer that particular shipmeit for ^ eiraraination at the first U.S. port of entry. 

See CBP website, hUp://cbp.gov/xp/cgov/b(S’der_security/mternational_activities/csi/csi in brief.xml. 
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the intent to deploy to 50 international ports by die end of Fiscal Year 2006.^^ CBP’s strategic 
objectives for CSI include: 

■ Pushing the United States’ zone of security beyond its physical borders to confront 
the threat of terrorism at its source; 

• Targeting potential terrorists and terrorist weapons through advanced and enhanced 
information, intelligence collection and analysis, and preventing those shipments 
from entering the United States; 

■ Enhancing homeland and border security while facilitating growth and economic 
development within the international trade commxmity; and 

■ Utilizing available teclinologies to leverage resources and to conduct an examination 
of all high-risk containers.^"^ 

Although a promising concept, PSI staff has identified several operational shortcomings 
with CSI. For example, CSI ports are unable or unwilling to inspect the quantity of containers 
necessary to significantly improve security. One reason for this, PSI has found, is that some CSI 
ports routinely “waive” the inspection of high-risk containers, despite requests by CSI personnel 
for an inspection. As a result, numerous high-risk containers are not subjected to an examination 
overseas, which undermines the primary objective of CSI. PSI has also identified other CSI 
ports that identify an inordinately small number of containers as “high-risk.” Nonetheless, CBP 
has aggressively pursued the expansion of CSI without assessing the performance and 
productivity of its existing CSI ports. 

1. Membership Process 

A prospective CSI port must commit to a number of items before CBP will formulate an 
agreement wiA the host country. These minimum standards include; (1) the ability of CBP 
personnel to inspect cargo exiting or transiting their country; (2) access to and use of Non- 
Intrusive Inspection (Nil) equipment; and (3) a willingness to share trade data and intelligence. 
Once the parties agree to these criteria, CBP executes a Declaration of Principle (DOP) with the 
host country to formalize the expectations each country has with the program. While the 
document is not legally binding, it is the formal document utilized by CBP to establish a CSI 
port. It appears from a review of these DOPs, however, that their purpose is to arrange for CBP 
personnel to be placed in a given country quickly, rather than to establish any minimum 
standards relating to the effective operation of a CSI port. 

2. Areas of Concern 

Some CSI ports are not complying with the minimum standards required by CBP. Those 
ports are either unwilling or unable to share intelligence, and some lack the ability to search the 
U.S. -bound cargo that was transiting their ports. The fact that certain ports are not adhering to 
these minimum and essential standards significantly undermines the purpose and effectiveness of 
the CSI program. After reviewing the DOPs that CBP executes with host countries, the 
Subcommittee found that these critical standards are not formally incorporated into these 
agreements. Although the DOPs explicitly reference examining high-risk containers, they 
contain no standards for Nil equipment and do not require that the host country inspect high-risk 
containers, absent mitigating circumstances. Given the content, or lack thereof, of the DOPs, it 
is not surprising that the percentage of high-risk containers that are searched abroad is 
staggeringly low. Due to the weaknesses of these DOPs, CBP lacks an effective recourse to hold 
CSI ports accountable if they do not agree to inspect high-risk containers prior to debarkation. 

(a) Minimum Standards for Equipment 

According to CBP officials, CBP could not mandate specific Nil or radiation detection 
equipment in connection with the CSI program because of sovereignty concerns, as well as 
restrictions that prevent CBP from endorsing a particular brand of equipment. Although CBP 


accessed March 21, 2006. 
“ Ibid. 
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claims that it cannot endorse a specific brand of equipment, the agency could nonetheless 
establish general technical capability requirements for any equipment used under CSI when 
signing the DOFs. Since the CSI inspection could be the only inspection of a container before it 
enters the United States, it is crucial that the nonintrusive inspection and radiation detection 
equipment used as part of CSI meets minimum technical requirements to ensure that the 
equipment could detect a WMD. 

(b) Management and Staffing Challenges 

CBP continues to face challenges in developing performance measures to assess the 
effectiveness of CSI targeting and inspection activities. In addition, CBP has not implemented a 
sound “red team” program to test the program’s efficacy, 'fherefore, it is difficult to objectively 
assess progress made in CSI operations over time, and it is similarly difficult to compare CSI 
operations across ports. Staffing imbalances at CSI ports present an additional point of concern 
for CSI, especially at the highest-volume ports. Although CBP’s goal is to target all high-risk 
U.S, -bound containers at CSI ports before they depart for the United States, CBP was initially 
unable to place enough staff at some CSI ports to do so. Many of these concerns and the 
challenges were identified in the May 2005 GAO report and have been corrected.^* For 
example, CBP is now able to review all high-risk shipments transiting CSI ports and, at many 
CSI ports, CBP is able to review all shipments.^® However, given the expense of CSI and 
sovereignty concerns of host nations, it is not practical for CBP to fiilly staff each CSI port. 

Even with a full complement of staff, CBP 
would have no assurance that the host 
coimtry could keep pace with, or would 
want to conduct, these additional 
inspections. 

CBP, however, should determine 
the minimum number of officers that must 
be physically located at CSI ports to carry 
out duties that require an overseas 
presence (such as coordinating with host 
government officials), as opposed to other 
duties that could be performed in the 
United States (such as reviewing manifests 
and databases). CBP has supplemented 
staff at the CSI ports with domestic 
officers stationed at the National Targeting 
Center.^’ According to CBP officials, CSI 
teams abroad may contact these NTC 
officers in the United States and request 
their assistance in targeting specific shipments. The NTC staff, after targeting the shipments, 
notifies the relevant CSI team of their results, including whether the shipments are high-risk and 
should be referred to the host government for inspection. 

The use of CBP officers at the NTC demonstrates that CBP does not have to rely 
exclusively on overseas personnel, as required in its staffing model. Moreover, most officers at 
CSI ports do not have much interaction with host government officials. These domestic officers, 
in essence, serve as a force multiplier. For example, at the CSI ports inspected by PSI staff, CBP 
officials indicated that typically only one or two CSI team members interact with host customs 
officials. In consideration of the substantial expense of deploying an inspector abroad, CBP 
should reevaluate its staffing model. 

While these problems raise concerns, CSI improved the level of U.S. safety. CSI has led 
to greater information sharing between CBP and host country customs officials. For example, 
CSI has resulted in a strong bilateral cooperation and international awareness regarding the need 


Tf»; N.vnoN.M. T.\K(.j,riN(i Chmkr{NTC:) vm> 
ViunAJ.CS! 

'!his is the ceiitnilized coordhiation center for all CBP 
anti-tenot'ism efforts. Staff of the N'fC target inconjing 
people and goods moving across the 381 official Ports of 
Entry to the U.S. I'he goal of the center i.s to deter or 
disrupt any terrorist efforts by stopping the movement of 
individuals, the flow of materials or money needed for 
sucli an operation. Targeters at the N I C also assist CSI 
ports in reviewing manifests and targeting high-risk 
shipments. 

A Virtual CSI is also located at the NTC. fo achieve a 
Virtual CSI. the Pakistani government agreed to screen 
containers and send the image immediately to the N IC 
for further review and analysis. The Siibcommittee is 
encouraged by the concept and recommends that CBP 
e.\pand this program to lessen the resource commitment at 
CSI ports. 


See GAO-05-I87SU, “ConUincr Securi^; A Flexible Staffing Model and Minimum Equipment Requirements 
Would Improve Overseas Targeting and Inspection Effcrts,” Afffil 2005. 

This refers to a manifest review. 

For more information on the NTC, see the tejrt box on thfe f^c. 
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to secure global trade. Also, with the diKX)very and seizure of shipments under CSI of automatic 
weapons, ammunition, and other falsely identified contraband, many foreign customs services 
that lack strong law enforcement capabilities are currently seeking additional legal authority to 
strengthen their ability to fight terrorism. For example, the World Customs Organization passed 
a resolution in June 2002 to enable ports in all of its member nations to begin to develop 
outbound targeting programs consistent with the CSI model.^* 

(c) Targeting Challenges 

CBP faces considerable challenges in targeting inspections of containers. CBP officers 
stationed at CSI ports overseas are often located considemble distances from the port.^^ The CSI 
teams stationed abroad are focused on reviewing data in ATS, the system utilized to identify 
high-risk containers.^'^ Following a review of the relevant data, CBP officers provide a list of 
high-risk containers to the host country customs officials for an examination. Domestically, a 
high-risk score in ATS triggers an automatic Nil scan. In CSI ports, however, it merely requires 
a further review of information. 

This aspect of the process raises considerable concerns with both ATS and the general 
objective of the CSI program. For instance, if a U.S.-bound container is identified as high-risk at 
a CSI port, it should be examined abroad just as it would be upon arrival in the United States. 
CBP, however, limits examinations at CSI ports to only those containers that are identified as 
high-risk due to terrorism concems.^^ This restriction presents significant vulnerabilities in the 
CSI program since terrorist nexus indications may be difficult to detect simply from manifest 
data. 


For example, consider a container identified as high-risk by the ATS system due to 
suspected drug smuggling. This container is well above the domestic threshold for an 
examination. Even though this container would be inspected at a domestic port, it will likely not 
be examined overseas, even though a drug smuggler may also be moving terrorist weapons.^^ If, 
on the other hand, CBP feels strongly that the same drug smuggler does not present a security 
risk, then the ATS system should be modified so the shipment would not be identified as high- 
risk in the first place. 

Exams conducted abroad consist primarily 
of a Nil screen because CBP officers at CSI ports 
cannot require a container to be physically opened 
for inspection. Although CBP can recommend 
such physical inspections, the host country is not 
bound to agree to these recommendations, and thus, 
physical examinations of suspicious cargo may not 
occur until its arrival in the United States. Moreover, in some cases CBP officers are not 
allowed to be present during the Nil screening, as called for in the DOP for the program, and are 
not even provided the Nil image for review until the ship has already departed for the United 
States. CBP personnel recounted this situation to PSI staff when staff visited the Port of Le 
Havre, the Port of Sh^ghai, and the Port of Singapore. 


CBP UN Aim l () VI KUA l)(>Mi;s 1 1C Faam.s 

U'jf high-risk coiHJiincr is not exiiniined abroad. 
CBP insists that an exam occurs domestically. 
CBP. however, docs not have any mechanism 
to confirm that ihc.se exams actually occur. 


See World Customs Org^iizMion, “Resolution of the Customs Co-Operation Council on Security and Facilitation of 
the International Trade Supply Chain,” June 2002, http:/Avww.wcoomd.or 5 ^ie/en/Recommendations/recommendations.html, 
accessed March 22, 2006. 

At Le Havre and Shanghai, the CSI team is located 40 minutes from the port. 

ATS is further detailed in Section D. 

This CSI restriction, which initially imposed 1^ some host governments, has evolved into a CBP self-imposed 

restriction. 

The link between drug smugglers and terrorist organizations was discussed extensively at a Senate Judiciary 
Committee hearing on May 20, 2003, which was entitled “Narco-Terrorism; Internationa! Drug Trafficking and Terrorism - A 
Dangerous Mix.” John P. Clark, then Interim Director, Office of Investigations, U.S. Immigration Customs Enforcement, 
Department of Homeland Security, discussed narco-tororist investigatkms, stating, “[T]he transportation organization that is paid 
to smuggle cocaine today may very well be contracted to smu^e inSruments of terror tomorrow.” 

Mr. Clark specifically mentioned an ongoing investigation at a major U.S. seaport, where ICE Special Agents 
uncovered a practice of contraband being removed from intwn^onal cargo prior to the entry process. The contraband in this 
investigation was heroin and cocaine, but it could have just as easily been a radiological or nuclear device. See 
hltp:/'/jiidiciary.semte.gov/test!mony.cfm?id-764&wit_id-2112, ^xes^d March 21, 2006. 
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(d) Not All High-Risk Containers Are Examined 

Overall, the vast majority of containers referred to host nations by CSI teams for 
examination are, in fact, inspected overseas ” However, most high-risk containers are not 
referred for exam in the first place.^ Accordingly, only a de minimus number of high-risk 
containers are actually inspected abroad. 

Some containers that are referred by CBP, however, are not inspected for two primary 
reasons. The first reason is that the host government has intelligence indicating that the referred 
containers are not high-risk. Second, 
operational limitations may prevent host 
governments from conducting inspections 
before they depart the port. For example, 

CSI teams had to waive inspections for 
some referred containers because the host 
government officials said they did not have 
the ability to inspect the containers, or the 
containers were already loaded on departing 
vessels, or the containers remained on the 
vessel while it was docked in the port. 

Other CBP referrals were denied by host government officials, generally because they believed 
the referrals were based on factors not related to security threats, such as drug smuggling. 
Denials such as these reveal that it is difficult to assess what risks may be terrorist-related, since 
a drug smuggler may also be smuggling terrorist weapons in the same container. 

If a host country refuses to perform an inspection before a container is shipped to the 
United States, the only recourse that CBP has at its disposal to ensure a container is inspected is 
to issue a “Do Not Load” Order. This order advises the carrier that the specified container will 
not be permitted to be unloaded in the United States until a time when any associated imminent 
risk to the container is neutralized. Once the risk is neutralized, the container is to be loaded 
back onto the carrier and placed on hold for a domestic examination.^* 

To date, of the high-risk containers inspected overseas, no WMD have been discovered. 
However, because the technology to detect the presence of chemical or biological agents does 
not yet exist and certain configurations of nuclear/radiologicai materials are difficult to detect via 
an Nil image, CBP officials cannot be certain that no WMD have passed through a CSI port. If a 
WMD or other cargo of concern is detected during a CS! inspection, the host government is 
responsible for taking appropriate enforcement measures and disposing of the hazardous 
material. 

The CSI team is also supposed to request domestic exams for shipments that were 
inspected overseas, but not to the satisfaction of the CSI team. Such circumstances would arise 
if there was a disagreement over the interpretation of the x-ray image or if the host nation was 
not willing to perform a physical exam after an anomaly had been detected. 

This additional inspection raises two other problems with CSI. First, in light of the fact 
that the essential purpose of CSI is to conduct inspection of high-risk containers before they 
enter U.S. ports, the examination of these high-risk containers upon arrival in the U.S. 
undermines the central objective of the CSI program. Moreover, after the targeted container has 
arrived at the U.S. port, CBP cannot effectively demonstrate whether that container was 
subsequently inspected in the United States, 


C 1 .ARII K noN: Ma\ 2005 GAO Ai iin am> PSI 

GAO accepted the CBP explanation of the difference 
between high-risk containers domestically and 
terrorism-related high-risk containers abroad. PSl 
staff continues to raise question.s regarding the ability 
of CBP to dejineate between high-risk and terrorism 
high-risk containers, and thus the different procedures 
implemented domestically and at CSI ports abroad. 


” According to data supplied to the Subcommittee by CBP, 82.7 percent of exams requested at all CSI ports from 
Februar>' 2005 to Febaimy 2006 were conducted. 

According to data supplied to the Subcommittee by CBP, only 37.24 percent of high-risk shipments were examined. 
Out of the 143,853 high-risk shipments identified by ATS, only 69,543 exams were requested by CBP at CSI ports in 2005. 

CBP has never issued this order for security reasons; however, they have issued these orders for violations of the 24- 

hour rule. 
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(e) Low Inspection Rates at CSI Ports 

The rate of inspections of high-risk containens is disturbingly low. To illustrate the de 
minimus number of inspections, the Subcommittee has prepared case studies for the CSI ports in 
the United Kingdom, Japan, and France. Unfortunately, the numbers teil a troubling tale. These 
cases studies expose two significant probirais related to the inspection rates of high-risk 
containers under the CSI program. 

(i) CBP Refers a Fraction of High-Risk Containers for Inspection 

First, the data reveals that CBP is referring only a fraction of containers that have been 
identified as high-risk for examination. For instance, in the U.K., CBP referred for inspection 
only 465 out of 2480 containers that had been identified as high-risk - amounting to an 
inspection rate of only 14.59 percent. CBP referred only 34.34 percent of high-risk containers 
transiting French ports for inspection. The lowest rate of referral occurred in Japan, where CBP 
submitted only 13.42 percent of high-risk containers. This data is especially disturbing in light 
of the fact that tlie countries at issue are among America’s closest allies, wliich would 
presumably work cooperatively witli CBP. The graph presented below illustrates the dramatic 
gulf between the number of high-risk containers and Ae number of inspections requested by 
CBP. 



- 10 - 







516 



(ii) Inspection of CBP-Referred Containers Is Inconsistent 

Beyond the fact that CBP refers only a fraction of high-risk containers for inspection, the 
Subcommittee’s case studies reveal a second significant problem - host countries fail to inspect a 
substantial number of CBP-referred containers. For instance, of the 705 examinations that CBP 
requested from French authorities, only 316 inspections were conducted - a rate of only 44.82 
percent. The rate of inspections of high-risk containers at each CSI port in France is reflected in 
the figure below. 

In Japan, CBP requested inspections of i ,589 high-risk containers from February 2005 
through February 2006. Of the 1,589 requested inspections. 1,211 examinations were conducted 
- a rate of 76.21 percent. The rate of inspections of high-risk containers at each CSI port in 
Japan is reflected in the figure below. 
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In contrast with the low inspection rates in Japan and France, the percentage of CBP- 
requested examinations that are ultimately conducted in the U.K. is quite high. In fact, the case 
studies reveal that U.K. officials inspected 100 percent of all containers that are referred by CBP 
from February 2005 through February 2006. Indeed, in some cases, the U.K. authorities actually 
examined additional containers beyond those requested by the CSI teams in the U.K. Tltis data 
is reflected in the figure below. 
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In sum, these cases studies reveal profound flaws in CSI’s inspection regime. The data 
sugge.sts that CSI teams at the ports in France, Japan and the U.K. refer a disturbingly low 
percentage of high-risk shipments for exams. Tliis may reflect a problem with the risk targeting 
system, called ATS, which is discussed in Section D of this report. In particular, ATS may be 
identifying too broad a spectrum of high-risk containers and therefore does not effectively 
delineate high-risk shipments. Aside from problems underlying ATS, CBP attributes the low 
inspection rates at CSI ports to; (1) mission fatigue; (2) lack of resources and time; and (3) 
mistrust in the targeting system that identifies high-risk containers.^*’ However, CBP does 
emphasize that these countries would examine a container if CBP had grave concerns about a 
particular container. The Subcommittee believes CBP’s statement demonstrates the very 
shortcoming of the targeting system. We cannot rely on tliis targeting system to accurately 
identify the genuine terrorist-related containers, and as such, all high-risk containers need to be 
examined abroad, not just the select few that are referred by the CSI team to the host country. 

3. Staff Trip and Observations 

Since 2003, PSI staff has conducted four oversight trips to ten CSI ports in Europe and 
Asia to further examine these programs in practice. The observations at the following ports 
significantly contributed to the Subcommittee’s investigation.^’ 


C:BP meeting with Subcommirtee ^aff on March 16, 2006. 

” Observ'ations by Subcommittee siaifcfM^isted of hal.f-diw examinations of port operations at each facility. 
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(a) Port of Rotterdam; The Netherlands (December 2004) 

The Port of Rotterdam, which is one of die world’s ten largest ports, was the first 
international port to enter the CSI program. The CSI team on-site in Rotterdam is permanent, 
consisting of three targeters, one intelligence analyst, one ICE agent, and one supervisory team 
leader. While this team appeared to be effective, members of the CSI team agreed that a smaller 
liaison capability in Rotterdam, coupled with a team of dedicated targeters examining bills of 
lading in the United States, would also be successful. The Port of Rotterdam uses a nine Mega 
Volt Nil (X-ray) machine to examine cargo. As a point of comparison, the imaging machine 
used in the United States emits less than one mega volt. The higher level of megavolts used in 
Rotterdam allows for a better and more accurate scan. 

The Port installed RPMs, through the Megaports Initiative, configured with a relatively 
low radiation threshold. This low threshold results in 100-200 alarms per day. Dedicated 
analysts examine the output of the scan and, pending their analysis, direct certain cargo to a 
secondary inspection area where they are examined with a handheld radiation scanner. 
According to officials in Rotterdam, these scanners do not slow down traffic or cause delays at 
the Port. 

Operations at the Port of Rotterdam and the cooperative effort with Dutch Customs were 
impressive. The success of the CSI program may be attributed to the localized database, entitled 
CSI-NT (a subset of ATS), which was specifically configured for testing containers transiting 
through Rotterdam and enhances the targeting ability of the CSI team. This specialized subset of 
ATS, CSI-Nl', has proved to be effective in improving targeting and should be incorporated and 
expanded to programs at other major ports. 

(b) Port of Le Havre: France (December 2004) 

The Port of Le Havre illustrated the numerous challenges confronting the CSI program. 
According to French Customs, French law requires the government to pay a $100 surcharge to a 
company whose container is inspected. Although French officials assert that the surcharge has 
no impact on their inspection rates and their ability to inspect containers referred by the CSI 
team, the CSI team in that port disagrees. The CSI team and CBP believe that this surcharge 
does in fact affect the French determination of whether to inspect containers, and negatively 
impacts their inspection rates. Indeed, inspection rates from the Port of Le Havre are particularly 
low, as denoted earlier in the report. 

France uses a five megavolt Heimann CargoVision scan in three different screening bays 
as part of its Nil program. The French plan to add radiation screeners to these bays, which will 
allow for simultaneous radiation screening and Nil. After the addition of radiological screening 
equipment, the only containers that will be inspected for radiation prior to loading will be those 
containers that warrant additional inspections. This planned process is flawed in that it presumes 
that radiation material will be smuggled in a container that warrants additional inspections. 
However, given that the primary concern of French inspectors is cigarette smuggling, the 
targeting of screening will be misdirected and too narrowly focused. In sum, the current system 
of inspections portends many challenges for the French to successfully detect the smuggling of 
radiological material. 

While the CSI staff in this port is permanent and appeared to be establishing strong 
relationships with local French Customs officials, the visit to Le Havre illuminated many of the 
challenges confronting the CSI program, from the reliability of the C-TPAT program, to the 
rationale for six in-country CBP personnel to the limited inspection rates to the inability to 
screen for radiation. 


(c) Port of Felixstowe: United Kingdom (December 2004) 

CSI staff indicated that they reviewed all bills of lading of cargo transiting through the 
Port of Felixstowe to the United States, yet made few requests for inspections by Her Majesty’s 
Customs and Excise. Additionally, CSI staff indicated that tiiey believe that the ATS system 
requires considerable modifications, and as a result, they view a high-risk score in ATS merely 
as an additional piece of information and a precursor for added research to gauge whether an 
inspection is necessary. Moreover, the CSI staff did not contact the NTC for additional 
assistance in their targeting because “they did not want to bother” NTC staff. Overall, the CSI 
team in Felixstowe demonstrated that a lack of knowledge, resources, and inspections may in 
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fact be adding to the cargo secinity challenge. CBP officers at major U.S. ports have told PSI 
staff on several occasions tiiat they view containers arriving from a CSI port with less scrutiny 
than those originating in non-CSI ports. This indicates that operations at CSI ports must be 
standardized to ensure that high-risk containers are inspected at a CSI port, or domestically. 



(d) Port of Hong Kong: Special Administrative Region of 
China (August 2005) 

As the world’s busiest port, Hong Kong was one of the first ports to enter CSI. At the 
time of the initial staff trip to Hong Kong in August 2004, Subcommittee staff observ'ed that the 
CSI team was not able to review 100 percent of manifests. This was primarily due to the lack of 
staffing resources.^® These problems have been largely fixed. Today, the CSI team reviews 100 
percent of manifests and utilizes CBP officers at the NTC to accomplish this goal. In addition, 
Hong Kong Customs has established a specialized targeting system to assist the CSI team. This 
system extracts manifest information from ATS and links that data to the Hong Kong targeting 
systems. By utilizing both of these systems, the CSI team in Hong Kong has improved their 
targeting capabilities. PSI has observed an exceptionally positive relationship between Hong 
Kong Customs and CBP during tlieir oversight trips to Hong Kong. 

(e) Port Klang: Malaysia (August 2004) 

1‘he visit to Port Klang highlighted the importance of training staff to effectively operate 
Nil equipment. Figure 3 is an image of a CSI-referred container from Malaysia that illustrates 
PSI concerns with these images. The image is black. When asked what he was screening, the 
Malaysian inspector stated rugs. When asked how he could discern rugs in the image, he replied 
that while he could not see anything in the image, rugs were indicated on the manifest. Tliis 
exchange shows the limitation of technology and how that can defeat the whole purpose of 
scanning the containers. 


Iti May 2005, tiie GAO reported that, a(«)rding to die CSI staffing model, the appropriate number of targeters for the 
Port of Hotsg Kong is 21. However, only eiglit targeters were signed to the Port, and as of September H, 2004, only 30 percent 
of U.S.-bound shipments from that Port be«i torget^ 
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Malaysia 

4. Recommendations 

In sum, CSI was and remains the right idea for post-9/1! security. Nevertheless, 
effective CSI implementation is fraught with challenges. As such, the Subcommittee staff makes 
the following recommendations: 

• The targeting system - ATS - must be adjusted to effectively identify high-risk 
containers. 

■ Tlie use of a specialized subset of ATS, such as in Rotterdam, mu.st be expanded to 
other CSI ports. 

• The number of inspections conducted abroad needs to increase dramatically, 

• The arbitrary distinction between high-risk cargo due to narcotic smuggling and high- 
risk cargo due to terrorism is difficult to identify and may demonstrate a potential 
vulnerability. 

• The Virtual CSI program is an innovative concept that must be expanded, especially 
if coupled wiilt the Hong Kong Screening Model or equivalent technology, which is 
di-scussed below. 

■ The CSI program should focus on improving inspection rates at existing CSI ports, 
prior to expanding to other ports. 

• CSI targeting can be conducted domestically. CBP should readjust its staffing model 
and utilize a combination of officers in-country and at the NTC. 

• Standards for inspections and technology must be incorporated into the DOPs signed 
by the United States and host governments to establish a CSI port. 

C. Customs-Trade Partnership Against Terrorism 

Another vital layer in CBP’s security strategy is the Castoms-Trade Partnership Against 
Terrorism (C-TP.A.T). C-TPAT was roiled out as an initiative shortly after the September 11th 
attacks and then Customs Commissioner Robert C. Bonner described it as “a lasting partnership 
between Customs and industry to ensure both security for our Nation, and the smooth flow of 
commerce across our border.”^’ C-TPAT aims to secure the flow of goods bound for the United 
States by developing a strong, vohmtarj' antiterrorism partnership with the trade community. 


Robert C. Bonner, Commissioner of U.S. Customs Service, speech announcing C-TPAT. April i6, 2002. Detroil, 
Michigafi, hiJp://wwH'.cbp,gox'/xp/cgov/newsroom/commiSsiotie}’f'speeches_staiemems/archives/2002/apr}62002.xm!, accessed 
February 9, 2006. 
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To participate in C-TPAT, private sector compames commit to improving the security of 
their supply chains. In exchange for this commitment, CBP will grant C-TPAT members a range 
of benefits, many of which are designed to reduce CBP’s level of scrutiny of the members’ U.S.- 
boimd shipments. Foremost among these benefits is a reduction in risk score for their imports in 
CBP’s targeting system, which assigns a risk to a shipment based on factors such as whether the 
shipment is coming from a country with 
terrorist ties.'*'^ Lowering the risk score will, 
in turn, reduce the probability of extensive 
documentary and physical inspection of 
members’ shipments, and will facilitate the 
rapid movement of their cargos. Among all 
the benefits offered to program members, this 
reduction in risk score is clearly the most 
cherished since it reduces the number of 
inspections a shipper must endure. Other 
benefits of C-TPAT include: 

■ CBP will reduce the number of 
inspections for that company’s cargo, 
and will reduce the wait-time at the border for that company’s shipments; 

■ CBP will assign a specific C-TPAT supply chain specialist to serve as the liaison to 
that C-TPAT member in order to facilitate validations, security issues, procedural 
updates, communication and training; 

• C-TPAT members are given greater authority to police and monitor their own 
security activities; and 

■ C-TPAT certified importers receive reduced selection rate for Compliance 
Measurement Examinations and exclusion from certain trade-related local and 
national criteria.'** 

C-TPAT membership is open to U.S. importers of record, U.S./Canada highway carriers, 
U.S./Mexico highway carriers, air/sea/rail carriers, U.S. port authority/terminal operators, U.S. 
air freight consolidators, ocean transportation intermediaries, non-vessel operation common 
carriers, Mexican manufacturers, certain invited foreign manufacturers, and licensed U.S. 
Customs brokers. As of February 1, 2006, 10,434 companies have applied for C-TPAT 
membership and 5,777 companies have been accepted and “certified.”'*^ 

I, Membership Process 

CBP employs a two-pronged approach to assess C-TPAT applicants before granting C- 
TPAT benefits. First, CBP conducts a review of the self-reported information contained in an 
applicant’s membership agreement and security profiles and assesses the applicant’s compliance 
with customs laws and regulations, history of violations, and intelligence data. Following a 
successful review, the applicant is deemed certified by CBP. Certification also provides for the 
company to be eligible for a validation, which is the next stage of review. The current 
membership process, including the tiered benefit structure, is described in detail below. 

(a) Certification 

The C-TPAT process begins with an applicant completing a comprehensive security seif- 
assessment or profile, outlining in detail how the applicant is meeting certain defined minimum 
security criteria. A Supply Chain Security Specialist (SCSS) will then review the submitted 
profile to determine whether the applicant satisfies the minimum security criteria. These 


PREVIOUS PROBLEMS 

When CBP iniliated C-I PA T in 2002. it grained the 
benefits of participation to C-TPA'I' applicants 
immediately upon receipt of their agreement to 
participate in the program, importantly. CBP would 
grant these significant benefits after only a cursory- 
review of the applicant's security plan - and before CBP 
had conducted any assessment of the applicant's 
proposed .security prollie. CBP eventually recognized 
the weaknesses of this process, and revamped tire C- 
TPAT membership process. The current process, which 
was launched in May 2005, is described in this report. 


This risk-targeting system, called ATS, is eacaminwl in d^I below. 

See “Securing the Global Supply Chain: Custons-Trade Partnership Against Terrorism (C-TPAT) Strategic Plan,” 
CBP, hf.tp://cbp.gov/linkhandler/cgov/import/commercUtl_ei^orcement/ctpea/ctpat_5trategicplan.ctt/ctpat_strategicplan.pdf, 
accessed February 7, 2006. 

The term “certitled” refers to the CBP ratification proc^ in which the applicant has passed an initial review by 
CBP and is eligible for certain benefits. This process is discusral m ©«at detail below. This data wa.s supplied to Ute 
Subcommittee by CBP in March 2006. 
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minimum security criteria are determined by CBP and include whether the company conducts 
background checks of employees, whether the applicant's facilities are secured by a fence, and 
requires that the C-TPAT member work with other C-TPAT members. Approximately 20 
percent of initial submissions are rejected for failing to meet the minimum security criteria. 

Concurrent with the security profile review by the SCSS, C-TPAT officers vet the 
applicant through CBP law enforcement ^d trade databases, as well as the El Paso Intelligence 
Center. Companies must be free from past narcotics or serious trade violations before being 
accepted into the program. Other disqualifying factors include involvement in human smuggling 
incidents, having been the subject of criminal investigation, having associations with known 
criminal organizations, involvement with illegal transshipment schemes, and violations of 
intellectual property rights, in addition, the company must have a demonstrated import history 
of a minimum number of shipments into the United States before acceptance into the program."^^ 

If an applicant satisfies these requirements, the company is considered “certified” and 
accepted into the program and eligible for Tier I benefits, which include a reduced score on 
CBP’s risk-targeting system. In addition, the company becomes eligible for the second level of 
review, called validation, which provides additional benefite, 

(b) Validation 

The validation process is designed to ensure that the security practices outlined in the 
applicant’s security profile are in place and effective. If an applicant’s security apparatus 
satisfies certain minimum security criteria, it becomes eligible for Tier 2 benefits. Companies 
whose security practices exceed the minimum security criteria, however, are eligible for even 
greater privileges, called Tier 3 benefits. The validation process is primarily focused on 
importers and carriers, which are generally in the best position to induce security enhancements 
deep into the international supply chain. 

CBP prioritizes which certified companies to 
validate based on risk. CBP uses a risk assessment tool 
- the Quantitative Risk Assessment Module (QRAM) - 
to determine a quantifiable risk score for each certified 
member. 

The validation process is generally conducted 
by two SCSS. Each validation begins with a visit to the 
domestic corporate office of the member. At this initial 
meeting, the SCSS review the company’s security 
profile utilizing a standard 900-question automated 
tool. The SCSS, usually accompanied by representa- 
tives of the C-TPAT member, complete a review of the member’s supply chain security. CBP 
will also indicate at this meeting which of the company’s supply chains has been selected for 
validation. 

After the initial meeting, the SCSS will conduct a foreign site visit to examine the 
company’s security practices. This review focuses on the company’s operations at point of 
stuffing, during transit to the port of debarkation, and at the foreign port itself. Upon conclusion 
of the domestic and foreign review, CBP and the applicant hold a closeout meeting to discuss the 
findings, required actions, and all recommendations. A final written report is also provided to 
each validated company a short time after the closeout meeting. 

The final written report is reviewed by the C-TPAT Director, who makes the 
determination as to whether the member is meeting the minimum security criteria and thus is 
eligible for Tier 2 benefits, or is exceeding minimum security criteria and employing best 
practices, and therefore eligible for Tier 3 benefite. 

(c) C-TPAT’s Tiered Benefit Structure 

CBP adopted a tiered benefits structure for C-TPAT in May of 2005. As noted above, a 
company that has been certified - but not validated - is eligible for Tier I benefits. I'ier 1 


VAt.]i),vno>s 

Only one supply ciuiin for each C-TI'AT 
memljcr will be validated, even if that 
company uses hundreds of supply chains, 
This represents another potential 
vulnerability as an importer lliat utilizes 
supply chains across the world will only 
have one of these supply chains validated. 
CBP, thus, has little insight into if the 
company's practices in other countries are 
as secure. 


CBP has defined the minimum number of required ^ipmoits but does not disclose this number to the public. 
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benefits, the lowest level under C-TPAT, include a reduced score on CBP’s risk targeting 
system."^*^ C-TPAT members in Ti^ 1 also enjoy other privileges. Members are eligible to 
participate in the Importer Self-Assessment Program administered by the Office of Strategic 
Trade, attendance at CBP-sponsored training seminars, and access to the Automated Commercial 
Environment portal. C-TPAT certification is a prerequisite for eligibility to participate in the 
Free and Secure Trade program. As of February 1, 2006, 2,429 importers were certified and 
eligible for Tier 1 benefits.'^^ 

Companies satisfying CBP’s minimum security standards are eligible for Tier 2 benefits. 
Tier 2 benefits include all the privileges of Tier 1, with two significant additions. First, the 
reduction in CBP’s risk targeting system for Tier 2 members is even larger than that of Tier 1 . In 
addition, companies eligible for Tier 2 benefits enjoy “front of the line” privileges, meaning that, 
if inspection was required, their cargos receive expedited treatment. Only 553 importers have 
been validated and found to meet the minimum security criteria, making them eligible for Tier 2 
benefits.'*® 

Companies that maintain security arrangements that exceed the industry’s best practices 
receive even greater privileges, called Tier 3 benefits. Those benefits include ail the advantages 
of Tiers 1 and 2. Perhaps most important. Tier 3 companies receive an even greater reduction in 
the risk targeting system. Tier 3 companies also enjoy the expedited, “front of the line” 
treatment for inspections. As of February 1, 2006, only 139 importers have achieved Tier 3 
status.'*’ 


2. Problems With C-TPAT 

As described above, CBP employs a two-pronged process to certify and validate 
applicants to the C-TPAT program. CBP officials have indicated that this two-pronged approach 
is adequate to ensure the security of the applicant’s supply chain. CBP’s confidence, however, 
may be overstated for two reasons. First, C-TPAT benefits are provided to importers after only 
reviewing self-reported information. Second, while the validation process for C-TPAT members 
is a more in-depth analysis of security practices, that heightened process examines only one 
supply chain for each participant. 

3. Recommendations 

The Subcommittee staff makes the following recommendations: 

• The validation process needs to be strengthened to include a review of additional 
supply chains. 

■ A revalidation strategy must be developed and validations must be conducted for each 
C-TPAT member with a clear strategy and timeline for completing the validations. 

■ CBP should work collaboratively with C-TPAT members to develop self-policing 
standards. 

■ CBP must consider the use of third-party entities to validate C-TPAT members. 

D. Automated Targeting System 

Over the past several years, PSI staff has examined CBP’s methods to target and 
subsequently search high-risk shipping containers for weapons of mass destruction, counterfeit 
goods, stowaways, and other forms of contraband. The primary tool deployed in CBP’s effort to 
target high-risk containers is the Automated Targeting System (ATS). 

ATS is a collection of rules that allow CBP officers to target inbound containers based 
upon manifest information, entry data, intelligence inputs, and other automated rules developed 
by CBP. The rules are applied to every sWpment and re-applied when new information is 


Notably, the score reduction benefits in ATS apply only to importers and are provided only upon the receipt of entry 

data. 


This data was supplied to the Subcommittee by CSP in Mardi 2006. 

Ibid. 

Ibid. 
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obtained or updated. After the application of the rules, the values assigned to each rule are 
tallied and the final result is the targeting score. CBP officers using ATS are, in theory, able to 
rmik containers by risk, then conduct further analysis to determine whether a suspect container 
should be inspected (either a physical or a non-intrusive image examination) before the shipment 
is granted U.S. entry. ATS was originally designed to help identify illegal narcotics in cargo 
containers, but after the terrorist attacks of 9/1 1, was modified to identify all types of contraband 
that might be smuggled by terrorists. As noted by CBP’s website: 

ATS ... is a system that [assists] Customs officers in identifying 
imports which pose a high risk of containing narcotics or other 
contraband. This program is a joint effort by the Office of Field 
Operations and the Office of Information and Technology. . . . The 
system standardizes bill-of-lading, entry, and entry summary data 
received from the Automated Commercial System (ACS) and 
creates integrated records c^led “shipments.” These shipments are 
then evaluated and scored by ATS, through the use of over 300 
weighted rules derived from targeting methods used by 
experienced Customs personnel. The higher the score, the more 
the shipment warrants attention.^* 

ATS is the foundation of the layered security strategy employed by CBP in its fight 
against terrorism and the smuggling of radiological or nuclear weapons. If ATS does not 
effectively identify high-risk containers, it may undermine one of the principle objectives of CSI 
~ inspecting high-risk containers before they reach U.S. ports. 

1. Areas of Concern 

ATS may have some value in assisting CBP officers in identifying imports that pose a 
high risk of containing narcotics or 
contraband, as ATS was originally 
designed to identify narcotics contra- 
band. Nevertheless, many quest- 
ions remain as to both the degree to 
which this system is capable of 
accomplishing that task and the extent 
to which ATS is increasingly relied 
upon as the primary tool for 
determining which containers should 
receive an inspection. An inspection 
(whether through the total removal of 
a container’s contents, or a non- 
intrusive image examination) is the 
agency’s most exhaustive tool to 
discover WMD or other contraband. 

However, inspections are mandatory 
only for high-risk containers. An 
inspection is unlikely if ATS does not 
designate a container as high-risk. 

Thus, if ATS fails to designate a 
container as high-risk, the chance of 
discovering whether a container houses a WMD is remote. It is therefore imperative that ATS be 
reliable and effective. 

Challenging the system fi-om the outset is the reliance on manifest data as the essential 
piece of information to calculate risk.^® Members of the international trade community and CBP 


24-Hout- Kufe 

Hie 24-hoiir Advance Vessel Manifest Rule was issued on 
December 22. 2002 in response to a provision in tlie Maritime 
Transportation Security Act (MTSA). The 24'hour rule 
requires detailed information on the contents of sea conlainer.s 
bound for the U.S. be transmuted 24 hours before the container 
is loaded on board a vessel. Containers bound for non-U, S. 
ports that transit through a U.S. port must also comply witli 
this rule. Sea carriers and Non-Vessel Operation Common 
Carriers (NVOCCs) must provide this information to CBP: 
violations of this rule will result in a ”Do Not Load” message 
from CBP and denied permission to unload the container at 
any U.S. port. Egregious violations of timeliness rules will 
result in monetaiy penalties. Thi.s rule was enacted to give 
CBI* an opportunity to review the conlcnis of a container prior 
to the container being loaded on board a vessel, With the 
advance receipt of tlte information, CBP can target high-risk 
containers. 

See CBP website. /uip://m\\rx'ly}.,^iny\p/ci^(iv.'ne\\\sr(j<iiii' 
press releases/urchfves/chp press releuses.H)22(H)3M)2 / 22003 
-xiiiL accessed Maivh 27. 2006 


See CBP website, “Automated Targeting System,” U.S. Cus^nns and Border Protection, http://www.cbp.gov/xp/cgov 
/import/operations_suppori /automated systems/automated tareeti ng s vstemjml, accessed February 7, 2006. 

See GAO-04-352N1, “Homeland Security: Oi^lenges Remain in the Targeting of Oceangoing Cargo Containers for 
Inspection,” February 2004, p. 20. 

The term “manifest data” refers to custewm doniments li^ng all contents abo^d a particular vessel, in particular 
cargo, crew and/or passengers. 
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officers characterized the manifest as the least reliable form of data for targeting purposes, as it is 
subject to errors and inaccurate information.^* 

Moreover, as described earlier, one of vulnerabilities is the oveiaeas portion of the 
supply chain, where goods are loaded into containers at consolidation centers. The company that 
loads or “stuffs” the container is most often a third party and the identity of this third party is not 
listed on the manifest. ATS, however, relies almost exclusively on the manifest information, and 
therefore does not take into account the identity of the third party. 

CBP officers and even members of the trade community have urged CBP to require the 
submission of additional information beyond the manifest data. For instance, CBP officials use 
entry data when it is available to supplement the manifest data, as entry data is considered more 
reliable and accurate. Entry data, however, is not required to be filed prior to the vessel loading, 
and is sometimes not filed until after the arrival of the cargo. It is also worth noting that C- 
TPAT score reductions in ATS do not apply unless entry data has been filed.^^ 

Another weakness with ATS is the lack of simulated tests or so-called “red teams” on the 
system, except for the two instances by ABC News in 2002 and 2003. ABC News simulated a 
terrorist smuggling highly enriched uranium into the Unit^ States. ABC News placed depleted 
uranium in a lead-lined pipe, sealed the pipe and trai^ported it in a suitcase that was later placed 
in a cargo container. In both cases, CBP targeted the container, but after using non-intrusive 
ir^pection equipment, did not detect a visual anomaly and, as a result, did not open die 
container.^^ 

CBP does randomly select and examine containers, but these random inspections can be 
waived if the resources are needed to conduct ATS or other intelligence-driven inspections. 
Additional concerns with ATS include: 

■ ATS has yet to be peer reviewed, red-teamed or validated through simulated events to 
demonstrate that it identifies high-risk shipments. 

■ ATS cannot incorporate real-time information or adjust dynamically. 

• CBP is unable to fully use inspection data. This prevents CBP from evaluating the 
efficiency of ATS based on the results of cargo inspections. CBP officials stated that 
an enhancement to ATS called the findings module to allow CBP to review what was 
found in each container inspected would be available in November 2003. As of 
today, this ATS findings module is still not operational.^'* 

2. Staff Observations 

PSI staff has frequently observed that a container’s initial risk score generated by ATS is 
the primary tool of CBP officers to determine whether that container should be referred to a host 
inspectorate for physical examination. Nonetheless, it remains unclear whether a high ATS 
score realistically correlates with the actual risk. Notably, only one of the containers used in the 
smuggling incidents involving Chinese immigrants at the Port of LA/LB in January and April of 
2005 were identified as high-risk by ATS.^^ This failure demonstrates the inherent limitations of 
relying upon a risk management tool that has not been tested, validated, or red-teamed. In 
addition, other questions that arise, such as whether containers categorized as “high risk” by ATS 
carry more contraband (and thus possibly a WMD) than randomly selected containers; whether 
CBP has statistical evidence that validates that claim; whether CBP considers that the genera! 


^ See GAO-04-352NI, “Homelaid Security; Challenges Remain in the Targeting of Oceangoing Cargo Containers for 
Inspection,” February 2004, p. 26. 

This is an important distinction because rajtiy date is not normally filed until a few days prior to arrival in the United 
States. Therefore, C-TPAT importers rarely receive any score reductions in ATS at CSl ports since entiy data is not yet 
available. 

See GAO-04-352NI, “Homeland Security: Challoiges Ronain in the Targeting of Oceangoing C^go Containers for 
Inspection,” February 2004, p. 28. 

On March 10, 2006, GAO auditors updalal PSI and HSGAC staff on the ongoing audit of ATS. GAO auditors 
informed staff that the ATS findings module was still not opoational. 

During these two separate incidents, ill^al Chinese aliens were discovered in ocean containers at the Port of Long 
Beach. The containers were transshipped from a CSI port and cani^ a C-TPAT member. 
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category of contraband, whether stowaways or drugs, serves as a sun-ogate for WMD for 
purposes of evaluating this program, and if not, what variables it would use in this regard. 

On repeated occasions, PSI staff has queried Customs officials regarding the potential 
over-reliance on ATS, particularly to determine which shipments should be examined for 
potential WMD. Moreover, the PSI staff remains concerned that, without some indication that 
ATS significantly assists CBP as a tested and validated risk management tool, CBP will continue 
to rely on ATS as the primary tool for keeping d^gerous goods — including a WMD - from 
entering the U.S. 


3. Recommendations 

Because ATS is the foundation of U.S. Government supply chain security programs and 
given the considerable challenges that confront this program, the Subcommittee staff makes the 
following recommendations: 

■ ATS must be scientifically assessed and proven to accurately identify high-risk 
containei^. 

■ CBP should come to resolution with the trade industry in its discussions of additional 
data elements useful in targeting and implement plans to obtain and utilize that data, 
which may include entry data submitted prior to vessel arrival. 

■ CBP should develop procedures to facilitate the filing of entry data prior to the arrival 
of the vessel at a U.S. port. 

■ CBP should establish baseline performance measures to evaluate the effectiveness of 
ATS as a targeting system. 

■ ATS rules need to be flexible and take into account findings from other high-risk 
cargo examinations and intelligence, as well as local factors. 

■ Simulated and red-team testing must be conducted on ATS. 

E. The Radiation Portal Monitor Program 

Preventing a terrorist organization from acquiring and detonating a nuclear or 
radiological dispersal device in the United States is one of our nation’s top priorities. To address 
this threat, CBP established the Radiation Portal Monitor Program (RPMP) in early 2002 to 
deploy Radiation Portal Monitors (RPMs) in U.S. Ports of Entry (POE). CBP has successfully 
deployed RPMs across the major crossings at the Northern and Southern Border, as well as at 
Express Consignment Carrier Facilities, to screen incoming packages. However, deployment at 
our nation’s seaports - the very location where many experts believe a terrorist may try to 
smuggle a weapon - has been sluggish at best.” Four and half years after the September 1 1th 
attacks, less than 40 percent of incoming maritime containers are screened for radiation. Of 
additional concern are the skyrocketing costs of this program. The cost of the RPMP has 
escalated from $500 million to close to $1.5 billion, primarily due to a move towards a new type 
of nuclear detection equipment. 

To bolster the effort to detect nuclear and radiological devices, DHS established the 
Domestic Nuclear Detection Office (DNDO) on April 13, 2005. The DNDO is tasked with 
addressing the threat of nuclear terrorism by coordinating nuclear detection activities, 
constructing a global nuclear detection architecture, and enhancing nuclear/radiologicai 
capabilities and technologies across the Federal Government. In addition to moving towards 
advanced radiation detection equipment, DNDO has sponsored research and development into 
additional technologies that would improve the ability of currently-fielded radiation detection 
equipment to distinguish between radiological sources. 


Staff is aware of the inherent limitation of radiatioa ttoection equipment, however, believes that radiation detection 
equipment, properly configured, enhances our collective security agjunst flie threat of radiological or nuclear terrorism. 

See GAO-06-389, “Combating Nuclear Smuggling: DHS Made Progress Deploying Radiation Detection 
Equipment at U.S. Ports of Entry, but Concerns Ren^n,” March 2006, p. 13. 
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1. Problems with RPMP 

(a) Delayed Deployment 

As of March 2006, DHS had deployed only 30.8 percent of the projected Radiation Portal 
Monitors.^^ Specifically, only 740 of the required 2,405 monitors have been deployed. The 
deployment is behind schedule, at some locations, by roughly 20 months. 

The delays are caused by a wide array of problems including cumbersome funding 
procedures, setbacks in reaching necessary agreements with the terminal operators, difficulties in 
the screening of rail cars, weather, and construction problems. Some of those problems are 
detailed below: 

■ The funding for the RPM deployment is hampered by multiple layers of review and 
CBP’s appropriations legislation requires that, prior to deployment, Congress review 
a spending plan prior to the deployment. 

■ Seaport operators have been reticent to sign agreements to deploy RPM equipment 
because they believe that the equipment will lead to more alarms and secondary 
inspections, thereby impeding the flow of commerce through their ports.^^ 

■ The screening of rail cars presents a challenge because the logistics of conducting a 
secondary inspection may obstruct rail traffic within the port, to the point of 
disrupting rail schedules throughout a broad geographic region. Such a disruption 
could potentially cost the port thousands of dollars per hour in lost revenue.^® 
Another factor adding to the delay is that some ports do not have sufficient space to 
accommodate trains for the required secondary inspections. This issue will be 
magnified in the future as rail traffic is expected to double over the next 1 5 years with 
the Department of Transportation predicting that the amount of freight transported by 
rail will increase to 699 million tons by 2020.^^ 

(b) Technological Problems and Rising Costs 

Currently deployed equipment is unable to distinguish between naturally occurring forms 
of radiation and radiation of concern. This limitation has resulted in either a high rate of alarms 
or a high detection threshold, which allows containers to continue to move through the point of 
entry. These radiation portals that are able to identify radiation and cost approximately $70,000. 
CBP is planning to deploy advanced portals that can distinguish between naturally occurring 
radiation and radiation of concern, yet these portals cost more than four times as much as the 
other portals. Due to efforts of the Subcommittee, DHS has adjusted its deployment plan and 
will utilize a mix of these portals to ensure that radiation is detected, yet the costs remain 
manageable. 


2 . Observations and Findings 

To view the progress and effectiveness of the RPMP deployment, PSI staff visited the DNDO 
Countermeasures Test Beds at the Port of New York/New Jersey. (See Figure 7, below) The 
RPMP program has approximately 200 radiation alarms on a daily basis with the majority of the 
alarms from naturally occurring radioactive materials. In 2005, CBP estimated more than 
600,000 containers passed through the RPMs. The Standard Operating Procedures (SOP) for a 
radiation alarm require CBP officials to take the driver’s license from the vehicle’s driver and 
determine whether that individual is listed on any of the criminal databases. The SOPs also 
require the CBP officials to conduct a second check of the vehicle with a radiation isotope 
detector. Each step of the alarm resolution is accompanied by documentation, which is 
subsequently filed, and the alarm information is entered into a master spreadsheet. 


This data was supplied to the Subcommittee by CBP in Marcb 2006. 

See GAO-06*389, “Combating Nuclear Smu^Hng; DHS Has Made Progress Deploying Radiation Detection 
Equipment at U.S. Ports of Entry, but Concerns Remain,” March 20%, pp. 16-17. 

^/Sid, p. 17. 

/bid, pp. 18-19. 
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i^gure 4. Trucks are passing through the RTMs located at the 
entrance and exit of the Port of NY/NJ. 


During an inspection of the DNDO Countermeasures test bed at the Port of New 
York/New Jersey, PSI staff observed an alarm resolution in progress. In that episode, a truck 
had alarmed the RPM at the main entry and was then directed by the security guard to the 
secondary inspection area to await the arrival of CBP officers.^^ At the secondary inspection 
location, CBP officials conducted tests with a radiation isotope detector that was mounted to a 
Smart Cait. PSI staff rode in the Smart Cart as it drove around the truck, using the radiation 
equipment to scan the truck. (See Figure 5, below.) The results of the scan were available after 



Figure 5. Mobile RPM located at the back ol the Smai t Carl that is used to determine the 
source of the radiation. After a truck alarms the RPM located at the entrance/exit to the 
Port, the truck is sent to the secondary- inspection area. 

approximately two minutes and identified the source as low levels of Cesium- 137. Based on the 
manifest review, which identified the cargo as furniture with marble, and the radiation isotope 
information from the Smait Cart, CBP officers determined ftiere was no need for a physical 
inspection and allowed the truck to proceed. Staff observed the CBP officem follow the 
appropriate procedures and protocols prior to releasing the container. 

3. San Ysidro 

The Port of San Ysidro in Southern California is the busiest port of entry into the United 
States for passenger vehicles and pedestrian traffic. With 24 vehicle lanes and 24-hour, seven- 
days-a-week operations, San Ysidro sees massive traffic, and in Fiscal Year 2005, processed 
almost 17 million passenger vehicles, more than 31 million passengers in vehicles, more than 
100,000 buses, close to one million bus passengers, and more than 8.7 million pedestrians. 


Untii the permanent booth to house CBP officers is built, CBP officers at this location are notified by the security 
guard aitd the truck is held at the secondary in^>et^on area unlil aitival of tfie CBP officers. 
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There are RPMs deployed at each of the 24 lanes of traffic, as well as another RPM at the 
secondary location. According to senior CBP personnel, even though approximately 50,000 
passenger vehicles are processed daily, they incur only 10-12 alarms. These alarms are easily 
resolved with the vehicles being screened again by an RPM at secondary and then scanned with a 
RIID in order to identify the particular isotope. Senior CBP personnel also stated that screening 
one hundred percent of the cars and buses with RPMs did not have a negative impact on the flow 
of traffic. 


4. Recommendations 

Effectively detecting and interdicting radiological or nuclear material is critical to U.S. 
homeland security efforts. As such, the Subcommittee staff makes the following recom- 
mendations: 

• DNDO and CBP should accelerate the deployment of RPMs. 

■ DNDO should ensure that the NNSA’s Megaports Initiative - which provides 
radiation detection to major foreign ports - is better coordinated with CSI. 

• DNDO should continue testing new technology and endorse technologies equivalent 
to the Hong Kong screening concept, which is described in detail below. 

F. Megaports Initiative 

As part of the U.S. Government’s layered strategy to secure the global supply chain and 
prevent nuclear or radiological smuggling, the Department of Energy (DOE) National Nuclear 
Security Administration (NNSA) program operates the Megaports Initiative. Under the auspices 
of this program, radiation detection equipment is provided to major international ports. This 
equipment is installed by the U.S. Government in coordination with the host government to 
screen all outbound containers regardless of destination (i.e. - containers destined for the United 
States as well as Asia are screened). 

To date, Megaports equipment has been installed in five foreign ports: (1) Piraeus, 
Greece; (2) Rotterdam, Netherlands; (3) Colombo, Sri Lanka; (4) Algeciras, Spain; and (5) 
Freeport, Bahamas. The port of Antwerp, Belgium will be operational shortly as well. 
Nevertheless, progress in Megaports has been slow. NNSA plans to implement Megaports at up 
to 60 seaports, and given progress to date, this goal appears a bit ambitious. Concerns regarding 
the impact of Radiation Portal Monitors on commerce have prevented Megaports from quickly 
expanding. Additionally, the Megaports Initiative has increased its coordination with the 
Container Security Initiative, yet continues to operate as a separate and distinct program. 
Moreover, international agreements establishing either a CSI port or a Megaport are rarely 
negotiated together. This lack of coordination may contribute to an unnecessary expenditure of 
funds and resources. 


1. Recommendations 

Because the Megaports Initiative represents one aspect of the layered security strategy, 
and is the first line of defense, the Subcommittee staff makes the following recommendation: 

• The U.S. Government must enhance the coordination between CSI and Megaports. 

G. Private-Sector Screening 

Continuing the partnership with the private sector is critical to effective screening. Since 
the announcement of the RPMP, CBP has worked with private companies - particularly, FEDEX 
and UPS ~ to encourage these companies to screen their packages. PSl staff applauds CBP’s 
efforts to create this public-private partnership. As part of its oversight investigation, PSI 
assessed the screening operations at FEDEX’s international hub at Charles De Gaulle Airport 
(CDG) in Paris. This hub is responsible for processing packages originating in the Middle East, 
Russia, and Northern Africa. FEDEX has implemented Radiation Portal Monitors to screen all 
shipments bound for the United States, regardless of whether those shipments are transiting the 
United States or if the United States is the final destination. While this operation is noteworthy 
and likely of great benefit, DHS has yet to validate the performance of these portals. To ensure 
that these RPMs are effective at screening for radiation and nuclear materials, staff recommends 
that DHS immediately commence an evaluation of these RPMs and the other RPMS deployed by 
FEDEX and UPS. 
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H. One Hundred Pendent Screening of Containers 

As discussed in detail above, ATS, die targeting system used to discern high-risk 
containers, is flawed. It is therefore crucial that U.S.-bound containers are screened effectively. 
The only effective screening mechanism employs both an x-ray and a radiation .scan. Only the 
combination of those two scans can provide a reliable answer to the perplexing question of 
“what’s in the box?” However, in Fiscal Year 2005, only 0.38 percent of containers were 
screened with a non-intn^ive imaging device and only 2.8 percent of containers were screened 
for radiation prior to entering the United States,^^ Overall, CBP screens or physically examines 
only 5.4 percent of containers with an Nil machine and less than 40 percent with RPMs. When 
combined vith the problems in ATS, these facts expose serious vulnerabilities in our cargo 
screening processes. 



Figure 6. This ICIS image demoD.strates the ability to view the RPM scan and 
x-ray simultaneously. 


1. The Hong Kong Screening Concept 

While CBP screens a de minimus rate of containers, the private sector is developing 
systems that will screen every single container entering a port. A promising concept in Hong 
Kong ” the Integrated Container Inspection System (ICIS) - demonstrates the potential to screen 
up to 100 percent of containers. At two gates in the Hong Kong International Terminals, each 
container entering the Hong Kong port is moved through an integrated system that features a 
non-intrusive image machine, a Radiation Portal Monitor, and an Optical Character Recognition 
System that identifies the container. Coupling these technologies allows for tlie most thorough 
scan currently available. Moreover, this scan does not impede the flow of commerce, and the 
equipment used is equivalent to or exceeds equipment currently used in the United States. 

To ensure 100 percent screening, the system is deployed at the entry gate and at the 
dockside. Dockside screening ensures that transshipped containers, which are simply passing 
through the Hong Kong port, are also scanned. The image generated by this scan is stored 
electronically to be examined later. The scanning of all containers at the entry gate negates the 
burdensome and time consuming logistics of locating and retrieving each high-risk/suspect 
container from the copious stacks of containers. Rather, ICIS allows authorities to view the 
image immediately and then determine if an additional image or physical inspection is necessary 
to resolve an anomaly or alarm. If widely implemented, this system or equivalent technology 
may allow for 100 percent of all containers to be screened upon arrival at any port. In addition, 
this process would enable CBP to analyze a container in-transit and determine if an inspection is 
necessary upon arrival in the United States. Moreover, if an event does occur, this system would 
provide a forensics capability to investigate the incident. 


This data was supplied to the Subcommittee by CBP in M^h 2006, 

PSI staff is not endorsing ICIS, but raUier recognizes this promising concept that demonstrates the abi!it>' to enhance 
our supply chain security by screctiing more containers with bofe non-intmsive equipment and radiation tletection equipment. 
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t<igure 7. i ins picture demonstrates the abiiiiy ot K l!!o to screen 

transshipped cargo. 


The Hong Kong Container TerminaJ OpemtorxS Association (HKCTOA) has asked DHS 
to evaluate the efficacy of the system as well as the potential of linking this concept to CSI. 
DHS responded to the HKCTOA request in November 2005, and signaled its interest in 
developing policies, procedures, and response protocols to integi'ate ICIS into its current secui'ity 
programs. HKCTOA provided data jfrom its scans for further analysis, and DHS is presently 
studying the system. However, DHS is concerned about the efficacy of the technology, tiie 
effects on commerce requiring 100 percent screening, and more importantly, the changes ICIS 
makes to the “Customs to Customs” relationship between the United States and the CSI host 
government. 

Possible benefits of tlie Hong Kong approach include tlie following: 

■ Negotiating directly with terminal operators to install a Hong Kong-type system 
would allow the U.S. Government to link together an RPM and VACIS scan. Such a 
combined scan would exceed current domestic or international scanning capabilities. 
Additionally, the foreign terminal operators own their ports and can direct the 
installation of RPMs. The Department of Energy Megaports program is being 
confronted with cor^iderable resistance as it attempts to install RPMs at ports abroad. 

A progi'am similar to ICIS could ameliorate this resistance and quickly enhance tlie 
security of the global supply chain. 

■ One hundred percent scanning does not require that all of the images be analyzed, 
lliis model would simply ensure that all high-risk containers are examined overseas 
and that the examination is recorded. The targeting model could still be utilized to 
pinpoint which containers would be further examined. Moreover, technology firms 
ai’e developing technology that would automate the review of images, which may 
eventually allow for the review of all containers. 

■ ICIS or equivalent technology could contribute to the security of global trade if an 
event does occur because the infrastructure would already be in place to screen 100 
percent of containers at major ports. Additionally, it would allow for post-event 
analysis if an event did occur, similsu to the process used following the London 
bombings in July 2005. ICIS could also help the intelligence community track 
proliferation and uncover global smuggling networks. 

» The implementation of ICIS or similar technology could yield significant cost savings 
to CBP because the majority of targeting mid analysis of images could occur 
remotely, thus reducing the substantial costs of stationing CBP personnel abroad 
under the CSI program. 

■ If foreign terminals decided to purchase ICIS or equivalent technology, it could be 
implemented quickly and potentially cover upwards of 80 percent of global trade, 
since tlie majority of foreign terminals are privately owned. 
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2. One Hundred Percent Screening in Russia 

In July 2005, PSI staff observoi examples of 100 percent screening for radiation when 
conducting oversight over the Second Line of l3efense pro^’am in Russia. 

(a) St. Petersburg Seaport 

The St. Petersburg Seaport is part of the Megaports Initiative, the program designed to 
provide RPMs to foreign seaports to ensure that they screen cargo for radiation. Similar to other 
global ports, this port is rapidly expanding and anticipates moving upw-ards of one million 20- 
foot equivalent units (TEU) in 2005.^^ Much of the container traffic from St. Petersburg is 
shipped to European Union ports, with the lai^est percentage going to the Port of Rotterdam. 
According to Russian Customs, all incoming and outbound containers and people are inspected 
for radiation. Russian Customs permanently stores information on positive alarms, and 59 RPMs 
are deployed throughout the seaport. These alarms are configured with an assortment of video 
cameras to record any positive hits for radiation. Russian Customs uses a matrix to insist in 
alarm resolution and receives between 10-12 alarms per day. Following a positive hit, the 
suspect container is directed towards secondary inspection. Most positive alarms are resolved 
within 30 to 40 minutes. Within Russian Customs, a specialized service - TK.DRM - was 
created in 1995 to focus on radiation and nuclear issues. Throughout Customs, there arc close to 
700 people in this service with eight TKDRM personnel located at the Port of St. Petersburg. 



Figure 8. RPMs in Russia to screen air passengers and baggage. 


(b) Pulkova Airport in St. Petersburg 

Pulkova Airport is part of the Second Line of Defense (SLD) program, which provides 
radiation detection equipment to Russia to interdict nuclear/radiological smuggling attempts. At 
Pulkova Airport, every perimeter is covered with RPMs, and ali cargo, people, cars, and 
employees are screened for radiation. Eighty-nine positive hits were recorded in July, and each 
was resolved. According to Russian Customs, this extensive screening apparatus does not hinder 
the flow of commerce. Moreover, nuclear/radiation screening is mandated by the Russian 
government and concernvS regarding hindering the flow of commerce are not of primary concern. 
DHL, UPS, and FEDEX operate out of St. Petersburg Airport, where each company’s respective 
cargo is screened with both non-intrusive imaging equipment and a RPM. This includes cargo 
on passenger jets. In addition, all general aviation cargo and baggage is screened as well as 
cargo and baggage for official delegations. Tlie RPM equipment at Pulkova was installed within 
18 months of the first pla^ining meeting. One hundred percent screening is now a reality at the 
Pulkova Airport and Subcommittee staff urges DNDO to assess this effort and glean lessons for 
U.S. detection. 


A I'EtJ is a measurement of the coataineriad cargo c^wtty of a i^ipping container. 
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(c) Sheremeteyevo International Airport in Moscow 

Sheremeteyevo is Russia’s largest airport and is of the SLD program. There are 100 
RPMs deployed throughout the airport to screen all incoming and outgoing baggage, people, 
cargo, and employees for radiation. Thirty-four of the RPMs were purchased by SLD and the 
remainder by Russia. Russian Customs selectively x-rays cargo based on risk delineated by 
countries of interest and other manifest information of concern. There are 12 trained nuclear 
experts, all part of TKRDM, who handle nuclear and radiological associated issues at 
Sheremeteyevo. The airport receives between 15 and 20 positive hits per day. Russian Customs 
electronicily stores information on such positive alarms for six months and keeps a paper record 
of such alarms for several years. Furthermore, when an individual sets off an alarm and asserts 
that he or she is undergoing radiological maiicai treatment, Russian Customs conduct tests to 
ensure that they are not using medical treatment as an excuse for smuggling nuclear/radiological 
material. 


(d) Verification of Radioactive Shipments 

Russian Customs verifies the contents of all declared radioactive shipments with a 
handheld detector. This verification system was implemented after Russians Customs discovered 
unauthorized material had been smuggled within a declared radioactive shipment. The 
verification procedures include (1) weighing the package; (2) x-raying the package (to look for 
any additional shielding); and (3) checking the declared shipments with a germanium handheld 
detector to validate the isotope. The entire process takes a maximum of five minutes. Staff 
recommends that DNDO consider implementing a similar process to assess domestic shipments 
of radioactive material. 

V. OTHER PROMISING TECHNOLOGY 


"They're us dumb as a fence post, so we Just want to make them smarter. " 
- Former CBP Commissioner Robert Bonner 


Former Commissioner Bonner accurately described shipping containers and the difficulty 
in trying to secure these containers. As discussed earlier, securing the supply chain is made more 
difficult by the fact that, as a container moves from point to point, many different companies 
have to coordinate their activities in the supply chain. Each point represents a potential 
vulnerability; yet, new technology is being developed to close those vulnerabilities. 

This new technology may enable companies to track a container remotely and ascertain if 
that container had been opened at any point during transit. Additionally, this technology may 
deter theft and ensure that the containers arrive in a timely manner. Private industry has 
developed electronic seals that communicate with active radio frequency identification 
technology as a way to secure and track the container. 

Container Security Devices (CSD), coupled with radio frequency identification devices 
(RFID), have demonstrated the potential to detect whether a container door is opened without 
authorization, as well as any changes in light and temperature. Once a container has been 
breached, the RFID will send that information to a central monitoring system, thereby signaling 
that the container has been compromised. To accelerate the development of this technology, 
CBP operates the Smart Box program to enhance the security of oceangoing containers. TTbe 
Smart Box program is designed to identify technologies and systems to provide a more secure 
shipping container with the ability to minimize the potential of insertion of lethal c^go, as well 
as to generate advance notification of any unauthorized opening of the containers and the 
presence of lethal cargo. 

CBP is also actively engaged in the evaluation of technology designed to incorporate 
additional sensing capabilities with the goal of providing six-sided container security (i.e. all 
sides of a container), or an Advanced Container Security Device (ACSD). CBP may require that 
shippers or participants in C-TPAT utilize a RFID or a CSD. 
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VI. OTHER SECURITY RISKS 

A. Trash Poses Unique Supply Chain Security Problems 

A special security risk involves the importation into the United States of containers 
carrying trash. Trash containers pose inherent difficulties in terms of supply chain security, 
because tracing the supply chain for trash cargos with any certainty is difficult. Many different 
individuals and entities create trash and contribute to trash collections, with virtually no security 
measures in place to screen specific trash contributions or preclude illegal materials. This 
process makes it logistically burdensome, if not prohibitively expensive, for even a trash 
importer with the best intentions to understand and monitor what is being transported in 
particular trash containers each day. Other cargos may be equally as dense as trash, but 
importers often have better control over the specific content and origin of the supply. With other 
cargos, it is often possible to trace the origin, mid-course and ending point of the journey of the 
cargo, and take steps to monitor and ensure the security of the supply chain. Until a similar 
system is established for the supply chain of trash importers, DHS must take additional security 
precautions before allowing trash containers to enter the United States. 

Since 1998, the greater Toronto, Canada, area has shipped hundreds of thousands of 
containers carrying trash or municipal solid waste (MSW) across U.S. borders.^ According to 
the Department of Homeland Security (DHS) Inspector General’s office, in 2004 alone, Canada 
shipped approximately 100,000 containers of trash across U.S. borders into Michigan, an eight 
percent increase over 2003.®’ Another 10,000 containers of MSW comes through nine other 
ports of entry on both the Northern and Southern borders.®* 

Over the past few years, there have been numerous incidents where Canadian trash 
containers have brought more than just trash into the United States. For example: 

• In April 2003, police in Sumpter Township, Michigan, found 50 pounds of marijuana 
in a Canadian trash truck. 

• In August 2003, a Canadian trailer carrying a trash container was pulled over for 
being overweight. The policeman on duty, after obtaining consent from the driver 
and passengers, found a blue duffel bag containing $539,200. 

■ On September 24, 2003, Customs and Border Protection (CBP) agents apprehended a 
trash truck driver for attempting to enter the United States with one ton of marijuana. 

The approximately 2,000 pounds of illegal drugs were packed into 59 plastic bags and 
hockey equipment duffel bags and constituted one of the biggest drug busts in recent 
Michigan history. Law enforcement officials valued the drug’s street value at 
approximately $9 million. 

• In October 2002, a trash truck was leaking blood from its trailer as it crossed the 
Ambassador Bridge from Canada into the United States. As the truck was unloaded 
at a Waste Management Recovery station in Detroit, it became clear that medical 
waste was a large percentage of the waste in the trailer. 

■ The DHS Inspector General has found that from 2003 to 2004 medical waste, illegal 
drugs, and illegal currency have been transported into the United States in trash 
containers.®’ 

The following photograph of an x-ray image of a container carrying Canadian trash, 
taken at a Michigan border crossing, illustrates the problem. (See Figure 12) Even with an x-ray 
image, it is impossible to see the contents of the container because the trash is so dense that the 
x-ray cannot penetrate it. The inability to see what is inside the container endangers national 


See “Audit of Screening Trucks Carrying Canadian Municipal Solid Waste,” U.S. Department of Homeland Security, 
Office of Inspector General, January 2006 [One page unclassified summary.] 

Ibid 

“Ibid 

“Ibid 
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security, because weapons or nuclear material could be concealed and CBP border personnel 
would have no effective method of detection, short of physically inspecting each and every 
shipment, which is beyond current re»3urces. It is also inherently difficult and dangerous to 
physically inspect trash containers. 



Figure 9: X-ray image of a Concaincr Full of Trash 


1. Cost-Benefit Analysis Weighs Against IVash Imports 

The Subcommittee understands that other materials, such as concrete or bricks, pose 
similar security challenges in terms of being as dense as trash when screened with Nil or RPMs. 
A cost-benefit analysis of tliese imports, however, would likely show tliat products like concrete 
or bricks contribute positively to ihe U.S. economy because their introduction into the flow of 
commerce provides building materials, contributes to reasonable construction costs, and helps 
create new jobs. Such materials also pose lower security risks, since, unlike trash, their supply 
chains can be more easily monitored and made secure. In contrast, if CBP were to conduct a 
cost-benefit analysis of trash imports, the analysis w'ould likely show that the security risk of 
trash containers to the country and the costs associated with reducing that risk far outweigh any 
economic benefit. 


2. OHS Inspector General Report 

Two years ago, the security problems associated with trash containers crossing U.S, 
borders without effective screening technology led Senator Levin, Senator Stabenow, and 
Congressman Dingell to ask the DHS Inspector General’s office to review the effectiveness of 
CBP’s screening methods. The Inspector General’s disturbing report, released in January of this 
year, in unclassified and “official iLse only” versions, identifies flaw's and vulnerabilities 
associated with current methods to screen containers entering the United States. 

The DHS Inspector General noted that every passenger vehicle and tiuck entering the 
United States at the Detroit and Port Huron ports of entry pass through RPMs tmd some trucks 
receive an x-ray screening. However, as noted above, trucks cai'rydng trash containers cannot 
be effectively screened with either the RPM or the x-ray technology. After a thorough 
evaluation of the ports of Detroit and Port Huron, Michigan, the DHS Inspector General found: 

■ Improvements are needed in the inspection process. 

■ The ports vary in how they select and inspect cargo and conduct x-ray exams. 

* There is no Centralized Exam Station in Michigan. 

■ fhe Commissioner of the CBP should conduct a risk analysis and develop minimum 

requirements for selecting and inspecting trucks carrying Canadian trash. 

The “official use only” version of the Inspector General’s report describes in greater 
detail the security risks associated with ti^h containers entering the United States under the 


- 31 - 


537 


present circumstances. However, until this version of the report is released to the public, the 
nature of the security concerns identified by DHS cannot be described in specific terms. 

3. Recommendations 

The Subcommittee staff makes the following recommendations: 

■ Until CBP can ensure that the supply chain of a trash importer is secure or develops 
protocols ensuring adequate inspection of individual trash containers, CBP should not 
allow trash containers to enter the United States. 

“ At a minimum, DHS should immediately adopt the Inspector General’s 
recommendation to conduct a risk analysis and develop minimum requirements for 
selecting and inspecting trucks carrying Canadian trash. Until these steps are taken, 
CBP should place a moratorium on blowing trash containers into the United States. 

■ Congress should enact into law die provisions recently adopted by the U.S. Senate to 
impose a fee on international shipments of trash to pay for a more rigorous inspection 
regime to protect U.S. citizens from the security risks currently associated with trash 
containers. 

VU. CONCLUSION 

In the four yeai^ following the September llth attacks, America has made significant 
progress in securing the global supply cheiin. Under the CSI program, CBP officers are now 
stationed in numerous foreign ports to facilitate the inspection of high-risk containers before they 
arrive at U.S. ports. More than 700 Radiation Portal Monitors have been deployed in ports all 
over the world. CBP, through the C-TPAT program, is developing significant ties with private- 
sector entities to enhance security of the global supply chain. 

Despite these gains, much more work needs to be done. ATS, the system used to target 
high-risk containers, has certain significant flaws, such as its dependence on unreliable 
information. Moreover, although the central piupose of CSI is to inspect high-risk containers 
before they arrive at U.S. ports, many such containers pass through CSI ports without any 
inspection. To make matters worse, CBP cannot demonstrate that those targeted containers are 
inspected upon their arrival in the United States. The deployment of radiation detection 
equipment has been woefully inadequate. America must enhance these programs to secure the 
global supply chain or we remain vulnerable to the Trojan Horse attack - in which terrorists or 
WMD are smuggled into our ports. 

To strengthen our defenses and prevent such attacks, PSI recommends the following: 

A. Container Security Initiative 

• The use of a specialized subset of ATS, such as in Rotterdam, must be expanded to 
other CSI ports. 

■ The targeting system - ATS - must be adjusted to effectively identify high-risk 
containers. 

■ The number of inspections conducted abroad needs to increase dramatically. 

■ The arbitrary distinction between high-risk cargo due to narcotic smuggling and high- 
risk cargo due to terrorism is difficult to identify and may demonstrate a potential 
vulnerability. 

■ The Virtual CSI program is an innovative concept that must be expanded, especially 
if coupled with the Hong Kong Screening Model or equivalent technology, which is 
discussed below. 

■ The CSI program should focus on improving inspection rates at existing CSI ports, 
prior to expanding to other ports. 

■ CSI targeting can be conducted domestically. CBP should readjust its staffing model 
and utilize a combination of officers in-country and at the NTC. 

■ Standards for inspections and technology must be incorporated into the DOPs signed 
by the United States and host governments to establish a CSI Port. 
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B. Customs-Trade Partnership Against Terrorism 

The validation process needs to be strengthened to include a review of additional 
supply chains. 

A revalidation strategy must be developed and validations must be conducted for each 
C-TPAT member with a clear strategy and timeline for completing the validations. 

CBP should work collaboratively with C-TPAT members to develop self-policing 
standards. 


C. Automated Targeting System 

ATS must be validated and proven to accurately identify high-risk containers. 

ATS should incorporate additional data elements to enhance its targeting ability 
including entry data. 

CBP should develop procedures to facilitate the filing of entry data prior to the arrival 
of the vessel at a U.S. port. 

CBP should establish baseline performance measures to evaluate the effectiveness of 
ATS as a targeting system. 

ATS rules need to be flexible and take into account findings from other high-risk 
cargo examinations and intelligence, as well as local factors. 

Simulated and red-team testing must be conducted on ATS. 

D. The Radiation Portal Monitor Program 

DNDO and CBP should accelerate the deployment of RPMs. 

DNDO should ensure that the NNSA’s Megaports Initiative - which provides 
radiation detection to major foreign ports - is more closely linked, with CSL 

DNDO should continue testing new technology and endorse technologies equivalent 
to the Hong Kong screening concept, which is described in detail below. 

£. The Megaports Initiative 

The U.S. Government must enhance the coordination between CSI and Megaports. 

F. Other Security Risks 

Until CBP can ensure that the supply chain of a trash importer is secure or develops 
protocols ensuring adequate inspection of individual trash containers, CBP should not 
allow trash containers to enter the United States. 

At a minimum, DHS should immediately adopt the Inspector General’s 
recommendation to conduct a risk analysis and develop minimum requirements for 
selecting and inspecting trucks carrying Canadian trash. Until these steps are taken, 
CBP should place a moratorium on allowing trash containers into the United States. 

Congress should enact into law the provisions recently adopted by the U.S. Senate to 
impose a fee on international shipments of trash to pay for a more rigorous inspection 
regime to protect U.S. citizens from the security risks currently associated with trash 
containers. 


♦ ♦ 


♦ 
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APPENDIX A 

Chairman’s Letters From the Senate Permanent Subcommittee on Investigations 


February 1, 2005: Letter to Under Secretary for Border and Transportation Security 
Asa Hutchinson” 

October 7, 2005: Letter to Department of Homeland Security Secretary Michael 

Chertoif 

December 20, 2005: Letter to Department of Homeland Security Secretary Michael 
Chertoff 

February 3, 2006: Letter to National Nuclear Security Administration Ambassador 
Linton Brooks 

February 3, 2006: Letter to Acting Customs and Border Protection Commissioner Deb 
Spero 

February 3, 2006: Letter to Domestic Nuclear Detection Office Director Vayl Oxford 


A copy of this letter was also sent to then-CBP Commissioner Robert Bonner, 
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SUSAN M. «>U!NS, MAINE. CKAIRM^U^ 

TED S7EWNS, AlASKA JOSHS< L HESESMAN, CI»J«CT1CUT 

QEOnGE V. VOINOVICK, OKtO CAAL UWi, M1»<IGAN 

NORM COUMAN, MINNESOTA OANIEt K. AKAKA. HAWMI 

TOM COBURN. OKLAHOMA THOMAS It. CA>»«1. DELAWARE 

LKMCOtN 04AFEE. RHODE tSLANO MARK OAYTCH4. IWNNESOTA 

ROBERT F. BENNETT. UTAH FRANK LAUTENKRO. NEW JERSEY 

PETEOWffiNCl.NEWMEXICO MARK RRYOB, AHICANSAS 

JOHN WARNER. VIRGWIA 

MICHAEt D. 80FR, STAIT= EHRECTDR AND CHIEF COUNS^ 

JOYCE A. RECHTSCHAFFCN, MINORITY STAFF OIRtCTOR ANO COiNMEt. 


United States Senate 

COMMITTEE ON 

HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS 
WASHINGTON, DC 2051S-6250 


February 1, 2005 

VIA TJ.S. MAn. & FACSIMILE 1202/282-84071 

The Honorable Asa Hutchinson 
Under Secretary for Border and Transportation Security 
U.S. Department of Homeland Security 
Washington, D.C. 20528 

Dear Mr. Hutchinson: 

In light of the September 11, 2001, terrorist attacks, concern has increased that terrorists could 
smuggle weapons of mass destruction (“WMD”), or their components and other potentially lethal 
devices, in the approximately 9.7 million ocean going containers that arrive in &e United States 
every year. As part of its overall response to the threat of terrorism, the Department of Homeland 
Security’s Bureau of Customs and Border Protection (“Customs”) began to deploy sophisticated 
technology called radiation portal monitors (“RPMs”) at some of our ports of entry. These RPMs 
are designed to detect radiological devices and nuclear weapons. Installing such equipment at our 
borders is a critical component in reducing the Nation’s vulnerability to terrorism. 

Recent studies indicate that a nuclear or radiological event at a U.S. port could inflict numerous 
casualties as well as result in an economic impact of greater than one trillion dollars to the U.S. 
economy. Given the enonnous stakes involved in the federal government’s response to nuclear 
terrorism, members of the House and Senate in a bicameral and bipartisan fashion have collaborated 
to review the actions taken by DHS and Customs to safeguard our country fiom a nuclear attack. 

As you know, the deployment of RPMs began in October 2002. Customs asserted that the critical 
first 3 phases of the deployment (i.e. international mail and consignment courier facilities, northern 
border crossings, and 22 major ports) would be completed by March 2005. As you know, the 
proposed project schedule will not be met. 

On January 1 8, 2005, Congressional staff met with Customs to discuss a number of outstanding 
issues related to the deployment of RPMs. While there was productive dialog, many of the questions 
and concerns posed by staff remain unanswered. These concerns are similar to those raised by a host 
of major audits conducted by both the Government Accountability Office and the Office of Inspector 
General for the Department of Homeland Security regarding these very efforts. While we continue 
to support this important program in concept (and are prepared to offer all appropriate support), it 
remains imperative that the key deficiencies associated with this effort be expeditiously addressed. 



In order for us to fully assess the adequacy and pace of the deployment of the RPMs, please provide 
the Subcommittee and the Committees listed below with the following no later than February 15, 
2005: 


1. Copies of all Project Execution Plans (“PEP”) for the deployment of RPMs, 
including all drafts of such a report. 

2. A copy of the final report on energy windowing, including all drafts of such a 
report. 

3. An inventory and description of all non-intrusivc devices utilized by Customs to 
screen cargo containers imported into the United States. 

4. All standard operating procedures related to the utilization of non-intrusive 
technology to screen imported cargo containers. 

5. The number of cargo containers annually imported into the United States. Please 
provide the total number of imported containers and delineate the number of 
imported containers by the mode of transportation (i.e. rail, sea, land). 

6. The number of imported cargo containers annually inspected by Customs. 

7. All documents relating to ' Ted team” exercises utilized to test the inspections of 
cargo containers imported into the United States. 


Please produce copies of the documents and other information responsive to the above requests to 
each individual listed below. Due to new security procedures, it is necessary to make advance 
arrangement for the delivery of the documents through courier or messenger service. Please contact 
the following individuals in order to obtain the procedures necessary to deliver the documents to 
each requester: Raymond V. Shepherd m, Staff Director and Chief Counsel to the Permanent 
Subcommittee on Investigations (“Subcommittee”), (202) 224-3721; Laura Stuber, Minority 
Counsel to the Subcommittee, (202) 224-9505; Lesley Leger-Kelley, Senior Counsel to the 
Committee on Homeland Security and Governmental Affairs (“Committee”), (202) 224-475 1 ; Jason 
Yanussi, Minority Professional Staff Member to the Committee, (202) 224-2630; Chris Knauer, 
Minority Investigator to the U.S. House Energy and Commerce Committee, (202) 226-3400; and 
Eric Edwards, Legislative Director for Congresswoman Jane Harman, (202) 225-8220. 
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Thank you in advance for your prompt attention to this matter. 


Sincerely, 




NORM COLEMAN 
Chairman 

Permanent Subcommittee on Investigations 


U. S. Senate 


CARL LEVIN 

Ranking Minority Member 

Permanent Subcommittee on Investigations 

U. S. Senate 


SUSAN M, COLLINS 
Chairman 

Committee on Homeland Security 
md G^ emmental Affairs 
J S. S^ate 



"JOHND.DINGELL 
Ranking Minority Member 
Committee on Energy and Commerce 
U. S. House of Representatives 



JOSEPH LIEBERMAN 
Ranking Minority Member 
Committee on Homeland Security 
and Governmental Affairs 
U. S. Senate 






HARMAN 
Ranking Minority Member 
Select Committee on Intelligence 
U. S. House of Representatives 


cc: The Honorable Robert C. Bonner 
Commissioner 

Customs and Border Protection 
U. S. Department of Homeland Security 
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Congress; of tfie ^niteti States! 

®aS))inston, 2051.0 


October 7, 2005 


The Honorable Michael Chertoff 
Secretary 

Department of Homeland Security 
Washington, D.C. 20528 

Dear Secretary Chertoff: 

Over the past several years, our respective Committees have examined the methods used 
by Customs and Border Protection (CBP) to target and subsequently search U.S.- bound, high- 
risk shipping containers for weapons of mass destruction (WMD), counterfeit goods, stowaways, 
and other forms of contraband. In addition to being used for common smuggling purposes, it is 
generally recognized that seagoing containers could be used to deliver a WMD to a U.S. port or 
city. The primary tool utilized by CBP to attempt to identify high-risk containers destined for the 
U.S. and target them for further examination is the Automated Targeting System (ATS). 

ATS is a collection of rules that allows inspectors to target inbound containers based 
upon manifest information, entry data, intelligence, and other information. Inspectors using ATS 
are, in theory, able to rank containers by risk, then conduct further analysis to determine whether 
a suspect container should be inspected — either physically or by non-intrusive imaging — before 
the sliipment is granted U.S. entry. As noted by CBP’s Web site: 

“ATS ... is a system that [assists CBP] officers in identifying imports which pose 
a high risk of containing narcotics or other contraband . . . The system 
standardizes bill-of-lading, entry, and entry summary data received firom the 
Automated Commercial System (ACS) and creates integrated records called 
"shipments". These shipments are then evaluated and scored by ATS, through the 
use of over 300 weighted rules derived from targeting methods used by 
experienced [CBP] personnel. The higher the score, the more the shipment 
warrants attention.” 

While we agree that ATS has value in assisting “[CBP] officers in identifying imports 
which pose a high risk of containing narcotics or contraband,” we continue to question both the 
degree to which this system is capable of accomplishing that task and the extent to which ATS is 
increasingly relied upon as the primary tool for determining which containers 
should receive an inspection . 
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Throughout many foreign ports where CBP has instituted the Container Security Initiative 
(CSI) program, staff have observed that CBP inspectors primarily, and sometimes exclusively, 
rely on the initial risk scores generated by ATS to determine which containers should be referred 
to their foreign counterparts for physical examination. It remains unclear to us whether a high 
ATS score realistically correlates to a finding that a container contains smuggled goods. For any 
evaluation of ATS, there are a number of other key issues that should be addressed. For 
example, do containers categorized as “high risk” by ATS carry more contraband (and thus 
possibly a WMD) than randomly selected containers? Does CBP have evidence that statistically 
validates that claim? Further, does CBP agree that the general category of contraband, whether 
stowaways, drugs, undeclared, or counterfeit drugs, serves as a surrogate for WMD for purposes 
of evaluating this program? If not, what variables would CBP use in this regard? 

In March of 2004, the Government Accountability Office (GAO) provided testimony 
regarding their concerns about this system and noted the following: 

“Regarding recognized modeling practices, [CBP] has not subjected [ATS] to adequate 
externa! peer review or testing. It has also not fully implemented a process to randomly 
examine containers in order to test the targeting strategy. Without incorporating all key 
elements of a risk management framework and recognized modeling practices, CBP 
cannot be reasonably sure that its targeting strategy provides the best method to protect 
against weapons of mass destruction entering the United States and its seaports. (See 
GAO-04-557T “Homeland Security: Summary of Challenges Faced in Targeting 
Oceangoing Cargo Containers for Inspection, March 31, 2004.”) 

On repeated occasions, staffhas queried CBP officials regarding ATS, particularly to 
determine which shipments should be examined for potential WMD. We continue to question 
both the veracity of the testing and whether or not ATS has received any validation from a 
competent and objective authority. Moreover, we remain concerned that CBP will continue to 
rely on ATS as the primary tool for keeping dangerous goods -- including a WMD - from 
entering the United States, without some indication that ATS does significantly assist CBP as a 
tested and validated risk management tool. 

Given CBP’s reliance on ATS, particularly as it rapidly expands its CSI program to more 
than 50 ports worldwide, we believe that it is imperative that this tool be vigorously peer 
reviewed and its effectiveness for managing risk be fully measured and documented. We also 
believe that this validation should be done by an objective third party entity. It is concerning that 
DHS cannot document or demonstrate any objective assessment of the system’s capabilities and 
inherent limitations. Due to these issues, we are requesting the following by November 1, 2005: 
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1 . Please convene an independent, outside panel to fully evaluate and peer review 
the capabilities of the ATS system in identifying risk related to inbound shipping 
containers, as well as any of its limitations as a risk management tool. This 
assessment should include a review of both the rules that are used to construct 
ATS scores, their reasonableness, their respective weighted scores, as well as the 
information and data utilized to generate these scores. The assessment should 
also measure whether increasing risk statistically correlates with actual discovered 
contraband. Our respective Conunittees are aware of the April 2005 Mitretek 
study involving ATS. While we applaud this as a first step in gathering key 
information about this system, we do not believe that this meets the intent of this 
request, particularly as it does not measure or validate ATS’s effectiveness, 

2. Please provide any studies, reviews, or analysis conducted by DHS, CBP, or any 
of its agencies that assessed or measured the capability of the ATS system. As the 
ATS score is perhaps the most relied upon method for determining which 
containers should be examined, please also include any analysis that is being used 
to set the degree to which CBP uses ATS as a risk management tool, 

3. Please provide the information provided to CBP inspectors domestically and 
abroad on the ATS system and operating procedures for determining which 
inbound containers require an inspection. 

We greatly appreciate your attention to this important homeland security issue. If you 
have any questions regarding the matters we have raised, please eontact us or have your staff 
contact Christopher Knauer, Minority Investigator, U.S. House of Representatives Committee on 
Energy and Commerce at (202) 226-3400; Brian White, Professional Staff, U.S. Senate 
Permanent Subcommittee on Investigations, at (202) 224-3721; Kathleen Kraninger, Professional 
Staff, U.S. Senate Committee on Homeland Security and Governmental Affairs, at (202) 224- 
2186; Laura Stuber, Minority Counsel, U.S. Senate Permanent Subcommittee on Investigations, 
at (202) 224-9579; and, Jason Yanussi, Minority Professional staff, U.S. Senate Committee on 
Homeland Security and Governmental Affairs, at (202) 224-2630. 


Thank you in advance for your prompt attention to this matter and for your continuing 
efforts on homeland security. 


• XT,.^ 


Norm Coleman 
Chairman 

Permanent Subcommittee on Investigations 



John Dingell 
Ranking Member 

Committee on Energy and Commerce 


U.S. Senate 


U.S. House of Representatives 
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Susan M. Collins 
Chairman 

Committee on Homeland Security 
and Governmental Affairs 
J.S. Senate 



be Liebd 
' Ranking Minority Member 
Committee on Homeland Security 
and Governmental Affairs 
U.S. Senate 




Carl Levin 

Ranking Minority Member 

Permanent Subcommittee on Investigations 

U.S. Senate 


cc: Mr. Richard Skinner, Acting Inspector General 

Department of Homeland Security 

The Honorable David M. Walker, Comptroller General 
Government Accountability Office 

The Honorable Robert C. Bonner, Commissioner 
United States Customs Service 
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SUSAN M, COLUN'S. MAINE. CHAIAMAM 


no STEVENS, ALASKA JOSEPH I- llEBCnMAN. COMNECIICUT 

OEORGE V. VCHNOV/CH. OMO CAffl. lEVIN. MICHIOAN 

NOAM COLEMAN, MINNESOTA DANIEt (C AKAKAi «AW«I 

TOW COSURa OKtAHOAW , THaMAS R. CARPER, MLAWABE 

UNCOlNCHArtE, RHODE ISIANO MARK DAVTON. MINNESOTA 

ROBERT F. BENNCrr. UTAH FRANK UmTENSEnO, NEW JEflSiy 

PETE DOMENia NEW MEXICO M/WKPR¥0«. ABKANSSS' 

JOHN WARNER. VIHQINIA 

MICKWLD. BQPP.STAFPDIRSCTOfiAHOCHIEFCOUNSSL . 

JOYCE A, RECHTSCHATfEN, MiNOniTY^AFF EHBECIXW ANOGOUNSEt 


Wtea ^rntes Senate 

COMMITTEE ON 

HOMELAND SECURITY AND OOVERNMENTAL AFPAIRS 


WASHINSTON. DC 2051 (M250 


December 20,;2005 

VTA ITS. MAn,.& FAeSIMILE (202/772-9734) 

Tbe Honorable Mtehael Ghertofr 
Secretary 

-Departmeftl of Momelaad Security 
Washington, D:.C. 20528 

Dear Secfetary Ghertoff; 

I fmveled to Hong Epng last vlwk and had'the opRottutsily to me'et jvith the Container Security 
Initiative (GSJ) team as Well as rqjresentatives of Hong Kong Gustoms at Oie Port ofHongXong. 
Throughout the visit, I was happy to observe a close level of coopefatten between D^artment of 
Homeland Security and Hong Kong Gustoms petsonnel, as well as the professionalism amongst, 
the eSI team. I was also pleased to see that the! Bureau of Customs and Border Piotectipn (CHP) 
has impleinented many of the recommendations front the PermanenfSuheanunittee on 
Investigations and Government Accountability Office (GAO) reports. While our oversight Will 
oOntiime, the progress in both CSf and theCuslo'mS!.Trade Partnership Agaiilst Tetrotism (C» 
TPAT) deserves immediate recognition. Ilook fesward to contmtiing to work collahorativ^ly 
with youio ensure that these programs complete die transition from proniiBiftg concepts: into 

sustainable.seourity programs. 

During this trip, I also toured the Port of Hong Kong and discussed security with representatives 
of Hutchinson Port Holdings (HPH), As the largest, terminal: Operator in.tKe Worlds HPH has an 
inherent mteresf.m securihg containers. To faeilitate Container seouri^, HPH has worked with a. 
technolo^ vendorto develop a remarkable security system, the Integrated .Container Inspection, 
System (ICIS) thatls capable of screening cargo CQritainers upon ehfryto theport Or prior to 
transshipment Without impeding the flow of commerce or operations of frie port . This system! 
ettabtes each CdntainertO'ffloVe through an integrated system featuring a non-intrusive:, image 
machine ('yACISh a Radiation Portal Monitor (RPM), and an Optical Character Recognition 
System (OCR) to identify the container. Moreover, the equipment utilized in this system is 
equivalent to or exceeds equipment currently used domeslically. m essence, HPH has 
demonstrated that one hundred percent screening can become a teality. 

Although operational protocols and processes need to be developed, I hope to see the Department 
embrace tliis private sector initiative; It is important to note that thissystem is being ;embraoed 
by importere, fi-eight forwarders, and shipping lines as.a tool to enhanoe:seourity. Adding 
another layer of protection to supply chain security will enhance our coHeOfive homeland 
security. 
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Department of Homeland Security 
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The initial supply chain security programs developed after September 11“’, especialiy C-TPAT, 
exemplified true publie - private partnerships. Bi addition, C-TPAT embedded the notion of 
supply chain security in the private sector. While C-TPAT continues to grow and mature, it is 
critical that DHS continue to work with the private ssttor and promote innovative security 
concepts. Securing the supply chain is, the tbnndation of intectiatiopal ftade - and it is important 
that DBS contirme to make pro^sS to ensure-glObial trade is truly secure. I'believe the system I 
observed in Hong Kotig could adMnee supply ’chain security and demonstrate yet ano&er 
important public - private partnership. 


In view of the work of my SuboOinmiMee on supply chain seenrityandray recent visit to Hong 
Kong, please provide fhe DHS assessmentof fids system as well asa plan to mtegrate ICIS mfp 
current security programs to the Subcomtaittee by JanUaiy IS, 2005, I look forwafd to 
continuing to work this issue With yoU and your staff. Ifyouor yourstaff has any questions, 
please feel free to contaet Brian '^ite, Professional Staff, at 202 - 224-3 '721, 


pprely, 


NormColeman 

Chairman 



Permanent Subcommittee on Investigations 
United States Senate 


NCibw 

cc'. Ambassador Linton Brooks, Adrninistrator, National Nuclear Security Admmistradbn 
Ms, Deborah SpOro, Acting Gommissioncr. U,S,. Customs and Border Protection 
Vayl Oxford, Director, OomesUc Nuclear Detection OfBce 

The HonpmbleSusaaGbllins, Chairniani.tLS, Seriate Goinmittce da Homeland Security Si Govtmimental Aflmrs 
TheHoriorable Joseph Liebermari, Rankinghtembcr, UiS. Senate Oommittee on Homeland Secrinty & Governmental Affairs 
The Honorable Peter king. Chairman, U.S. Rouse of Representatives' Coriuriifteeon Homeland Security 
The Honorable BenriieThompson, Ranking Mernbcr, ttS, HOuse ofRepreseritatives Gommittee on Homeland Security 
The Honorable JobriDlrigell, Ranking Member, U.S. House of Represcritatives Gqtnmitlecon Energy & Commerce 
Mr. John Meridilh, Managing Director, Hutchinson Port Holdings 
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SUSAN M, COUINS. MASiE. CHAIBMW 

TEO SEEUENS, AWSNA JOSEPN E UERERMAN, CONNECTISUI 

GEOHSE V. VOINOVrSH. OHIO CAHL LEVIN, MICHIGAN 

NORM COLEMAN, MINNESOTA DANIEUK.AKAKA. HAWAII 

TOM COBURN, OKLAHOMA THOMASLl. CARPER, OEUWARS 

LINCOLN CHAFEE RHODE ISLANO MARKDAVtON, AIINNE50TA 

HOSERIF, EENNETT, UTAH FRANK LAUTCNeCRO, NEW JERSE Y 

FETE OOMENICL NEW MEXICO- MARK PRVOR, ARKANSAS 

JOHN WARNER. VlROINlA 

MICHAEL 0, BO'PP.'STAEF DIRECTOR AND CHtBR COUNSEL 
JOVCE A, RECHTSOLAFFBN, minority STAFF DIRECTOR-ANOCOONSCL 



COMMITTBE ON 

HOMEUNO SECURITY AND GOVERNMENTAL AFFAIRS 
WASHINGTON, DC 20518-6250 


FebniaTy3,,2Q0& 


VIA tl.S. MAIL & FACSIMILE ^202/586-39291 

Ambassador Linton: E. Brooks: 

Under Secretarj'for Nueiear Seeutily: 

Adffliinlstraiot, National Nticlear-SeBurity.Adinintstralron 
.Department of Energy 
EOrrBStai Building, Room 7A199 
1000 Independence Avenue, S.W, 

WasHington, D.G. 20585 


Dear Ambassador Brooks: 


Securing the homeland from Weapons of Mass Destruction (WMD) should beone; Of our 
top national priorities. Accordingly, our Subcommittee has OlOsely followed the 
implementation of programs to confront this threat. In preparation fot:o,versight hearings 
scheduled March 28*'’ and 3 O"' to, examine efforts to detect and ihtdtdfct a radibldgieal or 
nuclear weapon, please provide the following: tio;:later than February 15, 20'06i 

1. The NatlOnal Nuclear Sectiri tyAdittinfStfStion (NNSA) Second; Liiie. of Defense 
(SLD) Strategic Plan iilclusiveof die .Goie program and the Megaports Initiative. 

2. A list-Of all CtiiTent andcpl^ed defilbyffiefits' of Radiation Portal Monitors 
(BPMs) outside ofthe £j.S>, as’ well as the number and typeof RPMs deployed’At 
each location in support of the SLD program; Please identify the number Of 
RPMs funded by the United States versus the host government 

3. The NNSA position regardiBg the Hong ICong screening concept Which is 
commonly referred to as the “Integrated Container Inspeotian System.” 

4j a list Of all training provided by NNSA to state or local agencies in the.delect&n 
of radioactive materials. Please specify who conducted the training, the purpose 
ofthe training, the type, and length of training as well as materials provided to the 
state or local agencies. 

5. The three Studies as referenced in the OAQ reports, that were commissioned to 
bettemnderstand the unique challenges confronting the SLD program, 

:6-. Answers to the following questions or requests for information with respect to the 
SLD programs: 

a. What percentage ofjnaritime containers entering the United States are 
screened for radiation? 
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fa. How maay positive alarms for radiation have been recpxded fay RPMs 
deployfed afafOad? Qf tiiese alarms; How many are nuisance alarms? How 
many alarms have recorded threat materials? 

c. Why are gamma only RPMs utilized at SLD sites? Please provide the 
plan for updating these RPMs as appropriate. 

d. Has any red teaming occulted to test currently deployed RPMs? If so, 
please provide the results and testing protocol. 

e. How many personnel have been trained to use the RPMs? Please indicate 
the number of avaUable and trained personnel at .eaeh deployment site, 

f. A summary of the PPM mamtenanee and calibration schedule, 

g. Whieh border sites are currently linked to national and regional 'command 
centers? 

h. DQB has plans to implement an Employee Dependability Program in 
Uzbekistan, that includes background checkSi urittalysis, and sensitivity 
training to combat some of thennderlying employee-related issues. The 
Russian government has requested that DOE impiemerit a sijmilar %fpe of 
program; What steps have been takento develop this type Of program? Is 
there an impIementationacheduMTfso, please provKie.. 

h What Sites under the SLD-Gore program have: receivedaflti-eorruption 
training? 

Are there any instances in which an empioyee at a RPM deployment site 
was discovered' tOi have been comppomised? If so, please provide the 
number of instances and identify the locations where the compromise 
occurred. 

k. Please pfovide'the countiy-wlde corruption assessments conducted by 
DOE employees in prioritizing countries to be included in the S;LD-Core 
pfogram. 

l. Please proyide the stmidard operating procedures for resolving positive 
alarms. 

m. U^ntier the Megaporls Initiatiye, the NNSA installs and provides radiation 
detection equipment to countries that sign agreements witli the United 
States. Please provide copies of ail signed agfeementS. 

n. With regards to the equipment currently deployed to Belarus and Turkey 
as referenced in the GAO report^ what :effcirts are bcmg made to ensure 
that the equipment is being properly maintained? 



551 


3 

0 . What is the status of the new 'haptementing agteeinents to be signed 
between DOE and the countries vvdth preyiousiy installed non-DOE 
equipment? 

p. In fis(3a! year 3005, PQE assessed each loeation where gamma-pnly portal 
ffloriitors were being ntainlained. Please provide a suitiniary Of the 
assessment condueted for each location and the prioritized list of which 
sites should receive upgraded equipment. 

q. Please provide a list of loGatipns where technical resources have heen 
provided under the Megaports Initiative tO ComplettaCftt theiGohlainer 
Securi^ Initiative. 

n What foiin of iftfoitnatiOh sharing has heetl ohiiduCted betWeCft the A 

and host eonntries? Has this practice of information sharing been 
formalized into a written agreement? If so, please provide cppies of all 
siich dOcumehtSi 

s. What id the role of the Domestic Nuclear Detection Office 0DNt)O) in the 
programs and efforts to install and provide radiation detection equipment 
abroad? 

t. Describe the relationship between the NNSA and die DNDO. 

to. What is tile plan for increasing participation by host eotuitries and 
decreasing the reliance on, U.S. government edtoiphient and fundS? 

Thank you in advance for your contmued cooperation wth our oversight investigation. 
We look fpiWard to- Working witit you thsttengthenth^ vital program. If you OgfOut 
stafthas any questions regarding tMs matters please contact us or have your staffcontact 
Brian White, Professional Staff, with the Senate Permanent Subcommittee on 
InVestigatibBs, at 1202 ) 224-3721 Or Madelytt GrCedon, Professional Staff, with the; 
Senate Armed Services Committee, at ( 202 ) 224 ^ 3871 , 

Due to new security procedures j it is necessajy to make advance aarangement for tile 
delivery of documents tiirough courier or messenger service. Elease, contact the 
aforementioned staff in order to obtain the prOGedutes necessary for delivery. 



Norm Coleman Garl Levin 

Chairman Ranking Mihori# Member 

Permanent S tohcommittee on Investigations Pennaneat Subcommittee on Investigations 

:cc: The Hono:rabte;M.ichaet Cbertoff, Seoreary, 11.8. Dep^ntent ofHome.tana Secutity 

The Honorable David Walker, ComptroTier. General, tiiS. .Government Accountability Office 
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SUSAN M. COLUNS, MAI^S, CtWIRMAN 
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CEORGEV, VOINOVsOtOHIO CARltEVIN.MtCHfGAN 
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JOHN WARNER, VHIQINIA 

MICHAEL D: BDI^. STAFF DIRfCtOR ANO CHIEF COUNSR. 

JOYCE A. RECHTSCrtAf f EN, MINORITY STAFPOiBECTOR A(<0 COUNSEL. 


lanitEfl ^tate Senate 

COMMITTEE ON 

HOMELAND SECURITY AND GavERNMENTAl AEFAIRS 
WASHINGTON, DC 2DB1 0-6250 


February 3, 2006 

VIA U.S. MAIL & FA.GS1MILE (2021344-21521 


.Ms, Deb Spetb 
Acting Comitiissioner 
tl.S. Customs and Border Proteotiott 
Depaitmefit of Homeland Seburii^ 
Washington, DC 2022-9 


Deaf Acting Commissioner Spero: 

Securing the homeland from Weapons of Mass DeStfUCtiott should be one Of Our Top 
national prioritfes, and as such, our Subcommittee has closely followed the 
implementation of programs to confront this threat. Our oversight, hearing, “The 
Container Security Initiative and Oustoms-Trade Partnership Against Terrorism;, Securing 
the Global Supply Chain or Trojan HQrse?” bh Way 26, 2005, highlighted several areas 
of concern with these prOgramSi Since then, We: liaVe noted the improvemeatsvin the 


(C-TPAT) initiatives; 


To publicize these improvements and assess TJ.S. Government efforts to secure the |l6bai 
supply chain, oUr Subconimittee is.plamnng two'oversight heatings on Maieh'SS^'* an£ 

30' . In preparation ftir these hearings,,ple:ase provide.the, followingtnfprmafion on.the 
Container Security Initiative (CSI) no later than: February 1 5, 20;06;' 

1 . Copies of all weekly inspcotion reports enumerated by each GSTport fipM 
February 1, 2005 - February 1, 2006. 

2. The yeafly expenditures for each CSI poA 

3. The. number of all Customs and Border Protection (CBP) and ImnlignitiQn and, 
CuAoms Ertforcemeat (ICE) employees by pOtt, 

4. An inventpry and. description of all non-intrusi ve and radiation detection de VicSs 
utilized by the host countty Customs to inspect containers bound for the United 
States. Please enumerate if these devices have been tested and certified by CBP .. 

5. All documents relaling to “red team’’^'exercises utilized to test the mspections of 
cargO: containers .artiying from.CSTpcirts. 

6. A listofall instances in wWch information provided by a: GSI team, to the host, 
government resulted in a Seizure or criminal investigation. 
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7. Answers to the following questions: 

a. What percentage of ttiatitiine containers are screened with a non-intrusiye 
device pnor to entering the ITnited States? 

b. What percentage of maritime containers are screened for radiation prior to 
entering the United States? 

c. What procedures are used to test the nonrintrusiye and radiation detection 
devices used in CSI ports? How often is this testing dOiie and how Often 
are the deWces certified? 

d. Howrnany radiation hitshave occurred at-GST ports? Mease list the result 
of each radiation hit and the procedures followed. 

e. What percentage of containers at GSI ports, which are destined for the: 
Q.S., are actually opened and inspected? 

t. If a high-risk container, as defined by the Automated Targeting System, is; 
not inspected ata CSfport, GPP policy dictates that the container is 
examined upon its arrival at a U^S-port of entry Please provide the 
statistics to demonstrate that these high-risk containers are indeed; 
inspected upon their arrival in the UiS, 

g. Of the eontainers identified as high-risk, what perGentage of contaihdrs are; 
found to have contraband? 

h. Gf the containers randomly identified for inspection, tyhat percentage idf 
Containers are found to have conttahand? 

i HdW inany Seizures have resutted:from the ex ports? Measeprovide a 
list per location. 

IteadditiOHiplease provide the fbltewing intenation On the fSiStoms^iMe Bam 
Against Terrorism (e-tPAt^ no later than February 14 

1 . The number of C-dP AT applicants. 

2; The nuniher Of G-TPAT eertified companies (Tier 1} and heneiRts provided to 
these companies including the ATS seGre reduetjon. 

3 . The number of C-TP AT validated companies ^iet 25 and benefits provided to 
these companies including the AT&suore feductiOrt. 

4. The number of G-TP AT validatediplus eompanies (Tier 3) and benefits provided 
to these companies including the ATS score reduction. 
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5. A description of the membership; process, from the initia! application through the 
certification and yalidation procesSi Also, ptease elaborate on the validation 
strategy, including the process for re-validations, 

6. The number of supply chain security specialists and average grade and pay of a, 
supply chain security specialist, 

1 . Answers to the following questions: 

a. What derogatory information Will prevent;a G.-TPAT applicant from being 
certified? Please provide a listing of the types of information that would 
be considered derogatory to an application. 

b. What percentage of C-TPAT applications are denied? What is the prOcess 
for a G-TPAT applicant to appeal this decision and re-apply for 
membership? 

c. How long must a G-TP AT member, which has been reraoved or 
suspended from the program, wartprior to re-applying for memhership? 

d. GBP revised the minimum security guidelines forimporfers and la 
planning to do the same for Othef aspects of the suppiy chmn, PlpiSe 
provide the tlmeiine for ret'ising the security guidelines for the other 
sectors of C-TP AT mem bership. 

e. What percentage of G-lTAT impofters’ containers are fl) reviewed (2) 
examined, with a non-intrusiye device, and/or (3) physically inspected'^ 
Please provide information as to any contraband found during foese 
inspections. 

£ How often are security profiles of current C-TPAT members, reviewed? 

g. Has an independent audit been eondueted ofthe GBP Validation process? 
if yes, please prOviUe the results. 

h. Please provide a copy of the automatedwalidation assessment 
questiormaire. How were the questions used in the assessment generated? 
Is there a scoring system associafed With this questiormaire? 

i. Since theinception of C-TPAT,-has GBP Observed a reductiph in the 
number of cargo theft incidences? 

Thank you in advance for your COnti'nUed 'CGOperation With Our Oversightihvestigation. If 
you or your staff has any questions regarding thiS matter, please contact us or have your 
staff contact Brian White, Professional Staftf to the Majority, Or Eaura Stuber, Counsel to 
the .Minorib', withthe Senate Permanent Subdommittee on investigations at (202) 224- 
3721. 
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Due to new security procedures, it is necessary to make advance arrangements for the 
delivery of ddcuments through courier or messenger service,. Please contact the 
aforementioned sta® in order to obtain the procedures necessary for delivery. 



Norm Coleman Carl Levin 

Chaimian Ranking Minority Metnber 

Permanent Subcommittee on Investigations Permanent Subeommittee on Investigations 

,cc: The HoiTorable Mlohaei fiheiioff, Secretary V.S, Department of tiomeland Security 
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COMMITTEE ON 

HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS 
WASHINGTON, DC 2051 0-6250 


Febroaiy 3, 2006 


VIA U.S. MAIL & FACSIMILE (202/772-97341 

Mr. Vayl Oxford 
Director 

Domestic Nuclear DetectiDn Office 
Dcpartmeut of Homeland Security 
245 Muriay Lane, S.W. 

Washington, D.C. 2Q528 

Dear Director Oxford: 

Securing.the homeland from Weapons of Mass D'esiruct iDn (WMD^ should be one of ow 
top national priorities. As such, opt Subcommittee has elosely followed the 
implementation of programs to confront this threat. In preparation for oversight heanngs 
scheduled March.28''' and 30* to examine efforts to detect and interdict a radiological or 
nuclear wealion, please provide the follovrihg information no later than February IS, 

2006: 

1 , The domestic Radiation Portal Motiitors: (RlPMs) deployment strategy ;at the, 
follo wing border crossing venues: 

a. Land Borders 

b. Sea Ports 

c. Rail 

d. Air Cargo 

e. International Mail and Express Consignment Carriers 

f. Intemational Passengers and Baggage 

5. The current (as of 1 February 200,6) status of deployment to include the hiimbet of 
RPMs deployed at each ofthe yenuCs detailed above. Please enumerate what 
percentage of the total venue is covered with RPMs. 

3. GOpies-Of the Memoranda of UndemtandmgfMOUl'with DKl, FedEx, UPSYand 
Other private seetet, entities allowed, to screen, for radiation, Please provide the 
audits Ofthese deployed RPMs. 

4. DNDQ’s threat prioritization list of ntielear/tadioJogieal materials. 

5:. The standard operating procedures used by CBP to examine a shipment Or vehicle 
Which alarms for radiation. 
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6. A summary of the test results of the current and protpQ'pe next-generation RPMs 
that were condueted at the Nevada Test &te (MTS) in the fall of 2005. 

7. Answers, to the following dheStions:. 

a, What is the status of the l).omestiC:.Nuclear Detection Office (DNOO) 
global strategy and architecture for nuclear detectiori? 

b. What percentage of maritirne containers ehterihg the-United States i n, 

screened far radiafian (inclusive af dothestfe and te screening)’ 

Please delineate this percentage demestically and internationally, 

6. What is- the rale of the DNdO in the programs and efforts to install and 
provide radiation detection equipment abroad? How does DNDO 
coordinate with Other federal agencies such as Depfartinent bf States 
Department of Defense, and Department ofEnergy to fulfill; this function? 

i. Oesedhe the relationship between the DNDO.and the NRCj specifically as 
it relates to the materials license process. 

e. What is the official Department of Homeland Security policy on how to 
utilize the VACIS machine for n6n--irttrusive inspections? SfieeifiCally, 
does DHS recommend that containers are driven through the ¥AOfS;or ia 
the VACIS moved over the conteiners? 

fi Has an evabation and operational test heenconducted.of'theideployed 
RPMs? If so, please provide a stmiinary of the resUltSi 

g. Please provide a sunimary of how many positive alarms fop radiation have 
been recorded by RPMs deployed doaiestically and indicate wMeh of the 
alarms are nuisanee-aiarms and which ones have been of threat materials. 

b. What is the numbsfeof persormel-m^ been trained to use the RPMs? 

Please :mdiCate the num ber of available and trained personnel at each 
deployment site, 

i. What procedures are in place to share the results of the radiation screening 
With Other Federal agencies as well as Sate and Local agencies? 

j. Has any training been offered by DNDO to state or local agencies in the 
detection of radioactive materials? If so, please spedfy who conducted 
the training, the purpose of the training, and the type and length of training 
as well as the materials provided to the state or local agencies. 
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k. Has atiy ffid teaffii%: been soBduefed of currendy defdoyed RPMs? If so, 
please provide the results and testing protocol 

l, What are (he current advanced technologies being looked at by DNEIQ? 

Thank you in advance fof yOur continued cooperation with OUrdVCrsight investigation. 
We look forward to working with you;to;'strengthen diis vital progcam. If you or your 
staff has any qiiestionsregarding this matter, pleaseepritactus or fiave your staff contact 
Brian White, Professional Staffj with the Senate Permafieflt SubcOiitmittee on 
lavestigations, at ;(3t)2 j 224>-3721, or Madelyn Creedon, Professional Staff with the 
Senate Armed Services Comniitfee at (202) 224-3871, 

Due to new security procedures, it is necessary to make advance arrangements for the 
delivery ofdoeuments through courier or messenger service. Please contact the 
aforementioned staff in order to obtain the procedures necessary for delivery. 



Norm Coleman Gatl Levin 

■Chairman Ranking Minorl^ Member 

Pemianent Subcommittee on Investigations Permanent Subcommittee on Investigations 

co: The Hanoiablfc Miclmel Cliertpff, Secreta^. U.S. Department of Homeland Security 
Ms. Deb Speroi Acting Gommissionerj ti,S. Gustortis and Border Protection 
The Honorabie David Walker, Comp troiler Senerai. U.S. Government j\ccouiitabt% Office 
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72 

List of CSI ports as of March 9, 2006 


In the Americas: 

• Montreal, Vancouver & Halifax, Canada 

• Santos, Brazil 

• Buenos Aires, Argentina 

• Cortes, Honduras 


In Europe: 

• Rotterdam, The Netherlands 

• Bremerhaven & Hamburg, Germany 

• Antwerp and Zeebrugge, Belgium 

• Le Havre and Marseille, France 

• Gothenburg, Sweden 

• La Spezia, Genoa, Naples, Gioia Tauro, and Livorno, Italy 

• Felixstowe, Liverpool, Thamesport, Tilbury, and Southampton, United Kingdom (U.K.) 

• Piraeus, Greece 

• Algeciras, Spain 

• Lisbon, Portugal 

In Asia and the East: 


• Singapore 

• Yokohama, Tokyo, Nagoya and Kobe, Japan 

• Hong Kong 

• Pusan, South Korea 

• Port Klang and Tanjung Pelepas, Malaysia 

• Laem Chabang, Thailand 

• Dubai, United Arab Emirates (UAE) 

• Shenzhen and Shanghai 

• Kaohsiung 

• Colombo, Sri Lanka 

• Port Salalah, Oman 

In Africa: 

• Durban, South Africa 


Ses CBP website, http://cbp.gov/xp/cgav/border securily/intematiomljictivities/csi/ponsJn_csi.xml, accessed 
March 15, 2006. itie Port of Cortes, Honduras became the 44* CSI port on March 25, 2006. See CBP website, 
http://www.cbp.gov./xp/cgov/newsroom/press_releases/03252Q06panl, accessed March 11. 2006. 
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APPENDIX C 


Foreign Oversight Trips by 
the Senate Permanent Subcommittee on Investigations 


Date 

Site of Inspection 

August 18-22, 2003: 

Port of Hamburg, and Port of Bremerhaven, Germany 

August 7-14, 2004; 

Port of Hong Kong, Special Administrative Region of China 

Port of Singapore, Singapore 

Port Klang, Malaysia 

December 6-11, 2004: 

Port of Felixstowe, United Kingdom 

Port of Le Havre, France 

Port of Rotterdam, The Netherlands 

July 21-28, 2005: 

St. Petersburg and Moscow, Russia 

August 23-30, 2005: 

Port of Tokyo, Japan 

Port of Hong Kong, Special Administrative Region of China 

Port of Shenzen, China 

Port of Shanghai, China 

December 9-13, 2005: 

Port of Hong Kong, Special Administrative Region of China 
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APPENDIX D 

Domestic Oversight Trips by 
the Senate Permanent Subcommittee on Investigations 


Date 

Site OF Inspection 

July 8-9, 2004: 

FEDEX Facility, Memphis, Tennessee 

February 23-25, 2005; 

Port of Los Angeles and Port of Long Beach, California 

April 7, 2005: 

Port of Norfolk, Virginia 


Port of Chicago, Illinois 

September 28, 2005: 

JFK Mail Facility, New York 

February 16, 2006: 

Port of Newark, New Jersey 

February 22 -23, 2006: 

Port of San Ysidro, California 
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